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Boolean Functions with Five Controllable Cryptographic Properties

Abstract

The Strict Avalanche Criterion (SAC) was introduced by Webster and Tavares in a
study of cryptographic design criteria. This is an indicator for local property. In order
to improve the global analysis of cryptographically strong functions, Zhang and Zheng
introduced the global avalanche characteristics (GAC). The sum-of-squares indicator re-
lated to the GAC is defined as oy = -, A%7(v), where Ag(v) = S, (=) @ef@ev) 1
this paper, we give a few methods to construct Boolean functions controlling five good
cryptographic properties, namely balancedness, good local and global avalanche charac-
teristics, high nonlinearity and high algebraic degree. We improve upon the results of

Stanica, and Zhang and Zheng.

Keywords: Cryptography, Nonlinearity, Boolean functions, Strict Avalanche Criterion,

Global Avalanche Characteristics

1 Introduction

Boolean functions, components of S-boxes which are employed in block ciphers, must satisfy
one or more properties to resist cryptanalytic attacks. In this paper, we construct functions
with will satisfy five of these properties: balancedness, local and global avalanche characteris-
tics, high nonlinearity and high algebraic degree. The Strict Avalanche Criterion (SAC) was
introduced by Webster and Tavares [10] in a study of design criteria for certain cryptographic
functions. A Boolean function is said to satisfy the SAC if complementing a single bit results
in changing the output bit with probability exactly one half. In [2], Preneel et al. introduced
the propagation criterion of degree k (PC of degree k or PC(k)), which generalizes the SAC.
A function satisfies the PC(k) if by complementing at most &k bits the output changes with

probability exactly one half. Obviously PC(1) is equivalent to the SAC property. For a func-



tion f on V,, = Z%, we see that f satisfies the PC(k) if and only if Z f@)® f(rov) =21
z€Vn
for all vectors v with Hamming weight 1 < wt(v) < k, or equivalently, Af(v) = 0, where

Ap(v) = Z (=1)f@®F (@) ig the autocorrelation function.

z€Vn
Although, the PC is a very important concept in designing the encryption algorithms and

one-way hash functions, it is a measure for local avalanche and hence has various limitations
in capturing properties of vital importance to cryptographic algorithms. Zhang and Zheng
[11] introduced the global avalanche characteristics (GAC) to forecast the overall avalanche
characteristics of a cryptographic function. They proposed two indicators related to GAC:

the sum-of-squares indicator
2
of = Z Af(a)a
(0%
and the absolute indicator

Ay =max|A(a)l

The smaller oy and Ay, the better the GAC of a function. Obviously, 22n < of < 237 and
0 < Ay < 2" The upper bound for oy holds if and only if f is affine and the lower bound
holds if and only if f is bent function. Son et al. [7] proved of > 22" 4 2"3 when f is a
balanced Boolean function, and Sung et al. [9] improved the lower bound by considering the
number of vectors satisfying the PC. Recently, Stanica [8] proposed constructions of balanced
Boolean functions satisfying the SAC with good local and global avalanche characteristics.
In this paper, we improve his results. In particular, the sum-of-squares indicator is improved
significantly, being very close to that of bent functions. In addition to improving the global
indicator, our functions have also high algebraic degree, while maintaining high nonlinearity

and good avalanche characteristics.

2 Definitions

Let a = (a1, -+ ,ayn) and b = (by,---,b,) be two elements in V;,. The scalar product of a

and b, is defined as a-b = a1b1 ® - - - D a,b,. We will use the following definitions and results



throughout the paper.

1. An affine Boolean function is of the form f(z) = @' ja;x; ®b. f is linear if b = 0.

2. The Hamming weight, wt(v), is defined as the number of ones in v € V,,. f is balanced if

wt(f) = 2"~1. The Hamming distance between f,g: V,, — Vi is d(f, g) = wt(f ® g).

3. The Walsh-Hadamard transform of a real-valued function f on V,, is the function Fp :

Vi — R defined as Fr(w) = > oy, f(z)(=1)""7.

4. The nonlinearity of a function f is defined as Ny = minjeca, d(f,1), where A, is the class

of all affine functions on V,,. Equivalently, Ny = 2"~! — L maxyev, |F 7(w)] (see Meier and

Staffelbach [1]), where f means (—1)7.

5. A function f satisfies the propagation criterion (PC) with respect tov € V,, if f(z)® f(z®v)

is balanced, or equivalently A¢(v) = 0.

6. A Boolean function is called perfect nonlinear if it satisfies the PC with respect to all

non-zero vectors. A Boolean function f is called bent if F f(v) = +2"/2 for all vectors v.

Hence, bent function exists only for n even, and it is not balanced. Note that these two

definitions are equivalent. For further results on bent function, see Rothaus [3].

7. The sum-of-squares indicator oy is equal to 2% Z F;(w) (see Zhang and Zheng [11]).
weVn

3 Constructions of Good Cryptographic Boolean Functions

We give three methods (by using bent functions), for constructing balanced Boolean functions,

which satisfy the SAC, have good GAC, high nonlinearity and high algebraic degree.

3.1 Boolean Functions On Vy,

To construct a good cryptographic Boolean function on Vs, we need the following lemmas.
The proof of Lemma 1 is easy and is omitted.
Lemma 1. Let g be a Boolean function on 'V, defined as g(x) = g(x1, -+ ,xp) = 1 ®
T2 ® x122 @ 1. Then F43(0) = 2771 Fy(a) = —2"71, if a = €1,€2,€1 + €2, and Fy(a) = 0,
i

—N—
otherwise, where €¢; = (0,---,0,1,0,---,0).



A function constructed as in the following well-known lemma (see Rothaus [3]) is called
a Maiorana-McFarland bent function.

Lemma 2. Let n = 2k. Define a Boolean function f :V, — V1 as f(y,x) = ¢(y) - x,
where y,x € Vi, and ¢ is a permutation of Vi.. Then ff(b» a) = 2’“(71)1"‘7571(“). In particular,
f is a bent function.

We now construct a balanced function on V5, with many good cryptographic properties,
by using a bent function and the function g (on Vi) of Lemma 1.

Construction 1. Let n = 2k. Let h be a Boolean function on V,, defined as h(y,z) =
&(y) - &, where ¢ is a permutation of Vi, fizing 0, €1, €2, and €1 + €3. Define a Boolean function
fonV, as
9(x), ify=0,

fly,z) = q1@g(x), ify=e + e,

h(y, x), otherwise.

Theorem 1. Let f be given by the Construction 1. Then the following statements hold:
(i) f is balanced.
(ii) f satisfies the SAC.
(iii) the monlinearity is Ny = 2"~1 — 27 .
(v) the sum-of-squares indicator is o5 = 22" + 3 - 93n+l,
(v) the algebraic degree is deg(f) =k + 1.

Proof. (i). Since ¢(0) = 0 and ¢(€1 + €2) = €1 + €2, the Walsh-Hadamard transform of f
is

Fiba) = Z(fl)f(yﬂ:) (—1) ) )

y?m

= Z(_l)g(x)(_l)wz + Z(_l)l@g(x)(_l)bl@bzesa~x

T

+ Z (—=1)2Wrz(—1)ba) o)

Y,z
y#0,e1+eg



= SN = e )

xT

+ Z qb(y (b a)-(y,x) _ Z(_l)a'ﬂﬁ _ Z(_l)m@m(_l)h@bz@aw

x x

= Fy(a) - (-Ubl@b?fg(a) + 75, (b,a)

_ Z )b1@52 Z(_l)(a@(el—&—eg))m‘

T

By Lemma 2, F; (b,a) = 2k(—1)»¢7 (@) Thus, it follows that

(1= (=1)"¥2) Fy(a), if a =0,6 + e,
ff(b, a) =

(1—-(— 1)b1@b2)-7:( )+ 2k (-1 )b¢7l(a), otherwise.

Note that f is balanced if and only if ]:f(()) = 0. Since ]:f(O, 0) =0, f is balanced.

(77). Let e = (8, @) denote any vector in V,, with Hamming weight 1. For the convenience
of notation, we let Se = >_, , f(y,2) & f((y,x) ® e). It suffices to prove that S, = 2"=1 We
first note that >,  h(y,z) & h((y,z) ®e) = 2"~1 since h is a bent function by Lemma 2.
We proceed with several cases.

Case 1. = ¢€; and a = 0. In this case, we obtain that

Se = yz;[f(y,x) @ fly®p,o)] = ;[h(y,x) @ hy @ B,7)]
-2 Zm:[(cb(o) ) & (¢ler) - w)] -2 Zx:[(¢(62) -x) @ (der + €2) - )]
+2;[g(x)@( +2Z 2) ® 1 g(x)]
—Z (o) hy®f,0)] -2 21-2> a1+2) (2@ 01228 1)

+2) (w1 @wymy) =271 —2F —2F 3.2 ok =g

Case 2. 3 = ey and a = 0. Similarly, as before we obtain S, = 2771,



Case 3. f=¢ (3<i<k)and a=0.

Se=>Y [fx)e flyeB,a) =) [hy )& h(y e B, z)

y7m y7x

—2 [(¢(0) - z) & (¢ —22 $ler +e2) - ) ® (dler +e2 + ) - )]
+2) [9(@) @ (d(&) - o) +2) [(1@g(@) & (dler + e+ &) - )]

=11 — 21y — 213+ 214 + 215.

As noted before, I1 = 2771, Since ¢(y) are distinct vectors in Vi, we have I; = 2¥=1 (i = 2, 3).
By Lemma 1, g(2) @ a-x is balanced for any a except for 0, €1, €2, €] +€2, and so I; = 271 (i =
4, 5). Thus, S, = 2" 1.

Case 4. = 0. In this case, we have that

Se —Zf v, ) ® [y, & )

_Zh y,7) © h(y,x ®a) =Y ((0)-2) @ ($(0) - (x ® a))

T

—Z pler+e2)-2) @ (¢ler +€2) - (2@ )
+Zg ® gz ®a) +Zl®g z) e (leglesa)

=L —I—I34+ 14+ I5

We first note that Iy = I5. As in the previous case, I = 2"~ 1. Since ¢(0) = 0,1y = 0. For
I3, 14, we proceed with three subcases.

Case 4-1. 3=0and o = ;. In this case, I3 =Y. 21 @12 ® ((z1 ® 1) ® 22) = 2*, and
Ii=) (21020021220 1) D (21 1) D22 ® (21 D 1)22 @ 1) = 2k=1 Thus, S, = 271,

Case 4-2. =0 and a = €. Same method as in Case 4-1 implies S, = 2" 1.

Case 4-3. f=0and a = ¢ (3 < i < k). It follows easily that I3 = I, = 0 and so
S, =2r1

Therefore, we obtain that S, = 2"~ ! for any vector e € V,, with weight 1, that is, f
satisfies the SAC.



(122). By the proof of (i), it follows that maxyq |F;(b,a)] = max{2|7;(0)[,2|F;(ex +
€2)], Maxg£0.¢, +, 2|F5(a)|+27}. From Lemma 1, we have that max;, , |.7-'f(b, a)| = 2¥+1 which
implies that Ny = on—1_ 9%,

(iv). By the proof of (i), we have that

bZ}“;(b,a):;f;(b,O)—i—gFj;(b,q—i—ez)%— bz Fi(b,a)

a#O,é1+62
— Z b1€9b2 4}‘4 Z b1®b2)4f‘4(61 4 62)
d~(a
t2 0= GO F ) + 2y

a;éO 51 +eo
The first term equals 2k+3]:§(0) and the second term equals 2k+3.7:g(61 + €2). The last term

can be written as

oA —(=0hEiEN @)+ > 2

b,a b,a
a#0,e1+eg a#0,e1+eg
+6 Z b1€Bbz)2f2( )221::
a#0, €1+€2
-1
+4 Z bl@b?)]—'g( )23k(_1)b¢ (a)
a#0, €1+€2
HEX M- (YA @ )T
a#0, 51-‘,—(2

=11+ 1o +6I3+ 41, + 415.

We can easily obtain that [; = 2843 %" Fil(a), Iy = 2°F(2F=2), and I3 = 2974137 . FZ(a).

a#0,e1+€2

We calculate the term I4. For a # 0, €1 + €2, we have that

Do = (F)E ()T = ()T (e aresenie) - g,

b b b

It follows that I, = 0. Finally, we calculate the term I5. For a # 0, €1 + €2, we have that

D1 = (11 = 3 a1t (1) < o,

b b

7



which implies that Is = 0. Hence, we have that

Y Fiba) = 2"PFH0) + 2P F (e + e) + 272 - 2)

b,a

+2M N Fia)+6-2% T N Fi(a).
a#0,e1+€2 a#0,e1+€2

By Lemma 1, the sum-of-squares indicator is oy = 24k 4 6. 23k,

(v). We note that

f,z) = @) (y2®1)-- (g © 1)9(0) - =

Dy ®1)(y2®1) - ypp(1) - x®

Dyry2- - ypdler)  x® (1 @ 1)(y2 ® 1) -+~ (g © 1)(4(0) - = ® g(x))
©yryz- (ye ® 1) (d(e1 +e2) -z D 1D g(x))

=@ D)(pel) - (y®1)90) 28y @ )(y2® 1) ypd(1) - 2&

D y1y2y3 - yrP(er) - x
@) (pel) (e l)(r @ drizs®1)

S y1y2(yz3 @ 1) - (yr © 1)x122,

since ¢(0) = 0, p(e1+€2) = €1+€9, and g(z) = 1 DroDr122P 1. The term y1yoys - - - ypr1T2 IS
cancelled because this term appears two times in the above expression. The terms y1y2ys - - - ypx1
and y1yays - - - ypxo are not cancelled, since these terms appear 2¥~! + 1 times. Hence
deg(f) =k +1. o

Stanica [8] constructed a class of highly nonlinear balanced functions with good local and
global avalanche characteristics. More precisely, he constructed a Boolean function f on Vo
satisfying the following properties:
(a) f is balanced.
(b) f satisfies the SAC.



¢) the nonlinearity is Ny = 22k—1 _ ok,
(c) y is Ny

(d) the sum-of-squares indicator is oy = 24+2.

Observe that the sum-of-squares indicator of Theorem 1 is an improvement of that of
Stanica [8]. On the other hand, Zhang and Zheng [11] constructed a balanced function
on Vo, with the nonlinearity Ny > 22k=1 _ 9k We believe that the nonlinearity is in fact
22k=1 _ 9k The sum-of-squares indicator of the function is the same as ours. However, their
construction does not ensure the SAC property. Therefore, Theorem 1 can also be regarded

as an improvement of the result of Zhang and Zheng [11]. We would like to point out that in

either case, our functions have also high algebraic degree, which is an improvement in itself.

3.2 Boolean Functions On V5

We present two methods for constructing balanced Boolean functions on Vaiy1 with good
cryptographic properties. For the first construction, we need the following lemma. The proof
is easy and it is omitted.

Lemma 3. Let h be a Boolean function on V,,. Define a Boolean function f on Vpi1
as f(y1,y2,2) = h(y2,2) ® y1(y2 ® 1), where y; € Vi (1 < i < 2) and x € Vy,_1. Then
Fi(b1,ba,a) = Fj (ba, a) + (=1)'"F; (1 @ by, a).

Theorem 2. Let h = (hi, hg) be a bent function on Vo, with hy balanced, where (hy, ha)
is the concatenation of hy and ho. Define f on Vopiq as f = (hi,h2,1 @ hy,ha). Then the
following statements hold:

(i) f is balanced.

(ii) f satisfies the SAC.

(iii) the nonlinearity is Ny = 2%% — 2,
(v) the sum-of-squares indicator is oy = 24k+3,

Proof. The proofs of (i) and (i7) are straightforward. The proofs of (ii7) and (iv) follow
from Lemma 3. &

We now construct a balanced function on V541 with smaller sum-of-squares indicator than



that of Theorem 2. To do this, we need the following lemma. The proof is straightforward
and is omitted.

Lemma 4. Let h be a Boolean function on Vi, and g be a Boolean function on V;. Define
a Boolean function f on Vi by f(y,z) = h(y) @ g(x). Then the following statements hold:
(i) F(b,0) = F3 () F3(0)

(i1) Ap(b,a) = An(b)Ag(a).
(iii) the nonlinearity is Ny = 2'Nj, + 25N, — 2N, N.
(i) the sum-of-squares indicator is oy = opoy.

We remark that a lower bound of the nonlinearity, for a Boolean function as in Lemma
4, was obtained by Seberry et al. ([4], [5]). However, we get the exact nonlinearity of f.

The following corollary is well known (see Seberry et al. [6]).

Corollary 1. Let f,g,h be as in Lemma 4. If h or g is balanced, then f is balanced.
Proof. 1t follows from Lemma 4 (7).

By using a computer program, we easily obtained a Boolean function g on V5 with the
following properties:

(a) g is balanced.

(b) g satisfies the SAC.

(c) the nonlinearity is Ny = 12 (the highest nonlinearity for any Boolean function on V).
(d) the sum-of-squares indicator is o4 = 1, 664.

Theorem 3. Let g be a Boolean function on Vs as above. Let h be a bent function on
Vok—4. Define a function f on Vagyq as f(y,x) = h(y) @ g(z). Then the following are true:
(i) f is balanced.

(ii) f satisfies the SAC.
(iii) the nonlinearity is Ny = 2%% — 2,
(iv) the sum-of-squares indicator is op = 1.625 x 2442,
Proof. The proof of (i) follows from Corollary 1. The remaining statements follow from

Lemma 4. %

10



Stanica [8] constructed a balanced function on Vo satisfying the SAC. He also proved
that the nonlinearity is Ny > 22k—2k, and the sum-of-squares-indicator is 24kt < < Q4k+5,
On the other hand, Zhang and Zheng [11] constructed a balanced function on Va1 with the
nonlinearity Ny > 22k _ 9k and the sum-of-squares indicator o P= 24643 But the construction
does not ensure the SAC property. The sum-of-squares indicator of Theorem 3 is less than
those of [8] and [11]. Therefore, Theorem 3 can be regarded as an improvement of the results

of [8] and [11].
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