Designs, Codes and Cryptography (2026) 94:104
https://doi.org/10.1007/510623-026-01861-7

®

Check for
updates

Multipath PA-PUFs generate all Boolean functions

R. Radheshwar’-3 . Dibyendu Roy’ - Pantelimon Stanica?

Received: 18 April 2026 / Revised: 20 April 2026 / Accepted: 20 April 2026
© The Author(s), under exclusive licence to Springer Science+Business Media, LLC, part of Springer Nature 2026

Abstract

In this paper, we propose a generalized model of Priority Arbiter-based Physical Unclonable
Function (PA-PUF) with an arbitrary number of paths inside each switch. We first develop a
mathematical model for this generalized model. Experimentally, we observed that the class
of Boolean functions generated from our model of PA-PUF increases proportionally with
the number of paths inside each switch, and that motivated us to attempt one of the open
challenges proposed by Kansal et al. (Discrete Appl Math 356:71-95, 2024). We first show
that the set of Boolean functions generated from i-length PA-PUF with (i + 1) number of
paths is a proper super set of the set of Boolean functions generated from i-length PA-PUF
with i number of paths. Based upon that, we show in our main result that we need at least
(n+1) numbers of paths inside each switch of an n-length PA-PUF to generate all the Boolean
functions involving n-number of variables. Furthermore, we performed significant software
and hardware experimentations to assess the resilience of our model against machine learning
based modeling attacks.

Keywords PA-PUF - Boolean function - Delay - Distribution

1 Introduction

Cryptographic primitives rely on the use of one-way functions. Physical Unclonable Func-
tions (PUFs) [5] are hardware based one-way functions with random looking bits. Unlike
conventional cryptographic primitives, PUFs depend on the physical attributes of a device,
which are unclonable in nature. The arbiter-based PUF was introduced by Gassend et al. [S] in
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Fig. 1 Arbiter-based PUF

2002. This topic has garnered considerable attention within the cryptology community, lead-
ing to the development of several applications such as identification and authentication [11].
PUF-based RFID tags provided robust authentication at low cost. PUFs are used to generate
cryptographic keys at runtime and thereby prevent attacks on keys stored in non-volatile
memory.

An n-length arbiter-based PUF consists of n switches where each switch is associated
with two paths top and bottom (see Fig. 1). One signal is introduced at the first stage of the
arbiter-based PUF and the signal is transmitted through each path of every switch from the
1st switch to the n-th switch. Every switch has an input called challenge which is either 1 or
—1. If the input supplied to a switch is 1, the signal follows the same path. The signal alters
the path if the input to the switch is —1. The challenge input to the i-th switch is denoted by
C;. Since each path has its specific characteristics, the traveling speed of the signal will be
different. Thus there will be some amount of delay associated with each path of every switch.
The delay parameters are random in nature and follow a normal distribution. At the final
stage we have one arbiter which measures the delay differences of the signal between the top
and bottom path. Depending upon the sign of the delay difference the arbiter produces either
0 or 1 as output.

The mathematical model of an n-length arbiter-based PUF was derived by Lim et al. [12].
If we consider C" = (Cop, ..., Ch—1) € {—1, 1}" as the challenge input of an arbiter-based
PUF, then the delay difference between top path and bottom path after the final switch will
be

AC"Y =a1Py+ (a2 + BDP1+ -+ (an + Bu1) Pue1 + Pufn,

where P, = ]_[;’:,CJrl Ci, fork = 0,...,n — 1 and P, = 1, and the parameters «; =
Pl 4 IS B = Pl — TS5 where, pi, gi. ri, i ~ N (i, o). Depending upon the sign
of A(C"), the arbiter returns O or 1. An n-length PUF can be considered as an n-variable
Boolean function using a simple transformation {1, —1} — {0, 1}.

Feed forward PUF is an extension of the classical PUF by introducing an arbiter in the
middle (say after the i-th switch) and based on the introduced arbiter’s output, a challenge
(Cj+1) value is decided. The XOR-PUF uses multiple PUF circuits and combines the arbiters’
responses via the XOR. These new types of PUFs improved some features of PUFs like
uniqueness, reliability, etc. An ideal PUF is expected to possess good cryptographic proper-
ties like Uniqueness, Uniformity and Reliability [14]. Uniqueness requires that if the same
challenge bits are given to two different PUFs then the responses should also be different.
Uniformity states that the set of all responses should be balanced. Reliability requires that
for a given challenge, a PUF should always produce the same response.
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Fig.2 One switch of PA-PUF [21]

In literature, different types of PUF were introduced, namely feed forward PUF [11], XOR
PUF [4], ring oscillator PUF [22], SRAM PUF [6], Butterfly PUF [10], Glitch PUF [23],
MEmory Cell-based Chip Authentication (MECCA) PUF [9]. PUFs can also be modeled
using machine learning approaches. For example, Mishraetal. [15] used a search optimization
based framework to construct a functional model of a k-XOR PUF from (k — 1)-XOR PUFs,
emphasizing structural characterization rather than adversarial analysis.

Strong PUFs [2] are characterized by a large number (more than 64 bits in general) of
challenge-response pairs (CRPs) and a public interface to query the PUF, that is, a user
should be able to feed any challenge and obtain its corresponding response. Additionally,
the challenge-response set should be sufficiently large given the public interface to prevent
an attacker from obtaining every potential CRP. The Arbiter PUF, XOR Arbiter PUF, Feed
Forward Arbiter PUF, and analogue PUFs [3] are a few common Strong PUF architectures.
Weak PUFs have a limited querying interface because they permit comparatively fewer
CRPs. Ring oscillator PUFs, SRAM PUFs, butterfly PUFs, buskeeper PUFs [20], transistor
PUFs [13], or diode PUFs [17] are a few examples of weak PUF structures.

In 2018, Siddhanti et al. [19] studied the cryptographic properties of arbiter-based PUF.
They have observed that the outputs from arbiter-based PUF are highly correlated when the
challenge inputs differ at specific position. They have derived the mathematical formulae for
computing the probabilities in which output bits will be equal under different circumstances.
Late in 2021, Roy et al. [16] have thoroughly looked into the reason behind the presence
of non-randomness in the output bits observed by Siddhanti et al. [19]. They have noticed
that the set of Boolean function generated from classical arbiter-based PUF is quite narrow
compared to the complete set of Boolean functions for a number of variables greater than 1.
Various other security analyses [1, 18], were also performed on PUF and other variants of
PUF.

In 2022, Singh et al. [21] proposed a three path based PUF called Priority Arbiter-based
PUF (PA-PUF). The path alteration is based on the challenge input as in the PUF. Here the
path is always altered and the path alteration occurs as shown in Fig.2. The arbiter has the
ability to determine the order in which the signals arrive, which were sent through the three
paths namely Top (T'), Center (C) and Bottom (B) paths. The arbiter returns O or 1 based on
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a particular priority order in which the signal arrives to the arbiter. If the order of arrival is
{T,B,C}or{T,C, B}or {C, T, B} then response is 0. Otherwise the order of arrival will
be {B,T,C}or{B,C,T}or{C, B, T} and in this case the response is 1.

In 2024, Kansal et al. [8] derived a mathematical model for the PA-PUF [21]. Here, the
arbiter returns O or 1 based on the sign of the delay difference between bottom and top path.
The authors [8] have shown that the set of all Boolean functions generated from PA-PUF is
notably larger than the set of all Boolean functions generated from classical Arbiter-based
PUF, though, the entire class of Boolean functions could still not be completely generated.

1.1 Preliminaries and notations

In this subsection, we introduce all the notations and definitions used throughout our article.
A Boolean function f in n variables is a map from {0, 1}" to {0, 1}. The set of all n-variable
Boolean functions is denoted by 5, and |B,| = 22" The set of Boolean functions generated
from n-length PUFs is denoted by Bnp UFWe extend the prior concept of PA-PUF to i-paths
where i € {2, 3,...}. Wheni = 2, the PA-PUF represents a classical 2-path PUF. For i = 3,
our generalization becomes previously proposed PA-PUF [21]. A j-length PA-PUF with i
paths is a hardware device based on j number of switches, where each switch is associated
with i symmetrical paths. This switch can take either 1 or —1 as input (challenge, C;) and
finally the arbiter placed in the last stage produces either O or 1 as output (response). Every
n-length PA-PUF eventually can also be seen as a Boolean function involving n number of
variables using the transformation {1, —1} +— {0, 1}. We denote the set of all j-variable
Boolean functions that can be generated by i-path PA-PUF as BPA-PUF

ij

1.2 Motivation and contributions

In [16], the authors pointed out that all possible Boolean functions involving 1-variable can
be generated by using 1-length PUFs, that is, BIPUF = Bj. For n = 2, they showed that
BEUF C B3, and in fact, there are two Boolean functions which can not be generated using
2-length PUFs with two paths.

The authors in [8] showed that a 3-path PA-PUF [21] is able to construct all possible
2-variable Boolean functions, i.e BEYP;PUF = BB>. This model of PA-PUF is able to generate
only 214 Boolean functions involving 3 variables, which motivated us to increase the number
of paths in the PA-PUF model and check whether it is possible to generate all the possible
3-variable Boolean functions, that is, 256 Boolean functions. Increasing the number of paths
led us to the 4-path PA-PUF, but surprisingly, that method in the defined model [21] did not
construct all possible 3-variable Boolean functions.

In Sect.2, we introduce a new model of PA-PUF with 4 paths inside each switch. We
also develop its mathematical model for further analysis. We have shown the existence of
one 3-variable Boolean function in BE%{PUF which was not present in ngﬁPUF [8]. Our new
model of 3-length PA-PUF with 4 pafhs generates all 3-variable Boolean functions, that is,
BZ’A;PUF = B3. This experimental observation motivates us to extend our work further and
attempt the open problem raised by Kansal et al. [8]:

What is the optimal number of paths required in the circuit of a PA-PUF to generate
the entire set BB, for every n ?
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Table 1 Comparison with

previous models of PUFs n |B2P.l;ltF| [16] ‘B;ﬁ_PUF I[8] |BZ¢T,F:1UF‘ (Our model)
1 4 4 4
2 14 16 16
3 104 214 256
4 1882 16584 65536

From our experimental observations (as in Table 1), we were led to conjecture (now, a
theorem) that we need (n + 1) paths inside every switch to generate the complete set of all
Boolean functions, (that is, 22"). In Sect. 3, we generalize our model of PA-PUF to n-paths.
We first show that BZP -f-\l FUF B; é\_PUF. Finally, we prove that our model of PA-PUF with
(n + 1) paths can generate all n-variable Boolean functions, that is, BS_AJYF;UF = B,.

In Sect. 4 we implement one toy model of our proposed PA-PUF in FPGA. For our imple-
mentation we consider a 16-length PA-PUF with 17 paths in every switch. Further, we
investigate Uniqueness, Uniformity, and Reliability of our considered PA-PUF. Finally, we
notice that the predictability rate is also low (= 54.95%) for our model of PA-PUF against

modern machine learning based attacks.

2 PA-PUF with 4 paths

In this section, we generalize the classical 2-path PUF (as in Fig.1) to a 4-path PA-PUF.
Here, every switch is associated with 4 paths instead of 2 paths as in the classical PUF. We
will give one common pulse in the first switch and the pulse moves from the first switch to
the last switch via the four paths we have for each switch. After the last switch one arbiter
is placed, which measures the delay differences between the paths and outputs either O or 1.
We will define later how the output bit is decided.

The condition for path alteration in the classical PUF is when the challenge is —1 or else
the path is unaltered. Using the same condition, we define one switch of a PA-PUF as in Fig. 3
and 4, where the dashed line represents the path if the challenge is C; = —1, which results
in an alteration in the paths. The signal follows the same path if the challenge is C; = 1. The
path alteration technique is similar to the classical 2-path PUF either the signal goes unaltered
or the path is altered to the immediate below path. One notes that in the case of a 2-path PUF,
Pty Pty
Pt Pt
alteration mechanism to a 4-path PA-PUF. We follow the Fig.3 to determine the path of the
signal. Here we use the following permutation (cycle of order 4) o4 for computing the delay

Pt Pty P13 Pt4>
Pty Pty Pty Pt3

We have already seen that each path is associated with a delay, which is based on device-
specific parameters. We denote the delay parameters (which follow normal distribution) by
p(PtX), ql(PtX), rl(PtX) and s(PtX) where X € {1, 2, 3, 4} corresponding to Path 1, Path 2, Path
3 and Path 4, respectively, at the i-th switch. Here, the path number starts from top and ends
at bottom. We denote the delay at the i-th switch (i > 0) by §p,, (i).

We measure the delay at every i-th switch using the iterative relations described in
Eqgs. (1), (2), (3), (4) in the four paths as 8p; (i), 8ps, (i), dpy (i) and Spy, (i) for Path 1,

the path alternation follows the permutation o, : . We are generalizing this path

in paths when there is an alteration of path of the pulse. o4 :
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Fig.4 Path alteration in 3-path PA-PUF

Path 2, Path 3 and Path 4, respectively,

. Ci+1
5Pt1(l):< 12

. G +1
5Pt2(l)=< 12

. Ci+1
8Pt3(l):( l2
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Ci+1 1-C;
Orul) = < 2jL ) (8P’4(’ -D “(Pm) + <T> (Spn Gi—1) +r“”4)) @)

Using these delay relations, we derive the general form of the delay difference between one
path with the other paths in Egs. (5), (6), (7), (8). The Al Py Pty (C'1Y is the general form of
the delay differences between the Y-th path and X-th path after the i-th switch,

' - Ci+1
lPl]PtX (Cl+1) = ( ! ) (Alptllptx (C ) + p(PI|) '(PIX)>

2

1-C; 1 . P i)
* (T) (Alptztmt(PzX)(Cl) +s; v _ u X ) )

- ~ i+l
All”t2PtX (Cl+l) - ( l ) AlPtzlPtX (Cl) + q(PIZ) FPtX))

i 1 (Pn) _  (Pty)
+< 2 ) (All’flm(l’tx)(c )t p; ’ i " ) ©

’_‘N

Ci+1 ‘
1 i 1 (Pt3) (Ptx)
AlPtgPtX (ch < > ) AlePzX(Cl)"‘ri Y=y X)

1-GC; 1 (P13) _,(Ptx)
( 2 ) Ali”f2<T4(Ptx)(C)+q ’ i X) Q)

N (€11 = (52 ) (8l (€ 57 = 70

1-C; (Pra) _, (Prx)
+< 2 > (Al nos(pon (€ 1 = ) ®)

Here o4 is a permutation on { Pt1, Pt>, Pt3, Pt4}, defined by o4 : (
(Ptx)

Pty Pty Pts Pt4) Th
Pty Pty Pty Pt3
quantltles v; and u; are the delay parameters involved in Pty path when C; = 1 and
C = -1, respectlvely The relations on delays and delay differences are iterative, and so,
we need initial conditions. We impose all §(—1) to be 0 and initial delay differences are also
equal to 0.

The delay difference A’})t P, (C i+1y after the i-th switch is computed by taking the differ-

ence between Eqs. (1) and (2). Similarly APt P (cit ) APt Pl (Ci+]) are also computed.
The arbiter returns 1 if A’;,t le (C™) < Oforall Pty € {Pty, Pt3, Pt} or A’;,t lpt (C" <0
forall Pty € {Pt;, Pt3, Pty}. The arbiter returns 0, otherwise, that is, APhPtX (C") < 0 for
all Ptx € {Pt1, Ptp, Pt4} or APt Piy (C™) < Oforall Pty € {Pt1, Ptp, Pt3}. This implies
that if the signal reaches first in Path 1 or Path 2, the arbiter returns 1 and returns O if the
signal reaches first in Path 3 or Path 4. In Proposition 1, we show that a Boolean function
which was not present in the set of all 3-variable Boolean functions generated by 3-path

PA-PUF [8] is present in BPA_PUF Experimentally, we observed that our proposed model is
BPA PUF

(Ptx)

able to generate all possible 3-variable Boolean functions, that is, = B3 (we show

this result later in our paper, for any number of variables).
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Table 2 Complete set of conditions for f}

G C1 Co Ay, piy (CO) 00 &G pyy (€

1 1 1 répt3) - v(()PZX) + rfpg) - viPtX) + répm - UEPIX) < 0 (or)
S(()Pz4) _ U(()Ptx) +S1(Pz4) _ ngtx) +S§Pz4) _ véPtX) <0

] 1 -1 gP _SP0 P (P (P (PO (o)
r(gPr4) _ ugPtX) + sl(Pt4) _ v}PzX) + séPu) _ véPtX) <0

1 1 1 glP) _yoa PO (Prs) (P (P PO (o)
RSP i P (i) (P (P (P _

| 4 4 PP _eaPro | ((Pr) (P (P (PO o)
s(()P’l) _ ug4(P1X) + piPtz) _ uiPtX) _H[;Plz) _ véPtX) <0

. | | p(()Prl) B vg}(Pt;g) +p5Pr1) B v(]T(Ptx) +S§Pt4) B u(szX) <0 (o)
q(()Ptz) B of(Prx) " qutz) _ Uzlr(PtX) n péP") _ M;Ptx) <0

. | 1 p(()Pzz) a ugf(Ptx) +q;P12) B ”i(PtX) +q£m3) B uéPtX) <0 (o)
q(()m) B Mg}(X) I rl(Ptg) _ vrlr(PtX) n réPt4) B u;PzX) <0

. . . p(()ml) B vgf(Ptx) N Pipm B utlr(PtX) +q£Pt3) B u(thX) <000
q(()Ptz) _ vg}(Ptx) L ql(Pr3) B u(]r(Ptx) n r;Pm) _ ugPrX) -0

4 o 1 s$P _ ugf(f’m L pP) POy g PO g (o)
p(()Prz) 3 Mg}(Ptx) “‘qipt}) B u(17(Plx) +r§P[4) 3 u(zpzx) -0

In [8], it is shown that the function f] =

0,0,0,1,1,0,0,0) is not present in the set of

all 3-variable Boolean functions generated by a 3-path PA-PUF. In Proposition 1 we prove

that f; belongs to BPA PU

Proposition 1 The function f; =

(0,0,0,1,1,0,0,0) e BA P,

Proof By considering the truth table of f; and the Egs. (5), (6), (7) and (8) we derive

Pt PtX(C )andA

L Pix (C3) in a4-path setting. The conditions are described in Table 2.

We consider one set of possible inequalities from Table 2 in Table 3 to investigate whether

the system has any solution or not.

‘We observe that there exists a solution to the above system described in Table 3, given by:

Pt
PSP < (P g (Pt (P 34( 0 oo gy (Pry)_
P
o) véPfX),p(Pf2)<mm{ g$P P 4 P (P ug4( W

Py
EPIX),C](PB) q(Plz) (Pt3)+M§PZX)+U£PIX)+UU4(PIX)
(Ptx) +v0‘4(Ptx) + (74(PIX)’ (()Pt3) < _r{Pt3)
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Table 3 One set of conditions from Table 2

G o Co Abi pry (€

1 1 1 réPr_g) _ v(()Ptx) + rl(Pt3) _ viPtX) +r§Pl3) _ véP’X) <0

1 1 -1 q(()Pt3) _ u(()PtX) +r1(Pr3) _ ngzX) + rz(Pt3) _ UéPzX) <0

1 -1 1 q(()Ptz) _ vg4(Ptx) +q:P13) _ MEPtx) + réPt3) _ UéPtx) <0

1 1 _1 réPM) _ ug4(Ptx) +s§Pll) _ u(lPtx) + péPn) _ véPtX) <0
2P

_1 1 1 p(()Pt]) _ vg4( tx) + pgptl) _ v;f4(Ptx) +S£Pt4) _ u(zptx) <0
2(pt

-1 1 1 p(()Ptz) _ ug4( X) +q§P’2) _ Utlm(Ptx) +q£Pt3) _ u;Ptx) <0
2P

_1 1 1 p(()Pfl) _ v(‘)’4< x) prfz) _ Mtlu(Ptx) +q§1’t3) _ u(thx) <0
2

Pt o4 (Ptx) Pt Pt Pt Pt
-1 -1 —1 Sé 1)_u04 +p§ z)_utlm( X)+q§ 3)_M(2 X o

Similarly, one can follow the similar method to prove that all 42 Boolean functions f; (i =
1,...,42) which were absent in the ng_PUF [8] can be generated using a 4-path PA-PUF

involving 3 variables, that is, f; € BZAS_PUF,i =1,...,42.

3 PA-PUF with arbitrary number of paths

In the previous section, we observed that our model of a PA-PUF with 4-paths generates all
Boolean functions involving 3 variables. This observation motivates us to investigate further.
In this section, we generalize our new model of PA-PUF with arbitrary number of paths r,
denoted by Pt{, Pta, ..., Pt.. In the model of classical PUF with 2 paths, the signal either
follows the same path or paths are altered depending upon the challenge input to the switch.
Recall that the path alternation mechanism for two paths Pt{, Pt;, the alternation is done
Pt Pty
Pty Pt
in the case of r number of paths in every switch. The signal in every path of every switch will
either follow same path or it changes its path based on the challenge input to the switch. The
path alternation will be done based as per the Fig. 5. We use the following (cycle of order r)
Pty Pty --- Pt,
Pt. Pty --- Pt
alteration of path of the pulse.

We measure the delay at every i-th switch using the iterative relations described in Eqgs. (9)
and (10) in any two paths (say P?, and P?,) as 8 p;, (i) and 6 p4, (i) for any Path a and Path b,
respectively. Here dli(Pt”Pr”) denotes the introduced delay at the i-th switch, when the signal
moves from the path P, to Ptp,

based on the permutation ( ) We extend this concept of path following mechanism

permutation o : < ) to compute the delay in all paths when there is an

‘ Ci+1 _
8pta<z>=< - )(spza<z—1>+dz§”’“”’“>)

1-GC;
(555 (oeuti = 0+ a7 ©
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6P!‘(i_1) ‘\ 6Ptl(i>

5Prz<i_1) ‘SPrZ(i)

(Pt,Pt,) (Pt,, Pt,)
dl; , dl;

/
/

6?(,(1'_1) dl“’[ ) 6;.[’(1')

Fig.5 Path alteration in an r-path PA-PUF

. Ci+1 .
aptbm:( - )(apzh(z—1)+dzf”‘“”“)

e
+ ( ) (Sorcpan i = 1)+ @ PO (10)

2

The delay difference between any two paths Pt, and P1, at the i-th switch will be the
difference between Eqgs. (9) and (10) as follows:

; ; Ci+1 . :
A, pyy, (€t = ( tz ) (AlPt,,lPtb (ch +dl,‘(PtaPta) - dli(PthPtb))

1-G; i—1 ; (@ (P1)Pty) (0 (P1y) Pty)
" < 2 ) (A% (pie, i (€1 + ] — i ).
(1D

In the case of a 2-path PUF, the arbiter outputs 1 if the signal reaches first in the top path
and it outputs O if the signal reaches first in the bottom path. In our model of n-length PA-PUF
(n number of switches) with r number of paths we follow the following two strategies for
determining the output.

1. If the number of paths r is even, that is, r = 2k, then the condition for arbiter to produce
1 as output is when the signal reaches first in any one of the top % = k paths. It outputs
0 if signal reaches first in any one of the bottom 5 = k paths. In terms of sign of delay
differences we follow the following, to decide the output from the PA-PUF:

— I A}, 1, (C") < 0(or)... (or) A5, (C") < O then the output from the PA-PUF

is 1.
- If A';);(LP[X (C") < 0 (or) ... (or) A'I'J?ziptx (C™) < O then the output from the
PA-PUF is 0.
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2. If the number of paths r is odd, that is, » = 2k + 1, then the condition for the arbiter to
produce 1 as output is when the signal reaches first in any one of the top % = k paths,
or if the signal reaches first in the bottom path along with A’;,:IIPIZ (C") < 0. Similarly,
the arbiter outputs 0 if the signal reaches first in any one of the bottom % = k paths, or
if the signal reaches first in the bottom path along with AL (C™) > 0. This decision

Pt Pty
of producing output can also be expressed as the sign of the delay differences, which is

described below:

= If A, (€M) < 0 (on) ... (or) A Y, (C™) < 0 (or) (A1, (C™) < O and
A’;,;IIPIZ (C™) < 0) then the output is 1.

— AR 5 (CM) < 0(on)... (o) A p, (C™) < 0(on) (M) 5, (C") < Oand
A’;,;IIPIZ (C™) > 0) then the output is 0.

Here, A',’,?_lpt (C™) represents the general form of the delay difference between the path P¢;
JEX .
and the path Prx where Ptx € {Pty,..., Ptj_1, Ptj11,..., Pt}
Now, we are in a position to investigate the class BE /;_PUF, for arbitrary i, j. In [16],
Roy et al. showed that the Boolean function f = (0, 1,0, 1) = xo ¢ BPYF In terms of our
PA—PUF __

generalized notation, 535’5 = BPUF_ it means that f=1(0,1,0,1) =x¢ ¢ BZPA[PUF. Itis

to be noted that the variable x corresponds to the challenge input Cy to the PA-PUF. In the
following theorem, we can find a more general function, which does not belong to the set
BE?_PUF. We start with a few lemmas.

Lemma 1 At least one delay parameter in Aip_tjl Pt](Ci) is not present in the expression of

A,'P_I:Ptl(ci)for J # k when we have at least (i + 1) paths.

Proof Let us focus on the equations of AiP_lijt] (CPyand A1, (CY),

2

1 — Ci—l i—2 i—1 (o,(Pt;)Pt;) (6, (P1) Py)
+<T> (A;’(Ptj)ar(Pfl)(Cl )+dl T —dLT )

i— i Ci-1+1 . .
St = (S (2 b 4 a7 — )

. A Ci—1+1 i - (Ptj Ptj)
Ny (€)= (— )(A’p,fp,,w H+ Ty —aryn)

2

1-Ci P2 i—1 (@ (P1) P1) (r(P)P1)
+ <?> (Ai"r(Pfk)Ur(Pn)(Cl ) +di; 7y we —dl; : ]>~

) ) ) - . i )
For C;_1 = 1, if we look into the expressions of AlPtth[(Cl) and A’Ptth](C’), the delay
(P1jPtj) (Pt Pri) soai—l i i+1 i .
parameters dli_lf /" and dl;_; are presentin A Pt; Pi (CHand A P1 Py (C"), respectively.
- (Pt;)Pt;
@ PP ng gy @ PP
in AiP_,; P (C") and A’;}j Py (C1), respectively. Thus, there is at least one delay parameter in

Similarly for C;_; = —1, the delay parameters dl are present

the expression of Al;z,-lel (C') which is not present in Ail;tklPIl (CH) for j # k. O

Lemma 2 At least one delay parameter in AiPran (C**1) is not present in the expression of
i Citl
Ny, py (G,
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Table4 Conditions when f3 = xg + x2 € BE’A{PUF

&} O] Co Ap, Ptk(C )

1 1 1 A}, x (€ <0(0n) Ap x(C?) <0(&) A%, p,, (€C?) >0
1 1 ~1 Ay x (€ <0(0n) A, (C?) < 0(&) Apy p,, (€C?) <0
1 -1 1 Ay, x (€ <0 (0n) A%, x(C?) < 0(&) Apy p,, (€C?) >0
1 -1 -1 Ady x (€3 <0 (on) Ap, ((CH) <0 (&) A}, p, (CH) <0
-1 1 1 Ptlx(c3) <0 (0n) A%, x (€ <0(&) A, p, (€1 <0
-1 1 -1 Ay x (€ <0(0n) A%, 3 (C?) < 0(&) Apy p,, (€?) >0
-1 -1 1 Ay, x (€ <0(0n) A, x(C?) < 0(&) Ap, p,, (€C?) <0
-1 -1 -1 A, x (€ <0(0n) Ap x(C?) <0(&) A%, 5, (€C?) >0

Proof Let’s consider the equations of APt py (C' i+1y and APtk Py (Cith,

_ Ci1+1 _ (P1; Pt})

Alpyipy (C)) = <7 5 ) (A’pr,/ (€Y ar dl}fj"’”))
_ 1+ 1 _ (Pt; P

AlPthtz(C )= ( - ) All”tthl (€ di;_ tj " dli(filpm)

< -1

IfCi—1 # C,-,l, then both delay parameters present in A’}tj Py (C*) will be not present

- (0, (Ptj)Ptj) (Pt P
m(Ptj)m(Pn)(Cl 1)+dla Y dl(”( v tl))’

i—1 (o (P1j) Ptj) (or (P P1y)
a,(sz)a,(Pt,)(Cl )+ —dl T )

in AiPt; Py (5 BNIFC_; = 6,-_ 1, we continue the iterative expansion until Cy # Gk, where

kef{i—2,...,0}since C' # Clina particular table of conditions. Thus, there is at least
one delay parameter in the expression of A, Pt Pi (C"), which is not present in Alptj Py ch.

X0 i =
does not belong

Theorem 1 The function f; of the form f; =
F fiof the i [xo-l—xz-i-"--i—xi] i>3

10 BPA-PUF,

Proof The first case f1 = xo ¢ BZP’A[PUF follows from the result in [16], which we have
discussed just before this theorem. We will be using mathematical induction for proving
fi ¢ BPA PUF fori > 3. Let us assume that fa=xo+x3 € BPA PUFthen the conditions in
Table 4 must have a solution for the involved delay parameters.
2 3 (P Pty)
Here, ALy 5, (€] ¢, ) o T b -

dl, (PPR) Since e BPA PUF there exists a solution to the above system of equations,
say with

can be expressed as A}JIIPQ(CZ)’(C1

1 2 (PtyPty) (Pt; Pty)
Apy piy (C )|<1,1) > dly 20—t

1 2 (Pt Pty) (Pt P1y)
Aps pi, (C )|(1’71) <dly P —aly "t
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Table 5 Conditions when

— C?) Conditions
fQZXOEsz,Az PUF ()]

1
i o Apiy Piy

(€? >0

PIIPIZ(C ) <0
1 2

-1 1 APZ]PtZ(C )>0

—1 -1 lePrz(C ) <0

Pl1 Pty
1 -1 A

1 2 (Pt Pty) (Pt Pty)
Ay, pi,(C )}H,n > dly 2T — it

1 2 (PnP1) (P11 P1y)
Apyypn (CO| Ly _yy < dly 2% —diy "7
If we expand each A]Ptl Pty (c?» ’ (€y.Coye W€ et the following conditions

dl((]Pthtl) _dl(()PtzPlz) +dl}Pt]Ptl) —dl{PtQPtZ) - dléPlzPQ) —dléP”P”),
a1t — iR qr PP g (PP o qifPere) g Pt
dl(()PtgPt3) _dl((]Pthtl) +dliP13Ptl) —dl}PthtZ) - dléPlzPIZ) —dléP”P”),
dl(()Pzth3) _dl(()Pt3Pt1) +dl§Pt3le) —dliPIIPZZ) < dléPzthz) —dléPllF[l).

This can be re-written as
dléPt]Pt]) _ (dl(()PIQPtz) +dl£P12Pt2) _dléPthtl)) +dl§P1‘1Pt1) —dl{PtthZ) -0
dl(()Pt3Pt1) _ (dl(()Pthtz) +dl§Pt2Pt2) _dléptl Ptl)) +dl§Pt1Pt1) —dliPtthZ) <0,
(dl(()Pt3Pt3) —dléPtzPIZ)+dl§Pt1Ptl))—dl(()Pt1Ptl)-‘rdlgpt}Ptl) _dl%Pthtz) -0
(dl(()Ptth3) —dléPtthZ)+dl§Pthtl))—dl(()Pt3Ptl)+dl§Pt3Ptl) —dl{Pt'PQ) <0.

Further using the substitutions (d1\”"27™ 4-d1{P2P) —q\P1 Py = g1 (aiPnre) 4

dléPtzptZ)—dl(Ptlptl)) l(PllPIZ) (dl(Ptth3) dl(Ptth2)+dl(Pt1Pt1)) l(Pt3Pt3) and

(@1{F2Pe — g§Prrn) 4 dl(P nPy — g1P2P" we get the following simplified forms,

i @) L P g e g (12
AT @ @l - P < 13
jl(PtgPB) _dl(()Pthtl) +dl§Pt3Pt1) _dlfPthtz) =0, (14)
dl(mzpn) dl(()Pt3Pt1)+dl§Pt3Pt1) —dll(P”P’2) <0 (15)

These four inequalities given in Egs. (12), (13) (14) and (15) are equivalent to the system of
equations corresponding to A} Pty Pty (C?), which are given in Table 5.

We will use the solution to (12) (13) (14) and (15) to form the solution of the inequalities
of Table 5. If the solution of inequalities of Table 5 exists then it contradicts the fact that
fr=x0 ¢ BPA PUF (proven in [16]) as the inequalities of Table 5 corresponds to the PUF

which generates f> = xo. Thus, f3 = x¢9 + x2 ¢ BPA PUF This proves the base step of our
mathematical induction process.

Now, we assume that the result is true for i = n, thatis, f, = xo +x2 + -+ xp—1 ¢
BZﬁl_PUF. With this assumption we need to prove thatfori = n+1, f,+1 = xo+x2+- - -+x, ¢
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Table 6 Conditions for f,,1] € B PA—PUF

n+1,n+1
Cn cee Co Pt Pty c+h
1 1 N pry (€7 <000 . (on) A}, (€"F) <0
-1 -1 Ny pry (€1 <0 (0n) ... () Ay, (€1 <0
Table 7 Conditions when f;, € B,F;él PUF
Cp—1 Co A lplk (o)
1 1 A'},tk] IPIX(CH) < 0(or) ... (or) Aszk szX(Cn) < 0 (or)
1 1
Al pry (€M) < 0(&) ALy, (€7) >0
-1 1 A'I'JIIIPZX(C”) < 0 (or)... (or) Asz 2PtX(C”) < 0 (or)
1
Al piy (€M < 0(&) AP,lPtz(C”) <0
-1 -1 Al p (€M) <0 on) . (or) At b, (€M) <0 (on)
1 1
Al pry (€M) < 0(&) Ay, (€") >0
BZﬁTZlfl. Let us nssume that f.”“ =Xxo+x2+---+x, € BZiT.F,’ffl- Here, there will be
two cases depending on the parity of n + 1.
Case L. Let n 4 1 be an even number, n + 1 = 2k. If f,4| € BS?_TZL_J’_FI, then the conditions

in Table 6 must have a solution corresponding to the delay parameters.
n n+1 n—1 n
Here, APtthX C )|(1,C,H .Cy) Can be expressed as APz,- Piy C
(Pt Ptj) (Pix Pix) PA—PUF
diy, — diy Bn+1,n+1 ’
of equation exists, say such as APtl Pty (CMla,...n

- Pty P Phoyg_1 Pty
Arfl’tzi lPtx(C et o1y < dif tx Pty —dl,ﬁ tok—1 Ptok 1).

From the first 2" conditions, we consider the inequalities of A';,ZIPZX cmy,.. A’},?Z:( | Piy
(C™). From Lemmas 1, and 2 we know that if we consider any two expressions among
A'I';llptx cm, . A';,tzlk \Pry (C™), then the.re exists at least one delay pnrameter in each
of these expressions, which is not present in the other expressions. We introduce a new
variable corresponding to each subtraction between this independent delay parameter and the

terms in the right hand side of the above inequalities AP[ Py (€D, < arlfixPr

)|(C,1,|,...,Co) +
Since fu41 € the solution to the above system

< dl,gPtXPtX) _ dlf[Pt]Pfl)

5 e ey

Py P - PixP Pty Piy
diiPnrn, A'},Qi iy @1, m1y < dly Ix Pix —dl( k1Pl pop example, the
expression dl( t’Pt’) —atlPIP) L grPe P i pe replaced by dl( t’Pt’ , here dlffijptj)

is the 1ndependent delay parameter and (d/, (P P1j) dl,gPtX Prx )) is the term in the right

hand side of an inequality. Then using these newly introduced variables we form a new
set of inequalities say Eqq. This new system of inequalities Eqq is similar to the system of
inequalities presented in Table 7.
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Table 8 Conditions when fy,+] € Bzililfl

- - o Ny g (€D

1 1 A';);HIP:X (€'t <0 (or) ... (or) A’;’tsztX (©"*1) < 0 (or)
Ar;’t2k+| Pty (€™ <0(& A’;’thzz "ty >0

-1 1 A

iy Py ("D <0 (on) ... (o) A%, p, (C"F1) <0 (o)
+1 +1
Nbpeey Py €T <0@&) A%, p, (€™ <0
-1 -1 N pry (€7D <000 (on) A}, (€"F) <0 (0n)
+1 +1
Abiyeny Py €T < 0(&) A, p, (€71 >0
Table 9 Conditions when f;, € B,%fPUF
Cp_1 . Co A’;,;‘Plk (C™) Conditions
J
1 1 Al pig (€") <000 ... (o0) ATy (€M) <0
-1 -1 AL (€7 <0(or) ... (o) A% L, (C") <0

Pty Pty Pt Pty

Now, the system of inequalities Eq; will have a solution as f, | € BZ?_IF:,L_JEI and Eq is

constructed from the inequalities of Table 6. As Eq; has a solution, the system presented in
Table 7 will also have a solution as the structure of the equations are exactly the same. This

proves the existence of a Boolean function xg + x2 + - -+ + x,—1 € BEﬁ’PUF, which is a

contradiction to our assumption. Thus, f,+1 =xo+x2+ - -+ x, ¢ ijzlfl.

CaseIL Letn+ 1 be an odd number, n+1 = 2k+ LIf 11 € By 0
in Table 8 must have a solution for the delay parameters.

+1 n—1
Here N;’t,-Ptx(Cn )|(1.Cn7|,...,Co) can be expressed as APt,-PtX(C”)|(Cn,l,...,co) +

Pt; Pt; _ .
dl,(, P diFXP As £ € BS-As-liLfl’ the solution to the above system of
inequalities exists. Let the solution of the above system of inequalities be of the form

Aoy €Ny < di"X 0 —al P NG (€ < dly T -

then the conditions

Pt Pty Pty Pty \ = JI{=1,...,
41 PrrPi)

n .

From the first 2" conditions, we consider the inequalities of A'EIIP,X cm,..., A';;zl piy (C).
From Lemmas 1 and 2, we know that there exists a delay parameter in the expression of

A';,;lplx (C™) which is not present in the expression of Ar;;ijzx (c"), fori # j. We

will consider these independent variables to introduce new variables in each inequal-

. - Ptx P Py P -
ity Apl (COIy < diTT0 —a A (€ <

diSP PO g PePeo o example, @i — qitPP 4 qiPPO will be replaced

i-1
by the new variable dl l( ftlj P17 Let the new system of inequalities be denoted by Eqy. The

system of inequalities Eqj is similar to the system of inequalities presented in Table 9.
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Table 10 Conditions when

Fr=xp+x e B§A3—PUF G Ci Co p, Pit (€3
1 1 1 Apyypry (€1 <0(00) A, p, (€ <0
2 3 3
1 1 —1 A% p, (€ <00 A}, p, (CH) <0
1 -1 1 Ay pry (€1 <0(0n) A, p, (€ <0
1 ~1 -1 Apy pry (€ <0 (0r) Apy, p, (€?) <0
-1 1 1 Ay pry (€1 <0(00) A, p, (€ <0
3
-1 1 —1 A p, (€ <000 AY, p, (CH) <0
2 3 3
-1 -1 1 Ay pry (€1 <0(00) A, p, (€ <0
2 3 3
-1 -1 =1 AR, (€Y <00 Ay, p,, (CF) <0
Table 11 Conditions when f> = xg € BgA{PUF
G o Ay py (€2
1 1 Apy,x(€C?) <0(0r) Ap, x(C?) <0(&) Ap; p,, (C?) >0
1 -1 Apy x(€?) <0(0n) Ap, (€ <0 (&) Apy p, (CH) <0
-1 1 Apy,x (€2 <0(0r) Ap, ((CH) <0 (&) Ap, p,, (CH) >0
-1 -1 Apy, x(€%) <0(0r) Ap, x(C?) <0(&) Ap; p, (C?) <0

As the solution of the inequalities presented in Table 8 exists and Eq; is constructed from
the inequalities of Table 8 only, there will be a solution of the inequalities of Table 9. The
existence of this solution ensures that xo+x+- - -+x,_1 € BEAW_PUF, which is a contradiction

to our assumption. Thus, f,+1 =xo+x2+ -+ x, ¢ BZiTZlfl' ]

In [8] it has been shown that the Boolean function f3 = x¢ € BPA PUF We also observed

similar result in our model of PA-PUF. Now we are interested in extending this result to
BPA—PUF
i+1,i

X0

Theorem 2 The function f; of the form f;
/ Ji-of the Jorm xo+x24+--+x-1 >3

belongs to

PA—PUF
Bl+1l :

Proof We prove that f; € Bip_ﬁfipUF

already addressed in [8]. To prove the statement for i = 3, thatis, f3 = xo +x2 € BPA PUF,
we construct a solution of the system of inequalities in Table 10 using the solutlon to the
system of inequalities of Tables 11 and 12.

The set of inequalities involving A%J”Ptx (C3)|(1,C1,Co)’ A%’tsPtx (CS)‘(LCI,CO) pre-

sented in Table 10 can be expressed as A}”thtx (C2)|(C1 o T dl(Pt1 1) dléPtXPtX)
and A}’tsPtx (C2)|(C1 o T dl(PBPm dl(PtX P1X) respectively. We use the inequalities of

Abpiypiy (CHand Ap,. PIX(CZ) presented in Tables 11 and 12 for A%, 5, (C3), A%, . (C?)
presented in Table 10. For C, = 1 we take the inequalities from Table 11 and for C, = —1

using mathematical induction. The case when i = 2 is
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Table 12 Conditions when f> + 1 =xg+1 € B_,F:A[PUF

Ci Co APt sz(c )

1 1 Apy, x(€?) <0(0r) Ap, x(C?) <0(&) Ap; p, (C?) <0
1 -1 Ptzx(cz) <0(0n) Ap, x(C?) <0(&) Ap, p, (€} >0
-1 1 Py x (€% <000 Ap, 4 (C?) <0(&) Ap, p, (C?) <0
-1 -1 Apy,x (€% <0(0r) Ap, x(C?) <0(&) Ap; p, (C?) >0
Table 13 Conditions when f,, 4] € Bnﬁ\rz ';Ljfl

Cn Co Arllthsz c"*h

1 1 N pig (€7D <000 (o) Ay, (€"F) <0
-1 -1 A'fatlptx(C"H) < 0(or)... (or) AszPtX(C”-H) <0

we take the inequalities from Table 12. We also choose the delay parameters dléPt4 P14) and

1" in such a way that we get 8p,,(2) > max{8py, (2), 8p1,(2), 8pi; (2)}. This helps
us achieve AP; Pi (C3 < 0, fori = 1,2,3. We also choose dléP”Pt') ~ dléPlsz A

disPP) ~ qifPP) and a1 & 1P~ a1~ alP1 P so that the first

four inequalities of Table 10 and the inequalities of Table 11 have the same inequality sign,
as well as the last four inequalities of Table 10 and the inequalities of Table 12 have the same
inequality sign.

The system of inequalities corresponding to Tables 11 and 12 has a solution corresponding
to the involved delay parameters as f, fo + 1 € BPA PUF . Using this, we are therefore able
to form a solution corresponding to the involved delay parameters involved in the inequalities
of Table 10. This shows that f3 = xg + x2 € BPA PUF,

Now, we assume that our statement is true forz =n,thatis, f, =xo+x2+---+x,-1 €

BSJAJ';UF, and we will show that the statement is true for i = n + 1, that is, f,+1 = xo +
x2+---+x, € Bmgfﬂfl. To prove this we construct a solution corresponding to the system

of inequalities when f,41 € BSiE';lfl using the solution of the system of inequalities when
fn € BS?_TZUF and f, +1 € BZ?_T';UF. One can note that from the solutions of the delays

corresponding to the system of equations related to f, € Eil 'ZUF we can easily produce the

solutions corresponding to f;, + 1 by taking the negative of all the delays this gives guarantee
that f, + 1 € BSL ';UF. Here, there will be two cases depending upon the parity of n 4 1.
Case I. Let n + 1 be an even number, n + 1 = 2k.
Here, A’;,tjptx (C”“)|(LCH Cp) Can be expressed as A’};jlprx (e

dlflPt.fPtj) _ dl(PtXPtX)

)|(C,1,|,...,Co) +
We note that the inequalities involving Ay pry (crth,

Ar;JTZk—ZPtX (C"t1y of Table 13 can be constructed using Ale Py ch, .. A';,t;( L Py ch

of Tables 14 and 15. For C,, = 1, that is, the first 2" condltlons we consider

A’I’JIIPTX(C”),. A'I’,?Zi thx(Cn) from Table 14. For C,, = -1, that is, the next

@ Springer



104 Page 18 0f 29 R. Radheshwar et al.
Table 14 Conditions when f;; € BE?_IF;UF
Cn-1 Co Al g (€
1 1 Al p (€M) < 0on) . (on) At b, (€M) <0 (on)
-1 —1
Nt pig (€M) < 0(&) Al lp, (€M) >0
-1 1 Ao (€M) <0 n) ... (on) AL b, (C™) <0 (or)
n—1 n—1
N iy (€ <0@&) AL, (€M) <0
-1 -1 Al p (€M) <0 on) (o) At b, (€™ <0 (on)
n—1 -1
Nt piy (€M) < 0(&) Al lp, (€M) >0
Table 15 Conditions when f;, + 1 € B4 PUF
Cn-1 Co A'?»?jlmk (e)
1 .. 1 A'I',;IIPIX (C™) < 0(or)... (or) A’;’Tkl—szx (C™) < 0 (or)
n—1 n—1
N piy (€ <0@&) AL, (€M) <0
—1 1 A'I'J;(I_IPZX(C”) <0 (or)... (o) A'gzlk_zmx(c") < 0 (or)
n—1 n—1
A piy (€ <0 &) AL, (€ >0
-1 -1 Al (€M) <0 n) ... (on) AL b, (C™) < 0 (or)
n—1 n—1
At pig (€M) < 0(&) Al lp, (€M) <0
Table 16 Conditions when f,, 11 € BY45 ",
Cn Co A’;,tj Py (cmth
+1 +1
1 1 A’[‘JUH_]P[X(C” ) < 0(or)... (or) A’I’,IZthX(C” ) < 0 (or)
+1 +1
Nbpye pig (€T < 0(&) A, (€1 >0
-1 1 Ay pry (C"TH) < 0 0n) ... (00) Ay, (C"H1) <0 (or)
+1 +1
Nbpysypiy (€T < 0&) A, p, (€™ <0
+1 +1
-1 -1 A’[‘,tkHPIX(C” ) < 0(or)... (or) A'},IZkPlX(C” ) < 0 (or)
+1 +1
Nbpeypiy (€T <0@&) A, p, (€1 >0
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Table 17 Conditions when f;; € BPATPUF

n+1,n
Cn—1 s Co Arll’;/lek (o)
1 1 A pry (€M) <000 ... o) Al p, (€M) <0
-1 -1 Al (€M) <0 (o) ... (on) Ay, (€M) <0
Table 18 Conditions when f, + 1 € B} PYF
Cai Co Abr, i (")
1 . 1 AELMW«W%<Mmy“®0A%;m“CW<O
-1 -1 Al (€M) <0 (on) ... (o0) Al (€") <0
Table 19 Conditions for f € Bsii';lfl

+1
Cn B Co Ptj Pt ((Chany
1 1 Tty pry (€T <000 (o) A,y (€7 <0
-1 -1 i pry (€T <00 (o) A, (€7 <0
Table 20 Conditions for f € BYA;PYF,
Ci .o Co App(Ch
+1 +1 +1

1 1 Nbyypry (€ <000 . A, | (€M) <0 (00) A,y (€M) <0
-1 -1 Ny Py € <0n... A’}l’tn+1Pl‘x (€1 <0 (on) N;’thrszX(CnH) <0
2" conditions, we consider A'},;llptx c™,..., A’},;ZLZ piy (C") from Table 1S. Further,

we choose the delay parameters @i’ P

and 1+ POPRO 4y quch a way that

8piy (n) > max{dps, (n), ..., Spsy_, (n)} which makes A’;,tj i (C"1y < 0. We also choose

dly(,PIIPtl) ~ dl’([Ptthz) ~ .
dl’EPtht}H»l)

~ dlr(lPTnJrlewrl) and dlr(lPthrlPtl) ~ dl’(lpflpfz) ~ LA

~

so that we can carry forward the inequality signs of Tables 14 and 15 to Table 13.

The delay parameters involved in the inequalities of Tables 14 and 15 have solutions. Using
these delay parameters we are able to form a solution corresponding to the delay parameters

PA—PUF

involved in the inequalities of Table 13. This shows that f,+1 = xo+x2+- - -+x, € B, ol
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Table 21 Conditions for f1 = (0,0,0, 1) € B4 PYF

G o Apr;py (€2

1 1 Dby, pry (€7 < 0(00) Apy p, (CH) <0& Ap, p, (€C?) >0

1 -1 Ay pry (€1 <0(00) Ay p, (€1 <0& Al 5, (C?) >0

-1 1 Appypry (€1 <0(00) Apy p, (€ <0& Apy p, (C?) >0

~1 -1 Ay pry (€1 <000 Ay p (€1 <0& Al 5, (C?) <0

Table 22 Conditions for f, = (1,0,0,0) € BE4~PF

Ci Co A}’tthk (€

1 1 Ay pry (€1 <000 Ay p (€1 <0& Ay p, (C?) <0

1 -1 Appypry (€1 <0(00) Apy p, (€1 <0& Apy p, (C?) >0

-1 1 Ay pry (€1 <0 (D) Ay p (€1 <0& Al p, (C?) >0

-1 -1 Appypry (€1 <0(00) Apy p, (€1 <0& Ap p, (C?) >0

R Lp=0001 1600 G G 8@

in B350 3 3

, 1 1 1 Ay pry (€1 <0 (0n) A, p, (€ <0

1 1 -1 Dby pry (€) <0 (0r) Apy p, (€C?) <0
1 -1 1 Ay pry (€1 <0 (00) A, p, (€1 <0
1 1l AR p (€ <00 A, p, (CF) <0
~1 1 1 Ay pry (€ <0 (00) A, p, (€ <0
-1 1 -1 Adyypry (€1 <0(00) A, p, (CH) <0
~1 -1 1 Ay pry (€1 <0 (0n) A, p, (€1 <0
-1 -1 -1 Apyypry (€1 <0(00) A, p, (CH <0

CaseIl. Let n + 1 be an odd number, n + 1 = 2k + 1.

+1
Here, A’I’,tthX(C" )‘(I,Cn_l,...,Co) can be expressed as AP: Ptx(cn)’(cn_l,...,Co) +

dl(Ptthj) — dl(PtXPlX) We note that the set of conditions involvmg APtl Py cnth, .,
A'}"tsztx (C"*1) of Table 16 can be constructed via AP: Pty <M, ..., A'}Jtziptx (C™) of

Table 17. For C,, = 1, that is, the first 2" conditions, we consider A’}‘,t pi, (C),
1 Ptx

A';’tz}cPtx (C™) from Table 17. For C,, = —1, that is, the next 2" conditions, we Arfl’tllPtx (c™,
A’},lzi py (C") from Table 18. We also choose the delay parameters a1l Plien)

dl(0n+1(Pt2k+1)Pt2k+1)

in such a way that dps,,, (n) > max{dp;, (n), ..., dpy, (n)}, which

makes A" (C"1) < 0. Wealsochoose ISP ~ qi{F2P™) | a i Pioet Plnet)

Pt Ptog41
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Table 24 Expanded form of the conditions when f3 = (0,0,0,1,1,0,0,0) € BY4"YF

&} Ci Co AP, P,k(C )

1 1 1 A})I3Ptx(cz)+dl§Pt3Pt3) _dléPtthx) <0 (on)
A}DMPrX(CQ) +dl(Pt4Pz4) _dléPzXPtx) <0

1 1 _1 A})Gmx(cz)_’_dl(PgPtx) dléPtXPtX) <0 (or)
A}DMPrX(CQ) +dl£Pt4Pt4) —dl;PtXPtX) <0

1 1 1 A}:,3th(C2)+dl§P[3Pt3) _dlépsztx) <0 (or)
ALy pry (€ + a4 P — PP < o

1 -1 1 A}’thtX (C2) Jrdl(Pn Pty) 7dl(P’XP’X) <0 (or)
A}DzthX(Cz) +dl(Pt2Ptz) dl(Ptthx>

-1 1 1 Ay (prgy (€D ST — dzg"“(X)P’X) <0 (or)
A}’t|a4(PtX)(C2) +d1§P”Pr2) 7dl£”4(X)PIX) <0

-1 1 -1 A o pigy (€D + ISP — a7 0T o on)
A]Pt3a4(PtX)(C2) +d1(Pl3Pf4) _ dl§a4(X)PtX) <0

-1 -1 1 Ay o (pigy (€D + ST — a7 T < 0 on)
Ao iy (€ + TP — ggos XL g

-1 -1 -1 AL o pigy (€D + a1y 2T — a7t COT) o on)
Ao puy (€ ISP g OP _ g

and dl,(,Pt"“ P~ disPnrn) o x dl,(lpt1 Pt o that we can carry forward the signs of

the inequalities from Tables 17 and 18 to Table 16.

Using the solutions corresponding to the delay parameters involved in the inequalities of
Tables 17 and 18 we could form a solution corresponding to the delay parameters involved
in the inequalities of Table 16. Hence f,4+1 =xo+x2 +--- 4+ x, € Bmz‘:gfl. O

Theorem 3 The set of all Boolean functions generated by an (n + 1)-path PA-PUF is a

proper superset of the set of all Boolean functions generated by an n-path PA-PUF, that is,

PA—PUF PA—PUF
Bn+1,n DB, , forn > 2.

Proof We will prove BZ?J;UF 2 Bﬁﬁl’PUF by mathematical induction. For i = 2, the delay

difference for a 2-path PA-PUF is
C 1
b pn (€)= ( 12+ ) (8%, p(Chy +arf™ ™ — arFere))

Ci—1
_< 12 )( Ptthl(C )+dl(Pzth|) dliPthtz)) (16)

and the delay difference equation for a 3-path PA-PUF is

Ci+1
B € = (EE0) (8 pChy +ar )~ aif ")
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Table 25 Expression of

1 2 C Co (€?)
APthtz (G Ptl Pn
0 (P Pty) (PryPty)
1 1 APthtz(C ) +dl —dl
0 (P Pty) (PryPty)
1 -1 APz.Ptz(C )+dl —dl
0 1 (Pt3P1y) (Pt P1y)
-1 1 API|Pt2(C )+dl —dl
0 1 (Pt3P1y) (Pt P1y)
-1 -1 APthtz(C ) +dl —dl
0 1
Table26 A, (C') =1 fr=x0+1
conditions for the ex1st%rche of all
ions i 0 1 0 1
Boolean functions in ,8271 [16] Co APZ] Piy «h Co APZ] Piy «h
1 AlePrz(C ) <0 1 APrlPtz(C)>0
0 0
-1 A%, b, (CH <0 -1 AG, i, (€1 <0
f3=1x0 fa=0
Co A9 «ch Co Al «h
Pthtz Pll Pty
1 Pz] Ptz(c ) <0 1 Pz] Ptz(c )>0
-1 PIIPTZ(C )>0 -1 Pthtz(C )>0

cr -1
—(%)( Sapn (C1) +al™ P —arPP) )

We can clearly see that when AP: Py (ch = PIQP[ (Cy and dl(PIZP”) dl(P'3Pt1) then
Egs. (16) and (17) are similar. In that case the delay difference equatlon of a 2- path PA-PUF
is a particular case of a 3-path PA-PUF. Thus every Boolean function which is generated by a
2-path PA-PUF can be generated using a 3-path PA-PUF, implying that B3A POF 5 BPA PUF,

Let us assume that the result is true for i = n, that is, BPA—PUF ) B%l PUF We now need

n+1,n
to show (for i = n + 1) that BPA-PUF  — PA—PUF o ¥

PA—PUF . s
2.1 = Byt 1 11001 then the inequalities

given in Table 19 will have a solution corresponding to the delay parameters.
Now we construct a system of inequalities using the those presented in Table 19. For
example, we take Ar;ijPfX (Cn+1) < 0 for any arbitrary X € {1,2,...,n + 1}. Then, we

choose the delay parameters dl,(,Pt” F2P0t2) and dlr(,g"“(m” +2)Pat2)

max(8py, (n), ...

such that 8py,,, (1) >
, 8P, (1)), which makes A’IZU Phyis (C™1y < 0. This setup will force
A’}Dt Piy (C”'H) < 0,where X € {1, 2, ..., n+2}. Using this technique we can infer that the
mequalmes presented in Table 20 will have a solution corresponding to the delay parameters.
The inequalities of Table 20 correspond to the same Boolean function f. As the inequalities
have a solution corresponding to the involved delay parameters, we can say that f € BPASPUF

n+2,n+1"
This implies Bzil ZUF > B,%;PUF. The strict inclusion is obtained by combining the results

of Theorems 1 and 2, and so, we get BPATPUF ~ gPA-PUF

1.0 o , which is our desired result. ]

We now describe a technique starting with an example where f1, f2 € BPA PUF "and we

show the existence of a solution of the inequalities corresponding to (f] || f2) S BPA PUF,
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Table 27 Comparisons of different PUF designs

PUF Design Uniqueness (%) Reliability (%) Hardware Area

17-path PA-PUF 47.14 99.41 Spartan-7 113 slices per PUF
PA-PUF!28 8] 49.63 95 Artix-7 47 slices per PUF
SRAM PUF[6] 49.97 88 FPGA 4800 SRAM bits
Butterfly PUFS4[10] 50 94 Virtex-5 130 slices

Ring Oscillator PUF!28[22] 46.15 99.52 Virtex-4 1024 ring oscillators
APUF%(7] 36.75 98.28 Virtex-5 129 slices

We let, for example, the functions f; = (0,0,0,1), f» = (1,0,0,0) € B4 "% The
inequalities corresponding to f1, f> are described in Tables 21 and 22.
The parameter A%,tj P (C3) can be represented in terms of A},tj Py (C?) for C» = 1 and

A%’t;Ptk (C3) can be represented in terms of Al (C?) for C; = —1. We rewrite

04(Ptj)os(Pty)
the conditions of Table 23 in Table 24.
The inequalities in Table 24 can be constructed using the inequalities of A}Dtj Piy (c?»

presented in Tables 21 and 22. For C; = 1 we take the four conditions of A}D i Piy (€ <0
from Table 21, that is, '

1 2 1 2 1 2 1 2
App (C) <0, Ap,p, (C7) <0, Ap,p, (C7) <0, Ap, p, (C) <O

These four inequalities have a solution for the delay parameters, let the solution be
dl(()Pt3Pt3) < —dl§Pt3Pt3)+dl§PtXPtX)+dl(()PtXPtX),dl£Pt3Pt3) < _dl(gptzpt})_i_dliptxptx)_i_

2(P P
dl(()(r3(PtX)PtX)’dl(()Ptth3) < _dliPt3Pt1) +dlf”3(PtX)PtX) +dl(()g3( tx)o3( tx))’dléPtthz) <

a1 PP _ dlfptzpm + dl(()g3(PtX)U3(PtX)). For C; = —1 we take the four conditions of

Apy;pry (C?) from Table 22, that s,

Apypiy (C?) <0, Apyp, (C) <0, App, (CH <0, Ap,p, (C?) <O0.

These four inequalities have a solution for the delay parameter. Let the solution be d l(()Ptl P
dl}PtXth)—i-dl((]PrXth)—dl{Pthtl),dl§Pt3Pt3) < _dl(()Pt2Pt3)+dl§Ptthx)+dl((){73(Ptx)Ptx)’
dl(()PtZPfZ) < _dliptZPf’g‘) +dl§U3(PlX)PtX) +dl(()U3(PtX)03(PtX))’ dlEPfZPtB) < dli“}(PtX)PfX) +

3P P
dl(()a3 (Prx)os(Prx)) _ dl(()Pl' PR) We choose the delay parameters dléPl“Pt“) and dléPt3 P19 such

that 8 p;, (2) > max{Spy, (2), 8ps, (2), ps; (2)} to make A%U piy(C?) < 0, forall j # 4. To
keep the first four inequalities in Table 24 with the same sign as in Table 21, we impose
these conditions di{""'"" ~ al{f2F?) ~ a5 ~ q1{F4PW | To keep the last four
inequalities in Table 24 with the same sign as in Table 22, we impose these conditions
dléP"‘P”) ~ dléP”Pm ~ dléPum A dlépl'P"‘). Now we have a set of inequalities which
is similar to the set of inequalities of Table 23. As the inequalities of Tables 21, 22 have
solutions corresponding to the delay parameters, we can form the solution corresponding to
the inequalities of Table 23 using the above mentioned technique. Hence f1 || f> € BZQ_PUF.
We will use this solution forming technique to prove our main result, Theorem 4.

Theorem4 Forn > 2, we have BZﬁIZUF = B,.
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Proof We prove this statement using mathematical induction. Forn = 2, we show Bg AZ_PUF =

B>, that is, the system in Table 25 should have a solution for any combination of iﬁequality
signs (that is, for all 22 possible inequalities).

From [16] we already know that BfUF = B;. Thus the involved delay parameters have a
solution corresponding to any combination of inequality signs corresponding to A%n pi, (C 1
(see Table 26).

We use the same values of the delay parameters obtained from Table 26 in the expression
of A},”PQ(CZ)I(H) and A},”Ptz(Cz)l(ly_l) from one set of A%zlmz(cl) conditions and
A},”Ptz (C?)|(~1.1) and A}D”PQ (C?)|(~1,—1 from the other set of A(z)szz (€Y conditions.

We choose dlfPt' P ~ dlfPtsz and dlfPt"Pl') ~ dlfpt1 1) §o that we can have the same
inequality sign in the expression of Table 25 as in Table 26. This shows the existence of
the solution corresponding to the delay parameters involved in Table 25 with any possible
inequality sign. Using all possible combinations of A(,),,l P (C1) conditions we can construct

2, .. . . 2 Lo -
all 22" inequalities, which guarantees the existence of all 22° Boolean functions in B3PA2 PUF,

Hence, BgAz_PUF = B;.

Now, we assume that the statement is true for i = n, that is, BSﬁTZUF = B3, and we will
show that the statement remains true for i = n + 1. To prove this we show that there exist
a solution corresponding to the delay parameters corresponding to the concatenation of two
systems of inequalities associated to two Boolean functions from BSﬁTZUF. This is similar

to the above example, where we concatenated two systems of inequalities corresponding to

two Boolean functions BEAfPUF to form a system of inequalities associated to one Boolean

function in B3P'°{PUF. We consider two cases based upon the parity of n + 1.

Case I. Let n + 1 = 2k. The conditions for the existence of a Boolean function in

PA—PUF 1 1 1 :
BPASPUE are AT, L, (CTF) < 0, AL (CFY) < 0, Al b, (C"F1) < 0. This
can also be expressed as A’;;llptx c™ + dl,(,P”Ptl) — dl,SPtXPtX) < 0, A’;QIPIX c™ +

AP — PP <o AL )+ di TR~ arPRP <0 when

Pty Pty
C, = 1and Ar;;ﬂlPtX(Cn) + dl,(lptnptl) _ dl'(:n+2(PfX)(PtX) <0, A}’Il;IlPtX(Cn) 4 dl’(lpllPIZ) _
dl’gﬂsz(PfX)Plx) <0, ..., Ar;}:ziilptx " + dlr(lPIZk,lPtzk) _ dlr(lUn+2(PlX)PtX) < 0 when
C, = —1. There will be 2*! inequalities of this form. We can construct a system of inequal-

ities, where the first 2" numbers of Nll”;- lth (C") are from the conditions of the existence of a

Boolean function in B”27PYF and the next 2" numbers of A'I',;, lp tx (C") are from the conditions

n+1l,n
of the existence of another Boolean function in BEﬁTZUF

dISPP0 gng g2 PPOPRO quch that Spy,, (n) > max{8py, (n). . ... 8puy,_, ()} which

makes A’;”.f Pir (C™1) < 0. We also choose dISF1P ~ g1 (PP o qplP1Pi20) opq
dISPNPR0 o gl (PIPR) o g Pt P20 o that Ab pry (C™*1Y has the same inequal-
ity sign as A',’,;_ IPtX (C™). The existence of solutions corresponding to the delay parameters
involvedin A%, 5, (cthy <o, Albpiy (cth <o, ..., Ay pry (C"*1) < 0 guarantees

that if f1, f» € BPA P then f1 || £ € BYAS0
Case II. Let n + 1 = 2k + 1. The conditions for the existence of a Boolean function

. PA—PUF n n+1 n n+1 n n+1
in Bn+2’n+1 are APIIPZX(C ) < 0, API;PIX(C ) < 0, ..., AP[2k+1PlX(C ) <

0 (&) A, p,([C"TH < 0, A} ) < 0 (&) Ap,p,ChH >

Pty 1 Pty
0. This can also be expressed as A’Ellex(Cn) + dl,(lP”Pl') - dl,ﬁPtXPtX) < 0,

. Then we choose the delay parameters
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_ PtHP Pty P _ P P
A';JtzlPtX(C”) + dl,(, 2Fa) _ dl,(, xPi) o, ..., A’I’JIZ}{HPIX(C") + dl,(l et Plir1) _
Pty P _ Pt P PHHP _
i P <0 (&) Al (€1 4 dlTY —an PR <0, AL () +

dlé][:flK-HPka-%—l) _ dl,gthPtX) < 0 (&) Ai;)zlptz(cn) + dlr(,Ptht]) _ dl}gPQPtZ) > 0,

when C, = 1, and A%, (C™) + d1PPm _ gplonn(POPho- g an=1 (ony

Pty Pty Pt Pty
Pt P (ou+1(Ptx) Pt —1 Pty Pt ) Ptxon11(Ptx)
dlék” 1) —dI"° +(Pr)Pix) 0..... A]}’tzk+1Ptx(Cn) —l—dl,g 2% P2kt 1 —dl,(l xOnt1(P1x))
— Ptyj+1 Pt Py P — Pty Pt
0 (&) AV;J[]IPIZ (Cn) + dl,g 2k+1P11) _ dl’g t1 Pty) < O, A’;I;,Jrlptx (Cn) + dlft 2k Ptor+1) _

dlr(lUnJrl(Pl‘X)PTX) < 0 (&) A’;;IIPIQ(CH) —i—dl,(lPtZHIPtl) _ dl,(lPtIPtZ) > 0, when C, =
—1. There will be 2"*t! inequalities of this form. We can now construct a system of
inequalities, where the first 2" numbers of A’;,;_lptx cm, A'},:llprz (C™) are from the con-
BPA—PUF
n+1l,n

A',',;_ IPtX ch, A’,’,;llptz (C™) values are from the conditions of existence of a Boolean function
in BZﬁTZUF. Further, we choose the delay parameters @/} 2+ P2+1)
in such a way that we get 8ps,,, (n) > max(dp, (n),...,38pn,(n)), which makes

A';’ijQkJrl (C"1) < 0. We also choose dISP1FW ~ qi(PP) ~  gp{Praet Pl

and dI\P2HP) o (PP g (PP G that Ay pry (C"*1) has the same

inequality sign as AL (C™). The existence of solutions corresponding to the delay param-

Pt; Pty
: : n n+1 n n+1 n n+1
eters involved in A crTH < 0, APtthX(C ) < 0, ..., APt2k+|PtX(C ) <

Pt Pty

0 (&) Ay, py (C"T1) < 0, Ay p (C"TH < 0 (&) A%y p,, (C"T1) > 0 guarantees

: PA—PUF PA—PUF
that if f1, f> € Bn-H,n then f1 || f>» € Bn+2,n+l'

The existence of solutions of delay parameters under Cases I and Il implies that an (n 4 1)-
length PA-PUF with (n + 2) paths will generate all possible Boolean functions of (n +

. PA—PUF . »PA=PUF .
1)-variable as BHM = B, that is, Bn+2,n+l = By +1. This proves our theorem. ]

ditions of the existence of a Boolean function in and the next 2" numbers of

anddlr(lffnﬂ(Pl2k+1)Pt2k+1)

In the next section we will discuss the feasibility of the implementation of our proposed
model of PA-PUF in hardware. We will also discuss the security of our PA-PUF against
several machine learning attacks.

4 Hardware implementation and resistance towards machine learning
attacks

In this section we consider a toy model of n length PA-PUF with n + 1 paths and show
the feasibility of implementation of our proposed PA-PUF in hardware. We consider 17-
path PA-PUF with a 16 bit challenge input and a 1 bit response. The main purpose of this
implementation was not to create a performance-optimized device, but rather to serve as a
validation platform to confirm that the core principles of our model hold true in a physical
system. We instantiated the fundamental architectural elements of our PA-PUF model with 17
paths and 16 switches in Verilog HDL. The design was purposefully simplified to eliminate
confounding variables from intricate optimizations and enable a straightforward evaluation
of the underlying physical phenomena. Each PA-PUF instance occupied 113 LUT slices in
Xilinx Spartan 7 FPGA.

We used the method and framework introduced by Maiti et al. [14] to evaluate our PA-PUF.
In this approach, uniqueness measures how different the responses are across different chips.
This ensures that each device can be uniquely identified. The implemented PA-PUF achieved
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Uniformity Comparison Across 128 PA-PUF Responses)

100 4

80

60 -

40 4

Percentage of Responses

204
----- Ideal 50% Line
. 0s
. 1s

0 (TN TTTiiT
0 20 40 60 80 100 120

Number of PA-PUF

Fig.6 Uniformity in 128 PA-PUF instances
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Fig.7 Reliability in 128 PA-PUF instances

an average uniqueness of 47.14%, which is close to the theoretical ideal value. Uniformity
assesses whether the response bits are evenly distributed between 0’s and 1’s, showing that
there is no bias. The uniformity for our PA-PUF came out to be 45.95% measured on average
with 128 PA-PUF instances, the oscillation in number of 0’s and 1’s as shown in Fig. 6 that
our PA-PUF can generate different Boolean functions. However, we can see a few instances
with ideal uniformity 50% that are suitable for practical applications.

The reliability checks how consistently a chip produces the same response under different
environmental conditions, such as changes in temperature or voltage. For the implemented
PA-PUF, an average reliability of 99.41% was achieved which can be observed in Fig. 7.Table
27 compares our 17-path PA-PUF with prior PUF designs.

We evaluated the resilience of the proposed 17-Path PA-PUF against Machine Learning
(ML) based modeling attacks. Such attacks represent a significant threat, as they attempt to
create a predictive software clone of the PUF from a set of observed challenge-response pairs.
Although numerous studies have demonstrated the vulnerability of classical arbiter PUFs to
these methods, our analysis sought to quantify the robustness of the PA-PUF architecture.

To do this, we subjected a large dataset of CRPs from the PA-PUF to several standard
classifiers similar to the study on the 3-path PA-PUF [8] with the following configurations:
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Classifier Accuracy vs Training Set Size
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Fig. 8 Predictability percentage of PA-PUF several standard ML classifiers

1. Multi-Layer Perceptron (MLP): Using the ReLLU activation function, Adam optimizer,
and a learning rate of 0.001.

2. Decision Tree: Employing the Gini impurity criterion.

3. k-Nearest Neighbors (KNN): Configured with five neighbors.

4. Random Forest: Comprised of 100 decision trees.

The empirical results shown in Fig. 8 imply that, the highest prediction accuracy achieved
by any of these models was approximately 54.92%. This low predictability indicates that our
proposed model of PA-PUF exhibits a high resistance to these machine learning modeling
techniques. We also believe that this simulation trend follows for any arbitrary n 4 1-paths
PA-PUF with n switches due to its potentiality of generating all Boolean functions involving
n-variables.

5 Conclusion

In this paper, we address the open problem raised by Kansal et al. [8]. We first generalize
the classical PUF model with 2 paths to a PUF with an arbitrary number of paths called
PA-PUF. Using this model of PA-PUF, we show that increasing the number of paths in PA-
PUF increases the class of Boolean functions generated from the PA-PUF. We first show
that Bi+1,; D B;,; fori > 2. In our main result, we show that we need (n + 1) paths in an
n-length PA-PUF to generate the complete set of Boolean functions involving n variables.
We also provide a hardware implementation of a particular instance of our proposed model
of PA-PUF. From our simulation we notice that n-length PA-PUF with n + 1 paths in every
switch has good cryptographic properties.
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