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Abstract

In this paper we disprove a conjecture by Budaghyan and Pal (DCC, 2024) on the ex-
istence of an infinite family of APN permutations of the form F(z) = x(4+3)/2 4 422
over IF,. Using function field theory and Hasse-Weil bounds, we prove that for ¢ > 2719
and u ¢ {0,+1}, the function F is not APN. Combined with computational verifi-
cation for 125 < ¢ < 2719, this establishes that no such infinite family exists beyond
the finitely many known small-field examples. Moreover, we extend this negative re-
sult to related families including F(z) = z(P"~D/2+3 4 423 (for ¢ =1 (mod 3)) and

F(z) = "1/ 2+p"+1 4 0P"+1, showing these “patched monomial” constructions
(n(z) 4 u)z? systematically fail to produce infinite APN families as field size grows. Our
methods combine algebraic geometry (Kummer extensions, genus calculations), character
sum analysis, and computational techniques. We also investigate the permutation proper-
ties and value distributions of these functions, proving general non-permutation criteria
and establishing differential uniformity bounds. This work demonstrates that while these
constructions yield APN functions for small finite fields, they are fundamentally unsuitable
for generating infinite APN families.
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1 Introduction

Let FF,, be the finite field with ¢ = p* elements, where k is a positive integer. We denote by
[ the multiplicative group of nonzero elements of I, and by IF,[X] the polynomial ring in
the indeterminate X over a finite field F,,. A polynomial f € F,[X] is called a permutation
polynomial if the equation f(X) = a has exactly one solution in F, for each a € F,,. Below,
we let x1(a) = exp (%ﬂf(a)) be the principal additive character of Fy, ¢ = p™.

Given a vectorial p-ary function f : Fpn — Fpn, the derivative of fwithrespecttoa € Fpn
is the p-ary function D, f(x) = f(z + a) — f(z), for all x € F,n. For an (n, m)-function
F,anda € Fyn,b € Fpm, welet Ap(a,b) = #{x € Fyn : F(z +a) — F(z) = b}. We call
the quantity dp = max{Ap(a,bd) : a,b € Fyn,a # 0} the differential uniformity of F. If
0 < 6, then we say that F is differentially §-uniform. If m = n and § = 1, then F is called
a perfect nonlinear (PN) function, or planar function. If m = n and § = 2, then F is called
an almost perfect nonlinear (APN) function. It is well known that PN functions do not exist
ifp=2.

We will denote by 77(«) the quadratic character of « (that is, n(a) = 0ifa = 0, n(a) = 1
if 0 # «v is a square, () = —1 if « is not a square).

2 Preliminaries from function field theory

In this paper we will make use of some concepts concerning Function Field Theory. This
will yield a lower bound on the number of APN functions of the desired shape.

We recall that a function field over a perfect field L is an extension F of L such that [ is
a finite algebraic extension of IL(«), with « transcendental over L. For basic definitions on
function fields we refer to [15]. In particular, the (full) constant field of I is the set of ele-
ments of IF that are algebraic over LL.

If F/ is a finite extension of IF, then a place P’ of F’ is said to be lying over a place P
of F if P C P’. This holds precisely when P = P’ NF. In this paper, e(P’|P) will denote
the ramification index of P’ over P. A finite extension F’ of a function field F is said to be
unramified if e(P'|P) = 1 for every P’ place of I’ and every P place of F with P’ lying
over P. Since it is not needed here, we do not go into the tamely or totally ramification
extensions’ notions. Throughout the paper, we will refer to the following results.

Theorem 2.1 /15, Cor. 3.7.4] Consider an algebraic function field F with constant field 1L
containing a primitive n-th root of unity (n > 1 and n relatively prime to the characteris-
tic of ). Let u € F be such that there is a place Q of F with gcd(vg(u),n) = 1 (see [15,
Definition 1.1.2] for the definition of the discrete valuation function vg). Let F' = F(y) with
y™ = u. Then:

1) ®(T) = T™ — w is the minimal polynomial of y over F. The extension F' : T is Galois
( poly. y

of degree n and the Galois group of T’ : F is cyclic,
(2) We have

e(P'|P) = % where rp :=GCD(n,vp(u)) > 0;
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(3) L is the constant field of F';
@) If g (resp., g) is the genus of 7' (resp. F), then

1
g=1+n(g—1)+ 3 Z (n—rp)degP.
PeP(F)

An extension such as F’ in Theorem 2.1 is said to be a Kummer extension of F.

Denote by I, the finite field with ¢ elements and let K be the algebraic closure of ;. A
curve C in some affine or projective space over K is said to be defined over F, if the ideal of
C is generated by polynomials with coefficients in F,. Let K(C) denote the function field of
C. The subfield F,(C) of K(C) consists of the rational functions on C defined over F,. The
extension K(C) : F,(C) is a constant field extension (see [15, Section 3.6]). In particular, IF,,
-rational places of IF;(C) can be viewed as the restrictions to F(C) of places of K(C) that
are fixed by the Frobenius map on K(C). The center of an [F;-rational place is an F ;-rational
point of C; conversely, if P is a simple F,-rational point of C, then the only place centered at
P is F;-rational. Through the paper, we sometimes use concepts from both Function Field
Theory and Algebraic Curves. Concepts such as the valuation of a function at a place can be
also seen as multiplicity of intersections of fixed algebraic curves; see [15].

We now recall the well-known Hasse-Weil bound.

Theorem 2.2 (Hasse-Weil bound, [15, Theorem 5.2.3]) The number Ny of Fg-rational
places of a function field F with constant field ¥, and genus g satisfies

[Ny = (¢ + )| <295
In order to apply the Hasse-Weil bound, the following lemma will be useful.

Lemma2.3 /2, Lemma 1] LetF (B, ..., By) be a function field with constant field F ;. Sup-
posethatf € F,(By, ..., Bn)|[T)isapolynomial whichisirreducibleoverK(By, . .., Bn)[T).
Then, for a root z of f, the field ¥, is the constant field of F¢(B1, . .., Bn)(2).

3 A“potential” infinite class of APN functions

First, we prove the following result, which finds some low differential uniformity functions
in odd characteristic. In our follow up result, we complete the proof for all the other cases
and show that the conjecture of [4] is false. This result was independently obtained by
Mesnager and Wu [11], reinforcing that the APN property of this function is a small finite
field phenomenon.

43

Theorem 3.1 Let F(z) =2 2 + uz?® on Fyu, where u € Fyu satisfies u ¢ {0,+1}. If
uw=—3and p" = 5 (mod 8), then the differential uniformity of F on Fp» is < 4.

Proof For given a € F,.,b € Fpn we need to look at the differential equation
F(z+a)— F(x) =b, that is,
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"+3 p"+3

(z+a)7 +ulz+a)?—2"7 —uz?=0

Denoting t;4+q = n(z + a),t, = n(z), and noting that pnT"'B = % + 2, the equation

above becomes

(x+a)2(tm+a+u) _IZ(tx +u) =b. (3.1

We now distinguish four cases, which are displayed in (3.2), below.

Case tetal| tx Equation (3.1) X x+a
b—(u+1)d> b 1)a>
Cii 1| 1] @+ D+2aw+x=b 2{%;{‘;2 %Ji
2 _ b—(u—1)a b+u—1Da
C_q1,—1|| —1]-1 ac(u—1)+2a(u—x=»>b a1 2aG=1) (3.2)
5 5 au l)i\/ (a(1¢+l):t\/az(u2—l)—2b)
C_1, —1| 1|{(u—1a“+2am—1)x —2x=b ~ i
—a(u+)+,/a?(W2-1)42b| _ . (22— +2b
Cr_y 1 =1|(u + a2 + 2a(u + Dx +2x2 = b| =~ . Cint) a(u=D/a” ("= D+2b

For easy referral, we label the potential solutions as 1 (Case C,1), z2 (Case C_1,_1),
T3,T4 (Case Cl,—l), X5, Tg (Case C—l,l).

In Case C7,1 we must have 7 (W‘H) — %) =7 (WEH) + %) = 1, or equivalently,

b b
~1) = —— +1 ] =n(2a).
”(ﬁm+w ) ”(ﬁw+m+) n(2a) 33
For Case C_1,_1 we need n (ﬁ - %) =79 (ﬁ + %) = —1, or equivalently,
L O A — y(2a) 3.4
g a?(u—1) = a?(u—1) R (34)

In Case C_;;, for at least a solution to exist, one needs the expression inside
the root to be a square, and further 7n(zsz4) =n((z5+a)(zs+a)) =1, so,

n(=2b+a®(u? —1)) =5 (b— (u—1)a?) =75 (b+ (u+ 1)a?) = 1, or equivalently,

n(az(uz i) +1) =77(u2*1)7

”zrﬂ;—l =n(u—1), (3.5)
K (u+1)a2 +1 =n(u+1).
Similarly, in Case Ci,-1, we must have

n(20+a? (u? = 1)) =n(=b— (u—1)a?) =n (=b+ (u+ 1)a®) = 1, or equivalently,

n(?ﬁ%ﬂ+d) =n(u? - 1),
(e — 1) =nlu-1), (3.6)
n ﬁ"‘l :n(u-l—l)
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We first take p = 5 (mod 8) and 7 odd (similarly, for the other cases). By Gauss’ Reciproc-

ity Law, we know that in these fields, 2 is a non-square (recall that 2 is a square in the field

Fp», p odd if and only if either p = £1 (mod 8) or n is even) and —1 is a square (since

p"™ =1 (mod 4) under our conditions). We shall be using that in the first part of our proof.
When u = —3, Case C1; reduces to

n(b+2a%) = n(b - 2a%) = (),
Case C_; _1 reduces to
n(b+4a*) = n(b — 4a%) = (),
Case C'_; ; implies
n(b—2a*) = 1 and [n(b+ 4a?) = 1 or n(b — 2a*) = 1]

(it is inclusive or, since we might have one or two solutions satisfying the conditions, here
and in the next case) and finally, Case C; _; implies

n(b —4a*) = —1 and [n(b — 4a®) = 1 or (b + 2a%) = 1].

We note that each case might contribute at most one solution. Summarizing,

Cra:n(b+2a%) = n(b—2a*) = n(a)
C_1._1:n(b+4a*) = n(b — 4a®) = —n(a)
C_11:n(b—2a%) = —n(b+4a®) =1
Cy 1 :n(b+2a*) = —n(b—4a®) = 1.

Thus, the number of solutions is at most four, which is attained for some values of ¢, as one
can quickly check for some primes (for example, p = 461, n = 1). Later, we shall show
that, in fact, for ¢ > 125, only the values 3, 4 are obtained. O

We now continue with the following observation. Combining the cases C ; and C1 _1,
we are seeking to show that

P43

(z+ ) +u(:v+a)2—x = —ux’ =0

has at least three solutions and thus the function F is not APN.

Consider a fixed u € F,; \ {0, %1} and let £ € F,, be a fixed non-square.

The case C 1 provides a solution if and only if there exist a,b, X,Y € F, a # 0, such
that

— X2
=Y2.

[SIISENIIS]

b
{ 2a(1z+1)
2a(u+1) +
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On the other hand, the case C_;; provides two solutions when there exist
a,b, Z,U,V,W,T € Fq, aZ # 0, such that

a?(u? —1) — 2b= 72
alu— 1)+ Z = 2U?
alu—1) — Z =2V?
alu+1) + Z = 26W?
alu+1) — Z = 2672

Putting all together, we can observe that F is not APN if, for a fixed u € F, \ {0, £1}, there
exista,b, X,Y, Z, U, V,W,T € Fy, aZ # 0, satisfying the system

b _ x2
2a(1ll;+1) - - X2
2a(u+1) +5=Y
a?(u? —1) —2b =22

[SIISENIIS)

a(u—l)—}—Z—2U2
a(u—1)—Z =2V?
a(u+1) +Z—2§W2
alu+1) — Z = 26T?

and such that the three roots

b—(u+1)a? alu—1)x/a?(u?—-1)—2b
2a(u+1) 2

are all distinct. This is implied by b + a?(u + 1) # 0.
Note that the above system is equivalent to

b=a(u+1)(2X?% +a)
Y2 =a+ X?
7% = a(u—il— 1)((u— 3)a —4X?)

v2 =" a+%

2 1
ve=t""g_Z 3.7)
W2 a€u+ 1) z
- Z
TQ a(u + 1) _ z
- z

Our aim is to prove the existence of suitable solutions of the above system. To this end we
will use an approach based on function fields over finite fields.
Let a be such that a(u + 1) is a square in F,. The solutions of the following system
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b=a(u+1)(2X?% +a)
7% = a(u+1)((u— 3)a — 4X?)
—1
U2:u2 a—i—%
V2:u—1 _g
W2:@ z (3.8)
2¢ 2
T2 _ alu+1) 4
2§ S
Y = —TW
a(u+1)

are also solutions of System (3.7).
We are now ready to put these together as a first step in the completion of our disproof
of the conjecture.

Theorem3.2 Let q be an odd prime power, u € ¥\ {0,+1, 3}, a € ¥, such that a(u + 1)
is a square in Fy, & a fixed nonsquare in Fy, that is, n(a(u+ 1)) = 1,7n(§) = —1. The
Sunction field K(X, Y, Z, W, T) defined by

7% = a(u+1)((u — 3)a — 4X?)
o _a(utl) 4
LTI
TQ_CL(u—i-l)_g
="
y— & oy (3.9)
alu+1)
-1
U27u2 a+%
u—1
V2= 5 a—%

has ¥ as a field of constants.

Proof We rewrite the system above as

Z =2W? - a(u+1)
2

X2 = _§7W4 +&W?—a

a(u+1)
T a(u+1) e

¢

Y:#TW

a(u+1)
U2=¢W?—a

—EW? + au.

Consider KO = K(W). Clearly, Z € K(W). We consider now K; := K(X, W), where

X? = W4 + ¢W? — a.Itisreadily seenthat — W4 + ¢W? — aisnotasquare

a(u+1) a(u+1)
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in Kg and thus K; is a Kummer extension of Ko with field of constants IF, by Theorem 2.1
and Lemma 2.3. Let Ky := K(X, T, W), where T? = M — W?2. Since £/ @ are
% e +1)W4 + EW? — a, we con-
clude that above the places P \/7) € Ky there are exactly 4 places in K; which are

a(utl
3

simple zeros of — W2, which are not zeros of —

simple zeros of — W* + ¢W? and thus this function cannot be a square in K;. Again

a(u+1)
by Theorem 2.1 and Lemma 2.3 we conclude that Ky is a Kummer extension of K; and its

field of constants IF,.

Consider now K3 := K(X, T, U, W), where U? = ¢éW? — a. The zeros of EW? — a in
Ky are not zeros of X nor of 7 and thus they lie over unramified places in the extension
K : K. This shows that they are simple zeros for {W? — @ and thus £W?2 — @ is not a
square in Ky. By Theorem 2.1 and Lemma 2.3 we conclude that K3 is a Kummer extension
of Ky and its field of constants IF,,.

Let Ky := K(X,T,U,V,W), where V2 = —¢W? + au. The zeros of —¢W? + au in
K3 are not zeros of X, nor of T, nor of U and thus they lie over unramified places in the
extension K3 : Ky. Arguing as before, we conclude that K, is a Kummer extension of K3
and its field of constants [F,.

To conclude the proof it is sufficient to note that K5 := K(X,Y, T, U, V, W) coincides
with K4. O

We now show that the conjecture of [4] is false, and not only there is no infinite family
of APN functions, but in fact there are no APN functions besides those listed in [4, Table 5].

Theorem 3.3 Let q be an odd prime power, ¢ > 125, and select uw € F,\ {0,+£1}. The
polynomial F(z) = z(9+3)/2  uz? is not APN.

Proof We first let u = 3. Although, one can also infer it from (3.2), if ¢ =1 (mod 4), our
treatment of System 3.9 requires a(u + 1) and —4a(u + 1) to be squares concurrently,
which can happen for ¢ = 1 (mod 4), since (—1) = 1. We removed u = 3 from the state-
ment of Theorem 3.2 (and even below), since we wanted to treat the system globally, but the
arguments also hold foru = 3,¢ =1 (mod 4).

Thus, we nextlet u = 3,¢ = 3 (mod 4), and so, 77(—1) = —1. Further, if n is even, then
regardless of p, 2, 3 are quadratic residues and we get at least three viable solutions by tak-
ing n(a) = 1, b = —4a?, as we see from (3.2). If nis odd, p = 3,11 (mod 24), again, 2, 3
are quadratic residues and the same argument applies. If n is odd, p = 23 (mod 24) (we
removedp = 9 (mod 24), since we are in the case of ¢ = 3 (mod 4); similarly, we will also
remove, from the next discussion, the casesp = 5,21 (mod 24)),thenn(2) = 1,7(3) = —1.
Taking b = —4a? with 77(a) = 1, at least three solutions of (3.2) survive. If n is odd, and
p =11 (mod 24), then n(2) = —1,7(3) = 1, taking again, b = —4a?, with n(a) = —1,
exactly three solutions survive. If n is odd, and p = 19 (mod 24), then (2) = n(3) = —1,
and b = 4a?, at least three solutions survive. Therefore, even when v = 3, the function is
not APN, for p larger than 29 (see [4, Table 5], for small cases).

We now let u # +1, 3. Select a € Fy, such that a(u + 1) is a square in F,, and consider a
fixed nonsquare { € IFy. By Theorem 3.2, System (3.9) defines a function field whose field of
constants is IF,. By direct checking, following the same notation as in the proof of Theorem
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3.2, Theorem 2.1 yields that the genus of K;, 7 =0,...,5,is 0, 1, 3, 9, 25, 25 respectively.
There are at most 2* places lying over P... Since we need the three roots to be distinct,
b+ a?(u+ 1) # 0, together with Z # 0. Recalling that b = a(u + 1)(2X? + a), the first
above condition is equivalent to X2 % —a and thus — —*-—W* + ¢W? = 0. There are at

a(ut1)
most 26 places in K satisfying this constraint. Finally, Z = 0 corresponds to W2 = ‘1(7;72'1)

and again there are at most 2% places in K5 satisfying this constraint. Thus, the polyho-
mial F is not APN whenever the lower bound given by the Hasse-Weil bound exceeds
24 4+ 25 4+ 26 that is

q—50/q—111>0 <= /q > 52.13, so ,q > 2719.

For the cases when 125 < ¢ = p" < 2719 (that is, outside [4, Table 5], which lists ¢ = 5°
as the highest cardinality when the function is APN, for some specific values of «), we used
Magma [3] and found no other cases when the function is APN. The claim follows. O

Remark 3.4 Via Magma [3], we found that, in addition to [4, Table 5], there are other inter-
esting examples of functions of best/optimal differential uniformity. For example, if p = 3,
n =1, u = —1, the function is PN; if p = 3, n = 2, u = g, ¢°, g°, ¢*, the function is PN.

In the appendix (Tables 2-6) we display more computational data to display the differen-
tial spectrum for various dimensions and parameters u.

4 A related class of potential APNs

n

Let F(x) = 2" 3 4+ w23 on Fp» withp > 3, ¢ = p". Computationally, we observed that,
for some u values, F'is APN for p = 5,7,11,13,19,23 and n = 1,as wellas p = 5,n = 2,
and has mostly low differential uniformity, for other small dimensions.

One surely wonders if there are infinitely many pairs (p, #) for which F'is APN. We shall
show that that is not the case (at least when ¢ = 1 (mod 3)).

Lemma 4.1 Let F(z) = 25+ ug® on Fpn with p> 3, ¢ =p", and v ¢ {£1}. Fix
a € Fyand b€ Fy. Then:

(1) Iftyta =tz = € € {1}, then the differential equation F(x + a) — F(x) = b has
two solutions for some (a, b).

2) Iftytra = —ty, = € € {£1}, the differential equation is equivalent to a cubic
Gap(z) =0, where Go p(x) = 0 is defined in (4.1).

(3) When g =1 (mod 3), the cubic G, p(x) = 0 from part (2) possesses three distinct so-
lutions in F o if and only if 6(a,b) € Oy and Gq1(51)/Gap(B2) is a cube in F gy, where
B1, B2 are the roots of the Hessian H(T) of G and A # 0.

Proof First, note that the differential equation of Fat a € F},b € F, is equivalent to

(x+a)(u+terq) — 23 (u+t,) =b.
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For part (1): when t,4,=1%,=¢  the differential equation becomes
(x+a)P(u-+e) —23(ut+e)=b and since u-+e#0 we may divide to get

(z+a)® — 2% = ;5. Expanding the left side gives 32a + 3za® + a® = -, which rear-
ranges to
2
9 a b
. ——
et Y T3t o
of discriminant A = f“—; + 3(373-5)’ which is linear in b. It is known that in F),» half of all

nonzero elements are squares and half are non-squares. Regardless, since A is linear in b,
then we conclude that one can always find b to force A to be a nonzero square and hence
our differential equation has two solutions, for some a, b.

For part (2): when t,,, = —t, = €, we have t, = —¢, so the differential equation is
(x4 a)3(u+ ¢€) — 23(u — €) = b. Expanding and collecting,

(u+ €)(2® 4 32%a + 3xa® + a®) — (u — €)z® = b,
2ex® + (u + €)(32%a + 3za® + a®) = b,

and dividing through by 2¢ yields the cubic

3 3a(u+e) $2+3a2(u+e)x+a3(u+e)—b

= =0. 4.1
Gap() v 2e 2e 2e 0 @D

For part (3): the three-roots criterion follows from [7, Theorem 1.34]. The Hessian of
Gap(x)is

H(T) = ?((—azug +a®)T? + (—au® + a® — 20)T + (—abu — ab)) ,

whose discriminant is

0(a,b) := — (a6u4 —2a%u? 4 a® — 4aPbu® + 4aPbu + 4b2) . 4.2)

The roots 31 o of H(T) are given by the quadratic formula:

aBuP—ad+20+ X

2 _
207 (1 = a2) , X°=0(a,b).

Bi2 =

Let 1) be a fixed third root of unity in F,, and e € F, fixed with ¢ = G 4(81)/Gap(B2).
The three roots of G, () are the standard Lagrange resolvent expressions

_ Pae— B  Bane— _ BanPe—p
= gyi=" T pg =

: 43
e—1 = 77 ne—1" n2e—1 “3)

Xy

Finally, by substituting 51 and 3 into G, ;(T") and simplifying, one obtains
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Gap(B1)  a*u® —aPu—2b—4X/9 i
Gap(B2)  aud —adu—2b+4X/9 4.4

O
Lemma 4.2 Let =1 (mod 3), u ¢ {+1,+/3,4+2}, and let £ € F, be a fixed non-

square. With the notation of Lemma 4.1, F(z) = T+ 4oyt possesses at least three

solutions to F(z + a) — F(z) = b satisfying t, = 1 = —ty1, if the following system
(uY?4+uY +u+ Y2 +3Y + 1)(u—1)a? — 4YWg(u — 1)a — 4W3Y =0,
g2 +We
0= 5
7 _ (20 + 4)auY + (=21 + 2)au — 2naY + (29 + 2)a + (4n + HYWEY — 4nW¢e
e 4(Y +1) ’
W (21 + 4)€auY + (=21 + 2)€au — 2n€aY — 4aY + (21 + 2)a — da + (4n + 4)EWEY — AnEWe 4.5)
2 ;
4V +1)
72— (2n = 2)auY + (=21 — 4)au + (=21 — 2)aY + 2na + WY + (—4n — H W}
o 4E(Y +1) ] ' )
w2 (21 — 2)€auY + (—2n — 4)€au + (=20 + 2)€aY + (20 + 4)a& + EWEY + (—4dn — 4)EWE
2 4E(Y +1) ’

has a solution (a, Y, Zy, Z;, Zo, Wy, Wy, W) € Fg with a # 0,

(YP =Y (Y +1)#0,and (u+1)Y? + (3 — 2u)Y + u+ 1 # 0, where n) denotes
a primitive cube root of unity in F . The condition (u+ 1)Y? + (8 —2u)Y +u+1 # 0
together with Y (Y + 1) # 0 ensures X € I},

Proof In what follows we want to prove thatif ¢ = 1 (mod 3) there exist (a,b) € F; x I,
such that G, () has three distinct roots in I, all of them satisfying t;, = 1 = —t,4,.

We will make use of a direct expression for the three roots. Let 7 be a fixed third root of
unity in F,, and e € F,, fixed with € = G4 4(81)/Gap(B2). By Lemma 4.1(3), the three
roots of G, () are the z1, x2, z3 given in (4.3).

p—1

Let¢ € F, be a fixed nonsquare. The function F/(xz) = z 2 3 + uz® possesses at least
three solutions (with ¢;, = 1 and ¢,, 4+, = —1) if the system

16X2

abut — 2a5u? + b — 4a3bu® + 4a3bu + 40% = T

adu —aPu—20—4X/9 o
adud —adu —20+4X/9

lo _
752726 1512523, i=0,1,2,
e —

o —
52‘7267151+azwf, i=0,1,2
n'e —

has nontrivial solutions (X,Y, Zy, Z1, Z2, Wy, W1, Wa, a,b) with a XY #0,Y # 1.
Note that % +a = W2 can be rewritten as £ Z2 +a = W2,i = 0,1, 2.

From the second equation one gets
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_ 9a2u3Y 3 — 9a3ud — 9a3uY?® + 9adu + 4Y3 X + 4X

b 18(Y3 = 1)

Combining with the other equations one obtains

—81(Y3 - 1)2(u? — 1)%a® + 64Y3 X2 = 0,

(Y = 1)(9(u? — 1)a®(au+ a + 2623)Y3 — 8XY? — 8XY — 9(u? — 1)a*(au + a + 2£22)) = 0,
22 +a=Wg,

Y =) (9(u? — 1)a®(au+ a+223)Y3 — 892 XY? — 8nXY — 9(u? — 1)a®(au+ a +223)) = 0,
22 +a=W3,

(Y =) (9(u® — Da*(au + a +2623)Y3 — 8nXY? — 8 XY — 9(u? — 1)a®(au+ a + 2£23)) = 0,
£Z2 +a=W3.

Let us discard the factors (Y — 1), (Y — n), (Y — 1?). From the second equation we obtain

9(au+a+2622)a?(u? —1)(Y3 - 1)

X =
8Y (Y +1) ’

and thus the system above, using also £Z2 = —a + W, reads (after discarding factors such
asa, ¥,Y +1,and (Y3 — 1))

£Z5 = —a + Wg,

(Y2 +uY +u+Y2+3Y +1)(u—1)a? — 4YWE(u — 1)a — 4W3Y =0,

3auY — 3nau + (=27 — )aY + (n+2)a+ (20 + HYWEY + (—4n — 2)W¢ + (—2n+2)(Y +1)Z? =0,

Wi =a+¢23,

3auY + (3n+ 3)au + (20 + 1)aY + (—n+ Da + (=20 + 2)WZY + (dn + 2)WE + (2n + 4)(Y + 1)£Z2Y =0,
Wi2=¢22 +a.

Finally we can combine the fourth and the third, and the sixth and fifth equa-

tions to get System (4.5), where the constraints a #0, (Y2 - 1)Y(Y +1) # 0, and

(u+1)Y? 4+ (3—2u)Y +u+1+#0ensure X € F}. O
We now use these two lemmas to prove the main result of this section.

Theorem 4.3 Let ¢ = 1 (mod 3). Consider u ¢ {£1,+v/3,+2}. If q is large enough

then F(x) = e 543 1 ug? is not APN.

Proof By Lemma 4.2, it suffices to find (a, Y, Zo, Z1, Za, Wo, W1, W3) € F satisfying Sys-
tem (4.5) witha # 0, (Y3 - 1)Y(Y +1) #0,and (u +1)Y? 4+ (3 —2u)Y +u + 1 # 0.
We show that such solutions exist for ¢ sufficiently large by proving System (4.5) defines a
function field with constant field IF;, and then applying the Hasse-Weil bound.

Consider first the case where u is not a root of
hw) i=(u® = ) (62— u+ € — £ +2/3) (€ + (~€2 + Ou - 267+ - 2)
(= 1)(u? — 3)(€u+ € — 1)(§u ~2/3¢2 4 1/3¢6 — 2/3)
: (§2u2 FEu—3€ 436 2) (5%2 4 (26— 2)u— 262 4 26 — 2).
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To this end, fix an element Wy # 0 in F,.
We will show that System (4.5) defines a function field whose field of constants is [F,.
This will provide, asymptotically, a negative answer for the APN-ness of the function F(x).
Consider first the equation

(wY? +uY +u+Y? +3Y +1)(u—1)a® —4YWe(u — 1)a — 4W;Y = 0.
The discriminant with respect to a is
64Y (Y 4 1)° W (u? — 1),

and it is, clearly, a nonsquare in Ko := K(Y). Thus, by Theorem 2.1 and Lemma 2.3, the
field of constants of K; = Kq(a) is IF,. We want now to prove that the other 5 equations
define Kummer extensions with field of constants [FF,,.

To this end, consider the subsequent equations written as

Zg = ¢1(a7 Y)v Zl2 = ¢2(a’7 Y)7 W12 = ¢3(Q7Y)7 222 = ¢4(Q7Y)7 W22 = ¢5(a7 Y),

and denote by Ky C - - - C Kg the corresponding function fields.

It is sufficient to show that for each ¢ = 1,...,5 there exists at least one place in K;
which is a simple zero for ¢; and a nonzero for each ¢;, j # 4. This will ensure the existence
of a place in K;4; which is a simple zero for ¢;.

Thus we check the resultant between the numerators of the functions ¢;(a,Y’) and
(wY? +uY +u+Y2+3Y +1)(u—1)a? — 4YWE(u — 1)a — 4WY with respect to a.
We want to prove that each of them has a nonrepeated linear factor in Y (different from Y
and (Y + 1)), which is not a factor of any other resultant.

We list below the factorizations of these resultants:

(u+ 1)W6‘<(u7 1)Y2 + (u—3)Y +u— 1),

(Y + D)W+ 1) ((u CDY2 4 (- D)UY +qut (3n+3)Y — n),

(V + 1AW (€02 = )Y? = (4 1)(€%2 — 2%+ Au — 3 + 46 — DY + 7€ — 1)),
(Y + 1) Wi(u+ 1) ((u CD)Y2 4 (qu—3)Y + (= — Du+n+ 1),

Y + D)W — 1) ((u FOY2 4+ (qu+3)Y + (= — Du—1 — 1).

As can be easily checked, there is a common zero among them (apart from —1) only if u is
a root of A(u). If u is not a root of /(u), none of the degree-2 factors above has Y = —1 as
aroot.

Thus, there exists a simple zero of each ¢; which is not a zero (nor a pole) of ¢;, j # 1,
foreachi =1,...,5. By Theorem 2.1 and Lemma 2.3, each extension K; ; : K; is a Kum-
mer extension with field of constants IF,. Therefore, K¢ has field of constants F, and genus
bounded by Theorem 2.1.
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By the Hasse-Weil bound (Theorem 2.2), for g sufficiently large, there exist IF,-rational
places of K satisfying all the required conditions, which correspond to solutions of Sys-
tem (4.5). Hence F(x) is not APN for large ¢.

Case when u is a root of 4(): Suppose that u is a zero of k() distinct from +1, ++/3, 2.
We now show that we can choose a different nonsquare £ € F, to make the argument work.

The polynomial /(u) involves the parameter £. For a fixed u € F,, \ {0, £1, +/3, £2},
viewing /(u) as a polynomial in £, we can write

m

h(u) = e(w) - [J(€ = &)™,

i=1

where c(u) € F,[u] is the leading coefficient with respect to &, and &;(u) € F, are the roots.
By examining the factorization of /(u), the total degree in & satisfies Z:”:l e; < 10.

Since there are (¢ — 1)/2 nonsquares in I, and at most 10 of them can be roots of (u)
(only counting those in IFy), for ¢ > 23 we can always find a nonsquare £ € [F, such that
h(u) # 0. For such a choice of £, the resultant computations above show that there are no
common zeros (apart from Y = —1) among the five degree-2 polynomials in Y, and thus the
Kummer extension argument proceeds as before.

For the finitely many small values ¢ < 23, we handle each case individually via direct
computation or by using the explicit structure of A(u) to verify that at least one suitable &
exists for each relevant u. ]

Remark 4.4 Presumably, the same outcome will happen for ¢ =2 (mod 3). Recall
(see [13, Theorem 1, Corollary 2.9], or [7]) that if IF, is a field of characteristic different
from 3, then f(x) = az® + bx? + cz + d,a # 0, permutes F, if and only if b> = 3ac, and
q =2 (mod 3). Thus, the case of ¢ = 2 (mod 3) will be slightly more involved (though,
doable), since one needs several cases necessary to handle the roots of a cubic under this
modularity condition on q.

5 Character (Weil) sum analysis of the difference distribution table

Since determining the differential spectrum of a function theoretically or computationally
can be quite difficult, character-based methods offer significant advantages. The approach
proposed in [14] achieves speeds of more than ten times the classical method. We further
develop this for our families of functions.

Theorem 5.1 Let F(z) = pEF P P g < j< k<, on Fpn. The number of
solutions to F(z + a) — F(z) = b for (a,b) € Fy. x Fyu is given by
Nop=p" Z Z X1 (a(u + e)al:pk'”'1 —a(u+ eu)xij

e,n€{£1} a,z€Fn

+ ((aa(u +¢€)

n—

' +aapk(u+e)) T+ ((u+6)apk+1 —b>) ;

where the outer sum is over the four combinations of € = n(z + a), p = n(z).
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Proof As before, we let n(x) = t, and n(x 4+ a) = t,44. The differential equation becomes
(2 + )" T (u+ tora) — 2wt ) = b,

and with notations ¢, = €,t, = eu, where p, e € {£1}, we obtain

(u+ e)x”k’*l —(u+ eu)x”j*l + (u+ 6)(ax”k + a”k:r) + (u+ e)a”kurl -b=0. (5.1

The number N, ;, of solutions is given by the standard character sum formula [10]:

Nab = ;% Z Z X1 (a ((u + e)ax"hrl — (u+ epw)a? T 4 (u+ e)(am”k + apkx) + (u+ e)a”k+1 - b>)

2€F,n a€F,n

= x1 (o (u+ e)a”u1 —b x1 (o (u Jre)y:pk“ — (u+ep)a” T (u+ e)(a.T,pk + a,”kn:) .
2l ) 2 (e )
We now simplify the linear term. Applying the Frobenius automorphism p* times to
phity pplying
.
aa(u+ €)xP gives

X
N\ P C K .

(aa(u + e)mpk) =a? o’ (u+ €)pk P

Since u, € € Fpn and € = +1, we have (u+ e)pk = (u+ €) by the Frobenius property.

Raising to the p™~* power gives

n—k
n—k n—k —k n n—k

(aa(u + e)a:pk)p =" @ (ut e 2P = (aa(u+e)’ oz,

where we used 27" = x forall 2 € Fn.
Therefore, the linear terms combine as

aa(u + e)xpk +aa” (u+e€)z=alu+e) (aav”lc + apka:>

= X1 (((aa(u + 6))1)’”7’0 + aa?* (u+ e)) :c) )
Setting B = (aa(u + 6))1)%& + aa?" (u + €), the inner sum becomes

Z X1 (a(u +e)a” = au+ ep)a? T+ Bx) .
z€F,n

Since each of the four pairs (e, 1) € {(1,1),(1,-1),(—1,1),(—1,—1)} corresponds to a
different combination of n(x + a) and n(z), and these cases partition all possible = € Fyn,
the total count is obtained by summing the character sum contributions over all four cases.
More precisely, for each z € Fpn, exactly one pair (e, p) satisfies n(z +a) =€ and
n(z) = ep, so we must sum over all four possibilities to capture all solutions.

This completes the proof. O
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5.1 Simplifications for the case j = k

When j = k, the character sum simplifies significantly and we can obtain explicit bounds.

P —1

Corollary5.2 For F(z) =z

Nap=p~" Z Z X1 (ae(l - u):lipkH +Br+a ((u + e)apk'"1 - b)) ,

e,n€{£1} a,z€Fyn

k k .
TP L L ugP L with k < n, the character sum reduces to

where B = (aa(u + e))p"ik + aad? (u+e).

We now concentrate on the inner sum for fixed . Let

S, = Z X1 (Algcpk+1 + APt 4 Bm) ,

z€F,n
where A1 = a(u +¢€) and Ay = —a(u + ep).
Proposition 5.3 The squared magnitude of S,, satisfies

Sal?=p" >, x (Alzkarl + APt 4 Bz) :
FAS Fpn
E(z)=0

where E(z) = Ay (2" + 27" ") + Ag (27 + 27"7),

Proof We compute

‘Soz|2 = S(x ' S’a
= Z X1 (Al (mpk“ - ypk'H) + A (:rpj'H — y”jH) + B(z — y))
z,y€Fyn
y,2€F,n
= 3 o (A A B2) 3w (BG) ),
z€Fn yEF,n

where we used the substitution 2 = y + z and the fact that x1(cy) = 0 unless ¢ = 0.
The inner sum over y equals p™ if E(z) =0 and equals 0 otherwise, completing the
proof. |

Corollary 5.4 When'k = jand = 1 (or o = 0), we have E(z) = 0, hence |Sq|? = p™S,.
This implies either So, = 0 or S, = p".
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Corollary 5.5 When k=j, p=-1, a#0, and an,?k) is odd, there exist
(a,b) € Fyu x Fposuchthat Noy > p". Therefore, F cannot be APN under these conditions.

Proof When k = j, up= —1, and a # 0, the condition E(z) =0 from Proposition 5.3
k
becomes 27" + z = 0.

If m is odd, then 2 4+ zisa permutation polynomial with only z = 0 as its root.
Therefore, |Sq|? = p™S,, which implies S, € {0,p"}.

For case Dy,_1 (where j(z 4+ a) = 1 and (z) = —1, so € = 1), the character sum analy-
sis yields:

Sa =p"x1 (a ((u + 1)(17”’”rl — b)) .

The contribution from case D, to the differential count is:

Nfg’fl =p " Z X1 (oe ((u+ l)akarl — b)) Sa.

a€lFyn

When b = (u + 1)a?" 1, we have x; (c((u + 1)a?" T — b)) = x1(0) = 1 for all , and
thus:

ND T =p ™ Y Sa=p 0+ = 1)) =t -

a€]Fpn,

Since p™ — 1 > 2 for any nontrivial finite field, this proves that F is not APN. O
This explicit construction complements our geometric approach and provides concrete
parameter choices that witness the failure of the APN property.

6 Thecasej = kj=k

When j = k in the general class of the prior section, we can show a stronger result than the
previous corollary.

P

Theorem 6.1 We let F(z) =z"7 tP'+1 4 ya?'+1 o Fpn, where k<n, u#=+1,

d = ged(n, k), ¢ = p*, Q = p™. Then F(X) is not APN.

Proof For given a € F,,b€F, we need to look at the differential equation
F(z+a)— F(x) =b, that is,

p"—1

(x+a) 2 Ly u(z + a)phr1 C T gt

Denoting t,+, = n(x + a),t, = n(z), the equation above becomes

(@ + )" (toga +u) — 27 Tty +u) = b. (6.1)
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We now distinguish four cases, which are displayed in the next table (we lete = 1,0, if —1
is a p® — 1 power in [, respectively, not a power).

Case ||tyta| tx Equation (6.1) Number of roots
Dy 1} 1 xpk—i—apk_lx—i—apk—%:O §e~(pd—1)
D_y_1|| —1]-1 P par et — L =0 <e (-1
Di_1 1|1 [epten g et oy a?" (E aﬁk+'<;+u>—b _ 0 N
Dy || —1] 1]x?" 1 4 alzm,pt 4 o U=y 4 “"k“‘;‘“”b =0 N

We shall look at the potential N1, N2 next, finding parameters a, b, for which either N1, No

kg
are greater than 2. Withr = “(1;”‘) , 5 = “q(12+"),t S (;Jru)_b,for case Dy _1, respec-

_ _ k1 . .
tively, r = “(12 W g = aq(12 W = 9 (; Wb for case D_1 1, and using the substitu-

. 1 . .
tion z = (s — r?)« X — r, both equations in cases Dy,_1 and D_; ; become

Xt X+ A=0, (6.2)

where

q _ —q—1 _ .2
A= () = (72ba_q_1fu2+1): 2ba u®+1

, for case Dy _1,

, for case D_y ;.

A= (u?— u)f% (2ba*q*1 —u?+ 1) =

Via [9, Theorem 8], we know that (6.2) has p? + 1 roots if and only if there exists
(Uqu)q2+1

. . d .
(v 0 which case, those p® + 1 roots are given by

U € Fg \ F2a such that A =
-1 —(U +a)d 4

f— 'a: P ]F .
T (T Ve R W (s Ve R

Zo

Regardless, of what the chosen U € F \ IF,2a 1s, since 4 is linear in b, then one is always
2
(Uqu)q +1

able to find a value of b such that A = CATTarES

We can force xg, x1, and £ _; to be roots (asymptotically). Thus, we need

W =¢X?

W ta=Y?

—(U—‘rl)q —q . 22

HU-U7) T =£

—(U 9~ —q 63
% +a=V? ©3)
— U_l q”—q

S -

— U7 qa~—q

=g +o=T"
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Combining the first and the third equation we get
§X2(U + 1)‘12—!1 — §Z2

and thus Z = +X (U + 1)(‘12’@/2. With the same argument, W = X (U — 1)(‘12*‘1)/2.
Thus it is enough to show the existence of solutions of the following system

—1 _
Tro—gaeT = X
wo—raper ta=Y?
—(U41)* 9
W +a=V?
—(U-1)* 9
W +a=T"
Clearly, all the roots of 1 + (U — U?)?~! are distinct and so the poles of H(U%éq)q,l are

simple. This shows that

-1
— _ _ —¢X?
AT
is absolutely irreducible and K(X, U) : K(U), where K is the algebraic closure of I, is a
Kummer extension of the rational function field K(U) by Theorem 2.1. By Lemma 2.3 the
field of constants of K(X, U) is F,. Consider the zeros of

(U - 1)q2—q
+a, ¢3:= 15 (U = Uaya—T U vy + a.

B -1 (U +1)T e
1= 1+ (U —-U%)1-1 ta dri= 14 (U —-U9)s-t

They are roots of

P1(U) :i=—=1+a(l+ (U -U")"),
a(U) = = (U1 +al+ (U -V,
Ua(U) == (U =1 +a(l+ (U -V,

respectively.
Since we can suppose that a # 0, 1, all the roots of 1)1, 12, 13 are distinct. In fact

YiU) = —a(U — U712

and thus repeated roots can only belong to IF,. On the other hand, U € F, being a root of v);
yields eithera = 0 ora = 1.

Also, the zeros of ¢; and v}, i # j, are distinct. If ¢»; and 15 or 11 and 13 share a root,
then such a root z satisfies (2 + 1)7~1 = 1 or (z — 1)9~! = 1, and thus z € F,. We already
showed that this is not possible. If 12 and 3 share a root z, then z = (1 + A)(\ — 1), for
some A in F, \ {0,£1} and thus z € F,, again a contradiction to a # 0, 1. Consider the
function field extensions
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K(Y,X,U): K(X,U), K(V.Y,X,U):K(Y,X,U), K(T.V,Y.X,U):K(V,Y,X,U),

defined by Y2 = ¢1, V2 = ¢, and T? = ¢3 respectively. From the argument above each ¢;
is not a square in the corresponding function field and thus by Theorem 2.1 and Lemma 2.3
each of the above extensions is a Kummer extension with field of constants IF,.
This shows that, if ¢ is large enough, there are instances of U, X, Y, Z, V, W, T satistying
System (6.3) and thus (3.1) admits 3 solutions and F(x) is not APN. O
Under some conditions, we can be more precise about the differential uniformity.

n

Theorem 6.2 Let F(z) = P s A I e Fpn, where k<mn, uw#=£1,

d = ged(n, k), ¢ = p*, Q = p". Assume q is sufficiently large. Then:

(1) Ife =0 (ie, —1lisnota (p* — 1)-power in Fyn), then 6p = p? + 1.

) Ife=1and m is odd, then §p > p™ and thus F cannot be APN.

(3) If'e = 1 and there exist (a,b,U) € F¢, x Fg x (Fg \ Fy24) such that System (6.3)
has solutions with exactly three distinct roots satisfying the character conditions, then
op =3.

4) If or # 3 and dF # p", and there exist parameters yielding exactly four distinct solu-
tions from combining cases D1 1 or D_y1 _1 with case D1, _1 or D_; 1, then dp = 4.

Proof (1) When ¢ = 0, Cases D1 1 and D_; _1 contribute no solutions since u + 1 # 0 and

the equations o 4+ g4 art — u:li):l = 0 would require —1 to be a (p* — 1)-power.

The only contributions come from Cases Dy 1 and D_; 1, each potentially giving p? + 1
solutions when the conditions in (6.2) are satisfied with appropriate U. Since these cases are
disjoint (different character conditions on x and z + @), we obtain 7 = p® + 1.

(2) This follows from Corollary 5.5 combined with the analysis in Section 5. Whene = 1,
un=—1,a#0,and m is odd, the character sum analysis shows Nav(uﬂ)a},kﬂ =p".

(3) From the proof of Theorem 6.1, when System (6.3) has solutions, Case D; _; or
D_1 ;1 contributes p? + 1 solutions. However, we need to verify that only three of these
satisfy the full character and distinctness conditions.

For exactly three solutions, we require:
e Theroots zg, 1,2 _1 from [9, Theorem 8] all satisfy n(z;) = —1and n(z; + a) = 1 (or
vice versa for the other case).
e The remaining p? — 2 roots fail the character conditions.

Cases Dy ; and D_q _; contribute no additional solutions.

This occurs when:
-1 —(U +£1)4" 1
(e = O 0 (1—1—(U—U)> = (6.

and
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—1 —(U£1)7~4
1 (1+(U—Uq)q1 +a) =L Miro—peer T =k
while the other p? — 2 roots either violate the character conditions or coincide.

Since the function field K(T, V, Y, X, U) has genus bounded by a polynomial in p¢, and
the number of Fg-rational places grows like O by Hasse-Weil, for O sufficiently large we
can find such (a, b, U).

(4) This follows by examining when Cases Dy ; or D_; _; contribute exactly one solu-
tion (which requires € = 1 and specific (a, b) making the linearized polynomial equation
have a unique solution), while one of Cases D ;1 or D_; ; contributes exactly three solu-
tions as in (3). The conditions are:

e ForCase D1 1:b= (u+ 1)a7’k yields the solution x = 0, and n(a) = 1.

e Combined with three solutions from Case D1, _; as in (3).
o The four solutions x = 0, xg, z1, z_1 are all distinct.

Alternatively, similar analysis applies with Case D_; _; and D_q ;. O

Remark 6.3 (1) For small g, computational verification shows that 6 € {3,4} fre-
quently occurs when € = 1. The distinction depends on subtle interactions between the
character conditions and the choice of (a, b, U).

(2) When e = 1and p? > 2, it may be possible to have 6 = p¢ + 1 ifall p? 4 1 roots from
(6.2) simultaneously satisfy the character conditions. However, this requires special
alignments and appears rare in practice.

(3) The condition “g sufficiently large” in part (3) can be made explicit using the Hasse-
Weil bound: we need @ — 2g+/@Q — 1 > (number of forbidden places), where g is the
genus of K(7,V, Y, X, U) computed via Theorem 2.1.

7 Value distribution and permutation properties

Having established that the functions under consideration often fail to be APN, we now
investigate their permutation properties. The functions discussed can be analyzed under a
single unifying framework based on their shared algebraic structure.

7.1 A general criterion for non-permutationd > 2

Each of the functions can be expressed in the general form F(x) = (n(x) + u)z?, where

p—1

n(z) = 7= is the quadratic character. This common structure allows for a straightfor-
ward proof regarding their permutation properties.

Proposition 7.1 Let F(z) = (n(z) + u)z? be a function on Fn, where u € Fpu \ {0,+1}.
The function F(x) is not a permutation polynomial if there exists an element g € Fy. \ {1}
that satisfies two conditions simultaneously:

(1) g¢ =1 (gis a d-th root of unity).
(2) n(g) =1 (g is a quadratic residue).

@ Springer



Cryptography and Communications

Proof Assume such a g exists. For any = € F},.., we evaluate F(gx):

Fgz) =

(n(gz) + u)(gz)"

= (n(g)n(@) +u) (g’

= (1-n(x) +u)(1-2%) by conditions (1) and (2)
= (n(x) + u)z?

= F(z).

Since there exists a g # 1 such that F'(gz) = F'(x) forall z € F}.., the function is not injec-
tive and thus is not a permutation. O

Proposition 7.2 Let F(z) = (n(z) + u)z? be a function on F,n, where u € Fyu \ {0,+1}
and p™ = 8 (mod 4). Then F(x) is 2-to-1 if (—1 + w)/(1 + u) is a square in Fpn, and it
is a permutation otherwise.

Proof First, note that the unique preimage of 0 is 0. Also, given x € F., thereisnoy € F.
distinct from x with n(z) = n(y) such that F'(x) = F(y). Indeed, from F'(z) = F(y) one
gets 2 = y?, yielding = y or x = —y. The latter case is impossible since —1 is not a
square in [Fpn

Let us investigate the existence of y € Fy. with n(z) = -n(y) such that

F(x) = F(y). Without loss of generality, assume that n(z) = 1. In this case, F'(x) = F(y)

—1+u 2 If —11+—';u

is a square, let g € F,» be such that g°

is not a square, no solutions arise from this case and F(x) is
71+u

yields 2% =
71+u

a pennutauon If . Thus z = +gy.

Since —1 is a non- square, only one of these two solutions is admlss1b1e. Thus, in this case,
F(x) is 2-to-1. 0

7.2 The k-to-1 mapping property
The preceding proof reveals more than a simple lack of injectivity; it characterizes the func-

tion’s collision structure. The set of all elements satisfying the two conditions in the theorem
forms a subgroup of 7., namely

GZ{gern|gd:1andn(g):1}.

The function F(x) is constant on the cosets of this subgroup. The size of this subgroup,
k = |G|, can be calculated as

_ pr—1
k-gcd(d, 5 >

If k > 1, then F{(x) is a k-to-1 mapping from F},.. onto its image (Table 1).

@ Springer



Cryptography and Communications

Table1 Summary ofnon-permutation conditions and minimumnonzerofiber sizes for F'(z) = (n(z) + u)zd.
Here k = ged(d, 2 2_1) gives a lower bound on the number of preimages for each nonzero value in the
image. The actual fiber sizes may be strictly larger for some values due to additional collisions

Function Family Exponent d Condition for Non-Permutation =~ Min. Fiber Size
p
(n(z) + u)z? 2 p* =1 (mod 4) >2
(n(x) + u)a® 3 p" =1 (mod 6) >3
. . > ged
(n(x) + u)zP" +1 pF+1 ged(p? +1, 271) > 1 (" +1, 251

e For d = 2: The condition for non-permutation requires ged(2, (p™ — 1)/2) > 1, which
holds if and only if p" = 1 (mod 4). In this case, every nonzero value in the image has
at least 2 preimages.

e For d = 3: The condition for non-permutation requires ged(3, (p™ — 1)/2) > 1, which
holds if and only if p" = 1 (mod 6). In this case, every nonzero value in the image has
at least 3 preimages.

e Ford = p* + 1:Thefunctionisnotapermutationwheneverged(p* + 1, (p" — 1)/2) > 1.
This condition holds in many cases, for instance when # is even. Every nonzero value in
the image has at least ged(p® + 1, (p™ — 1)/2) preimages.

Remark 7.3 The argument presented establishes that F'(z) = (n(x) + u)x? has the property
that every nonzero value in its image has at least &k = ged(d, (p™ — 1)/2) preimages when-
ever k > 1. However, this is only a lower bound—some values may have strictly more than
k preimages due to additional collisions beyond those forced by the group structure.

In the complementary case where k& = 1, the group G is trivial, so this collision structure
does not arise. For such parameters, the function could potentially be a permutation, though
the argument does not determine this. A full characterization of the permutation property for
cases where ged(d, (p™ — 1)/2) = 1 would require analyzing whether other types of colli-
sions occur and remains an interesting open problem.

The computational data in the appendix suggests that for small fields, the minimum fiber
size k is often achieved, but a complete theoretical characterization is lacking.

7.3 Further analysis of the value distribution

While the preceding analysis reveals the structural k-to-1 nature of these functions on F.,
it does not determine the full value distribution or the maximum possible number of colli-
sions. To investigate these quantitative properties, particularly for the family with d = 2, we
turn to character sums.

The character sum technique we developed in Section 5 provides a computational
approach to determining the number of preimages N (c) exactly. Recall that for any func-
tion ' : Fpn — Fpn,

Nﬂc)zz% S % X1(a(F($)—C)):1+]% S Y wia(F) - o).

acE]Fpn aGIFpn aE]F;n xern
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The number of preimages Nr(c) for the general function F(x) = (n(x) + u)z? can be
expressed exactly using the character sum formula:

Np(c) =1+ ]% Z x1(—ac) Z X1 (04(17(3") + u)md) .

aeF;n z€F,n

The inner sum can be decomposed according to whether 7(z) = 1 or (x) = —1. This for-
mulation makes the explicit computation of the value distribution tractable for moderate
field sizes and connects the problem to well-known exponential sums.

Our computational experiments (see Appendix) for the specific case where d = 2, com-
bined with its established 2-to-1 structure for p™ =1 (mod 4) and further computations
for u # 0,+1,+3, motivate the following conjecture regarding its maximum number of
collisions.

'+3

Conjecture 7.4 For F(z) = ">

+ uz? (the case d = 2) with u € Fpn \ {0,£1,£5},
p" =1 (mod 4), and p" sufficiently large, we have

max Np(c) € {3,4}.

ceF,n
Moreover, the precise value depends on subtle arithmetic properties of u relative to the
quadratic character structure of I n.

This conjecture, if true, would provide a complete characterization of the worst-case
value collision behavior for this specific family, complementing our results on differential
uniformity. The transition from APN-ness (where max Np(c) < 2) to a state where the
maximum multiplicity is 3 or 4 represents a controlled degradation of the function’s injec-
tivity properties as the field size grows.

8 Open problems and future work

Our work, using methods from algebraic geometry, disproves the conjecture by Budaghyan
and Pal on the APN-ness of the family F'(z) = 2(4+3)/2 4 422 for large fields. Mesnager
and Wu [11] independently disproved the same conjecture using a distinct methodology
based on direct algebraic analysis and character sum estimates. The combined results from
both papers solidify the conclusion that this construction is not a viable source for new infi-
nite APN families, while also highlighting several key challenges that remain.

8.1 Problem A: Complete differential spectrum determination
The work of Mesnager and Wu [11] has advanced beyond APN-ness by determining the
exact asymptotic differential uniformity of Fy () = 2(4+3)/2 4 422, They show that for

sufficiently large ¢, 0, , € {3,4,5} depending on the parameters of u. For the special cases
u = =£1, they achieved complete spectrum determination.
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Question 8.1 Can  we  determine  the  complete  differential  spectrum
{Ar(a,b) : a € ¥y, b € Fo} for arbitrary u € Fy?

This requires understanding not just the maximum differential uniformity, but the precise
distribution of values. Our case analysis in Section 3 ((3.2)) provides a framework, but
determining which combinations of cases contribute for generic (a, b, u) remains open.

Question 8.2 Can the geometric approach in Section 4 be refined to yield exact uniformity
values, thereby providing a geometric explanation for the specific integers {3, 4,5} that
appear as differential uniformities?

The function field methods give asymptotic existence results via Hasse-Weil bounds, but
extracting precise counts would require computing genera and rational place distributions
more explicitly.

8.2 Problem B: Value distribution and k-to-1 characterization

Conjecture 7.4 suggests that max. Ng(c) € {3,4} for the family F(z) = 2(4+3)/2 4 22
when ¢ =1 (mod 4) is large and v ¢ {0, £1, £3}.

Question 8.3 Prove or disprove Conjecture 7.4. More generally, characterize the full value
distribution {Np(c) : c € F,}.

Understanding when exactly Ng(c) = 3 versus Np(c) = 4 occurs would illuminate the
subtle interplay between the quadratic character structure and the polynomial structure. The
character sum framework in Section 6 provides computational tools, but a theoretical char-
acterization is lacking.

Question 8.4 For which parameters (g, u) is F(z) = 2(97%)/2 4 uz? a k-to-1 mapping for
some fixed k? Are there parameter families where F is exactly 3-to-1 or 4-to-1?

8.3 Problem C: Closing the gap for small fields

Our geometric proof of the nonvalidity of Budaghyan-Pal conjecture guarantees non-APN-
ness for ¢ > 2719, while computational results show this holds for all ¢ > 125. Similarly,
results in [11] prove theorems for very large ¢ (e.g., ¢ > 27535%).

Question 8.5 Close the gap between the asymptotic threshold from Hasse-Weil bounds and
the computationally verified threshold. Can refined genus calculations or improved bounds
(e.g., Aubry-Perret) reduce the required field size? That may be useful for other problems
where such a gap cannot be closed, computationally.

For Theorem 3.2 in Section 4, the genus of K5 grows with the system complexity. Explicit
genus computation using Theorem 2.1 part (4) could yield better constants.
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8.4 Problem D: Beyond the patched monomial construction

The comprehensive analysis in our work (for exponents d = 2,3,p" + 1) and the inde-
pendent results of Mesnager and Wu for d = 2 provide strong evidence that the “patched
monomial” construction F(z) = (n(z) + u)x? is unlikely to yield infinite APN families.

Question 8.6 Prove a general impossibility theorem: for which classes of exponents d can
one show that F(z) = (n(x) + u)x? fails to be APN for sufficiently large q?

Our methods apply when the differential equation can be analyzed via case splitting on
n(z) and n(z + a). Identifying the structural properties of d that make this approach work
would unify the results.

Question 8.7 Can alternative constructions succeed? Specifically:

(1) Does F(x) = (n(x) + uw)L(x) for a suitable linearized polynomial L(x) yield infinite
APN families?
(2) What about F(x) = (n(x) + u1)z® + (n(z) + uz)z® with multiple terms?
(3) Can Dembowski-Ostrom polynomials of the form F(x) = Z” cijxpl*'pj combined
with character-dependent coefficients work?
The function field approach in Section 4 could potentially extend to these generaliza-

tions, provided the resulting systems remain tractable.
8.5 Problem E: Differential uniformity in the j = k case

From the proof of Theorem 6.1, whene = 0 (i.e., —1isnota (p* — 1)-power inF ), the analy-
sis in Section 6 shows that Cases D, ; and D_; _; contribute no solutions, while Cases Dy _;

and D_, ; each contribute at most p¢ + 1 solutions for F(z) = z(®"~1/2+P"+1 | yzp*+1,

Question 8.8 Under the condition € = 0, is it true that 6p = p® + 1? Or can the differen-
tial uniformity be strictly smaller due to constraints from multiple (a, b) pairs?

The bound comes from Case D1, or D_; ; contributing p? + 1 solutions via [9, Theo-
rem 8], but whether this maximum is always attained requires careful analysis of when the
parameter U € F \ 2« can be chosen to satisfy all necessary conditions simultaneously.

The character sum formulas in Section 6 provide one approach, but for large fields, more
sophisticated techniques (e.g., fast Fourier transforms over finite fields, or specialized algo-
rithms for Weil sum evaluation) may be necessary.

Appendix

We now display computational data showing the differential spectrum and value distribution
for various dimensions and parameters ». The notation a” means that the uniformity a has
frequency b. For each case, we also provide max. Nr(c) (the maximum number of preim-
ages of any value) and df (the differential uniformity).
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p"+3

Function F(z) =z = + ux?

Remark 8.9 Via Magma [3] and SageMath, we found that, in addition to [4, Table 5],
there are other interesting examples of best differential uniformity functions. For exam-
ple, if p =3, n =1, u = —1, the function is PN with max. Np(c) =2;if p=3,n =2,
u=g,9° 9°, g7, the function is PN with max, Nr(c) = 2.

Forp = 5,n = 2, with ga primitive root in [F52, the possible differential uniformity values
are 2, 3, 5, 7. The function is APN for u equal to g2, g°, g'°, g?*. Notably, max, Nr(c) = 13

for u = g'2, which is significantly larger than other cases. The complete data:

For higher dimensions: when p = 5,n = 3, possible DU values are 3, 4, 6, 7, 8; when
p =5,n =4, possible DU values are 3, 4, 5, 6; when p = 7,n = 2, possible DU val-
ues are 2, 3, 4, 5, and the function is APN for u equal to g%, g'2, g'4, g5, ¢35, ¢®%; when
p ="7,n =3, possible DU values are 3, 4, 5; when p = 11,13 and n = 2, possible DU

values are 3,4, 5, 6.

Table 2 Properties of

=

: Differential Spectrum

max. Np(c) 6F

p
n g
F(z) = 272 4 ua? for 5
n=1
7
11
13

© 00 N O U kR W N O 0N OO R W N ORI W N WN

:{04,112724}
:{04’112724}
:{012’124’36}
:{0127118’212}
:{012’118’212}
:{012’124’36}
:{040,130’240}
:{050,120’230’310}
:{030,160’210’310}
:{040’150,320}
:{040’150’320}
:{030’160’210’310}
:{050’120’230’310}
:{040’130’240}
:{048’184’324}
:{06071487236’312}
:{048717272247312}
. {0247 11087224}

. {0607 1667 2127 312’ 56}
. {0607 1667 2127 3127 56}
. {0247 11087224}

. {0487 17272247312}

10 : {060 148 236 312}
11 : {048,184, 324}

NN NN R R DD N NN~ N = = DN =N~ BNDND~ DN

W W W N W W DWW W N W W W W W W N W N W NN

@ Springer



Cryptography and Communications

Table 3 Properties of

>
|

: Differential Spectrum maxc Np(c)
: {064, 1144 964}

: {096,1136 216 416 58}

: {096, 1112 932 3321

: {080, 1144 216 3321

: {0112, 180 948 3321

. {064’ 1144’ 264}

: {080, 1112 980}

: {080, 1112 980}

- {064,114 964}

- {0112, 180 948 332}

- {080, 1144 216 332}

- {096,1112 932 332}

- {096,1136 916 416 58}
: {064, 1144 964}

: {0108 1180 918 318 418}
;{0108 1144 972 318y

: {0108 1126 9108y

: {0108 1180 918 318 418}
: {090, 1198 918 336}

: {0126 1126 972 418}

: {0126 1126 972 418}

: {072,1198 272}

- {072,1198 272}

- {0126, 1126 972 418}

- {0126, 1126 972 418}

- {090, 1198 218 336}

. {0108 1180 918 318 418}
: {0108 1126 9108}

- {0108 1144 972 318}

. {0108 1180 918 318 418}

ng
F(z) = 272 4 ua? for 17

n = 1 (continued)
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Table4 F(z) —o" 2 + u maxe Np(c) Or u maxe Np(c) Or

ux? for p=5,n =2 gt 2 3 g'3 2 3
¢ 4 3 gt 4 3
e 2 2 g5 2 2
gt 2 3 g6 2 3
9 2 3 g7 2 3
0 4 5 g8 4 5
g7 2 3 g1? 2 3
¢ 2 3 g0 2 3
¢ 2 2 g2l 2 2
g0 4 3 22 4 3
gt 2 3 g2 2 3
g2 13 7

p"—1

Function F(z) = =~ =z T3 + uz®

For this function with u # 0, £1, we observe the following behavior:
Forp = 7,n = 2, the DU values are 4, 6; for p = 7,n = 3, the DU values are 3, 4, 5; for
p = 11,n = 2, the DU values are 4, 5, 6, 8.

Table 5 Properties of

e p n u : Differential Spectrum  max. Np(c) Status
F(z) —g 3 + s 5 2. {08, 14’ 28} 2 APN
3:{08,14,28} 2 APN
4:{08,14,28} 3 APN
5 2 g%, g%, 916, g0 6 DU=9
other u values 2 APN
3 2,3 2 DU=8
2 3 DU=3
3 3 APN
4 3 APN
5 3 DU=3
6 4 DU=3
11 1 3,8 2 APN
other values 3 DU=3
13 1 2,11 - APN
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Table 6 Properties of P n j k max. Np(c) Of

F(z) :Ipn;lerk'ﬁ‘l +uxpj+l 5 2 0 1 2-4 3

for selected parameters 3 2 ! ! 12 1
5 3 0 1 6 7
5 3 0 2 6 7
5 3 1 2 4 7
5 3 2 2 2 2
7 2 0 1 4 5

p"—1

General case F((z) = z" 5 P +1 4 yoP’+1

For the general family with 0 < j < k < n, we tested various parameter combinations:

Remark 8.10 The data supports Conjecture 7.4: for F(z) = 2%3 fuz? with

u ¢ {0,£1,+3}andp™ > 125, weconsistently observemax. Nr(c) € {1,2, 3,4}, withval-
ues 3 and 4 appearing for larger primes when d > 3. The exceptional case max. Ng(c) = 13
atp =5,n = 2,u = g'% occurs in a small field and corresponds to high differential unifor-
mity op =1.
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