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The Feistel Boomerang Connectivity Table and the related notion of F -Boomerang uni-
formity (also known as the second-order zero differential uniformity) have been recently
introduced by [H. Boukerrou, P. Huynh, V. Lallemand, B. Mandal and M. Minier, On

the Feistel counterpart of the boomerang connectivity table, IACR Trans. Symmetric
Cryptol. 1 (2020) 331–362]. In the same paper, a characterization of almost perfect non-
linear (APN) functions over fields of even characteristic in terms of second-order zero
differential uniformity was also given. Here, we find a sufficient condition for an odd
or even function over fields of odd characteristic to be an APN function, in terms of
second-order zero differential uniformity. Moreover, we compute the second-order zero
differential spectra of several APN or other low differential uniform functions, and show
that our considered functions also have low second-order zero differential uniformity,
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though it may vary widely, unlike the case for even characteristic, when it is always
zero.

Keywords: Finite fields; almost perfect nonlinear functions; second-order zero differential
spectra; second-order zero differential uniformity.
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1. Introduction

In symmetric-key cryptography, the substitution box (S-box) plays a crucial role in
most of modern block ciphers. Recall that the S-boxes are functions over finite fields
having even characteristic. However, recently, some cryptographic primitives, such
as GMiMC [1], have been proposed over finite fields of odd characteristic. This
suggests that studying the cryptographic properties of functions over fields with
odd characteristic is equally important and useful. There are many cryptographic
attacks that are possible on these block ciphers. One of the most powerful attacks
introduced by Biham and Shamir [2] in 1991 is known as differential cryptanalysis.
Further, to quantify the degree of resistance of these functions against differential
attacks, Nyberg [21] introduced the notion of differential uniformity. The smaller
the differential uniformity of a function, the stronger its resistance to the differential
attack.

Let Fq denote the finite field with q = pn elements where n is a positive integer
and p is a prime number. We use the notation F

∗
q to represent the multiplicative

cyclic group of nonzero elements of Fq and Fq[X ] to represent the ring of polynomials
in one variable X with coefficients in Fq. Let F be a function from Fq to Fq, and
a be any element in Fq, then we define the derivative of F in the direction a as
DF (X, a) := F (X + a) − F (X) for all X ∈ Fq. The Difference Distribution Table
(DDT) entry ΔF (a, b) for any a, b ∈ Fq, at (a, b) is given by the number of solutions
X ∈ Fq satisfying DF (X, a) = b. The differential uniformity of F , denoted by ΔF ,
is given by ΔF := max{ΔF (a, b) : a ∈ F

∗
q , b ∈ Fq}. We say that the function F is

a perfect nonlinear (PN) function if ΔF = 1 and an almost PN (APN) function if
ΔF = 2.

The boomerang attack is another significant cryptanalysis technique introduced
by Wagner [25] for analyzing block ciphers. This attack can be seen as a variant
of the classical differential attack. At Eurocrypt 2018, Cid et al. [9] analyze the
boomerang style attack in a better way by introducing a new tool known as the
Boomerang Connectivity Table (BCT). To quantify the resistance of a function
against the boomerang attack, Boura and Canteaut [5] introduced the concept of
boomerang uniformity. However, this was valid only for Substitution–Permutation
Network (SPN) ciphers and the obvious question was to define its equivalent for
Feistel ciphers. It is important to note that Feistel network-based ciphers, such as
3-DES and CLEFIA [24], are equally significant in block cipher design as SPN.
Boukerrou et al. [4] addressed the requirement for a counterpart to the BCT, and
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extended this concept to Feistel ciphers. They introduced the Feistel BCT (FBCT)
as an extension for Feistel ciphers, where the S-boxes may not be permutations. Fur-
ther, these coefficients of the FBCT are related to the second-order zero differential
spectra of the functions over finite fields.

In [4], the authors studied the FBCT entries for some APN and inverse func-
tions over finite fields of even characteristics. Li et al. [18] extended this research to
odd characteristics, and studied the second-order zero differential spectra of some
APN power functions over odd characteristic. Furthermore, Eddahmani and Mes-
nager [13] investigated the entries of the FBCT for the inverse, Gold, and Bracken–
Leander functions over finite fields with even characteristic. Recently, Man et al. [19]
also computed the FBCT entries for a specific power function, F (X) = X2m+1−1

over F2n , where n = 2m or n = 2m + 1. Further, Garg et al. [15] also consid-
ered several APN or other low differential uniform functions in both even and odd
characteristics and investigated their second-order zero differential spectra.

It was shown in [4] that for the finite field of even characteristic, all the non-
trivial coefficients of FBCT of F are 0 if and only if F is APN, or equivalently F is
second-order zero differentially 0-uniform if and only if it is APN. In this paper, we
show that, for odd characteristic, if an odd or even function F is second-order zero
differentially 1-uniform then it has to be an APN function. The converse, however,
does not hold. We further compute the second-order zero differential spectra of
some other functions that are APN, or have other low differential uniformity over
finite fields of both even and odd characteristic. It may be noted that, on the one
hand, the Bracken–Leander function given in [13] has low differential uniformity
but high second-order zero differential uniformity. On the other hand, PN func-
tions [18, Lemma 2.5] in odd characteristic and APN functions [18, Lemma 2.6] in
even characteristic have low second-order differential uniformity. In view of this,
it appears that both notions are independent of each other. Thus, to measure the
strength of a function from a cryptographic viewpoint, we need to look at several
other properties, including second-order zero uniformity, rather than just focus-
ing on low differential uniformity. The reader might wonder why we considered a
seemingly non-unified list of functions, but the reason is rather simple: we want to
analyze some known classes of functions as far as their second-order zero differential
uniformity is concerned.

This paper is structured as follows. In Sec. 2, we recall some definitions and
results required later. In Sec. 3, we give the only known constraint with respect to
the second-order zero differential uniformity, for functions that are not PN in odd
characteristic, namely, we show that an odd or even function F , which is second-
order zero differentially 1-uniform must be APN. We also consider the second-order
zero differential spectra of some functions (including APNs) over finite fields of
odd characteristic. Furthermore, Sec. 4 explores the second-order zero differential
spectrum of some (partial) 0-APN functions and extensions. Finally, we conclude
the paper in Sec. 5.
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2. Preliminaries

In this section, we recall some definitions and results that we will use in subsequent
sections.

Definition 2.1. For p an odd prime, n a positive integer, and q = pn, we let χ be
the quadratic character of Fq, χ, be defined for each X ∈ Fq by

χ(X) :=

⎧⎪⎪⎨
⎪⎪⎩

0 if X = 0,

1 if X is a square of an element of F
∗
q ,

−1 otherwise.

Definition 2.2 ([6]). Let F be a function from F2n to itself. For a fixed X0 ∈ F2n ,
we call F as X0-APN (or partially APN) if all (X, Y ) ∈ F2n × F2n satisfying

F (X0) + F (X) + F (Y ) + F (X0 + X + Y ) = 0,

belong to the curve (X0 + X)(X0 + Y )(X + Y ) = 0.

Definition 2.3 ([4, 18]). For F : Fq → Fq, q = pn, n a positive integer, p an
arbitrary prime, and a, b ∈ Fq, the second-order zero differential spectra of F with
respect to a, b is defined as

∇F (a, b) := #{X ∈ Fq : F (X + a + b) − F (X + b) − F (X + a) + F (X) = 0}. (1)

If q = 2n, we call ∇F = max{∇F (a, b) : a �= b, a, b ∈ F
∗
2n} the second-order zero

differential uniformity of F . If q = pn, p > 2, we call ∇F = max{∇F (a, b) : a, b ∈
F
∗
pn} the second-order zero differential uniformity of F .

Definition 2.4 (FBCT [4]). Let F : F2n → F2n and a, b ∈ F2n . The FBCT of F

is given by a 2n × 2n table, in which the entry for the (a, b) position is given by

FBCTF (a, b) = #{X ∈ F2n : F (X + a + b) + F (X + b) + F (X + a) + F (X) = 0}.

Definition 2.5 (F -Boomerang uniformity [4, 18]). The F -Boomerang unifor-
mity corresponds to the highest value in the FBCT without considering the first
row, the first column and the diagonal, that is

βF = max
a�=0,b�=0,a�=b

FBCTF (a, b).

Note that the coefficients of FBCT are exactly the second-order zero differential
spectra of functions over F2n , and that the F -Boomerang uniformity is in fact the
second-order zero differential uniformity of F in even characteristic.

The following lemma gives a characterization of APN functions in terms of their
second-order zero differential uniformity.

Lemma 2.6 ([18, Lemma 2.6]). F is an APN function of F2n if and only if

∇F (a, b) =

{
0 if ab �= 0, a �= b,

2n otherwise,

where a, b ∈ F2n. Moreover, F is second-order zero differential 0-uniform.
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The characterization of PN functions is given by the following lemma.

Lemma 2.7 ([18, Lemma 2.5]). F is a PN function of Fpn if and only if

∇F (a, b) =

{
0 if ab �= 0,

pn otherwise,

where a, b ∈ Fpn . Moreover, F is second-order zero differential 0-uniform.

We will be using the following result by Coulter and Henderson [10] to determine
the roots of trinomial Xpk − AX − B in some of the results.

Lemma 2.8 ([10, Theorem 3]). Let k be a non-negative integer and F (X) =
Xpk −AX−B ∈ Fpn [X ], A �= 0. Let d = gcd(k, n), m = n/d and Trn

d be the relative
trace from Fpn to Fpd . For 0 ≤ i ≤ m − 1, define ti =

∑m−2
j=i pk(j+1). Put α0 = A

and β0 = B. If m > 1, then for 1 ≤ r ≤ m − 1, we let αr = A1+pk+p2k+···+pkr

and
βr =

∑r
i=0 AsiBpki

where si =
∑r−1

j=i pk(j+1) for 0 ≤ i ≤ r − 1 and sr = 0.

(i) If αm−1 = 1 and βm−1 �= 0 then the trinomial F has no roots in Fpn .
(ii) If αm−1 �= 1 then F has a unique root, namely X = βm−1

1−αm−1
.

(iii) If αm−1 = 1, βm−1 = 0, F has pd roots in Fpn given by x + δτ, where δ ∈ Fpd ,

τ is fixed in Fpn with τpk−1 = A (that is, a (pk − 1)-root of A), and, for any
c ∈ F

∗
pn , satisfying Trd(c) �= 0 then x = 1

Trd(c)

∑m−1
i=0 (

∑i
j=0 cpkj

)AtiBpki

.

The following two lemmas discuss the solutions of quadratic and cubic equations,
respectively.

Lemma 2.9 ([14, Lemma 11]). Let n be a positive integer. The equation X2 +
aX + b = 0, with a, b ∈ F2n , a �= 0, has two solutions in F2n if Tr( b

a2 ) = 0, and no
solution otherwise.

Lemma 2.10 ([26, Theorem 1]). The factorization of F (X) = X3 +X + a over
F2n with a �= 0 is characterized as follows :

(1) F is a product of three linear factors if and only if Tr( 1
a ) = Tr(1), t1 and

t2 are cubes in F2n (n even), F22n (n odd), where t1, t2 are roots of t2 +
at + 1 = 0.

(2) F is a product of one linear and one quadratic factor if and only if Tr( 1
a) �=

Tr(1).
(3) F is irreducible if and only if Tr( 1

a) = Tr(1), t1 and t2 are not cubes in F2n (n
even), F22n (n odd), where t1, t2 are roots of t2 + at + 1 = 0.

Recently, Budaghyan and Pal [8] obtained a new class of binomials with low
differential uniformity, stated below. In the next section, we will look at its second-
order zero differential uniformity.
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Lemma 2.11 ([8, Theorem 4.2]). Let p be an odd prime and n be a positive
integer. Then the binomial F (X) = Xpn−1 + uX2, u ∈ F

∗
pn over Fpn is APN if{

χ(u) = −1 and pn ≡ 1 (mod 4),

χ(u) = 1 and pn ≡ 3 (mod 4),

and differentially 3-uniform, otherwise.

3. The Second-Order Zero Differential Spectrum for Functions
Over Finite Fields of Odd Characteristic

Boukerrou et al. [4] showed that all the nontrivial second-order zero differential
spectra of APN functions in even characteristic are 0 (see Lemma 2.6). Further,
Li et al. [18] gave the characterization of PN functions in terms of the second-
order zero differential spectra over Fpn for an odd prime p, as given in Lemma 2.7.
Surely, a natural question is whether there are other constraints on the second-order
zero differential spectra for APN functions in odd characteristic. In the following
theorem, we show that for any odd or even function F over Fpn , where p is an
odd prime, if the second-order differential uniformity is 1, then F must be an
APN function. Recall that F is odd if and only if F (−X) = −F (X) ∀X ∈ Fpn ,
while F is even if and only if F (−X) = F (X) ∀X ∈ Fpn . Trivially, all power
functions F (X) = Xd are either odd (if d is odd) or even (if d is even), so this
result encompasses (but it does not restrict to) power functions.

Theorem 3.1. Let F be an odd or even function over Fpn , where p is an odd prime.
If the differential uniformity ΔF of F is strictly greater than 2, then the second-
order zero differential uniformity ∇F of F is never equal to 1. In other words, if
∇F = 1, then F is an APN function over Fpn.

Proof. It is given that the function F (X) has differential uniformity strictly greater
than 2. Assume on the contrary that ∇F = 1. Now, for a, b ∈ Fpn\{0}, we consider
the equation

F (X + a + b) − F (X + b) − F (X + a) + F (X) = 0. (2)

Since F is odd or even, it is straightforward to see that if X is a solution of Eq. (2)
then −(X + a + b) is also a solution of Eq. (2). Since ΔF ≥ 3, there exists (a′, b′) ∈
Fpn\{0} × Fpn such that ΔF (a′, b′) ≥ 3, that is, the difference equation F (Z +
a′) − F (Z) = b′ has at least three distinct solutions in Fpn . Suppose X1, X2 and
X3 are any three distinct solutions to F (Z + a′)−F (Z) = b′ in Fpn . We may write
X2 = X1 + u and X3 = X2 + v for some u, v ∈ F

∗
pn . We now compute ∇F (u, a′) by

simply looking at the solutions to the equation

F (X + u + a′) − F (X + u) − F (X + a′) + F (X) = 0. (3)

It follows immediately that X = X1 is a solution to Eq. (3), and as a consequence,
∇F (u, a′) ≥ 1. However, by our assumption that the second-order zero differential
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uniformity of F is 1, we must have ∇F (u, a′) = 1. As per our earlier observa-
tion, −(X1 + u + a′) is also a solution to Eq. (3). Thus, in view of the fact that
∇F (u, a′) = 1, we must have that X1 = −(X1 + u + a′), i.e. X1 = −(u+a′)

2 . Hence,
X2 = X1+u = u−a′

2 . Similarly, one can show that ∇F (v, a′) = 1, with X2 satisfying
the equation

F (X + v + a′) − F (X + v) − F (X + a′) + F (X) = 0. (4)

This will yield us X2 = −(v+a′)
2 by following the similar arguments as before. Now,

comparing both expressions for X2, we obtain u = −v, which implies that X1 = X3.
Thus, we get a contradiction to the fact that X1 and X3 are distinct. Together with
Lemma 2.5, this gives that, if ∇F = 1, then F is an APN function over Fpn . This
completes the proof of both statements of the theorem.

Remark 3.2. The converse of Theorem 3.1 does not hold in general. How-
ever, it holds true for an odd APN function. For instance, consider the function
F (X) = X14, which is APN over the finite field F53 but has second-order zero
differential uniformity 4. Moreover, the statement of Theorem 3.1 does not hold in
general. To illustrate this, consider the function F (X) = X9 +X4, which is a differ-
entially 3-uniform function over F11. However, it has second-order zero differential
uniformity 1.

Remark 3.3. Note that the proof implies that, for F even or odd (p odd), if
∇F = 1, if for a certain a and b there is a solution X , then the solution is X = −a+b

2 ,
since X = −X−a− b. Further, we note that, if F is odd, then X = −a+b

2 is always
a solution.

Corollary 3.4. If F is an odd function, then F is not PN.

Proof. It follows directly from Remark 3.3 and Lemma 2.7.

Remark 3.5. Note that the proof also implies that, if F is an even function, the
number of solutions to the equation is always even, unless X = −X − a − b for
some solution X , in which case X = −a−b

2 . This implies that, unless X = −a−b
2 is

a solution, the second-order zero differential uniformity of any even function F is
even.

Remark 3.6. It is worth noting that since both ΔF and ∇F are invariant under
extended affine (EA) equivalence [4], the theorem is also true for a function EA-
equivalent to an even or odd function. Recall that two vectorial functions F, G

on Fpn (for any characteristic p) are EA-equivalent if that there exist two affine
permutations P, Q and an affine function A satisfying G = P ◦ F ◦ Q + A.

We next compute the second-order zero differential spectrum of the differentially
low uniform binomial given in Lemma 2.11 (which is APN under some conditions
of the parameter u).
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Theorem 3.7. Let p be an odd prime and n be a positive integer. Consider the
binomial F (X) = Xpn−1 + uX2, u ∈ F

∗
pn over Fpn . Then for a, b ∈ Fpn

∇F (a, b) =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

pn if ab = 0,

1 if ab �= 0, p �= 3, a = −b and − 1 + abu = 0,

2 if ab �= 0, p �= 3, a = b and − 1 + 2abu = 0 or 1 + abu = 0,

or ab �= 0, p �= 3, a = −b and 1 + 2abu = 0,

or ab �= 0, a �= b,−b and − 1 + 2abu = 0 or 1 + 2abu = 0,

3 if ab �= 0, p = 3, a = −b and − 1 + abu = 0,

4 if ab �= 0, p = 3, a = b,−1 + 2abu = 0 and 1 + abu = 0,

0 otherwise.

Note that ∇F (a, b) ≥ 3 is possible only when p = 3. Hence, F is second-order zero
differentially 2-uniform if p �= 3 and when p = 3 it is second-order zero differential
4-uniform.

Proof. Now, for a, b ∈ Fpn , we consider the equation

F (X + a + b) − F (X + b) − F (X + a) + F (X) = 0.

If ab = 0, then ∇F (a, b) = pn. If ab �= 0, then we can write the above equation as

(X + a + b)pn−1 − (X + b)pn−1 − (X + a)pn−1 + Xpn−1 + 2abu = 0. (5)

Now, we divide our analysis in the following five cases.

Case 1. Let X = 0 satisfy Eq. (5), then

(a + b)pn−1 − bpn−1 − apn−1 + 2abu = 0.

For (a, b) ∈ F
∗
pn × F

∗
pn , when a = −b, X = 0 is a solution if −1 + abu = 0. When

a �= −b, X = 0 is a solution if −1 + 2abu = 0.

Case 2. Let X = −a satisfy Eq. (5), then

bpn−1 − (−a + b)pn−1 + apn−1 + 2abu = 0.

For (a, b) ∈ F
∗
pn × F

∗
pn , when a = b, X = −a is a solution if 1 + abu = 0. When

a �= b, X = −a is a solution if 1 + 2abu = 0.

Case 3. Let X = −b. Due to the symmetry in Cases 2 and 3, we have X = −b is
a solution of Eq. (5) if a = b and 1 + abu = 0 or a �= b and 1 + 2abu = 0.

Case 4. Let X = −(a + b) �= 0. Then Eq. (5) has a solution only if −1 + 2abu = 0.

Note that this excludes a = −b, in which case we obtain Case 1.

Case 5. Let X �∈ {0,−a,−b,−(a + b)}. Then Eq. (5) has no solution in Fpn .

Clearly Cases 1–4 simultaneously give a solution of Eq. (5), or X ∈ {0, a, b, a+b}
are solutions of Eq. (5) when a = b, −1+2abu = 0 and 1+abu = 0. The conditions
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further simplify to the equation 3abu = 0, which is true only when p = 3. Thus, we
get the desired claim.

Dobbertin et al. [12] showed that the power function F (X) = X2·3
n−1

2 +1 over
F3n for odd n is differentially 4-uniform. We next compute its second-order zero
differential spectrum.

Theorem 3.8. Let F (X) = Xd, where d = 2 · 3 n−1
2 + 1, be a function over F3n ,

for odd n. Then for a, b ∈ F3n

∇F (a, b) =

⎧⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎩

3n if ab = 0 and a = b,

3 if
(

−ab3m

ab3m + a3mb

)1+3m+32m+···+32m2

= 1,

1 otherwise,

where m = n−1
2 . Moreover, F is second-order zero differentially 3-uniform.

Proof. For a, b ∈ F3n , consider the following equation:

F (X + a + b) − F (X + b) − F (X + a) + F (X) = 0.

If ab = 0, then ∇F (a, b) = 3n. If ab �= 0, then we can write the above equation as

(X + a + b)d − (X + b)d − (X + a)d + Xd = 0,

or equivalently

(Y + B + 1)2·3
m+1 − (Y + B)2·3

m+1 − (Y + 1)2·3
m+1 + Y 2·3m+1 = 0,

where m = n−1
2 , Y = X

a and B = b
a . The above equation can be further reduced to

(B + B3m

)Y 3m

+ B3m

Y + B3m+1 + B3m

− B2·3m

− B = 0,

which is equivalent to

(B + B3m

)Y 3m

+ B3m

Y − (B3m − B)(B3m − 1) = 0. (6)

If B = ±1 (i.e. a = ±b), then Eq. (6) has three solutions, namely, 0, 1 and 2. Let
us now assume a �= ±b and rewrite Eq. (6) as follows:

Y 3m

+
(

B3m

B + B3m

)
Y − (B3m − B)(B3m − 1)

B + B3m = 0. (7)

We know from Remark 3.3 that for every entry (1, B) ∈ Fpn × Fpn , there exists at
least one solution Y = − 1+B

2 , as F is odd. Hence, using Lemma 2.8, we can further

characterize the solutions of Eq. (7). In fact, if αn−1 = ( −B3m

B3m+B
)1+3m+···+3(n−1)m

=
1, Eq. (7) has three solutions in Fpn , and otherwise one solution in Fpn .

In the following theorem, we consider the second-order zero differential unifor-
mity of an APN function introduced in [17].
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Theorem 3.9. Let p be an odd prime and n be a positive integer. Let the APN
function F (X) = Xd over Fpn , where d = pn+1

4 + pn−1
2 , if pn ≡ 3 (mod 8), or

d = pn+1
4 , if pn ≡ 7 (mod 8). Then the second-order zero differential uniformity of

F is given by

(1) if p = 3, then ∇F ≤ 8;
(2) if p > 3, then ∇F ≤ 8, if χ(2) = −1, and ∇F ≤ 18, if χ(2) = 1.

Note that, under the conditions of our theorem, that is, pn ≡ 3, 7 (mod 8),
χ(2) = 1 if and only if pn ≡ 7 (mod 8).

Proof. The second-order zero differential uniformity equation for F at (a, b) (where
ab �= 0, or a �= −b, since those cases are trivial) is

(X + a + b)d − (X + b)d − (X + a)d + Xd = 0,

which, dividing by bd and using the relabeling X/b �→ X, a/b �→ a, is equivalent to

(X + a + 1)d − (X + 1)d − (X + a)d + Xd = 0. (8)

If X = 0,−1,−a,−a − 1, then a must satisfy (since d is even) (a + 1)d − ad = 1,
(a−1)d−ad = 1, (a−1)d−ad = 1, (a+1)d−ad = 1, respectively. All of these cases
allow only two values of a, since F is APN. In fact, from the proof of the APN-ness
of this function in [17], there are no other solutions than a = 0, which is excluded.
We thus can exclude the solutions X = 0,−1,−a,−a− 1.

We now assume that X �∈ {0,−1,−a,−a− 1}. We next divide by Xd and label
Y = 1/X . We thus get

(1 + (a + 1)Y )d − (1 + Y )d − (1 + aY )d + 1 = 0.

We set UαY = (1+αY )d, where α = 1, a, a+1. Observe that, as in [17], 2d ≡ pn+1
2

(mod pn − 1), and so, U2
αY = χ(1 + αY ) · (1 + αY ). Squaring the second-order zero

differential uniformity equation UY + UaY = U(a+1)Y + 1, we get

χ(1 + Y )(1 + Y ) + χ(1 + aY )(1 + aY ) + 2UY UaY

= χ(1 + (a + 1)Y )(1 + (a + 1)Y ) + 1 + 2U(a+1)Y . (9)

We now consider 8 (though we combine some of these) cases depending upon the
sign vector

(χ(1 + Y ), χ(1 + aY ), χ(1 + (a + 1)Y )) = (α, β, γ) ∈ {±1}3.

Case 1. Let (α, β, γ) = (1, 1, 1). Equation (9) becomes

1 + Y + 1 + aY + 2UY UaY = 1 + (a + 1)Y + 1 + 2U(a+1)Y , that is,

UY UaY = U(a+1)Y , which, by squaring again, renders

(1 + Y )(1 + aY ) = 1 + (a + 1)Y, implying (since Y �= 0)

a = 0, an impossibility.
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Case 2. Let (α, β, γ) = (1, 1,−1). Equation (9) becomes

1 + Y + 1 + aY + 2UY UaY = −(1 + (a + 1)Y ) + 1 + 2U(a+1)Y , that is,

UY UaY = −1 − (a + 1)Y + U(a+1)Y , which, by squaring as before, renders

(1 + Y )(1 + aY ) = (1 + (a + 1)Y )2 − (1 + (a + 1)Y ) − 2(1 + (a + 1)Y )U(a+1)Y ,

(a2 + a + 1)Y 2 − 1 = 2(1 + (a + 1)Y )U(a+1)Y , and squaring again

(a2 + a + 1)2Y 4 − 2(a2 + a + 1)Y 2 + 1 = −4(1 + (a + 1)Y )2(1 + (a + 1)Y ),

5 + 12(1 + a)Y + 2(5 + 11a + 5a2)Y 2 + 4(1 + a)3Y 3 + (1 + a + a2)2Y 4 = 0,

which has at most four solutions. The discriminant of this equation is −28(−1 +
a)4a3(8 + 11a + 8a2). Recall that for any polynomial of any degree m, a necessary
condition for the polynomial to be irreducible over Fpn is to have its discriminant
a square (m odd), respectively, non-square (m even) (see [11]). Thus, we have no
solutions if −a(8 + 11a + 8a2) is a non-square.

Case 3. Let (α, β, γ) = (1,−1, 1). Equation (9) becomes

1 + Y − (1 + aY ) + 2UY UaY = 1 + (a + 1)Y + 1 + 2U(a+1)Y ,

UY UaY = U(a+1)Y + 1 + aY, and by squaring,

− (1 + Y )(1 + aY ) = 1 + (a + 1)Y + 1 + a2Y 2 + 2aY + 2(1 + aY )U(a+1)Y ,

− 3 − 2(1 + 2a)Y − (a + a2)Y 2 = 2(1 + aY )U(a+1)Y ,

5 + 4(2 + 3a)Y + 2(1 + a)(2 + 5a)Y 2 + 4a(1 + a)2Y 3 + a2(1 + a)2Y 4 = 0,

which again has at most four solutions. The discriminant of this equation is 28a3(1+
a)4(8 − 11a + 8a2), so we have no solutions if a(8 − 11a + 8a2) is a non-square.

Case 4. Let (α, β, γ) = (1,−1,−1). In this case, we have the sequence of implica-
tions

1 + Y − (1 + aY ) + 2UY UaY = −(1 + (a + 1)Y ) + 1 + 2U(a+1)Y ,

UY UaY = U(a+1)Y − Y,

− (1 + Y )(1 + aY ) = −(1 + (a + 1)Y ) + Y 2 − 2Y U(a+1)Y

(1 + a)Y 2 = 2Y U(a+1)Y , and dividing by Y and squaring we get

(1 + a)2Y 2 = −4(1 + (a + 1)Y ),

(2 + (1 + a)Y )2 = 0, of solution Y =
−2

a + 1
.

Case 5. Let (α, β, γ) = (−1, 1, 1). As before, we get

− (1 + Y ) + (1 + aY ) + 2UY UaY = (1 + (a + 1)Y ) + 1 + 2U(a+1)Y ,

UY UaY = U(a+1)Y + Y + 1,
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− (1 + Y )(1 + aY ) = (1 + (a + 1)Y ) + (Y + 1)2 + 2(Y + 1)U(a+1)Y ,

− 3 − 2(2 + a)Y − (1 + a)Y 2 = 2(Y + 1)U(a+1)Y , and so,

5 + 4(3 + 2a)Y + 2(1 + a)(5 + 2a)Y 2 + 4(1 + a)2Y 3 + (1 + a)2Y 4 = 0,

with at most four solutions. The discriminant of this equation is 28a3(1 + a)4(8 −
11a + 8a2), so we have no solutions if a(8 − 11a + 8a2) is a non-square.

Case 6. Let (α, β, γ) = (−1, 1,−1). We have

− (1 + Y ) + 1 + aY + 2UY UaY = −(1 + (a + 1)Y ) + 1 + 2U(a+1)Y ,

UY UaY = U(a+1)Y − aY,

− (1 + Y )(1 + aY ) = −(1 + (a + 1)Y ) + a2Y 2 − 2aY U(a+1)Y

2aY U(a+1)Y = a(1 + a)Y 2, and dividing by aY and squaring,

− 4(1 + (a + 1)Y ) = (1 + a)2Y 2, that is,

(2 + Y + aY )2, of solution Y =
−2

a + 1
.

Case 7. Let (α, β, γ) = (−1,−1, 1). As before, we look at the equation

− (1 + Y ) − (1 + aY ) + 2UY UaY = (1 + (a + 1)Y ) + 1 + 2U(a+1)Y ,

UY UaY = 2 + (1 + a)Y + U(a+1)Y ,

(1 + Y )(1 + aY ) = (2 + (1 + a)Y )2 + (1 + (a + 1)Y ) + 2(2 + (1 + a)Y )U(a+1)Y ,

− 4 − 4(1 + a)Y + (−1 − a − a2)Y 2 = 2(2 + (1 + a)Y )U(a+1)Y ,

(−4 − 4(1 + a)Y + (−1 − a − a2)Y 2)2 = 4(2 + (1 + a)Y )2(1 + (a + 1)Y ), and so,

4(1 + a2) + 4(1 + a)(1 + a2)Y + (1 + a + a2)2Y 2 = 0,

which has at most two solutions.
The discriminant of this equation is −24a2(1 + a2). Thus, we have no solutions

if χ(−(a2 + 1)) = −χ(a2 + 1) = −1, that is, a2 + 1 is a square and two solutions,
otherwise.

Case 8. Let (α, β, γ) = (−1,−1,−1). We finally have

− (1 + Y ) − (1 + aY ) + 2UY UaY = −(1 + (a + 1)Y ) + 1 + 2U(a+1)Y ,

UY UaY = U(a+1)Y + 1 = UY + UaY , and dividing by UY

UaY − 1 =
(

1 + aY

1 + Y

)d

, and by squaring
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− (1 + aY ) + 1 − 2UaY =
1 + aY

1 + Y
, that is,

− 2UaY =
aY 2 + 2aY + 1

Y + 1
,

5 + 8(1 + a)Y + 2(2 + a)(1 + 2a)Y 2 + 4a(1 + a)Y 3 + a2Y 4 = 0,

which has at most four solutions. The discriminant of this equation is −28(−1 +
a)4a3(8 + 11a + 8a2), so we have no solutions if and only if −a(8 + 11a + 8a2) is a
non-square.

Recall that χ(−1) = −1 under our conditions on n, p. Surely, Cases 4 and 6
cannot occur simultaneously, and we can see that the conditions on Y in Case 4
(as well, as Case 6) are fulfilled for a �= ±1, so one of these cases can happen, but
not both.

Note also that the conditions for Cases 2 and 8 are identical, as are the conditions
for Cases 3 and 5.

In Cases 4 and 6, the solution is Y = −2
a+1 . Then

χ(1 + (a + 1)Y ) = χ(−1) = −1,

χ(1 + Y ) = χ

(
a − 1
a + 1

)
= χ(a − 1)χ(a + 1),

χ(1 + aY ) = χ

(
−a + 1
a + 1

)
= χ(−1)χ(a − 1)χ(a + 1)

= −χ(a − 1)χ(a + 1) = −χ(1 + Y ).

For any a �= ±1, 0, then we have that either χ(a−1) = χ(a+1) (Case 4) or χ(a−1) =
−χ(a+1) (Case 6), so Y = −2

a+1 is always a solution of Eq. (9). However, by replacing
X = 1

Y = −a+1
2 in the original equation (X+a+1)d−(X+1)d−(X+a)d+Xd = 0,

we can see that the latter equation is not satisfied by this value of X(
−a + 1

2
+ a + 1

)d

−
(
−a + 1

2
+ 1

)d

−
(
−a + 1

2
+ a

)d

+
(
−a + 1

2

)d

= 0,

2−d+1((a + 1)d − (a − 1)d) = 0, that is,(
a − 1
a + 1

)d

= 1.

The number of solutions to the equation zd = 1 is given by gcd(d, pn − 1) = 2. It is
easy to see that these solutions are z = ±1. However, z = 1 renders a contradiction,
while z = −1 renders a = 0, which is excluded. This implies that, for a �= ±1,
Cases 4 and 6 do not contribute to the total number of solutions. It is easy to see
that a = −1 renders a contradiction on Cases 4 and 6, while, trivially, the solution
a = ±1 cannot fulfill the conditions on these cases.
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Therefore, for any a ∈ F
∗
pn , Cases 4 and 6 do not contribute to the total number

of solutions of the original equation (8).
We can prune the other cases a bit better in the following way. We express the

polynomials in the “variable” a, and compute their discriminant. If a is fixed in Fpn

and Yi exists for the Case i (i = 2, 3, 5, 7, 8), then the corresponding discriminant
of the polynomial in a cannot be a square. These discriminants for Cases 2, 3, 5, 7, 8
are

2Y 15
2 (1 + Y2)6, Y 15

3 (1 + Y3)3, Y 4
5 (1 + Y5)3(2 + Y5)2, 2Y 2

7 (1 + Y7)3, 2Y 2
8 (1 + Y8)3.

Since χ(Yi + 1) = 1 in Cases 2 and 3, and χ(Yi + 1) = −1 in the other cases, we
see that, if χ(2) = −1, we can exclude Cases 7 and 8, since the discriminant is
therefore a square, and, since the discriminant (with variable X) for Case 2 is the
same as for Case 8, we can also exclude this case; we thus obtain if χ(2) = −1 an
upper bound of 8. If χ(2) = 1, then we obtain an upper bound of 18.

If p = 3, then we can further refine the distribution of the potential solutions. In
this case, since χ(2) = −1, we can exclude Cases 2, 7 and 8. Next, 8a2 − 11a + 8 =
2(a2 − a + 1) = 2(1 + a)2, which is a square only if a = −1.

First, if p = 3, a = −1, then in Case 3 the equation reduces to 2−Y = 0, which
renders as the only solution Y = 2. In Case 5 the equation reduces to 2 + Y = 0,
which renders as the only solution Y = −2. Therefore, when a = −1 there are
exactly two solutions.

Next, let p = 3, a �= −1. The maximum number of solutions can only happen
for Cases 3 and 5 (when χ(a) = −1). When χ(a) = 1, there are no solutions.

Remark 3.10. It is worth noting that, since F is an even function and X = −a−1
2

is not a solution, by Remark 3.5 the second-order zero differential uniformity of F

is even.

We display in Table 1 some experimental data on the monomial function of
our previous theorem, which shows that our bound of 8 (when χ(2) = −1) for the
second-order zero differential uniformity is attained for some values of p and n.

Table 1. Experimental results on X
pn+1

4 + pn−1
2 .

p n d ∇F

3 3 20 2

3 5 182 4

3 7 1640 8

3 9 14,762 6

7 3 86 4

7 5 4202 8

11 3 998 6
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4. The Second-Order Zero Differential Spectrum of 0-APN
Functions and Extensions

Budaghyan et al. [7] considered the function F (X) = X21 and showed that it is
0-APN if and only if n is not a multiple of 6 (that is, this function is an almost
exceptional partial APN). As a side note, we point out that Pott [23] showed (non-
constructively) that there exist partially APN permutations (in even characteristic),
for all integers n ≥ 3, by connecting the problem to Steiner triple systems. We
discuss here the second-order zero differential spectrum of F (X) = X21 and show
that it attains the best possible value of FBCT for a non-APN function when n

is odd.

Theorem 4.1. Let F (X) = X21 be a function over F2n , where n is odd. Then for
a, b ∈ F2n

∇F (a, b) =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

2n if ab = 0 or a = b,

4 if ab �= 0 and a �= b,

n−1∑
i=0

vsiC22i

= 0

and
n−1∑
r=0

(
n−1∑
i=0

(i + 1)vsiC22i

)22r

= 0,

0 otherwise,

where v = b
a (1 + b3

a3 ), C = 1 + b20+a4b16+a15b5+a3b17

a16b4+a19b , si =
∑n−2

j=i 22(j+1) for 0 ≤ i ≤
n − 2 and sn−1 = 0. Moreover, the Feistel boomerang uniformity of F is 4.

Proof. We consider the following equation for a, b ∈ F2n :

F (X + a + b) + F (X + b) + F (X + a) + F (X) = 0.

If ab = 0 and a = b, then ∇F (a, b) = 2n. If ab �= 0 and a �= b, then we can write the
above equation as

(X + a + b)21 + (X + b)21 + (X + a)21 + X21 = 0,

or equivalently

(Y + B + 1)21 + (Y + B)21 + (Y + 1)21 + Y 21 = 0,

where Y = X
a and B = b

a . The above equation can be further reduced to

(B4 + B)Y 16 + (B16 + B)Y 4 + (B4 + B16)Y + B4 + B17 + B5 + B16 + B20 + B

= 0.

Note that B4 + B �= 0, because otherwise we would have a3 = b3 and as n is odd,
we get gcd(3, 2n − 1) = 1 which would further imply a = b. Hence, dividing the
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above equation by B4 + B, we have

Y 16 +
(

B16 + B

B4 + B

)
Y 4 +

(
B16 + B4

B4 + B

)
Y +

B4 + B17 + B5 + B16 + B20 + B

B4 + B

= 0. (10)

One can further reduce the coefficients in the above equation as

B16 + B

B4 + B
= 1 + B12 + B3 + B9 + B6 =: u,

B16 + B4

B4 + B
= B12 + B3 + B9 + B6 = u + 1 =: v.

Thus, we can rewrite Eq. (10) as Y 16 + uY 4 + vY + C = 0, where

C =
B4 + B17 + B5 + B16 + B20 + B

B4 + B
.

Substituting u = v+1 in the above equation, we get Y 16 +Y 4 +vY 4 +vY +C = 0,

which can be further simplified as Z4 + vZ + C = 0 for Z = Y 4 + Y . Now using
Lemma 2.8, to solve Z4 +vZ +C = 0, we have k = 2, m = n and αm−1 = v

22n−1
3 =

(B(1 + B3))2
2n−1 = 1. This gives us that Z4 + vZ + C = 0 has no solution in F2n

if
∑n−1

i=0 vsiC22i �= 0, where sn−1 = 0, si =
∑n−2

j=i 22(j+1) for 0 ≤ i ≤ n − 2, and

two solutions in F2n if the sum
∑n−1

i=0 vsiC22i

= 0, in which case, taking c = 1, and
given that τ3 = v, we get τ = B(1+B3). Then the two solutions of Z4+vZ+C = 0
from Lemma 2.8 are Z1 =

∑n−1
i=0 (i + 1)vtiC22i

and Z2 =
∑n−1

i=0 (i + 1)vtiC22i

+ τ ,
where ti =

∑n−2
j=i 22(j+1) for 0 ≤ i ≤ n − 1. Observe that ti = si (for r = n − 1) in

our case.
We are now left with the equation Y 4 + Y + Zj = 0 for j = 1, 2. Again using

Lemma 2.8, the equation can have either zero or two solutions depending on whether
the sum

∑n−1
i=0 (Zj)2

2i

is zero or not. Note that
∑n−1

i=0 (Z1)2
2i

=
∑n−1

i=0 (Z2)2
2i

, as the
sum

∑n−1
i=0 τ22i

= 0. Thus, we have either four solutions or no solutions. This will
give us our desired claim.

Remark 4.2. Note that the equivalent proof for n even gives

∇F (a, b) =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

2n if ab = 0 or a = b,

16 if ab �= 0 and a3 �= b3,

n/2−1∑
i=0

vsiC22i

= 0

and
n/2−1∑

r=0

(
n−1∑
i=0

(i + 1)vsiC22i

)22r

= 0,

0 otherwise,

where we have v = b
a (1 + b3

a3 ), C = 1 + b20+a4b16+a15b5+a3b17

a16b4+a19b , si =
∑n/2−2

j=i 22(j+1)

for 0 ≤ i ≤ n/2 − 2 and sn/2−1 = 0.
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We can generalize the previous function to a much more general cubic polyno-
mial, but, of course, the spectrum is not going to be that explicit. For a linearized
polynomial L, we let ker(L),�(L) be the kernel, respectively, the image of L.

Theorem 4.3. Let F (X) =
∑

0<i<j<n cijX
pi+pj+1 be a cubic function in Fpn [X ],

where p is an arbitrary prime. Then for any a, b ∈ Fpn , the second-order zero
differential spectra are given by

∇F (a, b) =

⎧⎪⎪⎨
⎪⎪⎩

pn if ab = 0,

pdim(kerLa,b) if δa,b ∈ �(La,b),

0 if δa,b �∈ �(La,b),

where La,b(X) =
∑

0<i<j<n cij(X(api

bpj

+ apj

bpi

) + Xpi

(bapj

+ abpj

)+ Xpj

(bapi

+

abpi

)), and δa,b =
∑

0<i<j<n cij((a + b)(api

bpj

+ apj

bpi

) + abpi+pj

+ bapi+pj

).

Proof. We first compute

F (X) =
∑

0<i<j<n

cijX
pi+pj+1,

F (X + a) =
∑

0<i<j<n

cij(api+1Xpj

+ apj+1Xpi

+ Xapi+pj

+ api+pj+1

+ api

Xpj+1 + apj

Xpi+1 + aXpi+pj

+ Xpi+pj+1),

F (X + b) =
∑

0<i<j<n

cij(bpi+1Xpj

+ bpj+1Xpi

+ Xbpi+pj

+ bpi+pj+1

+ bpi

Xpj+1 + bpj

Xpi+1 + bXpi+pj

+ Xpi+pj+1),

F (X + a + b) =
∑

0<i<j<n

cij(Xpi+pj+1 + Xpj+1(a + b)pi

+ Xpi+1(a + b)pj

+ Xpj

(a(a + b)pi

+ b(a + b)pi

) + Xpi

(a(a + b)pj

+ b(a + b)pj

)

+ X(a + b)pi+pj

+ (a + b)pi+pj+1 + Xpi+pj

(a + b)).

The second-order zero differential equation F (X + a + b)−F (X + b)−F (X + a) +
F (X) = 0 becomes, after simplifying where possible (a straightforward, but rather
tedious computation)

0 =
∑

0<i<j<n

cij(−api+1Xpj

− apj+1Xpi

− Xapi+pj

− api+pj+1 + Xpi+1(apj

+ bpj

)

+ Xpj+1(api

+ bpi

) + aXpi

(apj

+ bpj

) + aXpj

(api

+ bpi

) + bXpi

(apj

+ bpj

)

+ bXpj

(api

+ bpi

) + X(api

+ bpi

)(apj

+ bpj

) + a(api

+ bpi

)(apj

+ bpj

)
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+ b(api

+ bpi

)(apj

+ bpj

) + api

(−Xpj+1) − apj

Xpi+1 − bpj+1Xpi − bpi+1Xpj

− Xbpi+pj − bpi+pj+1 − bpj

Xpi+1 − bpi

Xpj+1)

=
∑

0<i<j<n

cij((a + b)(api

bpj

+ apj

bpi

) + abpi+pj

+ bapi+pj

+ X(api

bpj

+ apj

bpi

)

+ Xpi

(bapj

+ abpj

) + Xpj

(bapi

+ abpi

)).

If the element
∑

0<i<j<n cij((a+ b)(api

bpj

+ apj

bpi

)+ abpi+pj

+ bapi+pj

) belongs to
the image of the affine polynomial

La,b(X) =
∑

0<i<j<n

cij(X(api

bpj

+ apj

bpi

) + Xpi

(bapj

+ abpj

) + Xpj

(bapi

+ abpi

)),

then the solutions for the second-order zero differential equation form an affine
space of dimension precisely dim(kerLa,b). The proof is done.

Remark 4.4. Surely, one can wonder why we have not considered Dembowski–
Ostrom (DO) polynomials, that is, polynomials of the form F (X) =∑

0≤i<j<n aijX
pi+pj

(with or without affine terms) on Fpn . However, the inter-
ested reader can quickly check that the second-order zero differential equation for
F at a, b, either has no solutions or it has pn solutions.

Budaghyan et al. [7] also considered F (X) = X2n−2s

(which coincides with the
inverse function X−1 extended by 0−1 = 0 for s = 1) and showed that it is 0-APN
if and only if gcd(n, s + 1) = 1.

Theorem 4.5. Let F (X) = X2n−2s

be a function over F2n , where s is a positive
integer satisfying gcd(n, s + 1) = 1. Then for a, b ∈ F2n

∇F (a, b) =

⎧⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎩

2n if ab = 0 and a = b,

2gcd(s,n) − 4 if ab �= 0, ab2s

+ a2s

b = 0 and gcd(s, n) > 1,

2n−s−rank(E1) − 4 if ab �= 0, ab2s

+ a2s

b �= 0, A �= 1

and rank(E1) ≤ (n − s) − 2,

0 otherwise,

where A = ab2
n−s

+a2n−s
b

a2n−s−2(ab2+a2b)
, E1 = CT C2

T · · ·C2n−1

T − In−s, and C2i

T is the matrix
obtained from the (n − s) × (n − s) matrix

CT =

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎝

0 0 · · · 0 1 + A

1 0 · · · 0 A

0 1 · · · 0 0
...

... · · ·
...

...

0 0 · · · 1 0

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎠

,
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by applying to each of its entries the automorphism X �→ X2i

and Ik is the identity
matrix of order k.

Proof. For a, b ∈ F2n , consider the following equation:

F (X + a + b) + F (X + b) + F (X + a) + F (X) = 0.

If ab = 0 and a = b, then ∇F (a, b) = 2n. If ab �= 0 and a �= b, then we can write the
above equation as

(X + a + b)2
n−2s

+ (X + b)2
n−2s

+ (X + a)2
n−2s

+ X2n−2s

= 0,

or equivalently

(Y + B + 1)2
n−2s

+ (Y + B)2
n−2s

+ (Y + 1)2
n−2s

+ Y 2n−2s

= 0, (11)

where Y = X
a and B = b

a . Let Y ∈ {0, 1, B, B + 1}, the above equation has a
solution only if (B + 1)2

n−2s

+ B2n−2s

+ 1 = 0, or equivalently, B2n−s−1−1 = 1.
However, this is possible only if gcd(s+1, n) > 1, and hence Eq. (11) has no solution
Y ∈ {0, 1, B, B + 1}.

Let us assume Y �∈ {0, 1, B, B + 1}. Then Eq. (11) reduced to

(B + B2s

)Y 2s+1
+ (B + B2s+1

)Y 2s

+ (B2s

+ B2s+1
)Y = 0. (12)

We have two possible cases here depending on whether B + B2s

= 0 or not. One
can see that there are 2gcd(s,n) possible values of B for which B + B2s

= 0. If
gcd(s, n) = 1, then B ∈ {0, 1}, which is not possible. Hence, we consider the case
B+B2s

= 0 when gcd(s, n) > 1, and in this case Eq. (12) is reduced to Y 2s

+Y = 0
which has 2gcd(s,n) solutions in F2n .

We now assume B + B2s �= 0. Observe that the sum of these coefficients is 1.
Raising Eq. (12) to the power 2n−s, we get

(B2n−s

+ B)Y 2 + (B2n−s

+ B2)Y + (B + B2)Y 2n−s

= 0,

or equivalently, dividing by B2 + B and using the notation A = B2n−s
+B

B2+B

Y 2n−s

+ AY 2 + (1 + A)Y = 0. (13)

This equation is connected to the known Blondeau–Canteaut–Charpin (BCC) con-
jecture [3] on ft(X) = X2t−1 on F2n , namely:

(i) ft is APN on F22m if and only if t = 2 (this was shown to be true by
Göloğlu [16]).

(ii) ft is APN on F22m+1 if and only if t ∈ {2, m + 1, 2m} (still open).

Writing the differential equation for ft (for us, t = n − s, gcd(t − 1, n) = gcd(s +
1, n) = 1) at some a′, one can derive the equation (where Z := 1/X)

Z2t

+ A′Z2 + (1 + A′)Z = 0, where A′ =
1 + a′2t−1

1 + a′ . (14)

While we cannot prove the BCC conjecture, we can derive some conditions for
the kernel of Eq. (13). If A = 1, that is B2n−s

+ B2 = 0, Eq. (13) transforms into
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Y 2n−s

+Y 2 = 0, that is, Y 2n−s−1+Y = 0, which has 2gcd(n−s−1,n) = 2gcd(s+1,n) = 2
solutions, (these are precisely Y = 0, 1) that we have already excluded. We now let
A �= 1. We define the companion matrix of the trinomial T (Y ) = Y 2n−s

+ AY 2 +
(1 + A)Y of (13) be given by the (n − s) × (n − s) matrix

CT =

⎛
⎜⎜⎜⎜⎜⎜⎜⎝

0 0 · · · 0 1 + A

1 0 · · · 0 A

0 1 · · · 0 0
...

... · · ·
...

...
0 0 · · · 1 0

⎞
⎟⎟⎟⎟⎟⎟⎟⎠

.

We now use McGuire and Sheekey result [20, Theorem 6] (or Polverino and Fer-
dinando [22, Theorem 1.4]), which, particularized for our linearized trinomial T ,
implies that the dimension (over F2) of the kernel of T (in terms of the rank of a
matrix) is given by

dimF2 kerT = n − s − rank(E1),

where E1 = CT C2
T · · ·C2n−1

T − In−s, where

C2i

T =

⎛
⎜⎜⎜⎜⎜⎜⎜⎝

0 0 · · · 0 (1 + A)2
i

1 0 · · · 0 A2i

0 1 · · · 0 0
...

... · · ·
...

...
0 0 · · · 1 0

⎞
⎟⎟⎟⎟⎟⎟⎟⎠

,

is the matrix obtained from CT by applying to each of its entries the automor-
phism X �→ X2i

and Ik is the identity matrix of order k. Therefore, the trino-
mial T (Y ) has 2n−s−rank(E1) solutions in F2n or equivalently 2n−s−rank(E1) − 4
solutions in F2n\{0, 1, B, B + 1} if rank(E1) ≤ (n − s) − 2. This will give us the
desired claim.

To illustrate Theorem 4.5, we give the following example.

Example 4.6. Let F (X) = X7 be a function over the finite field F27 , where
F
∗
27 = 〈g〉. Here, n = 7, s = 4 and gcd(n, s + 1) = gcd(7, 5) = 1. For (a, b) = (g2, g),

we have

CT =

⎛
⎜⎝

0 0 g5 + g3 + g

1 0 g5 + g3 + g + 1

0 1 0

⎞
⎟⎠ ,

and E1 = CT C2
T C22

T C23

T C24

T C25

T C26

T − I3 is a zero matrix with rank 0. Thus, the
above theorem would give us ∇F (g2, g) = 23 − 4 = 4. Note that ∇F (a, b) ≤ 4
corresponding to any pair (a, b) ∈ F2n × F2n with ab �= 0 and a �= b. Thus, we have
that the Feistel boomerang uniformity of F (X) = X7 over F27 is 4.
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Remark 4.7. Some particular cases of Theorem 4.5 have already been addressed,
independently. For instance, when n − s = t = 2, X2n−2s

is an APN function and
for APN functions the FBCT spectra are already known in view of Lemma 2.6.
Moreover, Garg et al. [15] computed the FBCT spectra when n = 2m and n− s =
t = m, and in fact, they also showed that for n = 2m+1 and n−s = t = m+2, X2t−1

has the F-Boomerang uniformity at most 4. Recently, Man et al. [19] computed the
FBCT spectra when n − s = t = m + 1.

As a consequence of Theorem 4.5, the following corollary in a special case of
n − s = t = 3 is almost immediate.

Corollary 4.8. Let s and n be positive integers such that gcd(s, n+1) = 1, n−s =
3, and F (X) = X2n−2s

be a function over the finite field F2n . Then the Feistel
boomerang uniformity of F is 4.

Proof. Given the conditions on s and n, one can easily deduce that gcd(s, n) is
either 1 or 3. From Theorem 4.5, it is clear that for ab �= 0, a �= b and ab2s

+a2s

b = 0,
∇F (a, b) = 2gcd(s,n) − 4 = 4. We next consider the case when ab �= 0, a �= b and
A �= 1, where A = ab8+a8b

a6(ab2+a2b) , then we have ∇F (a, b) = 23−rank(E1) − 4 where E1

is a 3 × 3 matrix. Since the rank(E1) is less than or equal to n − s − 2, it is either
0 or 1. In other words, either ∇F (a, b) = 4 or ∇F (a, b) = 0, respectively. Thus, the
above arguments clearly indicate that ∇F (a, b) ≤ 4 for ab �= 0 and a �= b. Since F

is not an APN function (cf. [3, Theorem 5]), it follows from Lemma 2.6 that the
Feistel boomerang uniformity of F is 4.

Note that Corollary 4.8 gives only the Feistel boomerang uniformity of the func-
tion X2n−2s

over F2n when t = n− s = 3 and gcd(n, s+1) = 1. However, we adopt
a slightly different approach to determine the complete Feistel boomerang spec-
tra of this function in the following theorem. It may be noted that the differential
spectrum of F (X) = X7 was studied in [3, Theorem 5].

Theorem 4.9. Let F (X) = X2n−2s

be a function over F2n , where s is a positive
integer satisfying gcd(n, s + 1) = 1 and n − s = 3. Then for a, b ∈ F2n , we have

∇F (a, b) =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

2n if ab = 0 or a = b,

4 if ab �= 0, a �= b, ab2s

+ a2s

b = 0 and gcd(s, n) = 3,

or ab �= 0, a �= b, Tr
(

a7(ab2 + a2b)
a2b8 + a8b2

)
= 1,

Tr
(

a3

a2b + ab2

)
= 1; t1, t2 are cubes in F22n ,

and Tr(Z1) = Tr(Z2) = 0,

0 otherwise,
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where Z1, Z2 are solutions of a6Z2 +a3(ab2 +a2b)Z +a2b4 +a4b2 +a6 = 0 and t1, t2
are solutions of a7(ab2 + a2b)t2 + (a8b2 + a2b8)t + a7(ab2 + a2b) = 0. Moreover, the
Feistel boomerang uniformity of F is 4.

Proof. It is easy to observe that n − s = 3 and gcd(s + 1, n) = 1 would together
imply that n is odd. Consider the following equation:

F (X + a + b) + F (X + b) + F (X + a) + F (X) = 0.

If ab = 0 and a = b, then ∇F (a, b) = 2n. If ab �= 0 and a �= b, then we can write the
above equation as

(Y + B + 1)2
n−2s

+ (Y + B)2
n−2s

+ (Y + 1)2
n−2s

+ Y 2n−2s

= 0, (15)

where Y = X
a and B = b

a . We know from the proof of Theorem 4.5 that Eq. (15)
has no solution in {0, 1, B, B + 1}. Let us assume Y �∈ {0, 1, B, B + 1}, then one
can write Eq. (15) as

(B + B2s

)Y 2s+1
+ (B + B2s+1

)Y 2s

+ (B2s

+ B2s+1
)Y = 0. (16)

We first consider the case when B + B2s

= 0. Observe that there are 2gcd(s,n)

such B ∈ F2n satisfying B + B2s

= 0. Note that gcd(s, n) is either 1 or 3. Thus,
when gcd(s, n) = 1, the equation B + B2s

= 0 has only two solutions, namely
B = 0 and B = 1, which we have already considered. Hence, we consider the case
B + B2s

= 0 when gcd(s, n) = 3 and in this case, Eq. (16) has exactly 4 solutions
in F2n\{0, 1, B, B + 1}. Next, we consider B + B2s �= 0, and in this case, we can
reduce Eq. (16) as follows:

Y 23
+ AY 2 + (1 + A)Y = 0, (17)

where A = B23+B
B2+B . We can further rewrite Eq. (16) as

Y 23
+ Y 22

+ Y 22
+ Y 2 + Y 2 + AY 2 + Y + AY = 0,

or equivalently, (Y 2+Y )2
2
+(Y 2+Y )2+(1+A)(Y 2+Y ) = 0. Substitute Z = Y 2+Y

in the above equation to get

Z22
+ Z2 + (1 + A)Z = 0. (18)

Clearly, Z = 0 and Z = B2 +B are solutions of Eq. (18). Then the cubic equation
Z3 +Z +(1+A) = 0 would have at least one solution in F2n , or more precisely, the
cubic equation can have either one or three solutions in F2n . From Lemma 2.10, if
Tr( 1

1+A ) �= 1, then Z3 +Z +(1+A) = 0 has only one solution, that is, Z = B2 +B.
This would further imply that Y ∈ {0, 1, B, B + 1}, which is a contradiction to
our assumption. Next, let the cubic equation has three solutions in F2n . Now,
Lemma 2.10 ensures that this is possible only when Tr( 1

1+A ) = 1 and t1, t2 are
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cubes in F22n , where t1, t2 are roots of t2 + (1 + A)t + 1 = 0. Let u1 and u2 be the
two solutions of Z3 + Z + (1 + A) = 0, except B2 + B, then they must satisfy the
quadratic equation Z2+(B2 +B)Z +B4+B2 +1 = 0. One can see from Lemma 2.9
that this quadratic equation would have no solution in F2n if Tr( 1

B2+B ) �= 1 and
exactly two solutions in F2n if Tr( 1

B2+B ) = 1. Let the two solutions in later case be
Z1 and Z2, then it is easy to observe that Tr(Z1) = Tr(Z2). Now, we look at the
equations Y 2 + Y + Zi = 0, for i = 1, 2, and in view of Lemma 2.9, we get that the
original equation (17) has four solutions in F2n when Tr(Z1) = Tr(Z2) = 0, and
otherwise has no solution. This completes the proof of the theorem.

5. Further Comments

In this paper we concentrate on the second-order zero differential uniformity and
spectra, connected to the (coefficients of the) FBCT, the counterpart concept for
Feistel network-based ciphers (like 3-DES, CLEFIA, etc.), as introduced by [4].
Recall that it is known that a function is APN in even characteristic, and PN
in odd characteristic if and only if the second-order zero differential uniformity is
zero. It is natural to inquire what happens for APN functions in odd characteristic.
We start with a rather intriguing result, where we show that if an odd or even
function F is second-order zero differentially 1-uniform then it has to be an APN
function. We then proceed to consider several APN, or other low differential uniform
functions and check their Feistel boomerang uniformity, or even compute, for most
of them, their FBCT entries. This sheds further light on the constraints between
the differential uniformity and the second-order zero differential uniformity and the
behavior of the latter concept. Surely, there is much to be done in this direction, and
we point out that perhaps some good bounds relating the differential uniformity
and the second-order zero differential uniformity would be an avenue of research,
as well as investigate how various other classes of functions (besides the ones we
considered) behave under this recent concept.
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