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Abstract

It is well-known that functions over finite fields play a crucial role in designing substitution
boxes (S-boxes) in modern block ciphers. In order to analyze the security of an S-box, recently,
three new tables have been introduced: the Extended Boomerang Connectivity Table (EBCT),
the Lower Boomerang Connectivity Table (LBCT), and the Upper Boomerang Connectivity
Table (UBCT). In fact, these tables offer improved methods over the usual Boomerang Con-
nectivity Table (BCT) for analyzing the security of S-boxes against boomerang-style attacks.
Here, we put in context these new EBCT, LBCT, and UBCT concepts by connecting them
to the DDT for a differentially é-uniform function and also determine the EBCT, LBCT,
and UBCT entries of three classes of differentially 4-uniform power permutations, namely,
Gold, Kasami and Bracken—Leander. We also determine the Double Boomerang Connectiv-
ity Table (DBCT) entries of the Gold function. As byproducts of our approach, we obtain
some previously published results quite easily.
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1 Introduction

In symmetric cryptography, vectorial Boolean functions over finite fields play a significant
role, particularly in designing block ciphers’ S-boxes. There are various kinds of cryptanalytic
attacks possible on these S-boxes. One well-known attack on S-boxes is the differential
attack, introduced by Biham and Shamir [1]. This attack exploits the non-uniformity in the
distribution of output differences corresponding to a given input difference. To quantify the
degree of resistance of S-Boxes against differential attacks, Nyberg [ 18] introduced the notion
of Difference Distribution Table (DDT) and differential uniformity.

Let n be a positive integer. We denote by Fy» the finite field with 2" elements, by F5,
the multiplicative cyclic group of non-zero elements of Fo:» and by Fp:[X] the ring of
polynomials in one variable X with coefficients in F,». For a function F : Fon — Fon,
and for any a € [Fy», the derivative of F in the direction a is defined as Dr(X,a) =
F(X 4+ a) + F(X) for all X € Fy». For any a, b € Fy», the Difference Distribution Table
(DDT) entry DDTF(a, b) at point (a, b) is the number of solutions X € Fy» of the equa-
tion Dr (X, a) = b. Further, the differential uniformity of F', denoted by Af, is given by
AF = max {DDT r(a,b) | ael;,.be Ian} . We call a function F an almost perfect non-
linear (APN) function if A = 2. Notice that A ¢ is always even, because if X is a solution of
Dr(X, a) = bthen X +a is also a solution of Dg (X, a) = b. Functions with low differential
uniformity are more resistant to differential attacks, making them desirable for cryptographic
applications.

However, it turns out that low differential uniformity is not sufficient to counter some
differentials connected attacks. In 1999, Wagner [19] introduced a new attack on block
ciphers, called the boomerang attack, which can be seen as an extension of the differential
attack. It allows the cryptanalyst to use two unrelated differential characteristics to attack the
same cipher by using one differential to defeat the first half and another to defeat the second
half of the cipher. The theoretical underpinning of this attack was considered by Cid et al.
[9], who introduced the notion of the Boomerang Connectivity Table (BCT) that can be used
to more accurately evaluate the probability of generating a right quartet in boomerang-style
attacks such that the boomerang incompatibility, ladder switch and S-box switch can easily
be detected. For effectively computing the entries in the BCT, Li et al. [16] proposed an
equivalent formulation as described below, which avoids computing the inverse of the S-box,
and consequently, it can be defined even for non-permutation. For any a, b € Fy», the BCT
entry at (a, b) € Fon x Fon, denoted as Br (a, b), is the number of solutions in Fon x Fon of
the following system

FX)+F(Y)=b
F(X+4+a)+ FY +a)=b.

The boomerang uniformity of F is defined as Br := max {Br(a, b) | a,b € F3,} . However,
it turns out that the BCT has limitations when evaluating boomerang switches in multiple
rounds. This was observed by Wang and Peyrin [20], who showed that the BCT is not
applicable effectively in some cases involving multiple rounds by giving an incompatibility
example on two rounds of AES. To address this challenge, they introduced a new tool known as
the Boomerang Difference Table (BDT) along with its variant BDT'. Later, in 2020, Delaune
et al. [11] renamed these tables as the Upper Boomerang Connectivity Table (UBCT) and
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the Lower Boomerang Connectivity Table (LBCT), respectively, to highlight the fact that
UBCT and LBCT emphasize the upper and lower characteristic, respectively. The Feistel
Boomerang Extended Table (FBET), or Boomerang Extended Table (BET) for SPN ciphers,
proposed by Boukerrou et al. [3], has been renamed as the Extended Boomerang Connectivity
Table (EBCT) by Delaune et al. in [11]. The entries in this table count the number of values
such that the boomerang will return on a single S-box, with all the differences fixed.

Further, to study the behavior of two consecutive S-boxes in the boomerang attack,
Hadipour et al. [14] introduced the notion of Double Boomerang Connectivity Table (DBCT).
It may be noted that Yang et al. [22] illustrated the effect of an S-box on the probability of the
7-round boomerang distinguisher by comparing the DDT, BCT and DBCT entries of differ-
ent S-boxes. Their findings highlight the importance of investigating the DBCT, in addition
to the DDT and BCT, for evaluating an S-box’s resistance to a boomerang attack. However,
determining the DBCT entries for an S-box (or equivalently, for a vectorial Boolean function)
is quite challenging, and rather limited research has been done in this direction.

Recently, Eddahmani and Mesnager [13] studied various properties of the EBCT, LBCT
and UBCT. They also determined these entries for the inverse function. In a separate work,
Man et al. [17] also gave the DBCT, LBCT and UBCT entries for the inverse function. In
this work, we discuss the DBCT entries of the Gold function, and we provide a connection
between these new EBCT, LBCT and UBCT concepts and the DDT entries for a differentially
d-uniform function. As a consequence, it turns out that our result covers a particular case of a
result of Eddahmani et al. [13] and Man et al. [17] for the inverse function over [F»». Moreover,
we explicitly compute EBCT, LBCT and UBCT entries of three classes of differentially-4
uniform power permutations.

We shall now give the structure of the paper. We first recall some definitions and results in
Sect. 2. In Sect. 3, we provide some general results on the EBCT. We also give a generalization
for the definitions of the EBCT, LBCT and UBCT for any function over . In Sect.4,
we discuss the invariance of the EBCT, LBCT and UBCT under the CCZ-equivalence. In
Sect. 5, we find a connection between the EBCT, LBCT and UBCT entries of a differentially
8-uniform function and also express them in terms of the DDT entries. Sections 6 and 7 deal
with the EBCT, LBCT and UBCT entries of APN functions (leading to a characterization
of APN functions) and 4-differential uniform functions, as well as some other well-known
functions. We also computed the DBCT entries for the Gold function in Sect. 8. Finally, we
conclude the paper in Sect.9.

2 Preliminaries

We will firstrecall several definitions and lemmas used in the subsequent sections. Throughout
the paper, we shall use Tr}, to denote the (relative) trace function from Fyn — Fom, i.e.,

n—m .
— mi .. .
T, (X) =37 X", where m and n are positive integers and m | n. Form = 1, we use

Tr to denote the absolute trace. As customary, for aset S, weleta +S ={a +s|s € S}.

Definition 2.1 [11] Let F be a permutation of [F». The Extended Boomerang Connectivity
Table (EBCT) of F is a 2" x 2" x 2" x 2" table where the entry ata, b, ¢, d € Fpn is

FX)+ F(X+a)=0b
EBCTfr(a,b,c,d)=|{ X €eFn|{FX)+ F(X +c¢)=d
FUFX)+d)+ F Y (FX4+a)+d) =a
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Definition 2.2 [20] Let F be a permutation of F». The Lower Boomerang Connectivity
Table (LBCT) of F is defined as a 2" x 2" x 2" table where the entry at a, b, ¢ € Fon is

LBCTfg(a, b, c) =

{X € Fon

FX)+ F(X+b)=c
FYUFX)+o)+ F Y F(X4+a)+c)=a

Definition 2.3 [20] Let F be a permutation of F». The Upper Boomerang Connectivity Table
(UBCT) of F is defined as a 2" x 2" x 2" table where the entry at a, b, ¢ € Fon is

{Xern iF(X)—i—F(X—i—a):b H

FUF(X)+ o)+ F ' (F(X+a)+c)=a
Recently, Eddahmani and Mesnager [13] and, Man et al. [17] redefined the notions of LBCT
and UBCT for a function F without involving its compositional inverse ([17] also mentions
the non-necessity of the permutation property for the UBCT), as stated in the following
lemmas.

UBCTpg(a, b, c) =

Lemma 2.4 [13] Let F be a permutation of Fon. Then for a, b, ¢ € Fyn, we have

X+Y=0>
3Y eFunwith {F(X+a)+FX +a)=c ,
FX)+F(Y)=c

LBCTfr(a,b,c) =|3 X € Fon

and
FX+a)+ FY +a)=c
dY e Fpmwith {F(X)+ F(Y) =c
FX)+F(X+a)=b

UBCTF(a,b,c) = |y X € Fon

Definition 2.5 (Feistel Boomerang Connectivity Table) [3] Let F : Fopn — Fon and a, b €
Fon. The Feistel Boomerang Connectivity Table (FBCT) of F is given by a 2" x 2" table, of
entry at (a, b) € Fon x Fyn defined by

FBCTF(a,b) = |{X € Fp

F(X+a+b)+F(X+b)+F(X+a)+ F(X) =0}|.

This is also denoted as Vg (a, b). The maximum of the entries of the FBCT of F, for a #
b,ab # 0, is also known as the second-order zero differential uniformity of F, denoted as
Vr, which is defined over any finite field characteristic.

Remark 2.6 If F is a permutation of [Fp», then it is immediate that

FBCTr(a,b) = Y LBCTr(a,b,c).
celfon
Note that this implies that LBCT ¢ (a, b, ¢) < FBCTFr(a, b), Ya, b, c € Fpn.
Definition 2.7 (Double Difference Distribution Table) [13] Let F be a permutation of Fpx.

The double difference distribution table (DDDT) of F is a 2" x 2" x 2" table where the entry
at (a, b, c) € Fon x Fon x Fon is given by

DDDTF(a, b, ¢) = |{X € Fan

F(X4+a+b)+F(X+b+F(X+a)+ F(X)=c}|.
Note that FBCTz (a, b)) = DDDT g(a, b, 0).
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Moreover, in [13] it was shown that for a, b, c,d € Fon with abcd = 0, the values
of EBCTF(a, b, c,d) are simple to compute if F is a permutation, as are the values of
LBCTF(a, b, ¢) and UBCTFr(a, b, c), for abc = 0. We recall these results in the following
three lemmas.

Lemma 2.8 [13] Let F be a permutation of Fon. Then for a, b, c,d € Fon with abed = 0,
we have

2’1 l:fa:l’):CZd:O7
DDTs(c,d) ifa=b=0,c#0,d#0
EBCTfr(a, b, c,d) = F(c,d) l.fa c#0,d#£0,

DDTf(a,b) ifa#0,b#0,c=d =0,

0 otherwise,

on l.fb:c:()’

0 ifb#0,c=0
LBCTFg(a, b, c) = lf #0,c ,

DDTF(by C) lfa = O’

0 ifb=0,c#0,

2 ffa=b=0,

0 } :O,b 0’ 0’
UBCTF(a, b, c) = l.fa #0,c #

DDTF(ay b) lfC = O’

0 ifa #0,b=0,c #0.

Remark 2.9 1f F is not a permutation, some of the results of Lemma 2.8 are not true. We give
the generalization of Lemma 2.8 in Sect. 5.

Also, Wagner [19] shows that UBCTFr (a, b, b) = DDTF(a, b), as well as, BCTFr (a, ¢) =
Z UBCTF(a, b, ¢). Additionally, it is easy to see that DDTr(a,c) = LBCTFr(a, a, ¢).

bG]FQn
Next, we recall the notion of DBCT as follows.

Definition 2.10 [22] Let F(X) be a mapping from Fo: to itself. The Double Boomerang
Connectivity Table (DBCT) is a 2" x 2" table defined for (a, d) € ]F%,, by

DBCTF(a,d) = Z dbct(a, b, ¢, d),
b,c

where dbct(a, b, ¢c,d) = UBCTg(a, b,c) LBCTg(b,c,d). Fora = 0 or d = 0, it can be
easily obtained that

DBCTF(0,d) = ZUBCTF(O, 0,¢) LBCT£(0, ¢, d) = 2%, and
c

DBCTFr(a,0) = ZUBCTF(a, b, 0) LBCT£ (b, 0, 0) = 2%".
b

3 General results on the EBCT

In a similar way as the results in [13] and [17], we can redefine the EBCT for a function F
without involving its compositional inverse, as stated in the following lemma.
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Lemma 3.1 Let F be a permutation of Fon. Then for a, b, ¢, d € Fon, we have

FX)+ F(X+a)=0b
FX)+F(X+c)=d
FX+a+c)+F(X+a)=d

EBCTr(a, b, c,d) = |{ X € Fan

Proof We write
WD FX)+ FX+a)=>b

RQFX)+F(X+c¢)=d
B F Y WFX)+d)+F ' (FX+a)+d) =a

EBCTFr(a,b,c,d) =|{ X € Fon

Equation (2) implies F(X) + d = F(X + ¢). Equation (3) is then equivalent to

FYUFX+e)+F Y (FX+a)+d) =a,
FYFX+a)+d)=X+a+c,
F(X+a)+d=FX+a+o),

completing the proof of the lemma. O

As a consequence, we can derive the connection between the EBCT of a permutation and
the EBCT of its compositional inverse.

Corollary 3.2 Let F be a permutation of Fon. Then for a, b, ¢, d € Fon, we have
EBCTF(a, b, c,d) = EBCTf-1(b,a,d, c).

Proof We have by Lemma 3.1 that EBCTr(a, b, ¢, d) is given by the following equations:

) F(X)+ F(X+4+a)=b
EBCTs(a,b,c,d) = |{ X €Fu|{ Q) FX)+ F(X4+¢)=d
B FX4+a+c)+FX+a)=d

Let Y = F(X). Then, Eq. (1) gives Y + F (X + a) = b, which is equivalent to F (X +a) =
Y +b,andthento X +a = F~1(Y +b), rendering the equation F Y Y+b)+F(Y)=a.
Similarly, Eq. (2) is equivalent to F~'(Y +d) + F~1(Y) = c.

Lastly, inserting Eq. (1) in Eq. (3), we obtain F (X +a+c) = Y +d+b, which is equivalent
to F~1(Y+b+d) = X+a+c.Since F ' (Y +b)+F~1(Y) = F~'(Y4+b)+X = a, this gives
inturn F~Y(Y +b+d) = F"Y(Y +b) +c, equivalentto F~ ' (Y +b+d)+ F ' (Y +b) =c.
We therefore get the claim. O

Lemmas 2.4 and 3.1 also suggest a generalization of these concepts for the set of all
functions over Fy» (not necessarily permutations).

Definition 3.3 Let F be a function over Fy:. Then, for a, b, ¢, d € Fan, we can define the
EBCT, LBCT and UBCT in the following way,

FX)+F(X+a)=b
EBCTr(a,b,c,d) = |[{ X e Fu| { F(X)+ F(X +¢) =d , 3.1)
FX+a+co)+F(X+a)=d
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X+Y=0b
Y e Fonwith  F(X +a)+ F(Y +a) =c ,
FX)+F{Y)=c

LBCTF(a,b,c) = |y X € Fon

(3.2)
FX4+a)+ FY 4+a)=c
UBCTFr(a,b,c) = |4 X € Fon|3Y € Fon with { F(X) + F(Y) =c¢
FX)+F(X+a)=0b
(3.3)

Remark 3.4 Note that if F is a permutation, these definitions are equivalent to the original
definitions of these concepts. We preferred to define these concepts this way to avoid over-
counting, but we point out that even if we count the number of pairs (X, Y) in each set,
all results hold, except for the UBCT in Theorem 5.1, where its expression becomes too
cumbersome.

4 Invariance under the CCZ, extended affine and affine-equivalence

We recall that two functions F, G : Fypn — Fon are CCZ-equivalent [7] if there exists an
affine permutation A on [F2n x Fo» such that

Hoto) 1remn] ={a () 1xe .

As customary, we use the natural identification of the elements in F,» with the elements
in I}, and, by abuse, we denote by x both an element in [F2» and the corresponding element
in ;. We also decompose the affine permutation A as an affine block-matrix, for an input

. (A A C ..
vector u € Fon X Fon: Au = (AZI Azz)u + (D),where Aij i Fon — Fon, i, j € {1,2}

and <]§) is a column vector in Fon X Fon.

When Aj; = 0, we say that F and G are extended affine (EA)-equivalent. This can be
also written as G = F»> o F o F| + Fy, for some F;(X) = L;(X) + B; affine functions, where
L; are linearized polynomials, B; € Fo» such that Fy and F; are permutation polynomials.

When A, = Ay = 0, we say that F and G are affine-equivalent. This can be also written
as G = F, o F o Fy, for some F;(X) = L;(X) + B; affine functions, where L; are linearized
polynomials, B; € Fp» such that F; and F; are permutation polynomials.

Here, we discuss the behavior of the EBCT, LBCT and UBCT of a function F under CCZ,
extended affine and affine-equivalence. It is worth noting that Eddahmani and Mesnager [13]
proved that the EBCT, LBCT and UBCT of a permutation remain invariant under affine-
equivalence.

Theorem 4.1 Given any functions F, G on Fon that are CCZ-equivalent via the affine
permutation A on Fyn, and given any a,b,c,d € Foy, then EBCTfr(a,b,c,d) =
EBCTg(a, B, v, 8), witha = Appb+Ara, B = Anb+Axa, vy = Ajpd+ Ajicand § =
Axd + Ajic, and thus, the EBCT spectrum is preserved under the CCZ-equivalence.

@ Springer



K. Garg et al.

x x
Proof Let {(G(x)) ,X € an} = {A (F(x)) ,X € Iﬂ‘zn} . Then, for every X,c € Fon

. y _ X z _ X+c
there exists y, z € Fo» such that (G(y)) =A (F(X)) and <G(Z)> =A <F(X +c))’
which gives

y=AnX+ApFX) +C,
G(y) =AuX +AnF(X)+ D,
z=AnX+o)+ApFX+0o+C,
Gz)=AnX+c)+AnF(X +c)+ D.
Suppose F(X 4+ c¢) + F(X) = d. Then,
GO+Gy) =AnX+o)+AnFX+co)+ D+ AnX + AnkFX)+ D
= An(F(X +¢) + F(X)) + Az1c = Axnd + Azic.

Taking z = y + y and § = Axd + Azic, we obtain: G(y + y) + G(y) = §. We can also
see that

y=y+z=AuX+ApFX)+C+AnX+o)+ ApFX +c)+C
=Ap(F (X +c)+ F(X)) + Ajic = Ajpd + Ayc.

Therefore, F(X)+F(X+c) =d = G(y+y)+G(y) =6, wherey = Ajpd+Ajicand § =
Axnd + Azc.
Similarly, taking ( “ ) = .A( X+a > we can prove that F(X) + F(X +a) =
’ G(u) FX+4+a))

b= G(y+a)+ G(y) =B, where « = A12b + Ajja and B = Axnb + Aza.
Now, we need to see if the third equation, F(X 4+ a) + F(X 4+ a + ¢) = d, transforms

into G(y + o) + G(y + o + y) = § with the same values of «, y, and §. Taking (Gl(l)w)) =

X+a+c
A(F(X+a+c)>,weseethat
w=A1X+a+c)+ApF(X+a+c)+C,
Gw)=AnyX+a+c)+AnFX +a+c)+ D,
u=AnX+a)+ApFX+a)+C,
Gu)=AnX+a)+ ApF(X +a)+ D.
Then,

Gw)+Gu)=AnX+a+c)+ ApFX +a+c)
+D+ A1 X+a)+ApF(X +a)+ D
=An(F(X+a+c)+ F(X +a)) + Aric = Axnd + Ayic =6.
As before, u = y + «, with
a=y+u=AnX+ApFX)+C+AnX+a)+ ApFX+a)+C
= Appb + Ajja, and
wtu=AnX+a+c)+ ApFX+a+c)+C
+ANX+a)+ ApF(X +a)+C
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=Ap(FX+a+c)+ F(X+a)+ Ajjc = Apd + Ajjic =y.

Therefore, we get the desired equation G(y + o) + G(y + o + y) = §, with the same values
of a, y, and §.
Finally, we note that

o At A 0 0 a a
B Ay Ay 00 bl_z|?
Y 0 0 A A c | c
) 0 0 Ay Axn d d
and, since A is invertible, the matrix B is also invertible. This concludes the proof. O

Below we use again this section’s notations.

Theorem 4.2 The LBCT spectrum is preserved under EA-equivalence. If F and G are
EA-equivalent, then LBCTF(a,b,c) = LBCTg(ar, BL, yL), where ap = Apa,fr =
A11b and yp = Axc + Apb.

Proof Here, since X + Y = b, we can take Y = X + b, and write the second and third
equations of the system of LBCT g (a, b, c), respectively, as F(X +a)+ F(X+b+a) =c
and F(X)+ F(X+b)=c.

. v X +b t
There exist v, € an such that (G(v)) = A <F(X +b)) and (G([)) =

X+b+a . . .
A < F(X+b+ a))' Similarly as in the proof of the previous theorem,
v=An(X+b)+ ApF(X+b)+C,
G(w) =AnX+b)+ApF(X+b)+ D,
gives that

FX)+ F(X+b)=c=Gy+BL)+G() =L,

where B, = Ajac + A11b and yp = Axc + Az b.
From

t=A1X+a+b)+ApF(X+a+b)+C,
Gty=AyX+a+b)+ ApF(X+a+b)+ D,

weobtain F(X +a)+ F(X+a+b)=c= Gy +oar) + G(y+ar + BL) = yL, where
ap = Ap(F(X) + F(X +a)) + Ana and yp = Assc + Az1b, B = Appc + Ajrb.

We see that, in general, ., is not a constant. However, if 41> = 0 (i.e. EA-equivalence), we
have that oy, is a constant. Therefore, if F and G are EA-equivalent, then LBCTFr(a, b, ¢) =
LBCTg(ar, BL, vL), where op = Aj1a,B = Ap1b and yr = Axc + Azib.

Finally,

or Air 00 a a
BL|l=| 0 A1 O bl=cl|b],
YL 0 Ay Axn c c
and, since A is invertible, the matrix C is also invertible. This concludes the proof. O

We use the same notations as in the previous two theorems.

@ Springer



K. Garg et al.

Theorem 4.3 The UBCT spectrum is preserved under affine equivalence. If F and G are
affine equivalent, then UBCTF (a, b, c) = UBCTg(ay, Bu, yu), where ay = Ara, Bu =
Axnb and yy = Axc.

Proof The relevant equations are here F(X +a) + F(Y +a) = ¢, F(X) + F(Y) = c and
F(X)+ F(X 4+ a) = b. As before,

FX)+F(X+a)=b= Gy +ay)+GQ) =Bu.
where oy = A12b + Ar1a and By = Axpb + Aza.

. y . X u . X+a .
Taking as before (G(y)) = A(F(X)) and (G(u)) = A(F(X+a))’ and taking

Yo\ Y u \ Y+a )
now (G(y,)> =A (F(Y))’ (G(u’)) =A (F(Y n a))’ we obtain that

y=AnX+ApFX) +C,
G(y)=AnX + AnF(X)+ D,

u=AnX+a)+ApFX +a)+C,
Gu) =An(X+a)+AnF(X +a)+ D,

Y =AnY +ApFY)+C,
G(y)=AnY + AnF(Y)+ D,

W' =An(Y +a)+ ApF(Y +a)+C,
G')=An(Y +a)+ AnF(Y +a) + D.

Then,

G+ GH) =An(X +Y) + An(F(X) + F(Y)) = Ay (X +Y) + Anc = yy.
Here we see that, in general, yy is not constant. Similarly,
Gu)+GW)=AnX+Y)+Ap(F(X+a)+ FY +a) = A (X +Y) + Apc=yy.

However, if Ay; = 0, yy is constant. Under affine equivalence, A1y = Az; = 0, and
UBCTF(a, b, c) = UBCTg(au, Bu. yu), with yy = Axc, Bu = Anb and ay = Ajja.
Finally,

oy Aip 00 a a
Bul=1 0 Axn O b|=D|b]|,
YU 0 0 Ap c c
and, since A is invertible, the matrix D is also invertible. This concludes the proof. O

The following example shows that the UBCT spectrum is in general not preserved under
CCZ equivalence.

Example 4.4 Define F(X) = X° and G(X) = X° + (X® + X)Tr(X° + X) over F,s. Bud-
hagyan et al. [5] showed that while F'(X) and G(X) are CCZ equivalent, they are not EA
equivalent. Despite of them being CCZ equivalent, their UBCT spectrum differs. Notably,
there are 992 tuples (a, b, c¢) € Fon x Fon x Fyn such that UBCTFr (a, b, ¢) = 2, while the
number of tuples (a, b, ¢) € Fan x Fon x Fon for which UBCTg (a, b, ¢) = 2 is 982.

We now present an example illustrating that the UBCT spectrum is in general not even
preserved under EA equivalence.

@ Springer



The revised boomerang connectivity tables

Example 4.5 Let F(X) = X° and G(X) = X° + X be defined over IF,3. Notice that F (X) is a
permutation over [F,3 while G (X) is a non-permutation over [F,3. Moreover, F(X) and G (X)
are EA equivalent. However, the UBCT spectrum is not preserved under EA equivalence.
Specifically, the number of tuples (a, b, ¢) € Fon x Fon x Fyn for which UBCTr(a, b, ¢) =2
is 448, whereas the number of tuples (a, b, ¢) € Fon xFon xFon satisfying UBCTg (a, b, ¢) =
2 is 452.

5 EBCT, LBCT and UBCT of a function in terms of its DDT

In this section, we present a general result that gives an intriguing connection between the
EBCT, LBCT and UBCT entries of a differentially §-uniform function F (not necessarily
a permutation) with its DDT entries, and between the entries of the EBCT and the LBCT
and the UBCT. It also includes a generalization of Lemma 2.8 to arbitrary functions (not
necessarily permutations).

Theorem 5.1 Let F be a differentially §-uniform function on Fyn, and let a, b, c,d € Fon.
Letk € {1, 2,..., %} IfDDTF(a, b) = 2k, we let {x1,x1 +a,x2,x2 +a, ..., X, Xk + a}
denote the distinct solutions of the equation F(X 4+ a) + F(X) = b; if DDTfg(b, ¢) = 2k,
we let {y1, 1 + b, y2, 2 + b, ..., Yk, yk + b} denote the distinct solutions of the equation
F(X +b)+ F(X)=c, ifDDTg(c,d) = 2k, let {z1,21 + ¢, 22,22+ C, ..., 2k, 2k + ¢} be
the distinct solutions of the equation F (X + c) + F(X) = d. Then, we have

DDTg(a,b) ifc=d =0,
DDTFg(c,d) ifac #0,a=candb=d; ora=0,b=0andc #0,
4¢ ifa # c,ac #0and DDTfg(c,d) =2k = 4r ordr + 2,
EBCTj(a. b, c.d) = where r > Qis an integert

1 <€ <r isthe largest integer such that

(a,b) e Uiy, jH) NU(i2, j2) N---N U, jo),

1 <iy,in,...,ig,s J1, J2s---» Jo < k are distinct integers,
0 otherwise,

where U(i, j) = {(zi + 2j, F(z)) + F(z))). (zi +2j + ¢, F@) + F(zj)) +d) | 1 <i#
J <k} S F5, x F5,. Moreover, we have

DDTg(b,c) ifb=c=0; ora=bandab #0; ora=0andb # 0,
4¢ ifa #b,ab # 0and DDT (b, c) = 2k = 4r or4r + 2,
where r > 0 is an integer,
LBCTFf(a,b,c) = 1 <€ <r isthe largest integer such that
a € V(y, juNViz, j2)N---N Vg, jo,
1<iy,in,...,ig, j1, J2s---, Jo < k are distinct integers,
0 otherwise,
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where V(i, j) ={yi +yj, i +yj+b | 1 <i# j <k} CF,. Finally,

|[F~Y ¢ +Im(F))| ifa=b=0,

DDTpg(a, b) ifb=canda # 0,

4¢ ifc #b,a # 0and DDTFr(a,b) =2k = 4r or4r + 2,
UBCTy(a. b.c) = where r > 0 is an integer,

1 <€ <r isthe largest integer such that
ce W(y, j) N Wz, j2) N---N Wi, jo),

1 <iy,ia, ..., ie, j1, j2,---, jo <k are distinct integers,

0 otherwise,

where W(i, j) = {F(x;)) + F(x;), F(x)) + F(x;) +b | 1 <i # j <k} CF},, Im(F) is
the image of F and F~'(-) denotes the preimage of the argument.

Proof 1t is easy to see that if X is a solution to System (3.1) at (a, b, ¢) (here and throughout,
for easy writing, we refer to the system in the definition of such a cardinality (x) as System (%)),
then {X, X 4+ ¢, X + a, X + a + ¢} are solutions of F(X) + F(X + ¢) = d. Since F is
differentially §-uniform, the equation F'(X) 4+ F(X 4+ ¢) = d can have zero or 2k solutions,
where k € {1, 2,..., %} If DDTF(c,d) = 0, then System (3.1) has no solutions, and
therefore EBCT g (a, b, c,d) = 0.

Furthermore, it is straightforward to observe that if @ = 0 (or ¢ = 0), then System (3.1)
has a solution only when b = 0 (or d = 0, respectively) and otherwise, no solution. We can
now divide the proof into the following five cases as follows
Case 1 Ifa = ¢ = 0, then b = d = 0. Therefore fora = b = ¢ = d = 0, we get
EBCTFg(a, b, c,d) =2" = DDTF(0, 0).

Case2Ifa #0,c =d =0, we obtain EBCTFr(a, b, c,d) = DDTFE(a, b).
Case31Ifa=b=0,c #0,then EBCTF(a, b, c,d) = DDTF(c, d).

Case 4 If a = ¢ and ac # 0 then from the first two equations in System (3.1), we obtain
b =d. Thus,a = c and b = d imply that EBCTfr(a, b, ¢,d) = DDTFr(c, d).

It is easy to observe that when DDTFr(c, d) = 2, System (3.1) will have a solution only

ifa=cora=0.
Case5Leta # ¢, ac # 0and DDTF(c, d) = 2k, where solutions of F(X)+ F(X+c¢) =d
are from the set S(c,d) := {z1,22,...,2k,21 + ¢, 22 + ¢, ..., Zk + c}. Due to the second
equation in System (3.1), all solutions of this system must necessarily come from S(c, d)
itself. It follows that if z; is solution to System (3.1), then from the third equation, we have
zi +a € S(c,d) \ {zi, zi + c}, orequivalently, a € z; + S(c, d) \ {z;, zi + c}. Furthermore,
from the first equation, we have b = F(z;) + F(z; + a). We consider the following set in
F3. x F5,,

UG, j) ={(zi +2j, Fz) + Fz))), (zi +2j +¢, F@) + F(zj) +d) | 1 <i#j <k}

Iteasy tocheck that z;, z;, z; +c, zj +c are four distinct solutions of System (3.1) if and only if
(a,b) € U(i, j). Note that for a given pair (a, b) € U(i, j), there may be additional solutions
to System (3.1) beyond these four. Thus, we have EBCTFr(a, b, ¢, d) > 4if (a,b) € U(, j)
and DDTFr(c,d) = 2k.Fork > 4and 1 < iy # j| # i2 # jo <k, let (a,b) € U(iy, j1)
and (a', V') € U(ia, jp). If (a,b) = (a/, '), then System (3.1) has at least eight solutions,
namely, z;,, Ziy, Zj,» Zj5» Ziy + €, Ziy + €, 2j; + ¢, 2j, + ¢; otherwise, it will have at least four
solutions. Following a similar argument, it is clear that if the pairs (a, b) are equal for three
different U (i, j), then System (3.1) will have at least twelve solutions. However, this process
must eventually stop, depending on the value of DDT ¢ (c, d), which we will describe below.
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Depending on whether 2k = 0 (mod 4) or 2k = 2 (mod 4), we can express DDT ¢ (c, d)
as DDTFr(c,d) = 4r or DDTFr(c,d) = 4r + 2, respectively, where r > 0 is an integer.
The case k = 1 has already been addressed in Case 1. For k = 2 or k = 3, we have
EBCTF(a, b, c,d) € {0, 4}. Now we consider the case k > 4. Let 1 < ¢ < r be the largest
integer for which there are distinct integers iy, i2, ..., i¢g, ji, j2, .-, je € {1,2, ..., k} such
that (a, b) € U(iy, j1)NU(@2, j2)N---NU{(ig, j¢), then System (3.1) will have 4¢ solutions.
This proves the result for the EBCT.

Next, we compute the LBCT entries at (a, b, ¢) for a function F, using System (3.2). If
(X,Y) € Fon x Fon satisfies System (3.2), then Y = X +band {X, X +b, X +a, X +a+b}
are solutions of F(X) + F(X + b) = c. As F is differentially §-uniform, the equation
F(X) + F(X + b) = ¢ can have zero or 2k solutions, where k € {1, 2,..., %} Clearly,
when DDT £ (b, ¢) = 0, System (3.2) has no solutions, and therefore LBCTr(a, b, ¢) = 0.

Notice that for b = 0, System (3.2) has a solution only if ¢ = 0 and otherwise, no solution.
Moreover, for b = ¢ = 0, System (3.2) has 2" solutions (= DDT (b, c¢)) regardless of
whether a = 0 or a # 0. We will now split our analysis into the following cases when b # 0:
CaselLeta =0,b #0, then LBCTfg(a, b, c) = DDTFg(b, ¢).

Case 2 Consider a = b, ab # 0, then LBCTfg(a, b, c) = DDTFr (b, ¢).

Further, one can see that if DDTr (b, ¢) = 2, System (3.2) will have a solution only if

a=bora=0.
Case 3 Next, consider a # b, ab # 0 and DDTg (b, ¢) = 2k, where solutions of F(X) +
F(X 4+ b) = c are from the set S(b, ¢) := {y1,¥2, ..., Yk, y1 + b, y2 + b, ..., yr + b}. If
X = yj is solution to System (3.2), then first equation implies that Y = y; + b and the second
equation implies that y; +a € S(b,c) \ {yi, yi + b}, or equivalently, a € y; + S(b,c) \
{yi, yi + b}. We now consider the following set

VG, )={yi+yj,yvi+yj+b | 1<i#j<k}CF;.

One can verify that (y;, yi + b), (yj,yj +b), (yi + b, i), (y; + b, y;) are four distinct
solutions of System (3.2) if and only if a € V (i, j). Therefore, LBCTf(a,b,c) > 4 if
a € V(i,j) and DDTg(b,c) = 2k. Fork > 4and 1 < iy # j1 # i2 # j» < k, let
a € V(i1, j1) and @’ € V(iy, j2). If a = d’, then System (3.2) has at least eight solutions,
namely, (yil s Yiy +b)’ ()’11 > Vi +b), ()’il +bv yil)v (yjl + b, yjl)v (yiz’ Yip + b)v (yjzv Vi +
b), (yi, +b,yi,), (yj, + b, yj,); otherwise, it will have at least four solutions. Following a
similar argument as in the case of the EBCT, this process must stop somewhere, depending
on the value of DDT g (b, ¢).

Again, we can take DDTFr (b, ¢) = 2k € {4r, 4r + 2}, where r is a non-negative integer.

We have already discussed the case k = 1 in Case 1. For k = 2,3, one can see that
LBCTFg(a, b, c) € {0, 4}. Let us now assume that k > 4. Let 1 < ¢ < r be the largest
integer for which there are distinct integers iy, ia, ..., ig, j1, j2,---, je € {1,2, ..., k}such

that a € V (i1, j1) N V(ia, j2) N --- N V(ig, je), then System (3.2) will have 4¢ solutions.
This completes the proof for the LBCT.

Finally, we deal with the UBCT at (a, b, c¢) of a function F by analyzing System (3.3). Itis
immediate that F(X)+ F (X+a) = F(Y)+F (Y +a) = b fromthe equations of System (3.3).
Moreover, F(X) + F (X +a) = b can have zero or 2k solutions, where k € {1,2,..., 5}, as
F is differentially 6-uniform. Clearly, if DDTF (a, b) = 0, then System (3.3) has no solutions,
and therefore UBCT r(a, b, ¢) = 0. Letelements of S(a, b) := {x1, x2, ..., Xk, X1 +a,xy+
a, ..., xy+a}be the solution set of F(X)+ F(X 4 a) = b. Next, we consider the following
cases:

Case11Ifa =0,b # 0, then UBCTfg(a, b, c) = 0.
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Case 2Leta = b = 0,Im(F) = {t € Fo» | 3 u € Fon satisfying F(u) = t}, and
c+Im(F) = {c+1 | t € Im(F)}. Then, UBCT((0,0,c) = |F~'(c + Im(F))|, the
cardinality of the preimage of ¢ + Im(F).

Case 3If b = c and a # 0, System (3.3) reduces to

FX+a)+FXY +a)=b
F(X)+ F(Y)=b
F(X)+ F(X +a) = b.

Let X € S(a, b). Then, (X, X + a) is a solution of the above system. On the other hand,
if X ¢ S(a, b), then there does not exist any ¥ € Fo» such that (X, Y) is a solution of the
above system. Therefore, UBCT(a, b, ¢) = DDTF(a, b).

It DDTF(a, b) = 2, then, S(a, b) := {x1, x1 + a}. Without loss of generality, let X = x;.
Since {X, X + a,Y,Y + a} be solutions of F(X) + F(X 4+ a) = b, and since a # 0, we
havethatY = xjor Y = x1 +a.If Y = x; and ¢ # 0, this yields a contradiction (note that,
if ¢ = 0, we get that (x, x1) and (x; + a, x1 + a) are solutions of the system, and therefore
UBCT(a, b,c) = DDTF(a, b)). If Y = x1 + a, this yields a contradiction unless b = c.
Therefore, if DDT g (a, b) = 2, then System (3.3) has a solution only if c =0 or b = c.
Case 4 Now assume that b # ¢, a # 0, and DDTg(a, b) = 2k, where k € {2,3,---,§/2}.
For any X € S(a, b), we have that (X, X) cannot be a solution of System (3.3) unless ¢ = 0;
similarly, (X, X + a) cannot be a solution of System (3.3) unless ¢ = b, which is excluded.

Therefore for X = x; € S(a, b), if there exist Y € S(a, b) \ {x;, x; + a} such that
c=Fxj)+ F(Y)=F(x;+a)+ F(Y +a), then (X, Y) is a solution of System (3.3). We
now consider the set

Wi, j) = {FGi)+ F(xj), Fi) + Fxj)+b | 1<i#j<k}CTF5.

It is easy to observe that (x;;, xj,), (x;; + a, xj, +a), (xj;, x;;), (xj; + a, x;, + a) are four
distinct solutions of System (3.3) if and only if ¢ € W (i1, j1). It is important to see that for a
given ¢ € W(iy, j1), there can be more than four solutions to System (3.3), except for these
four.

By following a similar analysis as done in the case of the EBCT and LBCT, depending
on the value of the DDT entries, we can compute the UBCT entries of F. We can write that
DDTF(a, b) = 2k € {4r,4r + 2}, where r > 0 is an integer. If k = 1, then using Case 1, we
are done, and if k = 2, 3, we have UBCTF(a, b, ¢) € {0, 4}. Assumethatk > 4.Letl < /¢ <

r be the largest integer for which there are distinct integers iy, i2, ..., i¢, j1, j2,---, j¢ €
{1,2,...,k}such that c € W(i, j1) N Wiz, j2) N--- N W(ig, je), then System (3.3) will
have 4¢ solutions. This proves the result for the UBCT. O

We now give an example depicting the above Theorem 5.1.

Example5.2 Let F(X) = X 11 Wwhich is a permutation over Fy. Let ¢ = g, d = g“,
where g is primitive element of Fy¢. Here, DDTr(c,d) = 10 and S(c,d) = {z1 = g. 22 =
¢ =g u=g2%5=¢%2+c=00n0+c=g%53+c=¢"u+tc=
g8 25+ c=¢¥}.1fi; = 1 and j; = 3, then for (a, b) = (zi1 +2z,, F(zip) + F(Zjl)) =
(g55, g38) e U(i1, j1), we are interested in computing the largest integer 1 < ¢ < 2 such that
(a,b) € U(1,3)NU iz, j2)N---NUlig, jo), Where ia, i3, -+, ies jo, j3s -+ » jo € (2,4, 5)
are distinct integers. In this example, ¢ is indeed 2. This is because when i; = 2 and j, = 5,
we get 7;, + 2, = 2, + 2j, and F(z;,) + F(zj,) = F(z;,) + F(z,). Consequently, we
have (a,b) € U(1,3) NU(2,5), rendering EBCTF(a, b, c,d) = 4¢ = 8. It also follows
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that (Cl/, b/) = (Z[l + Ziy +c, F(Zil) + F(Ziz) + d) = (g19’ g20) € U(]5 3) N U(Zv 5)’ or
equivalently for @’ = g'° and b’ = g%, we have EBCTfr(a’, b/, ¢, d) = 8.

However, DDTF (b, ¢) = 2 and a # b, which gives that LBCTr(a, b, c) = 0. Moreover,
DDTf(a,b) = 10, and S(a,b) = {x; = g, x2 = g'0, x3 = g3, x4 = g2, x5 = g%, x| +
a = glg,xg +a = g46,x3 +a = g34,x4 +a = g37,x5 + a = 0}. Then, one can
check that ¢ # b and furthermore, ¢ ¢ W (i, j) forall i # j € {1, 2, 3, 4}, implying that
UBCTpF(a, b,c) =0.

Next, we provide a characterization of the EBCT entries of a differentially §-uniform
function F in terms of UBCT and LBCT entries of F, and vice versa.

Theorem 5.3 Let F be afunction onFon. Givenanya, b, ¢, d € Fon, the following statements
are equivalent:

(@) xo € S(c,d) + a is a solution of the system of EBCT f(a, b, c, d).
@ii) (xo, xo+c) is a solution of the system of LBCT r(a, c,d) and b = F(xp)+F (xo+a).
(iii) (x0.x0 -+ a)isa solution of the system of UBCT r(c,d, b) (note that this is only
possible if xg +a € S(c,d)).

Proof We have that

(WFX)+ FX+a)=0b
QFX)+F(X+c)=d
B)FX+a+o)+FX+a)=d

EBCTr(a, b, c,d) = |{ X € Fan

On the other hand (replacing the input (a, b, ¢) by (a, ¢, d)),

@HX+Y=c
3Y €eFy with { 5) F(X +a)+ F(Y +a) =d
6) F(X)+ F(Y)=d

LBCTFr(a,c,d) = |{ X € Fon

ByEq. (4), Y = X +c, and we can rewrite Eqs. (5) and (6) as F(X +a)+ F(X +a+c) =d
and F(X)+ F(X +c) = d. Since these are, respectively, Egs. (2) and (3), then, it is clear that
Xo is a solution of the system of EBCTF (a, b, ¢, d) if and only if (xg, xo + ¢) is a solution
of the system of LBCTFr(a, ¢,d) and b = F(x9) + F(xo + a).

Furthermore, (replacing the input (a, b, c¢) by (c, d, b)),

MNHFX+c)+F(Y+c¢)=b
UBCTr(c,d, b) = |1 X € Fn|3Y € Fan with § (8) F(X) + F(Y) = b
O FX)+F(X+c)=d

Note that Eq. (9) is identical to Eq. (2).

Taking ¥ = X + a, we obtain from Eqgs. (7) and (8), F(X +¢)+ F(X +a +c¢) = b,
respectively, F(X) + F(X + a) = b. Note that the second equation is identical to Eq. (1).
Adding the two equations, we obtain: F(X)+ F(X +c) = F(X+a)+ F(X +a+c), which,
together with Eq. (2), renders F(X + a) + F(X + a + ¢) = d, that is, Eq. (3). From here,
we obtain that xg is a solution of the system of EBCTF(a, b, c, d) if and only if (xg, xo + a)
is a solution of the system of UBCTFr(c, d, b). Note that this forces xo + a € S(c, d), given
Egs. (2) and (3). ]
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6 Consequences of our results for APN functions

We first state the EBCT, LBCT and UBCT entries of an APN function F and give these
entries in terms of the DDT entries of F. It is known that H(X) = X! over Fa«, where n
is odd, is an APN function and the authors in [13, 17] have computed its EBCT, LBCT and
UBCT entries, which turns out to be a special case of the following result.

Corollary 6.1 If F is an APN function over Fon, then for a, b, c,d € Fon, we have

DDTfg(a,b) ifc=d =0,
EBCTf(a,b,c,d) = {DDTfg(c,d) if ac#0,a=candb=d; ora=0,b=0andc #0,
0 otherwise,

DDTpg(b,c) ifb=c=0; ora=bandab #0; ora=0andb # 0,

LBCTg(a,b,c) =
F(@ b, c) 0 otherwise,

[F~Y ¢+ Im(F))| ifa=0andb=0,
UBCTF(a,b,c) = { DDTf(a, b) ifc=banda #0,
0 otherwise,

where In(F) is the image of F and F~1(-) denotes the preimage of the argument.
Proof The proof of this corollary is straightforward from Theorem 5.1, by setting § = 2. O

Corollary 6.2 For any a,b,c,d € Fom, (EBCTr(a,b,c,d)*> < LBCTp(a,c,d) -
UBCTF(c, d, b). Furthermore, the equality is met for every a,b,c,d € F;n if and only
if F is APN.

Proof The inequality follows directly from Theorem 5.3. Suppose that F is APN. Then, by
Corollary 6.1, (EBCTF(a, b, c, d))2 = LBCTF(a,c,d) - UBCTF(c,d, b). Suppose now
that F is not APN. Then, for some ¢, d € IF;,,, there exist at least four distinct solutions
of the equation F(X + c¢) + F(X) = d, which we denote by z1, 22,21 + ¢, 22 + c. Let
now a = z1 + 22,b = F(z1) + F(z2) + d. Then, since a # ¢ (otherwise zo0 = z1 + ¢),
(EBCTFr(a, b, ¢,d))* < LBCTfg(a,c,d) - UBCTr(c, d, b). O

7 Consequences of our results for some well-known functions

In this section, we will give the EBCT, LBCT and UBCT entries of the Gold, Kasami and
Bracken—Leander functions for those parameters such that the functions are differentially
4-uniform permutations; in the case of the Gold function, we also state and prove the EBCT,
LBCT and UBCT entries for any parameters. We can also give a very short proof for the
EBCT, LBCT and UBCT entries of the inverse function for n even, which is the main result
in [13, 17] (for n odd, see the previous section).

For clarity, we first state the results we will use to compute the EBCT, LBCT and UBCT
entries of differentially 4-uniform functions using Theorems 5.1 and 5.3, which we will need
for the functions in this section.

Corollary 7.1 Let F be a differentially 4-uniform function over Fon. Then, fora, b, ¢, d € Fon,
we have
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DDTfg(a,b) ifc=d =0,
DDTg(c,d) ifac #0,a=candb=d; ora=0,b=0andc #0; or

EBCTfr(a,b,c,d) = DDTfr(c,d) =4,a =2z1 +zp andb = F(z1) + F(z2); or
DDTfp(c,d) =4,a=2z1+z22+candb = F(z2) + F(z2 +¢),
0 otherwise,

where z1, 21 + ¢, 22, 22 + ¢ are the four solutions of the equation F(X +c¢) + F(X) =d, if
DDTg(c, d) = 4. Next,
DDTr(b,c) ifb=c=0; ora=0andb #0; or
DDTF(b,c) =2,a = b and ab # 0; or
DDTFr(b,c) =4,ab #0anda € {b, y1 + y2, y1 + y2 + b},

0 otherwise,

LBCTr(a, b, c) =

where y1, y1 + b, y2, y2 + b are the four solutions of the equation F(X + b) + F(X) = c,
if DDTF (b, ¢) = 4. Further,

|F~'(c+Im(F))| ifa=b=0,

DDTF(a, b) if DDTFg(a,b) =2,a #0and c = b; or
UBCTg(a, b, c) = DDTF(a,b) =4,a # 0 and
ce b, F(x1) + F(x2), F(x1) + F(x2) + b},
0 otherwise,

where x1, X1 + a, xa, X2 + a are the four solutions of the equation F(X +a) + F(X) = b, if
DDTr(a, b) = 4, Im(F) is the image of F and F ~' () denotes the preimage of the argument.

Proof The proof directly follows from Theorem 5.1 by taking § = 4. O

Here, we give an alternative characterization of EBCT of a differentially 4-uniform
function F using LBCT and UBCT of F.

Corollary7.2 Let F be a differentially 4-uniform function over Fon. Let
A = (. c.d)|3bwith EBCTr(a,b,c,d)=4} and B = {(c.d,b)|3awith
EBCTpF(a,b,c,d) =4}. Let a,b,c,d € F5,. Then, EBCTFr(a,b,c,d) = 2 if and only
if LBCTF(a,c,d) = UBCTpg(c,d,b) = 2. Furthermore, (a,c,d) € A if and only if
LBCTFr(a,c,d) =4, and (c,d, b) € B if and only if UBCTFr(c,d, b) = 4.

Proof Let F be differentially 4-uniform. Then, since cd # 0, either DDTfr(c,d) = 0,
DDTFr(c,d) = 2 or DDTFp(c,d) = 4. One can now proof the result directly from
Theorem 5.3. ]

We will here use Corollaries 7.1 and 7.2 to compute the concrete values for three infinite
classes of differentially 4-uniform power permutations over o= (Table 1) having the best
known nonlinearity. For the Gold function, using Theorem 5.1, we will state and prove the
result for general parameters, including those for which the Gold function is 4-differential
uniform.

We first consider the Gold function F;(X) = X T+ g differentially 2’ -uniform function
over [Fon, where t = gcd(s, n) and compute its EBCT, LBCT and UBCT entries. We will
use the relative trace in the following way. For a general s, we do not have in general that
Fps C Fy». However, we can naturally embed the elements of Fp» in Fosm, since m = m.

Then, 2?1;01 o2 = Trd™ (cr).
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Table 1 Differentially 4-uniform permutations X 4 over Fon

Family d Condition LBCT/UBCT
Inverse 2m -2 n=2%k,k>1 [13, 17]
Gold 25 +1 n = 2k, k odd, ged(s, n) =2 This paper?
Kasami 225 _ o8 +1 n =2k, k odd, ged(s,n) =2 This paper
Bracken-Leander 225 425 4] n =4s,s odd This paper

4Shown for general paramete!

TS

Corollary 7.3 Let F1(X) = X2+ pe the Gold functiononFon, 1 < s < n. Lett = ged(s, n),
andm = %. Then for a, b, c,d € Fyn, we have

EBCTF (a, b, c,d) =

LBCTF, (a, b, c) =

UBCTF, (a, b, c) =

on
21

on
2[

0

ifa=b=c=d=0,

if Tes™ (azé%) =Tr'(1),c=d =0anda #0; or
Tr3™ (ng%) =Tr"(1),a=b=0andc #0; or
Tr3™ (ng%) =Trl'(1),a=c,b=dandac #0; or
Tr3™ <c2§i+1) =Tr'(1),a = uc,ac # 0 and

b=+ u?)c* +ud, whereu e F5 A\ {1},
otherwise,

ifb=c=0,
if Ted™ (ﬁ) =Trl'"(1),a =0and b # 0; or
Tri™ (bzfﬁ) =Tr{'(1),a € bF}, and ab # 0,

otherwise,

IF7 e+ Im(F)| if a=b=0,

2[

ifa # 0, Tr™ (#) =T (1) and
cefb, (u+ua® ! +ub,u e F5\ {1}},
otherwise,

where Im(Fy) is the image of F\ and F 1(-) denotes the preimage of the argument. In
particular when F| is a permutation or equivalently when m is odd, then IFf1 (c+Im(Fy))| =

2",

Proof By Theorem 5.1, we have

4¢

EBCTF, (a,b,c,d) =

@ Springer

DDTp, (a,b) ifc=d =0,
DDTF, (c,d) ifac #0,a=candb=d; ora=b=0andc #0,

ifa # c,ac # 0and DDTF, (c,d) =2k = 4r or 4r + 2,
where » > 0 is an integer,

1 <€ <r is the largest integer such that

(@.b) € U1, j1) N Uiz, j2) N---NUlig, jo),

1 <iy,iz,...,0g, j1, j2, ..., je <k are distinct integers,
otherwise,
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where U(i, j) = {(zi + 2j, F1@) + Fi(z))). (zi + 2j + ¢, Fizi) + Fi(zj) +d) | 1 <
i #j <k} CF}, xF3, andtheset S(c,d) = {z1,z1+¢, 22, 22+¢, ..., 2k, 2k +c} consists
of 2k solutions of the equation F1(X + ¢) + F1(X) = d when DDTF, (¢, d) = 2k.

It is known from [2, Lemma 4] and [10] that X>'*! + (X + ¢)>*! = d has 2/ distinct
solutions if and only if Z’" 'D¥ = m = TrP(1) (mod 2), where D = —Z-, with
t = ged(s,n) and m = 7, and zero solutions otherwise. Moreover, the solutions are of the
form X + cu, where u € [Fy:.

Ift = 1, we get that Fy is APN, and using Corollary 6.1, we are done. Next, let us suppose
that + > 1. Here, we focus exclusively on the case where a # ¢ and ac # 0, as all other
cases are straightforward. Let DDTp, (¢, d) = 2k = 2' = 4r, where r is a positive integer.
Letz;; = X +u;cand zj, = X + uj,c, where u;; # uj, € For and u;, +uj, # c. Then,
for (a, b) = (zi; + zj;, F1(ziy) + F1(z;))) = (i +uj)e, Fi(X +u;y) + Fi(X +uj)),
System (3.1) will have at least four solutions, namely, {X +u;,c, X +uj ¢, X +u;c+c, X+
uj,c+c}, where X satisfies X2 4+ (X +¢)> 1 = 4.

Next, we are required to examine if System (3.1) can have any other solution from the set
S(c, d) except for these four, corresponding to the pair (a, b) defined above. Using Theorem
5.1, we know that z;, = X +u;,¢ € S(c, d)\{ziy, 2j,, zi, +¢, 25, +c}, where u;, € For,isa
solution of System (3.1) if there exist z;, € S(c, d) \ {zi, 2> 2i; + ¢, 2j, + €, Ziy, Zip + ¢}
such that a = Ziy T 25, = 2, T 2j and b = Fl(Zil) + Fl(Zj]) = Fl(Zig) + Fl(ij). Note
that if we choose zj, = X + (u;; + uj, + u;,)c, then it is easy to see thata = z;, +z;, =
uj; +uj, = zi, + 2j, and moreover, the following computations

Fi(zi) + Fi(z;) = X +upyo® P+ (X +uj,0? !
= ((ui, + ujl)c)zxX + (ui + ujl)cXQX + (uizf+l + u?f“)czs"'l
= ((ui, + ujl)C)ZJX + (ui, + ujl)chx + (ui, + ujl)z»"+1cz~"+1
+ (ulglsuj1 + u2~xu,‘1)C2X+l
= (i, + uj) (X 4+ eXP) + iy +uj)>cFH!
= (ui, +ui) (T +d) + (upy +uj) !
= ((u;, + Ltjl) + (Ui, + u.,‘l) )6‘2 +1 + (ui, + ujl)d,
Fi(zi) + Fi(zp) = (X +upo)® T+ (X + iy +ujy +ui)e) !
= (i, +uj))” X + iy +uj)eX® 4 (i) +uj)? P!
+ (“ (”11 + u/]) + (“11 + ”11) ulg)cz +l
= (uiy +u;) (X + X))+ iy +uj)?” T,
= ((uiy + 1) + (i, +ui)H T+ iy +uj,)d,
show thatb = Fy(z;,)+ Fi(zj,) = F1(zi,) + F1(zj,). We have used here that, since t|s,ifu €
Fy thenu? = u,andthatd = (X +u; c+)> T+ (X +u;, )* T = P X 4cX¥ 211
Hence, for (a, b) = (z;; + zj;, F1(zi)) + F1(z},)), we get z;, as a solution of System (3.1).
Asz;, € S(c,d)\{zi;, 2j;, zi; +¢, zj, +c} was chosen arbitrarily, so every element in the set
S(c, d) will be asolution of System (3.1) for (a, b) = (z;, +2zj;, F1(zi;)+Fi(z},)). Therefore,
for DDTF, (c,d) = 2k, it turns out that £ = r is the largest integer such that (a, b) €
Uiy, j)NU @2, j2)N---NU (ig, jo), where 1 < iy, iz, ..., 10¢, j1, j2, ..., je < karedistinct

integers; or, equivalently, for DDTF, (¢, d) = 2k and (a, b) € {(uc, (u + uz)cz""'l + ud) |
u € F5, \ {1}}, EBCTF, (a, b, ¢, d) = 4¢ = DDTF, (c, d).
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We now compute LBCT and UBCT entries of Fy. If # = 1, then Fy is APN, and using
Corollary 6.1, we are done. Next, let us suppose that + > 1, then we will compute the
LBCT and UBCT entries via (and using the notations and expressions of LBCT and UBCT)
Theorem 5.1.

It is known from Theorem 5.1 that if a = b,ab # 0 ora = 0,b # 0, then

LBCTy, (., b, ¢) = DDT, (b, c) = 2 if and only if Trs" ( c ) = Tr"(1); otherwise,

bp25+1

it is zero. Now, let a # b, ab # 0 and DDTF, (b, ¢) = 2k = 2" = 4r, where r is a positive
integer. Consider S(b, ¢) = {y1, y1 + b, y2, 2 + b, ..., yx, Yk + b} to be the solution set of
the equation F (X + b) + F1(X) = c. Suppose that y;; = X +v;;band y;, = X +vj, b,
where X satisfies X2 1 + (X + )7+ = ¢, v;, # v}, € Fy and v;, + vj, # b. Then, for
a =y, +yj, = (v;, +vj,)b, System (3.2) has at least four solutions, namely, {(X +v;, b, X +
vib+b), (X +v;b, X +vjb+b), X +vyb+b, X +v;b),(X+v;b+b, X+v;b)}
We now need to investigate that whether System (3.2) has more than these four solutions,
corresponding to a = (v;; + vj,)b. From Theorem 5.1, it follows that (y;,, yi, + b), where
Vi, = X+vi,b € S(b, )\{yi,, yj,» i, +b, yj,+b}and v;, € [Fy,isasolutionof System (3.2)
if and only if there exists y;, = X +vj,b € S(b, o)\ {yi;, yji» Yiy + b, yj, +b, yi, yi, + b},
vj, € Fy, such that a = y;, + yj,. Clearly, one can choose y;, = X + (v;; + v, +vj,) to
ensurea = y;, +yj, = Yi, +},. Thus, we obtain another set of four solutions {(X +v;, b, X +
vi,b+D), (X +vj,b, X +v,b+b), (X +vi,b+b, X +v;,b), X +v;,b+b, X +vj,b)} for
System (3.2) whena = y;, +yj,. Since y;, € S(b, )\ {yi,, yj;, ¥i, +b, yj, +b} was choosen
arbitrarily, it renders that every element in the set S(b, ¢) is a solution of System (3.2) for
a =y;; +yj,. Thus, LBCTF, (a, b, c) = DDT, (b, c).

We next compute the UBCT entries for Fp. It is evident from Theorem 5.1 that if a =
b = 0, then UBCTF, (a,b,c) = |Fl_](c + Im(F1))| where Im(F7) is the image of F|
and F () denotes the preimage of the argument. Moreover, if b = ¢ and a # O then

UBCTp, (a, b, ¢) = DDTF, (a,b) = 2" if and only if Tri™ ( b ) = Tr}'(1); otherwise,

a2+l
it is zero. Therefore, assume that a # 0 and b # ¢ and DDTpF, (a,b) = 2k = 2L = 4r,
where r is a positive integer. Define S(a, b) = {x1,x1 + a,x2,x2 + a, ..., xk, xx + a}
as the solution set of the equation Fi(X + a) + F1(X) = b. Suppose x;, = X + w;;a and
xj, = X+wj a,where w;, # wj, € Fy,w;, +wj, #aand X> T +(X+a)>*+! = b. Then,
forc = Fi(xi,)+ Fi(x;,) = (wi, +wj,) + (wi, +wj)?a® T4 (wi, +wj, )b, System (3.3)
will have at least four solutions, namely, {(X +w;,a, X +wj a), (X +w;a+a, X +wja+
a), X +wja, X+ w;a), X+wja+a, X+ w;a+ a)}. Using the similar argument as
in the case of EBCT, one can ensure that every element in the set S(a, b) is a solution of
System (3.3) for ¢ = Fy (x;,)+ F1(x},) = (wi, +wj,)+ (wi, +wj)2)a® T+ (wi, +wj,)b.
Hence, we conclude that UBCTF, (a, b, ¢) = DDTF, (a, b). O

We will derive here the FBCT for the Gold function for any parameters a, b (also found in
[12], but our proof is significantly shorter). As known, for monomials, one can take b = 1.

Corollary 7.4 Let F1(X) = X2+ with gcd(s,n) =t andm = %, where a € F3,. Then,

2" ifa € IF‘;,,

FBCTpf, (a, 1) =
G {0 otherwise.

Proof Observe that
2 if Y e = landa € F,

LBCTFg, (a, 1,¢) =
#i ) {O otherwise.
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This implies that, if a ¢ IE‘;,, then FBCTF, (a, 1) = 0. Let us now assume that a € F;.
Note that the condition Z?";Ol ¢®" = 1is equivalent to DDT F, (1, ¢) = 2. Denoting as is
usual ; = |{c | DDTF (1, ¢) =i}, FBCTp, (a, 1) = Y LBCTp (a,1,¢) = 2wy =

celn

2)‘
Z iw; = 2". This proves the claim. O
i=0
Remark 7.5 Let F be a differentially 4-uniform function over Fo» such that DDT (b, ¢) = 4
or DDTFr (b, ¢) = 0 for any b, ¢ € Fan. For any b, ¢ such that DDTf (b, ¢) = 4, denote by
{v1, y1 + b, y2, y2 + b} the four distinct solutions of the equation F(X +b) + F(X) = c. If
yi+yj,i # j,is independent of c, then by using a similar argument as in the above corollary,
fora € {y; +yj, yi +y; + b}, we obtain
2" ifael{b,yi+yj,yi+y;j+b}

FBCTFg(a, b) =
ra.b) {0 otherwise.

Example 7.6 In Table 2, Corollary 7.3 is illustrated by giving explicit values of the EBCT,
LBCT and UBCT entries of the Gold function X' +! over %5, = (g), where g is a primitive
element of [Fy», for some small values of .

The Kasami function is a well-known nonlinear function over F:, given by F>(X) =

X" =2+ Hertel and Pott [15] showed that for ged(s, n) = 2, where n = 2¢, ¢ is odd and
3 t 1, it is a differentially 4-uniform permutation. We next investigate the EBCT, LBCT and
UBCT entries of F> over Fon.

Corollary 7.7 Let F>(X) = X222+ op Fon, where ged(s, n) = 2, n = 2t and t is odd and
3 tt. Then fora, b, c,d € Fon, we have
2" fa=b=c=d=0,
4 if DDTp,(a,b) =4,a #0andc =d =0; or
DDTFZ(c,d) =4,a=b=0andc #0; or
EBCTpg,(a, b, c,d) = DDTg, (c,d) =4,ac #0,a =candb =d; or
DDTp, (c,d) = 4,a = wc + o2 andb = wd +a23s+]; or
DDTpg,(c,d) =4,a = w*c + 042S+], and b = w*d +a23s+],

0 otherwise,

. 2 3s_ 352 _ns_ 2 c

fora € 3, with 4P Y p g2t g2 = OandTri’ (1 + 237-5-1) -
o

0,

2" ifb=c=0,
4 if DDTg,(b,c) =4,a=0and b # 0; or
DDTp, (b, c) =4,ab #0anda € {b, bo + a2 1 bo? +oz2s+1} ,

0 otherwise,

LBCTF2 (a,b,c) =

Ay 5 A § Ay 5 A 5 b

fora € 3, with b2 b @22 ppa? 2 g2 = 0and Trs! (l + 2\7“) =
o

0,

M ifa=b=0,
UBCTp (a.b,c) = 44 if DDTp(a.b) =4,a #0and c € {b, bo + a2+ pe? +a23‘+‘] ,

0 otherwise,
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. . 2s s 35 _ns 3s 25 _ oS _ 25 _
or o € TF% satisfying a®> + a>a® 7Y 4+ aa® TP 4 ope® Tl = 0,
. 2 ) 8

a
Trd (1 + ] ) = 0 and w is the primitive cube root of unity.

Proof Since F, is a permutation, Lemma 2.8 can be referred for determining EBCT, LBCT
and UBCT entries of F, in cases where abcd = 0. Thus, in what follows, we will assume
that abcd # 0. By Corollary 7.1, fora, b, c,d € IFZH, EBCTF, (a, b, c, d) equals

DDTg (c,d) ifa=candb =d; or
DDTF,(c,d) =4,a =z1 + z2 and b = F>(z1) + Fa(z2); or
DDTpg, (c,d) =4,a=z1+z22+cand b = F>(z1) + F2(z2 + ©),
0 otherwise,

where 71, 21 + ¢, 22, 22 + ¢ are the four solutions of the equation F»(X + ¢) + F2(X) =
if DDTF, (¢, d) = 4. We write F>(X + ¢) + F»(X) = d as the system

Y+ X =c,

7.1
BRY)+ FRX)=d

Now by using the argument given in [8], and the fact that gcd(2* +1, 2" — 1) = 1, substituting
X =u?t Yy =0+ = (u+a)®*!, forsome o € 3, such that v = u+« and simplifying
System (7.1), we have

(g)zz"'u +1+ 23+1 =0,
(4 +5 414 —0,

23S+1

or equivalently,

o

(4 + 441+ 55 =0,
C223 + 2: 235 X + 233'+22s_25_1 +da22s_l _ 0

Notice that the first equation of the above system has either O or 4 solutions in o2, depending

2\!
on whether Zt . (1 + I 1) is zero or not, respectively. This first equation is simply

the equation for the DDT entry of u?tat (a, ), and if DDT 2541 (e, ¢) = 4, then the four
solutions of (%)T +u 1+ ooy =0are {u,u+o,u+ao,ut aw?}. This implies that
W w4+ a)? T (w4 aw)? T (u+aw?)? ! are solutions of Fa(X)+ Fa(X+c¢) =d, or
equivalently {z1, 21 +¢, 22, 22+ ¢} € {1, W+ )M, (U + 20)? !, (u + 2P T,
Then for z; = u?t!, we have z; + ¢ = (u + «)? t1. Further, we split our analysis in the
following two cases:

Case 1 Let 2o = (4 + aw)® ! Then tan=a and F>(z1) + F>(z2) = b can be written
asu?t 4+ (u +oza))2 +1 — g and ¥+ + (u + aw)? ! = b.

Also, by using w2+ + (u+ oz)23 +1 = ¢, and the second equation of above system will
give us b = do + 2" +1. To compute a, we use u2 ! + (u + a)*+! = ¢ and the first
equation of the above system and simplify them to get a = cw + o't
Case 2 Now assume 2o = (u + aw?)2' 1. By using the same argument as in the above case,
we geta = co? + a2 T and b = do? + o2+,

Summarizing both cases, we get the EBCT of the Kasami function.
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We next compute the LBCT and UBCT entries via (and using the notations of) Corol-
lary 7.2. As DDTF, (c, d) is either O or 4, then, LBCTF,(a, ¢, d) # 2, for any (a,c,d) €
F%, x 3. x F3, and, UBCTF, (¢, d, b) # 2, for any (¢, d, b) € F}, x F5, x F3,.

Now, one can write set

A= {(c, e, d), (wc+ o>t e, d), (@ c+a® T c,d) | DDTF,(c,d) = 4] ,

for ¢c,d e F3,. This is because, when DDTF,(c,d) = 4, (c,c,d) € A, for b = d,
(wec + ot e d) € A, for b = do + o?¥+1 and (W% + o c,d) € A, for
b = dw? + 2 *!. Finally, from Corollary 7.2, we have LBCT,(a,c,d) = 4, for
a€{c,oc+ @'l w2 4+ o2t }. Thus, by reordering the indexes, we complete the LBCT
case.

Similarly, one can write the set

B = {(c, d,d), (c,d, do+a*" ), (c,d, do* + *" 1) | DDTp (¢, d) = 4} ,

as, in the case DDTf, (c,d) = 4, (c,d,d) € B,fora = ¢, (c,d,dw + 04235'*'1) € B, for
a=wc+aX ! and (¢, d, do?* + aZzs“) € B, fora = w?c + «®*!. Hence, one can get
the UBCT of the Kasami function by reordering the indexes. O

Example 7.8 The examples given in Table 3 (g denotes a primitive element of 52 ) illustrate
Corollary 7.7:

Bracken and Leander [4] studied the differential uniformity of F3(X) = X2 +2'+! over
Fy» where n = 4s, which is often known as the Bracken—Leander function. They showed that
F3 is differentially 4-uniform, and its nonlinearity is =1 _ 2%, Further, Calderini and Villa
[6] investigated the BCT entries and showed that the boomerang uniformity of the Bracken—
Leander function is upper bounded by 24. Here, we first recall some results from [21] that will
be used to compute the EBCT, LBCT and UBCT entries for the Bracken—Leander function.

Lemma 7.9 [21,Lemma 1] Forany X € Fon and ¢ € Fon, lett = Tt} (c + 1) € Fos, n = 4s.

) FF(X) + F3(X + 1) = ¢, then Tr{(X) = t.
(2) Let Z = X + X%'. Then F3(x) + F3(X + 1) = ¢ holds if and only isz + @+ 1DZ+
P+ =0and X2+ X+ 2 + 27 + 22 4 c+1=0.

Next, we define W to be the set of all X € Fy» such that there exists X’ € Fon \ {X, X + 1}
with X25 42+ (x4 )22 H2+1 = x22 42+ g (x7 4 1)2+ 2+ We now recall a result
describing W explicitly.

Lemma7.10 [21, Theorem 2] Given elements u € Fo2s \ {F2s} and v € Fon \ {F52s} such that
u+u® =1,v+ w2 = 1, which always exist, then X € W ifand only if X = (tu+p)v+r,
wheret € Fas\{1}, T € Fyos, and B € Fys satisfies p = (t4+1)" (@ +a)+ @+ 1) @ +u)+1,
for some a € Fps.

Remark 7.11 The proof of the above lemma also shows that X’ = X + (+ + Du + «.

Next, we determine the EBCT, LBCT and UBCT entries for the Bracken—Leander function.
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Corollary 7.12 Let F3(X) = X2EH2H oy Fon, where n = 4s. Then for a, b, c,d € Fon, we
have

2" ifa=b=c=d=0,
DDTp,(a,b) ifc=d =0anda #0,
DDTF3(c,d) ifac #0,a=candb=d; ora=0,b=0andc # 0;
or DDTF3(c, d)=4,a =c((t + Du + a) and
b=da+ (t+ Du’) + F30)y;
or DDT g (c, dy=4,a=c((t+ Du+a+1)and
b=d(@+ (t+u® + 1)+ F3(0)y,
0 otherwise,

EBCTF3 (a,b,c,d) =

where t = Tr" (ngc)), and F3(tu+ Bv+ 1)+ F3((tu+ Bv+174+1) = %

2n ifb=c=0,
DDTp (b, c) ifa=0andb #0; or
DDTF3 (b,c) =2,ab #0anda = b; or
DDTF3 (b,c) =4,ab #0and
ae{b,b((t+ Du+a),b((t+ Du+a+ 1)},
0 otherwise,

LBCTf, (a, b, ¢) =

where t = Tr!! (F3(b)> and F3(tu + Bv+ 1)+ F3((tu+Bv+ 1+ 1) = F3(b)’ and,

|Fy e +Im(F3))| ifa=b=0,
DDTF;(a, b) if DDT gy (a, b) =2,a # 0and c = b; or
DDTp, (a.b) =4,a #0,
c e b, bla+ ¢+ Du?') + Fy(a)y, and
bla+ @+ DA +u)+1)+ F3(a@)y},
0 otherwise,

UBCTF3 (a,b,c) =

where t = T2 (725, Fa((@u + Byo+0) + Fa((u+ Bv+ 7 + 1) = glos, Im(Fs) is

the image of F3 and F3 (-) denotes the preimage of the argument. In particular, if F3 is a
permutation, or equivalently if s is odd, then |F3_1 (c + Im(F3))| = 2"

In all the computed tables, y = ((t + DYt +a)+ e+ D3 +u®) + ot + ot +
1t + Du+u?), 1 e Foos, u € Foos \ {F2s}, v € Fon \ {Fo2s} satisfying u + u? =1,
v+ v = 1, and B € Fos satisfying B = (¢t + D7 Me24+a)+ @+ D@2 +u) + 1, for
some o € [Fos.

Proof By Corollary 7.1, EBCTE,(a, b, ¢, d) is equal to

DDTpy(a,b) ifc=d =0,

DDTpy(c,d) ifac#0,a=candb=d; ora=0,b=0,c#0; or
DDTp;(c,d) =4,a =z1 + z2 and b = F3(z1) + F3(22); or
DDTpy(c,d) =4,a =z + 22 + cand b = F3(z2) + F3(z2 +©),

0 otherwise,

where z1, z1 + ¢, z2, 72 + ¢ are the four solutions of the equation F3(X + ¢) + F3(X) =d if
DDTp,(c, d) = 4. This is equivalent to F3 (¥ + 1) + F3 (£) = ﬁ having solutions

{Z‘ 41,2 2 —|—1} We can simplify F3 (%+1)+F3(§) = Fg(c) as

c’c ¢’

X\ 22428 3\ 25 +1 W\ 2+ 2 x\2 x d
= +(= +(= +7) +(T) +o+1=
c c c c c F3(c)”

@ Springer




The revised boomerang connectivity tables

Let Tr} (%@ + 1) =Tr} <%) = t, where Tr}] denotes the relative trace map from Fy»
to Fps.

First assume that + = 1, then from the proof of [4, Theorem 1], we know that
F3(% + 1) + F3(§) = F;i( 5 can have at most two solutions, a contradiction. Next,
for t # 1, from Lemma 7.10, for u € Fyy \ {F2s} and v € Fan \ {Fys} such that
u+ur =1, v+ v¥* = 1, we know that % e Wif and only if 2 = (fu + v + 7
and 2 € {2+ (¢ + Du+a, 2 + (1 + Du+a + 1}, where 7 € Fpor, and € Fys satis-
fies the relation 8 = (t + DY 4+ a) + (¢ + D(u? + u) + 1, for some « € Fys. Thus,
F3(§ +1)+ F3(%) = % can be written as F3((tu +B)v+ 1)+ F3((tu+B)v+t+1) =

d

F3(c)*
Again, we divide our analysis into the following two cases:

Case 1 Let 22 = %L 4 (+ + Du + «, then we have a = c((t + Du + ). Now, b =

2s s 2s s s s -
F3(z1) + F3(z0) = 22 241 g 204240 (0 (my () 4 B3 4 (1 4 D+ ).

For y; =% and D = we have

d
oL
b =R+ FBO1+0+Dut+a)

F3(c)

=@+ @+ DOy FH P L@+ D0 07 )
@+ DO 4 @+ 4+ DG+ P + (@ + (@ + D+
=@+ @+ D)+ @+ ¢+ D) +y¥ +y) + @+ ¢+ Duy(1 + D)
@+ DOTF @+ + DO+ 38 + @+ @+ Duy? 2
=+ D+ B+ DOT +37 +y) + @+ @+ Duy(1 + D)
e+ DOT T 4 @4+ DO+ ) + (@4 (¢ + Dy T2
=@+ Du+B+D(tu+p+ u* + ™ + 1) + (@ + (t + Du)(1 + D)
(1 + D+ B2 1w + B) + 72
+ @+ (4 D) u+ ) + (@ + (t + huy? +2+!
=@+ DD +tu+B+ 1)+ @+ D(tu+ B+ D(tu+ )+ (@ + (¢t + Du)(1 + D)
F (4 D@+ ¢+ Du)(tu + B) + (@ + (¢ + Du)? T2+
=@+ @t+ DD+t + D@ +a®) + @+ D3t +ud)
+ ot ot +1(t+ D)(u+ u?).
The above expression will give us b = d(a + (1 + Du®) + F3(c)((t + D)~ a* + o?) +
(t+ 13w +u®) + %t +at + 1t + D(u +u?) = d(@ + (t + Du®) + F3(c)y (say),
where y = ((t + D7 e + o) + ¢ + D3 + u?) + ot +at + 1t + D + u?)).

Case 2 Let 272 = %‘ + (t + Du + o + 1, then by the same argument as in Case 1, we have
a=c((t+Du+a+1)andb=d@+ ¢+ Du> + D)+ F)(+ D7 a* +a?) +  +
D3u* +u?) + ot +at + 1 + D+ u?)).
Combining both of these cases, we get the EBCT entries for the Bracken—Leander function.
Next, we compute the UBCT and LBCT entries for the Bracken—Leander function. Using
Corollary 7.1 the LBCT entries are straightforward to determine when acd = 0, except
the case where a # c,ac # 0 and d = 0. Furthermore, if ac # 0,a # cand d = 0,
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the conditions derived for LBCT entries are identical to those obtained for the case where
acd # 0 and a # c. Similarly, in the case of UBCT entries, we only need to focus on the
case when ¢ # 0 and bd = 0 as the other cases are trivial if bcd = 0. The conditions in this
case are identical to those for bed # 0. Therefore, it is sufficient to determine the UBCT and
LBCT entries when a, b, ¢, d € IF},.

We then use (also its notations) of Corollary 7.2 to compute the LBCT and UBCT
entries for the Bracken-Leander function when abcd # 0. As we have computed
EBCTF,(a, b,c,d) = 2,whena = c¢,b = dandDDTF,(c, d) = 2,thenLBCTF; (a, ¢, d) =
2, for a = ¢ when DDTp;(c,d) = 2 and, UBCTp(c,d,b) = 2, for b = d when
DDTg(c, d) = 2.

Also, A ={(c,c,d), (c(t+Du+a),c,d), (c(t+Du+a—+1),c,d) | DDTpy(c,d) =
4}, as, in the case DDTFr;(c,d) =4, (c,c,d) € A, forb =d, (c((t + Du+a),c,d) € A,
for b = d(a + (t + Du?) + F3(c)y and (c((t + Du + @ + 1),c,d) € A, for b =
d(a+ (t + l)uzs -+ 1) + F3(c)y. Thus, from Corollary 7.2, we have LBCTF, (a, ¢, d) = 4,
fora € {c, c((t + Du + «), c((t + D)u 4+ o + 1)}. This completes the LBCT case.

Similarly, one can write B = {(c, d, d), (¢, d,d(a + (t + Du?') + F3(c)y), (¢, d,d(a +
(t+ Du? +1) + F3(c)y ] DDTp;(c,d) = 4}, as, in the case of DDTp,(c,d) = 4,
(c,d,d) € B,fora=c, (c,d,d(a + (t + l)uzj) + F3(c)y) € B, fora = c¢((t + Du + @)
and (c,d,d(a + (t + l)uzk + 1)+ F3(c)y) € B,fora=c((t + Du+ o +1).

Hence, we get the LBCT and UBCT of the Bracken—Leander function by just reordering
the indexes. ]

Example 7.13 To illustrate Corollary 7.12, Table 4 gives explicit values of the LBCT and
UBCT entries of Bracken—Leander function over IF;S = (g) (g is a primitive element of
F24s )

Via our Corollary 7.1, we can also give a very short proof for the EBCT, LBCT and UBCT
entries of the inverse function for n even, which is the main result in [13, 17] (for n odd,
see the previous section). Since Fy is a permutation, the case for abcd = 0 follows directly
from Lemma 2.8. Therefore, we focus our discussion in the following corollary on the cases
where a, b, c,d € IF},.

Corollary 7.14 Let F4(X) = X2"=2 on Fon, where n is even. For a, b, ¢, d € F%,, we have

4 ij‘a:c:%:%;or
EECT (b e d =Lld=1 and@d)?+ad+1=0,
Fy(@.b.c.d) = ifa:c,b:d,d;égandTr(£)=o,

0 otherwise,

4 ifa:b:%; or
b:%,(ac)2+ac+1:0,
2 ifa:b;egTr(&)zo,

0 otherwise,

4 ifb:c:%; or
b:%,(ac)z—i-ac—l—l:(),
2 ifc:b;s%,Tr(ﬁ):o,

0 otherwise.

LBCT;::4 (a,b,c) =

UBCTg, (a, b, c) =

Proof For all three results, we have to study the spectrum of the inverse function, which
can be found, for instance, implied in the proofs in [13, 17], but we recall it below for easy
reference.
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The equation (X + A)QL2 + X% =2 = B, for A, B # 0, and n even, gives:

o If X =0orX = A, then B = %, otherwise there are no solutions.
o If X # 0, A, then the equation is equivalent to X> + AX + % = 0, which has two
solutions if and only if Tr (AI—B) = 0, and zero solutions, otherwise.

By Corollary 7.1, EBCTF, (a, b, c, d) is equal to

DDTF4(C, d) ifa=c,b=d, or
DDTp,(c,d) =4,a =z1 +z2,b = Fy(z1) + F4(z2), or
DDTg,(c,d) =4,a =z1 + 22 +¢,b = Fa(z1) + F4(z2 + ¢)
0 otherwise,

where 71, 21 + ¢, 22, 22 + ¢ are the four solutions of the equation F4(X + ¢) + F4(X) =d,
if DDTF,(c,d) = 4.

Ifa=c,b=d d#!andTr(Z) =0, then EBCTf,(a, b, c,d) = DDTf,(c,d) = 2.
Ifd = %, and without loss of generality, we let z; = 0,20 = wc. If a = ¢,b = d,
then EBCTf,(a,b,c,d) = DDTE,(c,d) = 4. Ifa = 21 + 220 = wc and b = Fyu(z1) +
Fi(z2) = i, then EBCTf,(a, b, c,d) = DDTfg(c,d) =4.Ifa=z1+20+c = w?c and
b= Fy(z1)+ Fa(za +¢) = i, then EBCT, (a, b, ¢, d) = DDTg,(c, d) = 4. Note that
these last two cases can be summarized as b = é, d = % and (ad)* + ad +1 = 0. In all
other cases, EBCTf, (a, b, c,d) = 0.

We now compute the LBCT and UBCT of the inverse function using Corollary 7.2. As
we have seen EBCTf, (a, b, ¢, d) =2, whena = ¢,b =d,d # 1 and Tr (1;) = 0, we infer
that LBCTF,(a,c,d) = 2ifa = ¢ # % and Tr () = 0. Similarly, UBCTF,(c, d, b) = 2
ifb=d # L and Tr(4) =0.

Clearly, when d = %, we can write A = {(c,c,d), (wc,c,d), (a)zc, c,d)
DDTE,(c,d) = 4}, as, in the case DDTfg,(c,d) = 4, (c,c,d) € A, for b = d,
(we, c,d) € A, forb = i and (%c,c,d) € A, forb = ﬁ Thus, from Corollary 7.2,
we have LBCTg,(a,c,d) = 4, fora € {c, wc, a)zc} and d = % This is equivalent to
LBCTf,(a,c,d) =4 whend = ! and (ad)? + ad = 1 = 0.

In a similar way, one can writt B = {(c,d.d),(c.d, 1), (c.d,b = L) |
DDTp,(c, d) = 4},as,inthecase DDTf, (c,d) = 4,(c,d,d) € B,fora =c,(c,d L ) € B,

> we
1

v 2s) € B, for a = w?c, and the claim follows. O

fora = wc and (c, d

Using Remark 2.6 and our results for the inverse function, we can easily compute its FBCT
(also found in [12]).

Corollary 7.15 Let F4(X) = X?2"=2 over Fon, with n even. Then, for a, b € F%,,

2%, ifa=b,
FBCTfg,(a,b) =14, if (%)2 +4+1=0,
0 otherwise.

Proof 1If a = b, then trivially FBCTF, (a, b) = 2" for any function Fy4.If a # b, by Corollary
7.14,LBCTF,(a, b, c) isnonzeroif and only if b = 1, (ac)2 +ac+1 = 0, which is equivalent

c

t0b =1, (%)’ +4 44 =0.Tn that case, LBCT, (4, b, ¢) = 4. The result follows. u]
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8 DBCT for the Gold function

In this section, we study the DBCT entries for the Gold function. To this end, we need
the LBCT and UBCT entries of the Gold function, which we have already computed in
Corollary 7.3. Also, if s|n, then for any o € Fon, we have Zl -0 a? = TrY (), the relative
trace of Fon over Fps. If s { n, then the elements of Fpn can be embedded in Fosm, since
m= m.

Theorem 8.1 Let Fi(X) = X2t over Fon where ged(s, n) =t and m = % is odd. Then,
221 ifad =0,

DBCT, (a,d) = {22 (2" = 2) + [N(a, d)|) ifad;éo,Trg:m< u4,uelF;,\{1},

___d _
(a25+1)25+1 -

sm b _ mesm d _
Trg <a2f+1) = Trg <b25+1> = m}

Proof First, assume that a = 0 or d = 0, then using definition of DBCT, we can write
DBCTF, (a,d) = 22" Here F) isa permutation as m is given to be odd. Thus, fora, d € F},,
we can write

2% . |N(a, d)| otherwise,

where |N(a, d)| denotes the cardinality of {b e %,

DBCTp, (a,d) = Y | UBCTF, (a. b, ) LBCTf, (b, c.d) + Y UBCTF, (a. b, c) LBCT, (b, ¢, d).
b=c b#c

Recall, for a, d € F%,, t = gcd(k,n) and m = %,

2! T () =T (1) and b € cF, for b, e, d € F,
LBCTF, (b, ¢.d) =\ DDTp, (c,d) ifb =0,

0 otherwise,

2 T () =T (1) and fora, b, ¢ € T,

celb, (u+ uHa® ! v ub,u e I, \ {13},
DDTF, (a,b) ifc=0,
0 otherwise.

UBCTpF (a, b, c) =

Clearly for b = 0, we have DDTF, (a, b) = DDTF,(a,0) = 0 as a # 0, thus, giving us
UBCTF, (a, b, ¢) = 0 and similarly for ¢ = 0, we get DDTf, (¢, d) = DDTf,(0,d) =0 as
d # 0 giving us LBCTF, (a, b,c) = 0.

When b # c, then UBCTF, (a,b,c) = 2" only if ¢ = (u + uz)a2s+] + ub and
DDTp, (a,b) = 2!, where u € F3\{1}. Also, LBCTF, (b, c,d) = 2" only if b = vc
for some v € IF;, and DDTp, (c,d) = 2'. After combining them, we have ¢ = (u +
u?)a®*! + uve, and DDTF, (a, b) = DDTF, (c,d) = 2'. Notice that v # u~', because
otherwise a = 0. Thus, we have ¢ = wh?) 2741 40 therefore, b = vwtu?) 2541 Then

1+uv 1+uv
UBCTp, (a, b, ¢) = LBCTf, (b, c,d) = 2' if DDTf, (a,b) = DDTf, (c,d) = 2' which

m— 1 b2s1 . m— 1 dz.w _ _on . A A
is the same as )/ Ty =y Siey = M where m = 7. This is equiva-
m—1 v(u+u2) 27 m—1 4"
lent to ) 71, =" > — = m. One can see that the first
1=l I+uv =l ((l]:+u ) 2541251 (25 +1)
+uv

. m—1 (v(u+u?) 2si ) . v(utu?)
equality Y 7, Truo = m, is nothing but m i ) =m.asu,v € Fyr € Fos.
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Table 5 DBCT entries for the

d DBCT ,d
Gold function X2 +! over Fon s a " ki (a.d)
2 Pl g2 S+l 160
6 2 g63 g56 - 64
0 2 gt glse  _ 1024
10 4 g g% PP+l 1024
2
.. . u v+ 1 . 2 )
This is the same as saying m wrl 0, or equivalently we have = v”;rll = 0 or equiv-
. 2 . .
alently, v = i, as m is odd. Then we have “2tl — 0 or equivalently, v = L This
u? uv+1 u2
. . S s S A
will give us ¢ = u?(@**!) and b = % *!. Thus, for b = ¥t and ¢ = W2 @¥ 1,
m—1 bzxi _ dzvi
we have Y [, g feoney = 1(= m (mod 2)). Also, Y /" 0 W = m for some
dz\l N .
a,d € Fy. Obviously, such a and d always exist because Zl 0 T = 1if
) . dzsi . 28 .
and only if there exists an A € [Fosm such that e 14+ A+ A“ . Finally,
we can conclude that for all u € T, choosing ¢ = u2(a25+1) and b = a25+1, for
_ 28t
UBCTF, (a, b, ¢) = LBCTF, (b, ¢,d) = 2', we should have D = U L ———

=0 ut (@2 +1)25 @5+
Therefore, DBCT, (a, d) = 22 (2! — 2) if Tr$" (W) = u*, for some u € F%,\{1}.
Ith = ¢, thenzb cUBCTFl (a b ¢)LBCTy; (b, c.d) = X, DDTr, (a. b) DT, (b. ).

251 . .
when )7 m =" 0 b2” o, = m-If any of these sums is different from m, then

the product of the DDT entries is 0. Hence, we need to compute |N (a, d)|, that is,

m—1 bzsi m—1 dzsi
— * — —
N(‘L d) =\be FZ” Z azsi(2x+1) - bzxi(2s+1) -
i=0 i=0
b d
= {b (S F;n Trim (W) = Trim <b2&+1) = m} ,
which completes the proof. O

Example 8.2 Toillustrate Theorem 8.1, in Table 5 we give explicit values of the DBCT entries
of the Gold function over F5, = (g), where g is a primitive element of Fx.

9 Conclusion

We have determined the entries of the newly proposed Extended Boomerang Connectiv-
ity Table (EBCT), Lower Boomerang Connectivity Table (LBCT) and Upper Boomerang
Connectivity Table (UBCT) of a §-uniform function by establishing connections with the
entries of the well-known Difference Distribution Table (DDT), which we consider to be a
significant observation. We also give the EBCT, LBCT and UBCT entries of three classes of
differentially 4-uniform power permutations, namely, Gold, Kasami and Bracken—Leander.
Moreover, it turns out that one of our results covers the result of Eddahmani et al. [13] and
Man et al. [17] for the inverse function over F2». We also compute the DBCT entries for the
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Gold function. We further challenge the community to determine the DBCT entries of other
classes of interesting functions, such as Kasami and Bracken—Leander functions over .
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