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resilient Boolean functions. It is well known that the resiliency of a Boolean function
and its polynomial degree are directly connected. We first show that borrowing an
idea from complexity theory, one can implement resilient Boolean functions on a large
number of variables with little amount of circuit. Further, we also look into the search
techniques used in the construction of resilient Boolean functions to show the existence
and non-existence results of functions with low polynomial degree and high sensitivity
on small number of variables. In the process, we settle some previously open problems.
Finally, we extend the notion of sensitivity to higher order and present a construction
with low polynomial degree and higher order sensitivity exploiting Maiorana-McFarland
functions. The questions we raise identify novel combinatorial problems in the domain

Resil_ie‘nFy of Boolean functions.
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1. Introduction

Two of the central properties of Boolean functions studied extensively over the past three decades in complexity theory
are the real polynomial degree pdeg(f) and sensitivity s(f) (see Sections Section 2.1, respectively 2.2, for their definitions).
These notions have important implications in the domain of query complexity [2,3] (and not only), where finding functions
with lower polynomial degree than sensitivity generates more candidates for obtaining super-linear separation between
two of the query complexity models, the classical deterministic and exact quantum models (we say that there is a super-
linear separation between the ft&?gti?n)ls f and g, if [f(x) — g(x)] = w(x) as x — oo, where the Landau symbol w(-) has its

X)—gX)| __ OO)

usual meaning, that is, lim,_, o e =
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An important open problem, which was studied extensively, was to determine the maximum possible separation
between sensitivity and polynomial degree. We see that the problem reduces to finding the separation between the
number of variables and the real polynomial degree in a fully sensitive function (a function f on n variables with s(f) = n).
Simply put, a necessary and sufficient condition for have full sensitivity in a function f on n variables is to have an input
point x € {0, 1}" such that f(x) = f(x!) (the over-line is the complement of the input), 1 < i < n, where X' is obtained
by altering the value of the ith bit of x. Thus, we fix the output corresponding to some n + 1 input points, of the total 2"
input points, which, interestingly, greatly restricts the real polynomial degree of the function. Without any restriction, a
function that depends on all of its variables can have pdeg(f) as low as O(logn) (the Landau symbol O(-) has its usual
meaning; specifically, f = O(g) means [f(x)| < cg(x) holds with some constant ¢ > 0, for x sufficiently large). However,

one of the seminal papers [14] in the study of Boolean functions dictate that pdeg(f) = £2 ( s(f )% (the Knuth symbol £2

is the asymptotic lower bound, that is, f = §2(g) if and only if g = O(f)). Furthermore, apart from the famous recursive
amplification method (which is also known as the function composition) there does not exist any known method to obtain
functions with non-constant separation between s(f) and pdeg(f). In fact, the maximum known separation between s(f)
and pdeg(f) is achieved by finding and recursively amplifying a 6 variable function with s(f) = 6 and pdeg(f) = 3 (due
to Kushilevitz [13]). This results in a function f on n = 6¢ variables with full sensitivity n and polynomial degree of 3¢ so
that s(f) = pdeg(f)'*#3° ~ pdeg(f)"* [14].

Interestingly, the real polynomial degree is intrinsically connected to the cryptographically important property of
resiliency r(f) (see Section 2.1 for the definition). That is, if an n-variable function f has pdeg(f) = m, then the function
g =f @ L, is (n — m — 1)-resilient, where £, is the all variable (symmetric) linear function. In this paper we refer to g
and f as each other’s dual, and we define the dual sensitivity ds(f) property, where a function g has full dual sensitivity
if and only if there exists a point x € {0, 1}" such that g(x) = g(x!), 1 < i < n. This results in a one-to-one connection
between the pdeg(f)-s(f) relationship and r(g)-ds(g) relationship, where g is the dual of f. Resilient Boolean functions
have received a lot of interest in construction of symmetric ciphers as evident from [4,8,11,17] and references therein.

In this paper, we show that the techniques from complexity theory and cryptology can supplement each other with
respect to combinatorial aspects of Boolean functions. Further we obtain an efficient construction of resilient Boolean
functions from the recursive amplification method referred above, and also settle several questions on the separation for
Boolean functions on small number of variables through the analysis of resilient functions. Further, we exploit a well-
known Maiorana-McFarland construction [5] of highly nonlinear Boolean functions in obtaining certain results related to
higher order sensitivity that we introduce here.

To elaborate, we extend the definition of sensitivity to a stronger notion of kth order sensitivity (dual sensitivity),
where the known measure of sensitivity is interpreted as the first order sensitivity (dual sensitivity). Obtaining a kth
order sensitive function requires fixing the outputs corresponding to Zf;l (':) input points, compared to n 4+ 1 points
in the case of full sensitivity. We discuss the recursive amplification method in this regard and then observe that this
method can be used to obtain super-linear separation between the number of variables and the polynomial degree in
functions with constant order of sensitivity. However, the recursive amplification method cannot be used in its current
form to obtain separation between n and pdeg(f) for functions with super-constant orders of sensitivity and we need
certain tweaks. Next we study kth order sensitive functions on n variables that have lower polynomial degree using the
Maiorana-McFarland (MM) class of functions, which has been a source of cryptographically important functions for more
than two decades (see [17] for details about Boolean functions, the MM construction, and its cryptographic properties).
In this direction, we develop a construction to obtain super-constant separation between the number of variables n and
real polynomial degree of functions with super-constant orders o(log n) of sensitivity (the Landau symbol o(-) is used in
f = o(g) to mean lim,_, % = 0). That is, we use different properties of resiliency and polynomial degree to obtain
results and constructions that apply to both paradigms of cryptology and complexity theory.

1.1. Contribution and organization

In this paper we study the relationship between sensitivity and real polynomial degree of Boolean functions using
the connection between real polynomial degree and resiliency, a widely studied property in the domain of complexity
theory and cryptology, respectively. We extend the study of the relationship between sensitivity and polynomial degree
by looking into the resiliency-dual sensitivity relationship as well as the higher order sensitivity, which we define by
naturally extending the notion of sensitivity.

In Section 2, which explains certain background materials, we describe the properties of sensitivity, resiliency and
real polynomial degree of Boolean functions. We then define dual sensitivity, so that there is a one-to-one connection
between “resiliency-dual sensitivity” and “polynomial degree-sensitivity”. Next, we extend the notion of sensitivity to
higher kth order sensitivity and correspondingly, we define higher order dual sensitivity and finally describe the need
for understanding the hierarchy that is thus created. We also refer to some of the cryptographically and complexity
theoretically important properties of Boolean functions, like noise sensitivity and variable influence.

In Section 3 we describe the recursive amplification (function composition) method, which has been used to obtain
super-linear separation between sensitivity s(f) and polynomial degree pdeg(f) in the domain of complexity theory,
among other applications. We first tweak this method so that it can admit a larger class of base functions to give the
desired s(f) — pdeg(f) advantage, which is not directly possible in its original form. We then show how this technique
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can be used to obtain functions with very high resiliency so that the corresponding circuit size is ©(n) and the depth
is O(logn), for a function on n input variables. To the best of our knowledge, this is the most efficient implementation
for certain classes of resilient functions. We further discuss the nonlinearity profile of such functions and obtain some
nontrivial recursive lower bounds. We complete this section by showing that the recursive amplification method can be
used to obtain super-linear separation between n and pdeg(f) for functions with constant higher order sensitivity. We also
present some technical results on the nonlinearity of the functions obtained via the recursive amplification to conclude
this part.

Next in Section 4 we observe the s(f )-pdeg(f ) relation for functions on small number of variables (up to 10). The study
of Boolean functions on small number of variables towards obtaining interesting properties has been the subject of study
for the last two decades (see [8] and the references therein). In this regard we use the properties of polynomial degree
and resiliency to give answers to some open questions. Specifically we obtain the full characterization of all 6 variable
fully sensitive function with pdeg(f) = 3 and also show that there does not exist any 7 variable fully sensitive functions
with pdeg(f) = 3, which were previously not known. The result for n = 7 is particularly important as this implies that
the smallest n, for which we can search for functions that can be recursively amplified to overcome the currently known
separation between sensitivity and polynomial degree, is n = 10. For n = 8,9 and 10 we check the rotation symmetric
classes and obtain previously unknown 9 variable fully sensitive functions with pdeg(f) = 4.

Finally in Section 5 we discuss functions with high orders of sensitivity. We first observe that the recursive amplification
method does not give us non-constant separation between n and pdeg(f) in such cases. In this direction, we use
the Maiorana-McFarland constructions, which has widely been utilized to construct functions with good cryptographic
properties. We use the real polynomial structure of this class to obtain fully sensitive functions on n variables with
pdeg(f) = n — ®(logn) (the Landau symbol ©(-) has its usual meaning — see the preliminaries section, below). Note
that this is not surprising as we have much larger separation using the recursive amplification method. However, we
show that this method can be extended for super-constant orders of sensitivity and design a construction to obtain non-
constant separation between n and pdeg(f) in o(log n) order sensitive functions. Specifically, we design kth order sensitive

. . . log( % —k)—log(k Lo o .
functions on n variables with pdeg(f) = O (n - M , which is the final contribution of this paper.

We conclude the paper in Section 6 by summarizing our results and laying out future directions to better understand
the hierarchy of how higher order sensitivity restricts the polynomial degree of Boolean functions and discuss possible
cryptographic implication of the mentioned characterization.

2. Preliminaries

Let us first define some notations that we use frequently in the paper. We denote by x an element of F} (the n-
dimensional vector space over the two-element field F,) and its individual bits are expressed as x;, 1 < i < n, where
x; € F,. We use @ to denote the addition in both F, and F}. We denote by 1, and 0, the all one, respectively, all
zero element in F}. We denote by 1,_;||0; the element in F, whose first n — i bits are one and the last i bits are zero.
Further, we denote by [n] the set {1, 2, ..., n} and by |S|, the cardinality of a set S. In what follows, we use the Landau
symbols O and o, as well as Knuth symbols §2, ©, with their usual meanings. As defined earlier, recall that A(x) = O(B(x)),
A(x) = £2(B(x)) mean that the inequality |A(x)| < cB(x), respectively, |A(x)| > cB(x), hold with some positive constant c,
when their variable x is sufficiently large. Further, A(x) = ®(B(x)) means that both A(x) = O(B(x)) and A(x) = $2(B(x))
hold when x is sufficiently large, and A(x) = o(B(x)) means that A(x)/B(x) tends to zero, when x approaches co.

Now let us look at the properties of real polynomial degree and resiliency of Boolean functions and the relationship
between these.

2.1. Resiliency and polynomial degree

Corresponding to any Boolean function f : F; — F, (which can be represented via its truth table, that is, the output
vector, or the algebraic normal form, that is, the multivariate polynomial representation) there exists a unique polynomial
p : F§ — R so that f and p output the same value for all possible inputs. This polynomial is unique for any representation
of F, (the additive, {0, 1}, or multiplicative, {—1, 1}). In all such cases, the corresponding real polynomial is also multi-
linear and the degree of the real polynomial is the same for any such representation. In this paper, we take the real
polynomial of a Boolean function f as p : F}; — R such that p(x) = f(x), Vx € Fj. As expected, the real polynomials
degree is the degree of this polynomial.

The real polynomial degree of a Boolean function is intrinsically connected to the cryptographic property of the
resiliency. The connection stems from the structure of the Walsh spectrum (the output multiset of the Walsh transform
— defined below) of a Boolean function. For X = (X1, X2, ..., Xs), @ = (w1, w2, ..., wy) in F} and X - w, the usual inner
product in F7, we define the Walsh transform (the discrete version of the Fourier transform) of a function g : F}, — F, at
the point w € F} by

Wg(w) — Z(_1)g(x)+a)<x.
xeF}
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A Boolean function g is called m-resilient if W(w) = 0, for 0 < wt(w) < m. Here, wt(-) denotes the Hamming weight,
that is, the number of nonzero components in the input. The nonlinearity of an n-variable Boolean function g, denoted
by NL(g), is the minimum Hamming distance from g to the set of all the affine functions, where any affine function I(x)
has the form w - X @ ¢ with w € F} and ¢ € F». It can be easily checked that the nonlinearity of g can be computed by
NL(g)=2""1— % max,epn |Wg(w)|. We now look into the unique real polynomial corresponding to any Boolean function.
If we transform the inputs x; to y; where y; = (—1)" (the same as y; = 1 — 2x;), then we have another unique polynomial
pr : {—1, 1}" — R such that p(x) = pr(y) where y = (y1, ..., yn). It is easy to see that deg(p) = deg(py), and this value is
called the polynomial degree of f, denoted by pdeg(f). Now pr can be expressed using the Walsh spectrum of the function
f in the following manner. With y® = wa:l vi, we have

) We(o)
B = Y, —5x"
we{0,1}"

Thus, a function f has a polynomial degree k if and only if Wr(w) = 0, Yo with wt(w) > k. Furthermore, a function f
is k-resilient if and only if Wy(w) = 0, Yo with wt(w) < k. Finally, we note that given a function f, Wy(w) = Wig,(®),
where @ = o ® 1, and £, = ®_,x;. These structural arguments gave rise to the famous result connecting the resiliency
and polynomial degree of Boolean functions.

Theorem 2.1 ([15], page 150). If a function g is k-resilient then the function f = g & £, will have a polynomial degree of
n—k— 1, where £, = ®_;x;.
Thus, it is clear that a Boolean function g is m-resilient if and only if pdeg(f) =n—m — 1.

Next, we study the notion of sensitivity and also, that of dual sensitivity, which we define to better understand the
connection between resiliency and polynomial degree.

2.2. Sensitivity

For any x € FZ, we let X' to be x with the ith bit of x flipped (complemented). The sensitivity of a Boolean function

f :F} — F, at a point x can be defined as s(f, x) = |{i € [n] : f(x) # f(x')}|, and the sensitivity of a function is

s(f) = maxs(f, x).
xeF)

Sensitivity, and different variants of it, such as Gaussian noise sensitivity [9] and average sensitivity [6] are well studied
metrics of Boolean functions with implications in complexity theory, learning theory [10], and beyond.

It is natural to consider the situation where we want the function to have the same value even if multiple input bits
of x are flipped regardless of their position. In this direction, we define the kth order sensitivity of a Boolean function. For
any set S C [n] and the input point x € F} we define x®) as the input point obtained by flipping the jth bit of x for all
j € S. Sensitivity is defined around the notion of flipping any single component corresponding to a given input where the
output of the function remains unchanged. In this regard we define kth order sensitivity of a function in the following
manner.

Definition 2.2. We call a function f : F}, — [, kth order sensitive if there exists X € F} such that
fx)£f (X)), vScn], 1<|S| <k

That is, f is kth order sensitive if there exists an input so that flipping any i < k of the component bits of the input,
changes the function’s output. Thus a first order sensitive function is simply a function with s(f) = n. The main implication
of kth order sensitivity is that it indeed further restricts how low the degree of the real polynomial corresponding to the
function can be. Without any restrictions we know pdeg(f) can be as low as log n for functions that depend on n variables.
If we fix s(f) = n then the polynomial degree is 2 (v/n).

In relation to kth order sensitivity we show that there are MM type constructions such that there exists non-constant
separation between n and real polynomial degree of functions with t(n)-order sensitivity, where t(n) = o(log n). Studying
this hierarchy and motivating understanding the relationship between sensitivity order and the minimum possible
polynomial degree is the central theme of the paper.

2.3. Dual sensitivity

Given a function f on n variables with polynomial degree m, we call the function g = f @ £,, the dual of f, which has
n —m — 1 resiliency. The dual sensitivity of a function f : F; — T, at a point x is defined as ds(f, x) = |{i € [n] : f(x) =
f(x")}|. The dual sensitivity of f is

ds(f) = maxds(f, x).

xeF}
This notion can be extended to kth order dual sensitivity in the following manner.
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Definition 2.3. We say a function g is kth order dual sensitive if there exists x € [}, such that, forallj: 1 <j < k we
have:

e If j =0 mod 2, then f(x) # f (x*) , VS C [n] with |S| =}
e If j=1mod 2, then f(x) = f (x*)), VS C [n] with |S| =ji.

That is, a function is kth order dual sensitive if there is an input point such that if we flip the values of any odd number
< k of input bits then the function’s output remains unchanged and if we flip any even number < k of input bits then
the function’s output gets complemented. The next proposition is immediate.

Proposition 2.4. A function f on n variables is kth order sensitive if and only if its dual g = f @ L, is kth order dual sensitive.

Note 2.5. In this paper we only talk about fully sensitive functions (for first order sensitive functions) and higher order sensitive
functions and their resilient kth order dual sensitive counterparts. We use the following notations to describe these properties:

e An (n, k, d)-function is a Boolean function of n variables that is kth order sensitive and has real polynomial degree d.
e An [n, k, m]-function is a Boolean function of n variables that is kth order dual sensitive and m-resilient.

Thus, if f is an (n, k, d)-function then g = f @ L, is an [n, k, n — d — 1]-function.

Beyond understanding the hierarchy of how restricting outputs for inputs around a point restrict the polynomial
degree, there are many concepts that touch in one way or another our notion of kth order sensitivity, like (variable)
influence, or noise sensitivity, to name only two such. The influence of the ith variable x; of f of n variables is defined
as Infi(f) = Prob[f(x) # f(x')] where x € I} is chosen equiprobably, and the total influence is then Inf(f) = Z?=1 Inf;(f).
The influence of the ith variable and the total influence on f is related to the Walsh coefficients of f (cf. [16]) as
Infi(f) = 27" Zue]Fg uiWi(u), and Inf(f) = >}, Infi(f) = 27" Zueﬂ?g wt(uW)W7(u). Surely, it is well known that the
total influence is equivalent to edge-boundary size for subsets of the Hamming cube, and ultimately, it is a measure of
the computational complexity of a function, which is very important in cryptography. Also, the Fourier Entropy-Influence
(FEI) conjecture (Friedgut-Kalai [7]) claims that there exists a universal constant C such that for any Boolean function f
we have H(f) < C - Inf(f), where H(f) = Zung f(u) log, ?&7 is the entropy of f. The FEI conjecture implies a version of
Mansour’s conjecture (see [12,16]), which states that given a Boolean function f whose disjunctive normal form (DNF) has
t terms, then most of the nonzero Walsh coefficients are also concentrated on polynomial poly(t) number of coefficients.

Furthermore, our concept of kth order sensitivity can be regarded as the local version of the well known noise
sensitivity, which is a global concept. For a function f : {—1, 1} — {—1, 1} and § € [0, 1], the noise sensitivity NS;[f] is
the probability that f(x) # f(x?), when x is uniformly random and x? is formed from x by flipping every bit independently
with probability § [15]. For example, it can be shown that the noise stability of the constant function is 1, and that of
the majority function, Maj, satisfies limn-s NS;[Maj,] = 2./ + 0(8%?). The noise sensitivity was used in low-degree
algorithms [10], which are very important in cryptography and learning, coding theory and complexity as a local list-
decoding algorithms for the Hadamard codes [15]. These are just a few samples on how our concept is connected to
cryptography and coding theory.

3. The recursive amplification method and related results

We noted already that fixing the value of a function corresponding to n + 1 input points to make a function fully
sensitive, will restrict the polynomial degree to £2(./n). This implies that a fully dual sensitive function has resiliency
n — 2(+/n). We next explore these restrictions by performing a case study of functions on small number of variables
n < 6 along with some basic results. We further look into the recursive amplification method, which is also commonly
known as function composition. This is a well known technique that is used to obtain super-linear separation between
n and pdeg(f) and is also used to obtain super-linear separation between s(f) and pdeg(f). In this section we use this
technique and obtain the following results:

1. A slight modification of the recursive amplification method to obtain super-linear separation between s(f) and
pdeg(f) by starting from any candidate base function.

2. We build highly resilient functions with good nonlinearity, O(n) circuit size and O(log n) circuit depth.

3. We obtain super-linear separation between number of variables n and polynomial degree pdeg(f) for functions
with constant order sensitivity.

It is easy to see that if a function is nth order sensitive then its real polynomial degree is also n. This is because a
function can be nth order sensitive if for a point a € F3, f(a) = 0 and f(x) = 1, Vx € F} \ {a}. Then such a function will
have an odd number of ones in its truth table and thus will have pdeg(f) = n.

The first separation between n and polynomial degree can be found for (n — 1)-st order sensitivity when n is odd, and
for (n — 2)-nd order, otherwise.
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Lemma 3.1. The maximum value of k such that there exists a kth order sensitive function with polynomial degree less than n
is n — 1, where n is odd, and n — 2, otherwise.

Proof. We prove this result via the resiliency idea. The dual of an (n, k, n — 1)-function is an [n, k, 0]-function, which is
a balanced kth order dual sensitive function.

Let g be an (n— 1)-st order dual sensitive function with respect to a pointy € F. Without loss of generality we assume
that f(y) = 0. Then, corresponding to all the points that can be obtained by flipping an odd number of bits, the output is
0, and 1, otherwise, where the maximum number bits that can be flipped is n — 1. That is, g(y) can be both zero or one,
which does not affect the sensitivity order, and the output corresponding to all other 2" — 1 points is fixed.

Case n odd: The minimum number of points x for which f(x) must be zero is

O (e

We can then fix f(y) = 1 and the other 2"~' — 1 points have output 1, by definition, which gives us an n — 1-th order
dual sensitive O-resilient function whose dual f = g & £, is then an (n, n — 1, n — 1)-function.
Case n even: Here, the minimum number of points x for which f(x) =0 is

() () (1) =2

and thus the corresponding function cannot be balanced.

On the other hand if we try to form an (n—2)-nd order dual sensitive function, then the restriction reduces by (nﬁ]) and
becomes 2"~! —n + 1. Meanwhile, the restriction on the minimum number of points with f(X) = 1 remains the same and
then the remaining n points can be fixed accordingly to make the function balanced, which gives us an [n, n—2, 0]-function
whose dual is an (n,n — 2, n — 1)-function. O

It is easy to see that if there exists a kth order sensitive function f with polynomial degree p, then there exist functions
of the same or smaller polynomial degree for (j < k)-th order sensitive functions as well, and the standard implications
about resiliency-dual sensitivity follow.

Now we discuss the recursive amplification method and observe how it gives us functions f¢ on n = d" variables with
low real polynomial degree starting from a function f on small number of variables d, that we call as the base function. We
further observe that this method in its normal form does not always guarantee full sensitivity in f* even when f is fully
sensitive. In this regard we slightly modify the recursive amplification process so that it always preserves the sensitivity in
the function f* formed as a result of the process. Before describing the method and the modifications, let us first observe
the sensitivity-polynomial degree (dual sensitivity-resiliency) relations in functions on 3 variables to motivate the need
for such modifications.

Dimension n = 3:

There cannot be a 3 variable function with pdeg(f) = 1 and therefore the possible function categories are as follows:

1. [3, 1, 0]-functions (correspondingly, (3, 1, 2)-functions).
2. [3, 2, 0]-functions (correspondingly, (3, 2, 2)-functions).

[3, 1, O]-Functions:

g1(x) = X1x2 @ X1X3 D X2X3, £2(X) = X2 D X3 D X1X2 D X1X3 D XoX3, g3(X) = X1 D X3 D X1X2 B X1X3 D X2X3,
24(X) = X1 D X2 D X1X2 D X1X3 D X»X3, and their complements. Therefore the (3, 1, 2)-functions will be their duals
obtained by adding the all variable linear function £4 = x; @ X, @ x3 @ X4 to g and this gives us the (3, 1, 2)-functions
fi=g®La1<i<4

Here it should be noted that the function f; is a symmetric function and the other functions f,, f; and f, are all
isomorphic up to permutation of variable names.

[3, 2, O]-Functions:

Interestingly, all the four aforementioned functions and their complements are also [3, 2, 0]-functions (and their duals
are second order sensitive functions of polynomial degree of 2). That is, all first order sensitive functions are also second
order sensitive (where the polynomial degree of the functions is 3). However, we will observe that is indeed not the case
for higher values of n, as one should expect.
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3.1. The recursive amplification method and its modification

Recursive amplification was used to obtain the largest known separation between sensitivity and polynomial degree
of Boolean functions [3], as well as the first example of separation between exact quantum query complexity and
deterministic query complexity [1], among other separation results. Let f be a function on d variables xq, x5 ... x4 with
polynomial degree p. Then the function f? of d? variables defined as

PP x2) = F(Fx oo %) f(Xass - X0a), - oo s fRe—gyns -5 Xa2))
has polynomial degree p?. This process can be generalized as follows
fi+1(x1, ey Xgit1) =f(fi(X1, ey Xgi)y e ,fi(Xdi+17di+l, Xgi+1 ))

Then we have the function f* on n = d" variables such that pdeg(f*) = p" for any function f with d variables. Here, we
note that if we replace any instance of f' with fi or any function with the same polynomial degree as f' in any step of
the recursion the results remain unchanged, as expressed by the following fact.

Fact 3.2. Let f be a function defined on d variables with pdeg(f) = p1 and fi1, f, ..., fs be functions each of d variables of
polynomial degrees p,. Then the function

F=fita, o xa)soo filXpgyrs s X))
has pdeg(f) = p1pa.

1. f1 = f, where f is a function on d variables.

2. fH—l (X],...,XdH»‘l) =f(fl (X‘l, ...,Xdi),...,fi (X(dfl)dLF]’ ...,Xdi+1)).

Thus if we can also increase the sensitivity of the function in the recursive amplification process in the same rate, then
starting from a base (d, x, y)-function f we can recursively amplify it to get a (d“, x*, y*)-function f¥, which in fact gives
us super-linear separation whenever x > y. However, although the polynomial degree of f! is guaranteed, the case of
sensitivity is not so straightforward. Consider the functions f; and f, defined on 3 variables, which have the properties:

e pdeg(f2) = 4.
° S(f12) =09.
° pdeg(fzz) =4
° S(fzz) =7.

The difference lies in which points of the function, the full sensitivity is achieved and its relation to the truth table of the
function. We call such points maximally/fully sensitive.

The fully sensitive points (x1, X2, x3) of f; are (0, 0, 0) and (1, 1, 1) with f;(0, 0, 0) = 0 and f1(1, 1, 1) = 0. Whereas the
fully sensitive points of f, are (0, 0, 1) and (1, 1, 0) with f,(0,0,1) =1 and f,(1,1,0) = 1.

Then the function fl2 is fully sensitive at the point Xp = (0,0,0,0,0,0,0,0,0), since
ff(xo) = f1( 1(0, 0, 0), f1(0, 0, 0), f1(0, O, O)). So if any one bit is changed the corresponding inner f; function’s value
becomes 1, which in turn changes the value of the outer f; function as f; is fully sensitive at the point (0, 0, 0).

However, this situation does not arise for the function f22. This is because in f22, for the function to have full sensitivity,
the inner functions need to act on fully sensitive points, i.e. (x1, X2, X3), (X4, X5, X¢), (X7, X3, X9) € {(0, 0, 1), (1, 1, 0)}. But
since both for both the points f, outputs 1, the outer f, function in f22 always gets (1, 1, 1) as input and it is not fully
sensitive at that point. But instead, if we define f22 = fz( (X1, X2, X3), fo(Xa, X5, X6), fo(X7, Xg, x9)), then if we fix the input
for each inner function to be a fully sensitive point, then the corresponding input point for the outer f; is (1, 1, 0) and the
function is fully sensitive at this point. This gives a sufficient condition for successfully applying recursive amplification
for any base function. This result also holds for higher order sensitivity.

Theorem 3.3. Let f be a kth order sensitive function on d variables with pdeg(fi) = p andy = (¥1, Y2, ..., Ya4) being the
input with respect to which the function exhibits kth order sensitivity. We define the function f* on d" variables such that:

Ly' =y

2.y e F¢ is obtained by concatenating d copies of y"~ 1.

3fl=f

4.1 = f(fi_](xl’ caxgie1) @ FTNYTD @ v T Mg X)) @ TN @y

fi_l(x(dq)df*uh Caxg) @Y @J’d)-

Then f! is a kth order sensitive function on n = d" variables and pdeg(f) = p" with kth order sensitivity achieved at the input
point y".

144



S. Maitra, C.S. Mukherjee, P. Stdnicd et al. Discrete Applied Mathematics 365 (2025) 138-159

Proof. Here we call the function f as the base function. Let us denote by [x]; any input point that can be obtained
by flipping at least 1 and at most k variables of x € Fj. Thus if a function f is kth order sensitive at the point y then
f(Iyle) = f(y) by definition. We now prove the result using induction on u. The result holds for u = 1 by definition.
Assume the result holds for u — 1 and we need to show that the function f* has kth order sensitivity at y*. The value of
the function at y" is

O =F(Fe e T Y D Gy T YT 8T W) @) =F)

Let us now select any i < k variables whose value we wish to flip resulting in an input point of the form [y"],. We
define the d tuple S = (s1, S3, Sq) where s; denotes the number of bits to be flipped between X(i—1)du—141 and X;4u-1. Thus
0<s; <k, Vilfs; =0 then

fU7](Xidu—1+1, ey X(i+l)d”_1 ) @fU71(YU71) D a;
=y e 'y ea =a.
If 1 <s; <kthen
fu_](xidu—l+l, ey X(H_])dufl ) @fu_l(yu_l) ® a;
=y e e =a.

The number of nonzero values in S are at most k, which would change at most k of the d points y; in the base function’s
input to y; and result in an input to f of the form of f([y]i). Thus for the function f* we have f¥([y*1c) = f([yl) = f(y) =
fuyr). _

The polynomial degree result holds from the basic definition of recursive amplification as pdeg(f) = pdeg(f) and this
completes the proof. O

It turns out that for the NAE function and the Kushilevitz’s function, the normally known recursive amplification
process works, without the modifications. Thus starting with any (3, 3, 2) functlon f we can use the recursive amplification

to obtain a (3%, 3%, 24) function f* and for this we have s(f!) = pdr—:g(f“)log2 ~ pdeg(f*)'-*8.
Now we look into the functions of 4 variables and then discuss how the recursive ampllflcation method can be used
to obtain highly resilient functions with good nonlinearity.

3.2. Low cost resilient functions with recursive amplification

Let us consider a function f on d variables with pdeg(f) = p < d, where d is a constanlt. Then we can recursively
logp .
amplify the function to obtain a function f* on n = d" variables with pdeg(f”) = p" = nled, Now if we add the all

variables linear function to it we get an n-variable function with n — n'ogd — 1 resiliency. However, there already exist
many methods of obtaining Boolean functions with high resiliency and other cryptographically important properties such
as high nonlinearity.

Here the advantage of the recursive amplification method is the circuit size for building such functions. Building
efficient low depth circuits for cryptographically important functions with large number of input variables is a challenging
problem. In this regard, the work by Sarkar et al. [18] is important. This work shows how to start with an m-resilient
function on some d variables and generate an m + u-resilient function on n = d + u variables that requires O(u) depth,
which is effectively O(n) as d is constant for any given construction. In fact, this has been the best known result in this
direction for almost two decades in building efficient circuits for resilient functions on large variables starting from base
functions. In this direction we observe that the recursive amplification method can be used to obtain highly resilient
functions on large number of variables with just O(logn) depth.

Theorem 3.4. Given] a function f on d variables with pdeg(f) = p < d we can obtain a function on g" on n = d" variables
logp
with resiliency n — nogd — 1 such that there is a circuit of linear size and logarithmic depth (in n) for it.

Proof. We first define f" as the functlon obtained recursively amplifying the function f, u times, which gives us a function

on d" variables with pdeg(f!) = nlogd Let us assume the circuit corresponding to the base function on d variables consists
of some c4 gates and has a depth of t4. This circuit takes in d input variable bits and outputs a single bit. Then the circuit
corresponding to f* can be built using the circuits for f in a layered manner in the following way.

o In the first layer there are total d“~! circuits each taking in d variables each as input bits.
o In the ith layer there d“~~! circuits each taking as input d of the du — i output bits from the previous layer.
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F(f(z1, 22, x3), f (245 T5, T6), f (T7, T8, T9))

Cy

f(z1, @2, IsA%) \f(zw g, T9)

Cy

moTT T

T1 T2 X3 T4 T T T7 Ty To

Fig. 1. Example of a circuit corresponding to recursive amplification.

e The final layer contains a single circuit, whose output is the output of the final function.

Then the total number of circuit instances of f to be used is Z;:ol d = % and the gate count is ¢; x ‘L”%]l =0od") =
O(n). Moreover, the depth of this circuit is u x t; as the circuit for f is set up in u layers, which gives as a circuit for f*
with O(log, n) depth.
logp . . o1
Now if we XOR the parity of all the input bits to this output we obtain a n — nsd — 1 function g* via the resiliency-
polynomial degree connection. The parity of the input bits can be simply obtained in parallel using n gates and logn

depth, which gives us the result. O

Fig. 1 gives an example of building a 9 variable function using 4 instances of the circuit C; corresponding to a 3 variable
function f. Here observe that if the base function f has full sensitivity, then the function g" will also be fully dual sensitive.
Given our modified recursive amplification process in Theorem 3.3, we can have this property starting from any base
function, and this does not the depth of the circuit at all and the gate count beyond a constant factor.

3.3. Other cryptographic properties

Having discussed the efficiency of this method, let us now look into the nonlinearity of such functions, which is another
very important cryptographic property. We consider the following examples:

e Recursively amplifying a (3, 1, 2)-variable function f3 to get a 9 variable function fo(x) = f3 (f3(x1, X2, X3) @
ai, f3(Xa, Xs, Xg) D a3, f3(x7, Xg, X9) D a3), a; € {0, 1} and then adding the all variable linear function to obtain go,
which is 4 resilient, irrespective of the choice of a;. However, depending on the choice of g;, the nonlinearity can
either be 96 or 192. Here the circuit for f; needs 5 XOR gates and 3 AND gates and thus the circuit for fy only requires
20 XOR gates and 12 AND gates, and we can obtain gg by adding the all variable parity function, which requires a
further 9 XOR gates, which makes the total gate count to be only 41.

e Recursively amplifying a 4 variable function f, to get a 16 variable function fig by defining fig(x) =
fa(fa(x1. %2, X3, X4) @ a1, fa(Xa. X6, X7, X3) @ 03, fa(Xo, X10, X1, X12) D 3, fa(X13, X14. X15, X16) @ a4), @; € {0,1} and
then adding the all variable linear function to obtain g;¢. Here we obtain 16 variable 11-resilient functions with
nonlinearity as high as 24576 = 2'> — 213 where the best possible nonlinearity for 16 variable functions is 21> — 27
(bent functions).

e We also find (6, 1, 3)-functions in Section 4.3 that require 24 AND gates and 21 XOR gates to compute. We can then
get a 36 variable 26 resilient fully dual sensitive function with only 168 AND gates and 147 XOR gates.

Here it should be noted that the algebraic degree of the function g* is upper bounded by the real polynomial degree
of f¥, which is npdeTgm. However, we can also have an algebraic degree-resiliency trade off in this construction if we use
two kinds of base functions on d variables, one with algebraic degree (and thus polynomial degree) of d and the other
having lower polynomial degree, and we can add these functions in different stages of the recursion to obtain functions

with various resiliency and algebraic degree values. Thus we have two problems that need further attention.

1. How much can we increase the nonlinearity in f* when the functions used in recursion are of the form f or f,
where f is the base function defined on some d variables?

2. How good cryptographic profiles can we obtain using this method and using multiple functions on d variables
throughout the recursion process?

These properties should be studied more elaborately later and is beyond the scope of this present discussion.
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3.4. Constant higher order sensitivity

We now show a simple but fundamental implication of Lemma 3.1 and Theorem 3.3. These two results directly indicate
there is super-linear separation between the number of variables and polynomial degree for any kth order sensitive
function, where k is some constant.

logk
Theorem 3.5. Given any constant k there exists a kth order sensitive function f on n variables such that pdeg(f) = nlekT,

PR logh+1
if k is even and pdeg(f) = nlesk+2  if k is odd.

Proof. Given any k, we form a function f in the following manner:

e If k is odd we form a (k 4 2)-variable balanced kth order dual sensitive function g which is a [k + 2, k, 0]-function
as per Lemma 3.1. Then we take its dual f = g @ £, which is a (k + 2, k, k + 1)-function.

e If k is odd we form a (k 4+ 1)-variable balanced kth order dual sensitive function g which is a [k + 1, k, O]-function.
Then we take its dual f = g @ L,,, which is a (k + 1, k, k)-function, via Lemma 3.1.

Next we use the recursive amplification process described in Theorem 3.3. This gives a ((k + 2)4, k, (k+ 1)“)—function,
when k is even and a ((k + 14k, k“)—function, otherwise, which gives us the desired super-linear advantage. O

We will soon observe the sensitivity-polynomial degree relations in functions from 4 up to 10 variables in Section 4.
To conclude this section, let is now present the results on nontrivial lower bounds on the nonlinearity of functions based
on the recursive amplification method.

3.5. Results on the nonlinearity of functions obtained with recursive amplification

Let f be a Boolean functiop on s variables and g1, g3, ..., gs be s Boolean functions on u variables. We now define a
us-variable Boolean function f by
f X1, oo Xus) = F(@1(x1, oo, Xu)s 82(Xug1s - -5 Xou)s -+ oy Es(Xus—ut1s - - - Xus)) - (3.1)

Theorem 3.6 ([19]). Letf be the function defined in (3.1), then for any w = (w1, ..., ws) € F5® (where w; € F4 for any
1 <i<s) we have

Wiw)=27)" <Wf<v> I wvig,.(wf)> :
i=1

S
VEF,

where v = (v, vy, ..., v5) € F5,.

Theorem 3.7. Let f be the function defined in (3.1) by taking g1,82,...,8« € ]F’z‘ to be balanced functions. Then for any

W = (W, Wy, ..., W;) € F (where w; € FX for any 1 <i <'s), we have
N / /
_ 1+ (1) 1—(=1)"
Wiw) =27 W;(v) [ | ( R 2k 4+ S Wa(wi) )
i=1
where V' = (v}, v), ..., v;) € F with v] = 1 if and only if w; # 0. Furthermore, we have
NL(f) > 2=1 — gks—hk=s—1 (25 - 2NL(f)> (2" -2 1mjn{NL(g,»)}> ,
<i<s

where NL denotes the nonlinearity.

Proof. Note that the value of the Walsh transform at any nonzero point of a constant function is equal to null. Thus, for
any 1 <i <s, we have Wy(w;) = 0 if w; # 0. As g's are balanced, we have Wg,(0;) = 0 for any 1 < i < s. So we have
[Ti_; Wy (w;i) = 0 if v; # v]. Then by Theorem 3.6 we have

Wiw) =27 <Wf<v> I1 wv,.g,.(w,-)) = 27Wi(v) [ [ Wigg (w).
i=1 i=1

S
VE]FZ

Then our first assertion comes from the fact W, (w;) equals 2k if v; = 0 and Wg,(w;) if v = 1. Note that |Wg,(w;)| <
maxwlgng{lei(w;)l} <2Fforany 1 <i <s.Thenwe have | [T, W,q(wW;)| < 2"S‘k~maxlsi§5,wgewg{|ng(w;)|} by setting the
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Hamming weight of v’ to be 1. Then we can obtain that the nonlinearity off is at least 2ks—1 — pks—k—s—1 maxuerz{|Wf(u)|}~
Max; ;¢ €IF;2<{|ng(w§)|}, which gives our second assertion. This finishes the proof. O

Lemma 3.8. Let f be an n-variables function and f be an n?-variable function defined as

fX1,....x2) = f (f(xl, o X)) tHan, o (X, X2) F an), where a;’s belong to F,. Then the nonlinearity off is
at least 2" ~"FINL(f) — 2" =2n+1 (NL(f))2. Moreover, if f is m resilient, then f is (m + 1)% — 1 resilient; if wr(w) = 0 for any
w with Hamming weight no less than m’, then f is n> — (m’ — 1)?> — 1 resilient.

Proof. The lower bound on nonlinearity of f directly follows from Theorem 3.7. By observing the value of

Wf(v’)]_[f:1 Wy (W;) in the proof of Theorem 3.7, then we can easily obtain the rest assertions. This completes the
f O .

proof.

Corollary 3.9. Let f be an n-variables Boolean function and f; (i > 2) be the function defined above. Then we have
NL(fl) > 2n’7n171NL(fi71) + znlinNL(f) _n 7n+lNL(fi71)NL(f),
with NL(f') = NL(f).

i_pi-1

4. s(f)-pdeg(f) results for functions on small number of variables

We have already discussed the case of functions of 3 variables. Let us now observe the situations for functions on higher
number of variables. The functions on up to 5 variables can be exhaustively searched to obtain all existing combinations.
However, for functions on 6 and more variables, an exhaustive search is not possible given the size of search space (2% for
n =6, 2?8 for n = 7 and so on), and we instead use the properties of resiliency and dual sensitivity to completely exhaust
the case of fully sensitive functions for n = 6 and n = 7 in terms of obtaining all functions and proving non-existence
respectively.

4.1. [4, —, 0]-Functions:

It can be checked with a simple search that there does not exist any fully sensitive function on 4 variables with
pdeg(f) = 2. In fact, if that would have been the case then we could use the recursive amplification method to obtain
a function f" on 4" variables with s(f*) = 4" and pdeg(f") = 2%, which would give us quadratic separation between
sensitivity and polynomial degree.

Thus we look into the (4, —, 3) functions, which are duals of [4, —, 0] functions. We have the following counts.

e There are approximately 3760(~ 2''%7) many [4, 1, 0]-functions.

e Only 256(= 28) of these functions are [4, 2, 0]-functions.
e There are no [4, 3, 0]-functions.

4.2. |5, —, 1]-Functions:

In the case of 5 variable functions, the possible polynomial degree is between 3 and 4. As we have already observed
the case of O-resiliency (n — 1 polynomial degree in the dual) for 3 and 4, we compute the 1-resilient functions in this
case, and get the following counts:

#[5, 1, 1]-functions = 12304(~ 2'358), #1[5, 3, 1]-functions = 0

#[5, 2, 1]-functions = 2464(~ 2'?), #[5, 4, 1]-functions = 0.

Finally let us look into the case of 6 variable functions, for which we have the best base function for first order
sensitivity, which is the Kushilevitz function.

4.3. [6, —, 2]-Functions:

There are total 284 Boolean functions on 6 variables, and checking the resiliency and sensitivity of all possible functions
requires computational resources that is unattainable. We instead use properties of dual sensitivity and resiliency to obtain
all possible [6, 1, 2]-functions by concatenating the truth tables of two 5 variable functions. Any 6 variable function f can
be written as f(x1,...,Xs) = (1 ® x5)f>(x1, ..., Xs5) ® Xsfo(X1, ..., Xs) Where f; and f, are functions on 5 variables. Then
we have the following constraints on the properties of f.
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1. If f is 2-resilient then either both f; and f, are 1-resilient or both are 2-resilient [11].
2. If f is fully dual sensitive then at least one of f; and f, are fully dual sensitive. This is easy to see as if neither f; nor
f> are dual sensitive then there is no input point for which the whole function can have full dual sensitivity.

Using these constraints we get the full characterization of [6, —, 2]-functions, which was not previously reported.

e We find that there are 33632(~ 2!°%%) many [6, 1, 2]-functions. Here it should be noted that the dual of any such
function is a (6, 1, 3)-function. We can use the modified recursive amplification technique of Theorem 3.3 on all
such functions to obtain (6Y, 1, 3")-functions, which gives us the best known separation between sensitivity and
polynomial degree, same as the function by Kushilevitz [13].

e We also get 192(~ 27-%) many [6, 2, 2]-functions, and this gives us the maximum super-linear separation lbe;tween

log3
number of variables and real polynomial degree in second order sensitive functions, which is pdeg(f) = n'ss,
Furthermore, there is no [6, > 2, 2]-functions.

4.4. Nonexistence of (7, 1, 3)-functions (as well as [7, 1, 3]-functions)

The existence or non-existence of a (7, 1, 3)-function is central to understanding the maximum separation between
s(f) and pdeg(f). If there does exist a (7, 1, 3)- functlon then we can obtain a (7Y, 1, 3%)-function using the recursive

amplification method, which gives s(f) = pdeg(f )10&3 improving on the best known result. However the total number of
functions on 7 variables is 2'%® and therefore checking all functions for this profile is not possible. In this direction we
use a mixed integer linear program to check existence of such function.

Let f be a Boolean function on 7 variables. f has full sensitively and polynomial degree 3 if and only if there is a vector
X € FZ such that f(x) @ (x') = 1 for every 1 < i < 7 and W;(u) = 0 for every u € IF; with Hamming weight no less
than 4. For every x € Fj, by mixed integer linear program method with constraints on Walsh spectrum, GUROBI software
shows that there is no 7 variable function with full sensitively and polynomial degree 3. Ranging over all vectors x in F2,
we confirm that there is no such function.

4.5. Rotation symmetric functions for up to 10 variables

Even with our strategy, it not possible to search for all fully sensitive and higher order sensitive functions on more
than 7 variables because of the size of the search space. In this regard we search 8,9 and 10 variable rotation symmetric
functions, which is another cryptographically important class of functions to obtain with fully sensitive (first order
sensitive functions) using the least possible polynomial degree (maximum resiliency in the dual function). We thus obtain
the following results:

e There exists only 12 functions in the rotation symmetric class that are [8, 1, 3]-functions and none are [8, 2, 3]-
functions. There cannot exist any [8, ¢, 4]-function, where ¢ > 0.

e We also find 29 many [9, 1, 4] functions rotation symmetric functions, out of which 27 are also [9, 4, 2]-functions.
Furthermore, there cannot exist any [9, £, 5]-function, where £ > 0. Here one should note that one can also obtain
[9, 1, 4] and [9, 2, 4]-functions by recursively amplifying a (3, 1,2) or a (3, 2, 2)-function respectively and then
taking its dual, and these were the only known (9, 1, 4)-functions before now. However, we obtain [9, 1, 4]-rotation
symmetric functions with a nonlinearity of 224, whereas the nonlinearity of the functions obtained through recursive
amplification is 192. Thus, we obtain previously unknown (9, 1, 4)-functions. The advantage of using the recursive
amplification process is its efficient circuit size and depth.

e There does not exist any [10, 1, 5]-rotation symmetric function. It should be noted that if we can obtain a [10, 1, 5]-
function (provided such a function exists) then that would improve on the best known separation between sensitivity
and polynomial degree. This is because we can then get a (10, 1, 4)-function and then recursively amplify the
function using the modlfled amplification process described in Theorem 3.3 to get a (10%, 1, 4%)-function, thus giving

s(f) = (pdeg(f)) log4 and since lfogm > % this would be an improvement on the best known result.
In this regard it is interesting to observe that there are no [6, 1, 2]-rotation symmetric functions but there are many

[5, 1, 1]-function, and we have indeed observed that there are [9, 1, 4]-rotation symmetric functions.

This concludes the study of sensitivity-polynomial degree (and higher order sensitivity-polynomial degree) study of
functions on up to 10 variables. Next, we discuss how the recursive amplification method does not help us in providing
non-constant separation between n and pdeg(f) in functions with super-constant order of sensitivity and then we design
a construction based on the Maiorana-McFarland class of functions to obtain such results.
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5. Super-constant higher order sensitivity and Maiorana-McFarland constructions

Until now we have discussed functions with a constant higher order sensitivity, and have found classes of functions f
defined on the number of variables n for which we could obtain super-linear separation between n and pdeg(f) using the
recursive amplification method. However, we cannot obtain any t(n)-order sensitive (or dual sensitive) function, where
t(n) is an increasing function on n.

Theorem 5.1. The recursive amplification process cannot obtain a function that has super-constant order of sensitivity, where
the process is as follows

e A base function f! on some d variables.

° fk :fl<fk—l, o 7fk—l) Wherefk—] c {fk—l,jm}'

Proof. Let us consider any function f on d variables and t(n)-order sensitivity where t(n) = §2(1). Then f" is a function
on d" variables and there exists ny € N such that t(d") > d. However it is easy to see (via induction) that any function
built with a base function on d variables cannot be dth order sensitive. O

Thus the recursive amplification process does not help us anymore when we consider §2(1)-order sensitive functions. In
this regard we next explore the class of Maiorana-McFarland (MM) constructions, which is a cryptographically important
method that has been used to obtain functions of desirable properties, such as resiliency and nonlinearity. Here, we use
it from the perspective of polynomial degree-sensitivity to obtain results in the domain of functions with non-constant
order of sensitivity. The layout of this section is as follows. We first discuss the Maiorana McFarland construction and then
obtain separation between n and pdeg(f) while making the function first order sensitive (fully sensitive). We extend this
construction while discussing first order sensitivity only for ease of understanding. We analyze the polynomial structure
of these functions and obtain logarithmic separation between n and pdeg(f). Finally we show that this construction can
be modified for super-constant orders of sensitivity (up to o(logn)) with only a few tweaks.

5.1. Maiorana-McFarland construction

The Maiorana-McFarland (MM) construction [5] is based on dividing the input variable space into two parts and
attaching different linear functions from one subspace to each point in the other subspace. This kind of construction
gives rise to Boolean functions with different interesting properties, such as maximum possible first order nonlinearity
for functions on even number of variables and high resiliency.

Definition 5.2. A function f : F}, — F, is called an MM function if it can be expressed as f(x,y) = (¢(x) -y) @ g(x),
where:

e X, yeF? n=ny+ny;

e ¢ is a mapping of the form ¢ : IF;” — ]ng;

ea-b=abi ®amb, ®...® awby, where a = (ay, ..., a), b= (by,..., by) € F%;
0o g: IFg1 — TF, is an arbitrary Boolean function defined on the subspace IFgl.

Different restrictions on the map ¢ yield functions with different cryptographic properties. For example, if ¢ is a
permutation, then n is even and the corresponding function is a bent function, for any choice of g. Similarly, if the weight
of ¢(x), denoted as |¢(x)| is strictly greater than m for all X, then f is m-resilient, etc.

The Boolean functions via the MM construction can be visualized in different ways. We view them as different linear
functions defined on y attached to activating values in X. Let there be an MM Boolean function with any arbitrary map
¢ Iﬁ‘g‘ — IFZZ and some Boolean functions g : Fgl — TFy. Corresponding to any a € ]F;l, the quantity ¢(a)-y is essentially

the outcome of the linear equation @4,(3)1:1 yi. Thus ¢(a) - y @ g(a) equals (@(p(a),—:]%) @ g(a) for all y in F}2. Let us

denote this function defined on F)? as Ling) ga)- Then we can express the function in the way described in Table 1.
This representation gives us a structural way of describing the real polynomial for any MM type function, which is
essential to the functions we construct later.
We first define two real polynomial structures P, : F,' — R, a € F,' and L) : F)?2 — R, b € F)2, ¢ € Fy. We let

Pa(X) = (Ha,:o(l — xi)> (Ha,-:l x,»), )

P(x) = {1 ifx=a

5.1
0 otherwise. (5-1)

Now we define a polynomial structure that expresses the linear function Linga) ga) corresponding to eacha € ]F;l. Any lin-
ear function on y can be expressed as ®p,—1yi, b € IE‘;Z, and the corresponding real polynomial is % (1 - Hbi=1(1 — Zyi)).
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Table 1
An arbitrary MM type Boolean function.
x e} y e Fy? fx,y)  Fy' ™ T,
000...00 Lingo,, ).g(0r,)(000.. ... 00)
000...00(0,,) 000...01 Ling(o,, ).¢(0,,)(000.. .. 01)
]]]~~~11(1n2) Ll‘n(p(onl)_g(onl)(lll”,11)
000...01(0y,—11) y Ling(o,, _11).60,,-11)
111...11(1,) y Ling(a,).¢01,)

Then the real polynomial corresponding to ®p—1y; ® 1 is %(1 + Hb,:l(] — Zyi)). Thus we define Lp)(y) = % —

(=1
2

]_[bI:](l — 2y;), where the MM function b is defined by ¢, and c is defined by g with respect to different points.
These structures allow us to generically express the real polynomial corresponding to any MM function, which we
describe next.

Proposition 5.3. Given an MM function f(x,y) = (¢(x)-y) D g(x) on n variables with x € ]Fg1 andy € Ing, the corresponding
real polynomial can be defined as

p(x,y) = Z Pa(X) Lg(a).g@)(¥)- (5.2)

m
ack,

Let us now note down a simple result that this polynomial structure entails.

Note 5.4. Forany b e IE‘;2 we have Ly + Ly = 1 and pdeg(Lyp ) = wt(b).

Having discussed the Maiorana-McFarland construction and the structural results related to the polynomials we now
show the first instance of separation. From here on we denote by x and y variables in ]F;‘ and F5?2, respectively, unless
stated otherwise.

We first impose some constraints on the MM construction so that it has full sensitivity. We emphasize that while these
constraints are sufficient they are not necessary.

Lemma 5.5. Let f be an MM function defined by f(X,y) = (¢(X) - y) & g(x), where X € F;l andy € {0, 1} so that n, is
even. Let us denote by a = 1p,. If the function ¢ satisfies: ¢(1p,) = 1n,, &(1n;) = 0, #(15,200) = 1p,, g(1n,-200) = 1,
wt(p(@))=1 mod 2, 1<i<nqg@)=0, 1<i<ny,thens(f)=n

Proof. It suffices to show that s(f, 1,) = n. By definition we have ¢(1;,) = 1,,. Thus for any input of the form 1,, ||y we
have f(1,,1ly) = @2, yi. Then if y; = 1, for all i, we get f(1n,|/15,) =0 as n, =0 mod 2.

Corresponding to this point, if any one of the components iny is flipped, then the function evaluates to 1 as the output
is the XOR of an odd number of variables. If any of the points (say i : 1 < i < ny) in x is flipped then the output of the
function is f(a'| [1,,). Since the number of variables of the linear functions corresponding to all such points a' is odd, g(a’)
is 1 and all the input variables in y that are to be considered are set as 1, the output of the function at this point is 1.
This shows that s(f, 1,,) = n and the proof is complete. O

Let us formally define MM type functions of this kind to avoid redundancy going forward.

Definition 5.6. For an MM type function on f(x,y) = ¢(x) - y @ g(x) defined on n = n; + ny variables, if ¢(1,,) = 1p,
and wt(d)(le)) =n,+1 mod 2,1 <i < n; we say that f belongs to MM,.

We denote the point 1, as the 0-th critical point and the point 1}, 1 < i < n to be the ith critical point, where for
1 <i < ny the bit flipped belongs to x and for n; + 1 < i < n the bit flipped belongs to y. We develop our construction
in such a manner that the constraints described with respect to ¢ and g for these n + 1 critical points are met. We now
describe the construction technique. We first show a method of defining ¢ and g so that the corresponding function f in
MM, has pdeg(f) = n— 1. We then analyze in the next section how we can achieve non-constant (logarithmic) separation
between s(f) and pdeg(f).
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5.2. An MM function with s(f) = n and pdeg(f) =n—1

Let us first denote some notations that we shall use in the proof. We denote by X’; the monomial (]_[J,;:i xk> and by

Xi the monomial (]_[Lzlxk). We define the polynomial Ly, = []:2,(1 — 2y;). Then we can write L1g,9 = 17;"2 and
_ Hlny
L1n2.1 - 2

Theorem 5.7. Let f € MM, be an MM function defined on n = ny + ny variables of input (Xx,y) € IF;” X F;z, so that
ny—2

ny < ny < nqy+ 1 with even ny. If f is defined using ¢(1,,-200) = 1,,, g(x) = [[,2] " (1 — xa—1)(1 — x,), the sensitivity of f
is n and the polynomial degree is n — 1.

Proof. First, s(f) = n, which follows directly from the constraints described and the subsequent proof of Lemma 5.5.
We now show that pdeg(f) = n — 1. Apart from the constraints given, we have two more constraints as f € MM,
namely, wt(qb(lﬁ.,1 )) = 1 mod 2, ¢(1,,) = 1,,. We have defined the real polynomial p(X,y) that represents f in

Proposition 5.3. The degree of the polynomial is < max(wt(¢))+n;. We know that p(x,y) = Zae{O,U”l Pa(X) (ﬁw(a),g(a))(y))
has monomials of degree n only in the terms £, where wt(b) = n,, which is the case only when b = 1,,_,00 or 1;,.
Additionally g(1,,-200) = 1 and g(1,,) = 0. Therefore, we can write the polynomial as

px,y)=p'(x,y)+ P, 200)(X)L(1,, 500,815, —2000(¥) F Pl (X)L (11, ).g(1n,)(Y)
where p/(x,y) = > Pa(®) (Ligag@))) -
acF,!\ {115,200}
Thus in this case pdeg(p’) = n — 1. Now, expanding p(x, y) we get
p(x.y) =

ny—2

p(x.y)+ <H x,-> (1= xn,-1)(1 = Xn, )1, 1Y) + (]‘[x,) £1,,.0/Y)
i=1 i=1

= p,(x5 y) + an _2(1 - an—] - an + an—lxnl )L(lnz,l)(Y) + xl'l1 ‘C(lnz,o)(Y)
=Py + (X =X 1= X ) £ay, )

+X™M <£(1n2,o)(Y) + C(lnz,l)(y)>

np—2

=Py + (X1 X3 X1 — XI;FZXM) L, 1)(y) + X
In this case, the polynomial degree of the terms are:

e p'(X,y) has a degree of n — 1;

o (X'I'r2 - X';‘fzxnlq - X'l"fzxnl) L(1,,.1(y) has a degree of n — 1.

e the degree of X" is ny.

Thus, the polynomial degree of p(x,y) is n — 1 and the proof is complete. O

In this case, any function in MM, with the added constraint that ¢(1,,-;00) = 1,, and g(x) = ]_[:1:11_2 xi> (1 -

Xn,—1)(1—Xx,) would have this property of s(f) = n and pdeg(f) = n — 1. Except for 1,,00 and 1,,, all the points can have
any linear function of weight less than n,, with the only restriction being that n points in x should have odd weighted
linear functions attached to them. This gives us a loose lower bound on the number of functions that we can recover with
this construction technique with the given property. We can in fact construct 28" functions with such property, which
we state next.

Corollary 5.8. For any n, there are at least $2 <227> MM type functions with s(f) = n and pdeg(f) =n — 1.

Proof. By definition we have [%] <n [%] + 1. For simplicity, let us assume that n is even. Then each distinct mapping
¢ that satisfies the constraint of Theorem 5.7 will represent an MM type function with s(f) = n and pdeg(f) = n — 1.
We have already defined ¢ at the points 1,,_,00 and 1,,. Let us consider the mapping where ¢(1£,1) = 0 . That is, the
function attached corresponding to the ith critical point (1 < i < n) is y; and since n, > njy, this is feasibzle. Therefore,
corresponding to the other 27 —2— % points in X we can put any of the 2% linear functions defined on y, and each such
function would have the desired property.
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Table 2

A Boolean function f with s(f) = 7 and pdeg(f) = 6.
X The linear function on y
000 V2 @y3
001 Y1
010 Va2
011 V1 ®Yy2
100 V1D Dy3®ysd 1
101 yi®ys
110 Y3
111 V@Y Dys Dya

[NE]

n 2
Thus, the number of such functions will be (27 -2 g) , which we denote by C(n, n — 1). Then for n > 6 we have

n 2% n
C(n,n—1)>(2r1) :9(222>. 0

We give now an example of a function with s(f) = 1 and pdeg(f) =n— 1. We let n = 7 and n; = 3, n, = 4 and show
the structure of the Boolean function. Observe that for the inputs 001, 010 and 110 in x the corresponding linear function
contains only a single variable and the linear function corresponding to 111 contains 4 variables, implying that f is in the
class MM. Additionally the linear function at 100 is the complement of the linear function at 111, which satisfies the
conditions of Theorem 5.7 (see Table 2).

We now further develop this construction method to get functions with s(f) = n and pdeg(f) = n — ®(logn). Finally,
we check the nature of super-linear separation that can be achieved for this class using recursive amplification.

Next we generalize our construction method, by building on the construction in Theorem 5.7. The difficulty in designing
Boolean functions with any desired polynomial degree is that modifying the polynomial directly may lead to a situation
where the modified polynomial does not represent a Boolean function at all. Moreover, even valid modifications may
affect the sensitivity of the function. Even if these two issues are somehow dealt with, recovering the Boolean function
structure from the modified polynomial can be a tedious task. Against this backdrop we first observe some valid real
polynomial modifications to MM type functions and their effect on the Boolean function structure.

5.3. Interpreting real polynomial terms via the MM construction

We saw in Proposition 5.3 that the real polynomial corresponding to any MM type function can be expressed as
p(x,y) = Zae]@ Pa(X) (Lgar.g@n(¥)) - We know that P(x) = (Hale xi) [Tg—o(1 — xj)). Ifz = (z1,2,...,2) € F,

it is easy to see 3, ((]_[al_:0 zi) ([Tg=o(1 = z;))) = 1. Corresponding to a Boolean function defined on n variables
X = (X1, X2, ..., X,), we define three non-empty mutually disjoint sets S, S, and S3 such that S; U S, U S5 = [n] with
|Si] = s;. Let the variables indexed by elements in S; be denoted as Xj and z € IF;3 be represented as (z1, 22, . . ., Z; ). Then

the real polynomial (]_[,.GS1 x,») (]_[jesz(l - Xj)) can be represented as

[Tx | (T]a-» (5.3)

ieSy Jj€Sy
= Hxi 1—[(1_"1) Z (l_[’@i)(l_[“—’@j))
ieSq jeS ze]F523 z;=0 zj=0
= > Q] Ja == Tz J(1 = x5
ZE]F? ieSq jeSy zi=0 zj=0
This impliﬁs that ’corresponding to an MM type function defined on n = n; + n, variables, the polynomial
Lo, W12, xi)(]_[jzkl+l(] — X;)) can be interpreted as
kq ky
Do AT A= [ xesoed [ [ = Xeti040) | £0.0/).
angl—kl—kz ieq Jj=k1+1 a;=1 aj=0
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We represent it as Z F ki—ky P(1y, 0pya a)(X)Lp,c)(y). Thus, we get

k] k2
TTo TT A= | oo = > (Pl0,00L0.0()) - (5.4)
ieq Jj=k1+1 tE]Fnl ki—ka

These considerations imply the following result.

Proposition 5.9. Let f be an MM function f(X,y) = X - ¢(y) + g(X) such that if x = 1,04t then ¢(x) = 0 and
8(14,0,,t) =0, Vte ]F;lfkl*kz. Then the polynomial corresponding to the Boolean function f can be written as

p(x,y) = Do P (Ligarsa@n¥)) -
ae]Fgl a# Ty, Oy t

kq

and the polynomial p'(x,y) = px,y) + <1_Le1 (H e Xm) Lwo(y) can  be written as
pPxy) = Zaemgl Pa(X) L(g/(a).g'(a)(¥), where

roy | OX) if X # 14,0y, t for some t
P = {b otherwise,

gx) = {g(x) ifx # 1k10k2t for some t
c otherwise

and this represents another MM type function f" which differs from f only in the points 1i, 0, t.

Using this result we can attempt to obtain an MM type Boolean function with a pre-decided real polynomial structure.
We start with the real polynomial of a particular MM type function, and then modifying its corresponding polynomial
by adding (]_[fel1 Xi ]_[JIZ ” (1= xj)> L,)(¥), keeping in mind the respective necessary constraints we have discussed in
terms of ¢ and g. This gives us another function f” whose structure and its properties can be recovered from f.

5.4. Logarithmic separation

We finally design a method of constructing an MM type function in MM, that has polynomial degree of n — ®(logn).
Before proceeding to the proof, we derive some more results related to the structure of different polynomials and their
interaction upon addition.

In the last subsection we observed how given an MM type function f, where ¢ and g are defined to be zero in many

points, say all points of the form 1y, 0, t € F"l then adding a polynomial term of the form (I—[, 1 Xi ]_[ le xj)) Lp.(¥)

transforms it to another MM type function f* whose map ¢’ and sub-function on g’ differs from f only for the points
1;,00;,t € ]Fgl. With these observations in mind we analyze a function f; € MM, such that its polynomial satisfies the
constraint of Theorem 5.7 and then further add some constraints so as to be able to make modifications as discussed in
Proposition 5.9. We define the corresponding map ¢; and sub-function g; in the lines of Theorem 5.7:
1,, ifx=1, orx=1,_,00
o1(x) = 10, ifx=0}
0 otherwise, (5.5)

ny—2
gi(x) = (]_[ x,-> (1= Xn, -1 )(1 = Xn,).

i=1
This definition differs from the function in Theorem 5.7 in that the map ¢; is defined as 0 in all but n; + 2 positions.

However it satisfies all the constraints of Theorem 5.7. This means that the real polynomial corresponding to fy can be
expressed as

P Y) =P Y+ (XIT2 = X3 1 = X, ) Loy, ) + X

2 ) 1+Ln2

=P y)+ (X2 = X = X + XM,

1+Ln2
2

where p/ (X, y) defined in the same manner as p’ in Theorem 5.7. Consider the term X"rzxn] 1
of n — 1. If we add the polynomial X'; (1 — Xny—3)(1 = Xny—2)Xn, -1 "I 5 this term we get

which has a degree

1-L l +L
n1—4 ny ny—2 n2
(1 _an 3 Xn1—2 +Xn1—3xn1—2)xn1—l P _X1 an—l P
n1—4 n,—4 1-— an n1—4 1- an
- X an—l - X] xnl—anl—l 2 - X1 an—zxnl—l P

154



S. Maitra, C.S. Mukherjee, P. Stdnicd et al. Discrete Applied Mathematics 365 (2025) 138-159

ny—2 1- Lﬂz ny—2 1+ an
+ Xll Xnq—1 - Xll Xnqy—1 )
n;—4 n;—4 n;—4 1-— an np—2
= X] Xn1—1 - x] XH]—3XH1—1 - X] XIH—ZXTI]—] 2 + X‘l Xn1—1 .

This polynomial has degree n — 2, which reduces the degree of the polynomial by 1 and creates 2 terms of the same type
of degree n — 2 and one of degree n — 3. Similarly, if we could modify the other degree n — 1 polynomial in the same
way it would bring down the overall degree of the real polynomial of the function to n — 2. This modification is central
to our construction method and we now generalize it, starting with defining two generic polynomial structures:

1 (1, 8) = ([T %)(1 = Xi11)(1 = X2 X[ T %), 5 € (0] \ [i 421,
2 (i, u) = ([Tzy )X Tjy, %) u € [0\ [il.

From these definitions we get the following two relations.

pdeg(p(i, u)) = pdeg(p(i — 2, u)) =i+ [ul, (5.6)
PG, u) = p(i — k, u¥) where ut* =u U {i,i—1,...,i—k+ 1}. (5.7)
Then corresponding to any p(i, u) 1+2L"2 , we have
~ye 1 an Age 1-— an
p(i, u) +p(i—2,u)——= (5.8)
1+ L 1+ L 1
(i — 2, 1) B 2w - 2, w4 ()
. 1+1L . 1+L . 1+ <.
=B~ 2,07 i 2, ) - 2,1) ),

where |u;| = |up| = |u + 1|. Then this addition of the polynomial p(i — 2, u)# reduces the degree of the polynomial
by 1 and forms two similar terms of degree 1 less, one term of degree 2 less, and one term that is only defined on x and
therefore has degree less than n;. Next we note another property of p before proceeding with the final proof.

Lemma 5.10. Corresponding to the polynomial p1 of an MM function f; where ¢; is nonzero in only the points 1y, 15,2, 0;1

such that f; € MM, (s(f, 1,) = n) then adding of any arbitrary number of polynomial terms p(i, u)( lizL"z ) to pq transforms it

to another MM Boolean function in MM, provided that for any two added polynomial terms p(i1, uq) and p(iy, u,) we have
liy —ip| >2and i < ny — 2, Vp(i, u).

Proof. Consider any two p(i, uq) and p(iy, uy) with i; < i, — 2. Then, from Eq. (5.4) we have that adding p(i;, uﬂ(#)

and p(ia, up)( &ZL"Z ) to a polynomial corresponding to an MM function only works (the resultant function is still in MM,,)
if ¢(x) = 0 for all x such that p(i;, u1)(X) = 1 or p(ip, up)(X) = 1 and moreover p(i;, u;) and p(iy, uq) should not both
return 1 for any input x.

The first condition is true as any polynomial of the type p(i, u) can only return 1 if both ;1 and x;, are set to 0. This
cannot happen for any critical point as their weight is minimum n; — 1. And since we have defined i < n; — 2 none of
these polynomials can return 1 for the point 1,,_,00.

Also for any two polynomials p; = p(iy, u;) and p, = p(iz, up) with iy < i — 2 they cannot both be 1 for any input
ac ]F'z” for the simple reason that for p;(x) to be 1, x;, and x;, 1 should be set as 1 and for p,(x) to be 1 both x;, and x;,
should be set to 0, by definition. This completes the proof. O

Finally, we use the results and equations we have defined so far to develop a stepwise construction technique to obtain
a function with s(f) = n and pdeg(f) = n — @(logn).

Theorem 5.11. There exists a Boolean function f € MM, with pdeg(f) = n — ©(logn).

Proof. We define the function f; as in Eq. (55) and the corresponding polynomial is

p1 =DPy(x,y) + (X'l'r2 — X?172Xn1_1 — X'l"fzxm) (H;'"Z )+ X}! where deg(p') = n; + 1.

We start with f; and recursively reduce the polynomial degree by adding polynomials of th]e fLorm p(i, u) wh$r$ i starts
with n; — 3 and decreases by 2 with every new polynomial that we add. The terms X';‘*Z(%), X2 %0, ( +2"2) and
X'l"_zx,.,l,1( HZL"Z ) can all be expressed polynomials p(i, u;)( 1hn, ) for some u;. Here i = n;—2. We also know from Eq. (5.6)

2
that any such polynomial can also be represented as some p(i — k, uf-‘)( lizL"z ).
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d
Then corresponding to the term (—1)p(i — k, uf)(%) we add the polynomial p(i — k — 2, uﬁ.‘)( )
and this results in at most 3 new polynomial terms of the form p(i — k — 1, uff') of degree at least one less (specifically
one polynomial of degree 2 less and two polynomials of degree 1 less). For each new polynomial we add, if the last
polynomial that we added was p(i, u)( ]iZL"z ), then the next polynomial is p(i — 2, u/)(#), where u and v’ depend
on the lower degree polynomials that form. Therefore for any defined n; we can at most add L”lz—*zj polynomials. This
polynomial term addition is valid and the modified function is still in MM, as we have shown in Lemma 5.10.

At the first step we have 3 such polynomial terms to which we add a p polynomial. Then, at the ith step, if we
have 3! polynomials of the form p of degree n — i. Corresponding to each such, we add polynomials p(k, u) where
n; — 3" > k > ny — 3! for each polynomial p(k 4+ 2, u), and this would form 3*' polynomials of degree at most
n — (i + 1). This step can at most be continued for z iterations, where Zle 2 x 3* <ny — 1, thatis, z < logz(n; — 1). If
we fix ny = § this gives us a function in MM, with polynomial degree n — log;(5) = n — ©(logn). O

]+(7~1)C+d+1 an
2

It is easy to see that when we have not used some k bits of x as the zero bits in p, our modifications do not affect the
map ¢ in the point with at least any two of those k-bits being zero. This gives us the following corollary.

Corollary 5.12. There are $2 22" functions in MM, with polynomial degree n —log,(5 )+ logs(k) that we can recover using
the construction method of Theorem 5.11.

Furthermore, any such function can then be recursively amplified to obtain a class of functions with super-linear
separation between s(f) and pdeg(f). On an interesting note, the recursive amplification generally works on a single
function to obtain f". In this case, we can use different functions fid to get f4t1, because of the fact that we are able
to recover large number of functions for a given polynomial degree, albeit within logarithmic distance and all of these
functions will have full sensitivity in the all 1 input point. We thus have the following theorem.

Theorem 5.13. For any k, we can construct several functions with s(f) = k™ and pdeg(f) = d" where k—®(logk) < d < k—1.

Proof. We defined the class MM, such that s(f, 1,) = n so that f(1,;) = 0 and f(li,) = 1. Then the function f(x) = f(x)P 1
also has full sensitivity at the point 1, and f(1,) = 1 and f(l;) = 0. The corresponding polynomial p = ]2;" and the degree
remain unchanged. _

For convenience, we write f in lieu of f below. It is easy to see by induction if s(f¢, 1,¢) = n with f(1,4) = 1 then the
same follows for f¢+1. This is because

SN = (PO Xga) F g <o Xond): oo S X1 -+ X)) -

Then f*+'(1,411) = 1 and for any point f**'(1!,,,) any one of the functions ¢ will return 0 and the rest will return 1.
Thus the input to the function f is 1}, and thus f will output 0. It is easy to see that if pdeg(f¢) = k? then pdeg(f**!) = k*!
and this does not require further elaboration.

In fact, for any s(f) = k and pdeg(f) = n—log3(§)+l, we can choose any of the 22 functions we have and that will lead

1
to constructions of this kind. Therefore the total number of such functions will be (k”)22 = Q(k“zk) (as = O(logk)). O

The fully sensitive function with s(f) = n — ®(logn) that is (L%J - 2)—resilient:
Note that the resulting function in Theorem 5.11 is still a Maiorana McFarland Type function f € MM, where the
minimum weight of ¢ can be as high as L%J — 1 as the condition on MM, is that wt(¢y) € {ny,z} where z = 0

mod n; + 1. Now if we fix n, = % then we can have min,_.n wt($(X)) = L%J — 1. Now this directly implies the function
2

is (L%J - 2)—resilient as it belongs to the Maiorana McFarland class.
Finally we extend our constructions and results for super-constant orders of sensitivity.

5.5. Extending to super-constant higher order sensitivity via the MM construction

We have so far observed the situation where we have defined a function on n variables in the MM class as f(x,y) =
(p(x) - y) ® g(x) where X € ]F;1 andy € ]ng with n; 4+ ny = n. The simplest interpretation is choosing a linear function in
y (or its complement depending on g) corresponding to each point x € Fgl. We can extend this to nonlinear functions in
y being fixed with respect to the points in y.

In order to define this, we first define 2™ activator functions in F,', defined as ac,(x) = [} ,(x;®a), a € F,'. Thus, we
have ac(x), = 1 if and only if x = a. Then, we can define any MM function with nonlinear functions in y in the algebraic

normal form as f(x,y) = @aanl (aca(x) - ga(y)) , where g, : ]FZZ — TF,, Va. Then the real polynomial corresponding to
2

the function f(x, y) can be written as p(X,y) = }___.m Pa(X)a(y) Where P, is as defined in Eq. (5.1) and &, : F? — R is

the real polynomial corresponding to the function g,. Now let us discuss some sufficient conditions to obtain kth order
sensitivity by choosing the g, functions.
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5.6. Obtaining kth order sensitivity

We start by defining a function in ]F"2 that is kth order sensitive itself. We define this function as sym IF"Z —
F,, k < n. The algebraic normal form of the function contains all degree i, 1 < i < k monomials. For an example

symi(y) = Y1 © Y2 D Y3 D Ya D y1¥2 D Y1¥3 D Y1Va D Y2y3 D Y2ya @ y3ya. Next we observe the sensitivity order of
this function.

Lemma 5.14. The function symﬁ1 is a function defined on m variables. kth order sensitive around the all zero input point 0y,.

Proof. We have symﬁ.,(Om) = 0 by definition. Now it suffices to see for any input point b € F}' that can be obtained by
flipping i < k bits of 0,, returns true for an odd number of monomials of sym’,‘n, in which case we will have sym’,‘n(b) =1
This can be verified as follows.

Any input point obtained by flipping i points in 0,, has exactly i variables set as one and the rest as zero. These i values
will return 1 for i monomials of degree 1, (;) monomials of degree 2, and so on. Thus the total number of monomials for

which it will return 11is (J') = 2! — 1, which is odd for all values of i > 0. This completes the proof. O

Next we define an MM type function MM!; with nonlinear functions in y, which is kth order sensitive.

Lemma 5.15. Any function f : F

D1*2 R, with the algebraic normal form f(x,y) = D (€a%) - a(y)), where

g1, = sym’;2 and ga = 1 foralla € F,' : ny > wt(a) > ny — k is kth order sensitive.

Proof We show that the function is kth order sensitive in the point (a,b) = (1;,,0,,). We have f(1,,,1,,) =
sym (0n2) = 0. Now, we consider any input that can be obtained by flipping at most k blts of (1,,, 0,,). There can
be two cases.

All bits are flipped in y: In this case the input point is of the form (x',y’) = (lnl, [Onz]k) for which the output is of
the form f(x',y') = symf, ([0n,],) which is 1 from Lemma 5.14.

At least one bit is flipped in x: Any such point is of the form (x,y) = ([1n 1i - [0n ], ) Then the output of the
function is of the form f(x',y’) = 81, ], (y)=1.

This shows that the output of the functlon is flipped if any 1 < i < k of the input bits are flipped at the point
(1111 ’ Onz ) g

From here on we fix n; = 37 and n, = |5 ]. One should note that these choices are quite flexible up to a point, with
no significant effect on the results.

5.7. Reducing the polynomial degree

Finally we extend the technique of Section 5.4 to obtain non-constant separation between number of variables and
real polynomial degree in functions with super-constant order of sensitivity.

Theorem 5.16. There exists a kth order sensitive function in MMK with n —

OeG0Z8K reql polynomial degree.

Proof. We construct the corresponding function analogous to the result for first order sensitive functions defined in
Theorem 5.11.

We start with partlal description of an MM type function f : I, — T, with nonlinear functions in F,? attached
to the points in I, 1. As we have discussed, this function can be written as f(X,y) = EBaGF;] (aca(x) - ga(y)), where

ny+ny

g : )2 — Ty, Va, and the corresponding real polynomial is written as p(x, y) = Zae]}‘”l Pa(X)ga(y) where g,(y) : F)? — R
is the real polynomial corresponding to g,(y).
The function f has g, defined for all points with wt(a) > n—k, which consists of Zl 0 ( ) points, with 81, = = sym,. Let

us denote by Symj(y) the corresponding real polynomial. Then the real polynomial corresponding to sym; is 1 — symj(y).
From this point our construction is analogous to that of Theorem 5.11. In case of first order sensitivity, the polynomial
terms we added to reduce the degree was of the form
J1
[ [ =200 = x50 [ [ | 2w,

i=1 jes

1+Ln2

where g(y) € { ]_;'"2} and S C [nq] — [j; + 2] so that high degree polynomial terms cancel out.
In case of kth order sensitive function, any new polynomial term that we add will be of the form
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j 1tk
TG, S)= | [Tx) [T (0 —=x2) [ | s,
i=1 ir=j+1 izeS

where g(y) € {symy(y), 1 — sym(y)} and S € [ny] — [j + k + 1].

Let us suppose the total degree of the constructed polynomials at some point is n’. If we add a term of the form T(j, S)
that cancels out a polynomial term of degree n’, then it creates (ii‘]) terms of degree n’ — i where 0 < i < k. Moreover
with a new polynomial term that is added, the value of j reduces by k and as we know j > 0. Then we have the following
lower bound on how much can we reduce the polynomial degree of the function depending on the value of k.

Let us assume the polynomial degree of the function is n — p. To reduce the polynomial degree by p we have to cancel
(2¥ — 1) terms, and adding such a term will reduce the value of j by k. Let us assume that n; = % Then we have

n
k-2K—1P == —k
k- ( ) 5
— log(k) + plog(2¥ — 1) = log (g — k)
= log(k) + pk > log (g - k)

log (5 — k) — log(k)
k '

Thus, even if we have k = o(logn) we get a non-constant separation between number of variables n and the real
polynomial degree n —p. O

—=p=

6. Conclusion

In this paper we study the interplay between cryptology and complexity theory through the immediate connection
of resiliency and polynomial degree and use it to study the sensitivity-polynomial degree trade-off. In this direction we
extend the notion of sensitivity to higher order for Boolean functions f of n variables (a first order sensitive function is a
fully sensitive function). Through the connection between the techniques from two domains, we obtained the following
results.

First, using the recursive amplification method we design highly resilient functions with good nonlinearity that has
only O(n) circuit size and ©O(logn) depth. These functions are good candidates for implementation of Boolean functions
with large number of variables in lightweight cryptographic primitives.

Next using results in resiliency we study the s(f)-pdeg(f) relation in small number of variables (upto 10). We obtain
complete characterization for n = 6 and settle the nonexistence of (7, 1, 3)-functions. We also obtain new (9, 1, 4)-
functions by studying rotation symmetric functions that differ from the functions obtained through recursively amplifying
a (3, 1, 2)-function.

Then we study the relation between the number of variables n and the polynomial degree of a kth order sensitive
function. Because of resiliency-polynomial degree connections, adding the all variable linear function to f gives us a kth
order dual sensitive function g. Using a recursive amplification method borrowed from complexity theory, we can get
super-linear separation between n and pdeg(f) for functions with constant order sensitivity, but that it fails whenever
the sensitivity order is super-constant. Then we use a connection between resiliency and polynomial degree, along with
the Maiorana-McFarland construction, when k is either a constant or grows slowly with the number of variables n
(k = o(log(n))), to obtain several results such as non-constant separation between n and the real polynomial degree
for functions with super-constant order of sensitivity. To the best of our knowledge this is the first time such generalized
results have been shown. Our extension to higher order sensitivity is connected to variable (total) influence, as well as
noise sensitivity of Boolean functions, which are relevant to cryptography and other areas. It would be interesting if some
other constructions can be developed that strengthens the separation between the mentioned concepts.
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