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Abstract

We investigate how the nonlinearity of Boolean functions behaves when the input is restricted to an
affine subspace of the original domain. We completely characterize the nonlinearity of such restrictions
for the class of direct sums of monomials.
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1 Introduction

The restriction of Boolean functions over affine spaces can significantly impact their cryptographic proper-
ties, potentially rendering them vulnerable to specific cryptanalytic attacks. In particular, a recent study [3|]
investigates the stability of the algebraic degree of Boolean functions under such restrictions. This stability
is crucial for ensuring robustness against guess-and-determine attacks, where an adversary constrains the
function’s input to a specific affine subspace, thereby reducing the complexity of the attack.

In this paper, we extend this line of research by examining another fundamental cryptographic property,
namely the nonlinearity. For a Boolean function f, we introduce a notion that captures the minimal possible
nonlinearity that f can have when restricted to affine spaces of codimension at most k£ and analyze this
minimal value within an important class of Boolean functions, namely the direct sum of monomials. Previous
results considered the nonlinearity of such functions when restricted to only certain affine spaces, namely the
ones defined by equations of the form x; = 0 or x; = 1, see [7]], or to the set of vectors of a specified Hamming
weight (such sets are not affine spaces) — see [4]].

A key insight from [2] is that for any bent function f (a function achieving optimal nonlinearity), the
restriction of f to any hyperplane of F; remains nearly bent. This suggests that within the class of bent
functions, nonlinearity remains relatively stable under hyperplane restrictions. We will demonstrate that this
phenomenon also holds for the classes of direct sum of monomials, i.e. their nonlinearity does not decrease
much.
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2 Preliminaries

We let F, be the finite field with two elements and Fg be the vector space over F, of dimension n. A func-
tion f : F) — [, is an n-variable Boolean function. It can be uniquely represented in Algebraic Nor-
mal Form (ANF), that is, as a polynomial function of degree at most one in each variable, f(xi,...,x,;) =
2ic(1,...ny a1 [Lier Xi, with ay € > (see e.g. [1])).

The algebraic degree of a Boolean function f, denoted by deg(f), is the degree of its ANF representation.
Those functions of algebraic degree at most one (respectively, two) are called affine (respectively quadratic).

Definition 2.1. Two Boolean functions f and g in n variables are said to be affinely equivalent if there exists
an affine automorphism L of B3, such that f = g o L, where ’o’ is the composition. The functions f and g are
said to be EA-equivalent, if there exists an affine automorphism L of F] and an affine Boolean function € in n
variables, such that f = go L + (.

The functions of algebraic degree 2 are fully characterized up to affine equivalence:

Lemma 2.2. [6| Chapter 15, Theorem 8] Every quadratic non-affine function in n variables is EA-equivalent
10 X1 X2 + - -+ + X1 X2, for somet < 5.

Notation 2.3. For every n-variable Boolean function f, we denote by Var(f) the set consisting of all the
elements i € {1,...,n} such that x; appears in at least one term with nonzero coefficient in the ANF of f. For
any hyperplane H, Var(H) will be the set of variables that occur in the defining equation of H.

Recall that the Walsh-Hadamard transform of a Boolean function f is the function Wy : F; — R defined

as We(u) = Z(—l)f @+wx for all u € F?, where - denotes the usual inner product. The nonlinearity
xeF)

nl(f) of a Boolean function f over F} is the minimum Hamming distance dy(f,h) = |{x € FJ; f(x) # h(x)}|

1
between f and affine functions 4. We have nl(f) = pLal 3 m?FX |Wf(a)| (see, for example [5]).
ack)

For our purpose it is useful to use normalized versions of the Walsh-Hadamard transform and nonlinearity.

Definition 2.4. The normalized Walsh-Hadamard transform of a Boolean function f in n variables, denoted
1
here by NWy, is the function NWy : F] — R defined as NW ¢(a) = in(a), Jfor all a € F;. The normalized

1 1
nonlinearity of f is defined as follows: nnl(f) = inl(f) =5 (1 - m%x |NWf(a)’) .
acl;

Note that the (normalized) Walsh-Hadamard transform and (normalized) nonlinearity are invariant under

EA-equivalence. The (normalized) nonlinearity satisfies the bounds nl(f) < 2n=1 _ 2n/2=1 gnd nnl(f) <

1 1
3 (1 - 2—,,) respectively; functions that attain the upper bound are called bent functions (in which case n
2

n—1

1
must be even). When 7 is odd, functions f with nnl(f) = 3 (1 -
2

) are called nearly bent functions.

Remark 2.5. We can easily check from the definition of the Walsh-Hadamard transform that if a function

f in n variables is viewed as a function in m > n variables, that it, as a function g(x1,...,Xn, ..., Xm) =
S(x1,..., xn) we have Wy(a,b) = 2""Wy(a) for all a € F;, b € FJ'™", and nl(g) = 2""nl(f). However, the
normalized versions remain unchanged; namely, NW(a,b) = NW ¢(a) and nnl(g) = nnl(f).
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When f is a monomial function of algebraic degree r > 2, we have nnl(f) = % When a function f is a
direct sum of two functions g and % in n and m variables, respectively (i.e. f = g + h and Var(g) N Var(h) = 0),

it is known that Wy(a,b) = We(a)Wy(D) for all a € F), b € FJ'™" (see [5]] for example). This means we also
1
have NW ¢(a,b) = NW,(a)NW(b) and therefore, nnl(f) = 3 (1 = (1 —2nnl(g))(1 — 2nnl(h))) = nnl(g) +

nnl(4) — 2nnl(g)nnl(k). In particular, when f = f] +- - - + f;, is a direct sum of m monomials of degree at least

two,
1 - 1
nnl(f) = 5(1 —]_1[(1 _—2deg(f,~)—1)]' )

=

The restriction of a function f to an affine space A will be denoted by fj4. If A is defined by k affine

equations, that are, after Gaussian elimination: x;, = a;,(y),...,x; = a;(y), where iy, ..., i are distinct and
a;(y) are affine functions iny = (y1,...,yn—t), Where {y1,...,ypt} = {x1,..., X} \ {xi;, ..., x;. }. The ANF of
fia 1s thus a function in the n — k variables {y, ..., y,—«}, whose expression depends on the equations used for

defining A, although all choices yield functions which are affinely equivalent.
In this work, we are interested in how the normalized nonlinearity of a function changes when we restrict
the function to an affine subspace. It turns out that it can decrease, increase, or stay unchanged:

Example 2.6. Let f = fi+- -+ f, be a direct sum of monomials of degree r > 2. We can easily check that for
any hyperplane H defined by an equation x; = 0 with i € Var(fj) we have fig = fi+---+ fi-1+ fis1 +...+ fx
and, using (1), we have nnl(fiy) < nnl(f).

Let S, be the homogeneous symmetric function of degree r in n variables and let H; . be the hyperplane
defined by the equation x| + xp + --- + x; + € = 0, with € € Fy. By direct computation, we observe that
nnl(S35) <nnl(($35)a,,), nnl(S35) > nnl((S35)H,,) and nnl(S 4.5) = nnl((S 4,5)|m;,)-

We are particularly interested in functions for which the nonlinearity does not decrease much on any of
the subspaces of a given codimension k. We are therefore led to define the following notion.

Definition 2.7. Let f be a Boolean function in n variables and 0 < k < n. The k-restriction nonlinearity of f

is defined as anl(f) = min (nnl(f)), where A are affine spaces of F.
codim(A)<k

Note that nnl(f) = mnly(f) = ranl;(f) > rmnlx(f) > ... > mnl,,—;(f) = 0. Other than the trivial case of
affine (including constant) functions, which have nonlinearity zero, we do not know if there are any functions
with nnl(f) = rnnl; (f). We will be interested in functions for which rnnl; (f) is not much lower than nnl(f).

We consider first the bent functions, as they have maximal nonlinearity. In |2, Theorem 5.2] it is shown
that a Boolean function f in n variables is bent if and only if for every hyperplane H of F%, the restrictions of f

to H and ]F’z’ \ H (viewed as Boolean functions on Fg‘l) are nearly bent and therefore rnnl; (f) = % (1 — 2%%1),
only slightly lower that nnl(f) = % (1 - 2%) This means that the nonlinearity of bent functions is relatively
stable under restrictions to hyperplane.

3 Direct sums

Theorem 3.1. Let f be the direct sum of two functions, f(x1,...,Xx,) = g(x1,..., %) + h(X41, ..., x,). Let H
be a hyperplane such that the equation which defines H contains at least one of the variables that g depends
on (i.e. Var(g) N Var(H) # 0). Then nnl(fi) > nnl(h). Consequently, ranl;(f) > min(nnl(g), nnl(h)).



Proof. Without loss of generality, we can assume that x; € Var(g) N Var(H); we write the equation of H as
—a® . xD 4@ . x@ 4 ¢ 2)

where X = (x2,..., x,), X? = (x,41,...,x,),al) € IF‘E‘I, a® ¢ Fg" and € € F,. Writing g as g(xy,...,x,) =
X118 1(xDy 4+ gg(x(l)) for suitable functions g1, g», we obtain fjz by substituting x; in f using (2, that is,

S (X0,x?) = @V - xD + 2@ - x4+ g1 xD) + g2(x V) + h(x®).

The normalized Walsh-Hadamard transform of fiy at (u(l), u(z)) with uV) € IFE‘I, u? e Fg" is

NW/, (u(l)’u(Z)): 1 Z Z (_1)ﬁH(Xu>,X<2))+u<1).X<1>+u(2>.x(2>

n—1
1 —1 (2 -
x( )EF£ x( )EFZ r

(3)
- S et N g (4D 4@ 52
—1 B B )
' xMepr!
where
1 @ x®o (xD)4u@ XD +u(xD
s (x,u®,a®) = o Z (- VSO D) - Ny (1) 4 gy (xD)a®),
x@eF; ™"
which implies
’S (x(l),u(z),a(z))| < max |[NW, (u(z))’. @)
uDeF; ™
From (3) and @) we have therefore
1
1O L@ D @ 4@
(uhu) W, () < S B[ (0, u®,a®)
’ xWeps!
1
< —2"1 max [NW, (u(z))|
2r-1 u@epir
= max |NWh(u(2))|,
uCeFr
and consequently nnl(fjz) > nnl(h). O

Corollary 3.2. Let f = fi +--- + f,u be a function that is the direct sum of the functions fi,..., f,.. We have:

rnnly (f) > Hun nnl(Zfl

iel

For a function that is a direct sum of monomials, we can obtain a more explicit result than Corollary [3.2]

Theorem 3.3. Let f = fi + -+ + [, be a function that is the direct sum of the monomials fi, ..., f,, with
m > 2 and deg(f1) > ... > deg(fn) = 2. We have:

1 1 m—1 1
( 2dee(f)- 1)) =0l = et 1_1[ (1 ~ pdes(f)- )
=

4

m—

mnl (f) = nnl(f; +- -+ + fm1) = 5 [

i=1



Note that the last equality in the theorem above means that the nonlinearity decreases by only a relatively
small amount when restricting a direct sum of monomials to a hyperplane. For example, if f is a direct sum
of 5 monomials of degree 3, we have nnl(f) ~ 0.38 and nnl; (f) =~ 0.34, a decrease of about 0.04.

1 1
Corollary 3.4. If f(x1,...,x3) = X1 X2 + + -+ + Xp;_1 X0, then tnnl (f) = = (1 - —) =nnl(f) —

2 211 21+l :

The next result generalizes Theorem [3.3] to direct sums of m monomials restricted to affine spaces of
codimension k, using a similar proof technique, combined with a careful choice of the variables that will be
substituted. It suffices to consider the case k& < m, since, when k > m, we obviously have rnnli(f) = 0 as
fia = 0 for the vector space A defined by the equations Xi; = 0, j = 1,...,k, where the variables Xi; were
picked ensuring that at least one is picked from each monomial of f.

Theorem 3.5. Letm > 2and 0 < k <mand f = fi + fo + -+ + fin be a direct sum of monomials with

= 1
deg(fl) > ... 2> deg(fm) > 2. Then, rnnlk(f) = Ilnl(fl + f2 + -+ fm_k) = E [1 — l_[ (1 - W)) .

i=

1 1
Corollary 3.6. If f(x1,...,X3) = X1 X2 + - -+ + X011 X2y, then for all k < t, mmnlg(f) = 3 (1 - F)

Note that alternative proofs for Corollaries [3.4] and [3.6] can be obtained using the results in [3]].
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