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Abstract

In this paper, we disprove a conjecture by Pal and Budaghyan (DCC, 2024)
regarding the existence of a family of APN permutations, by showing that, in reality,
there are no APN functions of that form beyond those already listed in the known
table. Moreover, we explore other related families of functions as potential APN
candidates. However, we demonstrate that they are not suitable for APNness when
the underlying field is large, despite being APN in smaller settings.

1 Introduction

Let F, be the finite field with ¢ = p* elements, where k is a positive integer, and [y be
the multiplicative group of nonzero elements of F, and denote by F,[X] the polynomial
ring in the indeterminate X over F,. A polynomial f € F,[X] is called a permutation
polynomial if the equation f(X) = a has exactly one solution in F, for each a € F,. We
let x1(a) = exp (%W) be the principal additive character of Fy, ¢ = p™.

Given a vectorial p-ary function f : F,» — Fpn, the derivative of f with respect
to a € Fyn is the p-ary function D, f(z) = f(x+a) — f(x), for all x € Fyn. For an (n,m)-
function F, and a € Fpn,b € Fym, we let Ap(a,b) = #{z € Fpn : F(x +a) — F(x) = b}
(cardinality). We call the quantity 0p = max{Ar(a,b) : a,b € Fyn,a # 0} the differential
uniformity of F. If 6 < 9, then we say that F' is differentially d-uniform. If m = n and
d =1, then F is called a perfect nonlinear (PN) function (does not exist for p = 2), or
planar function. If m = n and 0 = 2, then F is called an almost perfect nonlinear (APN)
function.

We will denote by n(«) the quadratic character of a (that is, n(a) = 0 if @ = 0,
n(a) = 11if 0 # « is a square, n(«) = —1 if v is not a square).
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2 Preliminaries from function field theory

We recall that a function field over a perfect field L is an extension [ of I such that F is
a finite algebraic extension of L(«), with a transcendental over L. For basic definitions
on function fields we refer to [5]. In particular, the (full) constant field of F is the set of
elements of [F that are algebraic over L.

If F" is a finite extension of F, then a place P’ of F is said to be lying over a place P
of F if P C P’. This holds precisely when P = P'NF. In this paper, e(P’|P) will denote
the ramification index of P’ over P. A finite extension F’ of a function field F is said to
be unramified if e(P'|P) = 1 for every P’ place of F’ and every P place of F with P’ lying
over P. Since it is not needed here, we do not go into the tamely or totally ramification
extensions’ notions. Throughout the paper, we will refer to the following results.

Theorem 1. [5, Cor. 3.7.4] Let F be an algebraic function field of constant field L (char.
p) containing a primitive n-th root of unity (n > 1 and ged(n,p) = 1). Let u € F be
such that there is a place @) of F with ged(vg(u),n) =1 (see [5, Definition 1.1.2] for the
definition of the discrete valuation vg). Let F' = F(y) with y™ = w. Then: ®(T') = T"—uis
the minimal polynomial of y over IF, the extension F’ : T is Galois of degree n and the Galois
group of F" : F is cyclic; e(P'|P) = -, where rp := GCD(n,vp(u)) > 0; L is the constant

1
field of F; If ¢’ (g) is the genus of F (F), then ¢’ = 1+n(g—1) + 5 Z (n—rp)deg P.
PEP(F)

An extension such as F” in Theorem 1 is said to be a Kummer extension of F. Let K
be the algebraic closure of IF,. A curve C in some affine or projective space over K is said
to be defined over [F, if the ideal of C can be generated by polynomials with coefficients
in F,. Let K(C) denote the function field of C. The subfield F,(C) of K(C) consists of the
rational functions on C defined over F,. The extension K(C) : F,(C) is a constant field
extension (see [5, Section 3.6]). In particular, IF,-rational places of F(C) can be viewed
as the restrictions to F,(C) of places of K(C) that are fixed by the Frobenius map on
K(C). The center of an [ -rational place is an F,-rational point of C; conversely, if P is a
simple [F -rational point of C, then the only place centered at P is F,-rational. Through
the paper, we sometimes use concepts from both Function Field Theory and Algebraic
Curves. We need the next two results.

Theorem 2. (Hasse-Weil bound, [5, Theorem 5.2.3]) The number N, of IF-rational places
of a function field F with constant field F, and genus g satisfies [N, — (¢ +1)| < 2¢,/7.

Lemma 3. [1, Lemma 1| Let F (34, . . ., ,) be a function field with constant field F,. Sup-
pose that f € F (5, ...,B,)[T] is a polynomial which is irreducible over K(54, .. ., 5,)[T].
Then, for a root z of f, the field F, is the constant field of F, (51, ..., 8,)(2).

3 A “potential” infinite class of APN functions

First, we prove the following result, which finds some low differential uniformity functions
in odd characteristic, in the class of functions of [2].
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p"+
2

Theorem 4. Let F(x) =z * +ua? on F,n, where u € F,» satisfies u ¢ {0, £1}. If
u=—3 and p"” =5 (mod 8), then the differential uniformity of F' on F,. is at most 4.

Proof. (Sketch) For a € Fy.,b € Fyn we investigate the differential equation F'(x + a) —

n43

F(z) = b, that is, (3:+a)pT+u(:U+a)2—wa+3—uz2 = b. Denoting t, = n(z+a),t, = n(x),
and noting that 22 = E21 42 the equation above becomes (z+a)?(t, +u) — 2% (t, +u) =
b. We distinguish four cases, go through the possibilities and find that they collapse to
only four possibilities (under our assumptions), which do occur for some 0 # a, b. O

Combining some of the cases, depending upon the signs of the quadratic characters of
n(x),n(z + a) we want to show that the differential equation has at least three solutions
and thus the function F' is not APN. We fix u € F,\ {0, £1}. One can show the following.

Proposition 5. There exist 1, with n(z1) = n(zr1 + a) = 1, and xe,x3 with n(z;) =
—1,n(z; +a) = 1,i = 2,3, if there exist a,b, X, Y, Z, U V.W,T € F,, aZ # 0, satisfying
(we go through some equivalences to arrive at this system):

(b=a(u+1)(2X*+a),Y?=a+ X2,
Z?=a(u+1)((u—3)a — 4X?),
U?=*1a+Z,

Vi=uwly 2

2 a(u+1) VA
n ( 25) ' >
2 a(u+1 A
L7 =T — %

and such that the three roots of the differential equation, namely

b—(u+1a® alu—1)++/a®(u2—1)—2b
2a(u+1) ' 2

are all distinct (which is implied by b+ a*(u+ 1) #0).
Let a be such that a(u + 1) is a square in F,. The solutions of the system defined by
(b= a(u+1)(2X? + a),
Z%=a(u+1)((u—3)a — 4X?),

2 _ u—l Z
U= a+3,

V= UT(lal)_ %, (2)
2 a(u+ Z
" ( 26) ' >
a(u+1 A
= 26 28
Y =~ _TW
a(u+1)

are also solutions of System (1).
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Theorem 6. Let ¢ be an odd prime power, u € F,\ {0,£1,3}, a € F} such that a(u+1)
is a square in F,, ¢ a fixed nonsquare in F,, that is, n(a(u+ 1)) = 1,9(¢) = —1. The
function field K(X,Y, Z, W, T') defined by

(22 = a(u+ 1)((u— 3)a — 4X2),
W2 = a(u-‘rl) + 2&

T2 — a(ugl) _ %

Y = \/MTW
U?=2da+Z,

(V? = ugla_g

has [F, as a field of constants.
Proof. (Sketch) We apply Theorem 1 and Lemma 3 to derive the result. O

We now show that the conjecture of [2] is false, and not only is there no infinite family
of APN functions, but in fact there are no APN functions besides those listed in [2, Table
5].

Theorem 7. Let ¢ be an odd prime power, ¢ > 125, and select u € F, \ {0,£1}. The
polynomial F(z) = z(4*3/2 4+ y2? is not APN.

Proof. (Sketch) The case u = 3, required separate algebraic number theory treatment.
For u # 0, £1, 3, we use function field theory to show this result for ¢ > 2719, and Magma
to cover 125 < ¢ < 2719 (that is, outside [2, Table 5], which lists ¢ = 53 as the highest
cardinality when the function is APN, for some values of u). ]

Remark 8. Via Magma, we checked that, in addition to [2, Table 5|, there are other
interesting examples of best differential uniformity functions, for small dimensions. For
example, if p=3,n=1,u=—1,0r,if p=3,n =2, u=g,4¢°¢° g, the function is PN.

There are other related classes of functions in the same vein that one can consider.
However, they do not exhibit favorable behavior.

For example, if F'(z) = 2553 Lyad on F,» with p > 3, computationally, we observed
that, for some u, F'is APN for p = 5,7,11,13,19,23 and n = 1, as well as p = 5,n = 2,
and has mostly low differential uniformity.

However we can show the next result.

Theorem 9. Let ¢ = 1 (mod 3). Choose a nonsquare { € F, and consider u ¢
{+1, 43, £2}. If ¢ is large enough then F(z) = 2"+ 4 uz? is not APN.

Proof. The proof is involved and uses Cardano’s formulas. Their expressions is slightly
easier to analyze if ¢ =1 (mod 3). O
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One can also generalize the class of [2] to allow “any” quadratic exponent not only 2,
that is, F(z) = 2" P Pl 0 < < k< n, on F,». Unfortunately, once again,
we do not obtain an infinite class. However, for small dimensions, we do observe good
differential uniformity. For computational purposes, we express the entries of the DDT

in terms of Weil sums.

™1

Theorem 10. Let F(z) = 2"z "+ 4 4g?’+1 0 < j < k < n, on F,». The Difference
Distribution Table entries at (a,b) € Fy, x Fpn are given by

Nop=p" Z X1 <a(u + e — au+ ep)a?’ !
a,z€Fpn

+ ((catu+ ey

n—

"+ aa” (u+ e)) T+« <(u +e)a’ ! — b)) :

Corollary 11. For the function in our previous theorem under the condition k = j, if
p=—1,a#0, and ;i is odd, then N, a(usgart+t = P", and therefore, the function
cannot be APN.

When j = k in the general class of the prior theorem, we can show a stronger result.

p—1

Theorem 12. We let F(z) = 2”2 "1 4 yz?" 1 on Fpn, where k < n, u # %1,
d = ged(n, k), ¢ = p*,Q = p". Then F(z) is not APN.

Proof. For given a € F;,b € F, we need to look at the differential equation F(z + a) —

F(x) =0, that is, (z + a)pn{lﬂ’kﬂ +uz + a)p’”rl _ B i g

Using similar techniques as in the previous theorems, we apply Theorem 1 and Lemma 3
to derive the result. O
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