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Abstract

Starting with the multiplication of elements in Fg which is consistent with that

over 2, where ¢ is a prime power, via some identification of the two environ-

q2>
ments, we investigate the c-differential uniformity for bivariate functions F'(x,y) =
(G(z,y),H(x,y)). By carefully choosing the functions G(z,y) and H(z,y), we
present several constructions of bivariate functions with low c-differential unifor-
mity, in particular, many PcN and APc¢N functions can be produced from our con-

structions.
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1 Introduction

The differential attack, introduced by Biham and Shamir in [5], is one of the most
fundamental cryptanalytic approaches targeting symmetric-key primitives. The ability of

a cryptographic function applied in the S-box to resist the differential attack is quantified
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by the so-called differential uniformity [18]. In [7], the authors proposed a new type of
differential by utilizing modular multiplication as a primitive operation which can be used
to attack some known ciphers such as a variant of the IDEA cipher. Very recently, moti-
vated by their work, Ellingsen et al. [11] introduced a new concept called multiplicative

differential (and the corresponding c-differential uniformity) in the following way.

Definition 1.1. Let F,» denote the finite field with p" elements, where p is a prime and
n is a positive integer. For a function F: Fpn — Fyn and ¢ € Fpn, the (multiplicative)

c-derivative of F' with respect to a € Fyn is defined as
Do F(z) = F(x+a) — cF(x),

for all x € Fpn. For b € Fyn, we define [Ap(a,b) = #{x € Fpn, D F(x) = b} and call
Ap =max {.Ap (a,b) : a,b € Fpn, and a # 0 if ¢ =1}, the c-differential uniformity of

F. In this case, F is said to be (¢, .Ap)-uniform.

Note that if ¢ = 0 or a = 0, then .D,F(x) is a shift of the function F" and if ¢ = 1 and
a # 0, then .D,F(x) becomes the usual derivative. Therefore, the concept of c-differential
uniformity can be seen as the generalization of that of the classical differential uniformity.
Similarly to the classic case, F'is called a perfect c-nonlinear (PcN) function if [Ap =1
and an almost perfect c-nonlinear (AP¢N) function if \Ap = 2. Bartoli and Timpanella
in [3] proposed the concept of S-planar functions, which is just the PcN function with
respect to ¢ = .

Ellingsen et al. [11] investigated the c-differential uniformity of some well-known PN
functions and the inverse function. Inspired by their work, this topic has been extensively
studied in the past years. Researchers proposed several constructions of functions with low
c-differential uniformity, such as the AGW criterion, cyclotomic method, the perturbing
and swapping method, as well as the switching method [2, 12, 15, 17, 21, 22, 23, 25, 26, 27].

In [1], it was shown that the graph of a PeN function corresponds to a difference set in
a quasigroup, hence providing the first application of the c-differential uniformity (recall
that difference sets give rise to symmetric designs, used in the construction of optimal self
complementary codes, among other applications). Moreover, it was suggested in [1] that
the post-whitening keys in an even number of rounds (like in the higher-order differential
cryptanalysis) will disappear, when the round keys are connected via some of the constants
¢ in the higher order c-derivatives, or if just one of the sequence of derivatives is the

classical one. Further, in a very recent manuscript by Pal and Stanica [19] it was shown



that the boomerang uniformity for an odd APN function in odd characteristic equals its
c-differential uniformity when ¢ = —1, if the function is a permutation, otherwise it is
the maximum of the (—1)-DDT entries, disregarding the first row/column. This indicates
that our work may have implications in the classical differential uniformity area.

In [9], Carlet constructed new classes of APN functions by employing the bivariate
function. This method was later used to construct other classes of APN functions and
has turned to be effective to give rise to a new family of APN functions [8, 10, 16, 24,
28]. A natural problem is to investigate how the c-differential uniformity of the known
APN bivariate functions behaves. The computational data shows that the c-differential
properties of these APN functions are not good, in general. This motivates us to study low
c-differential uniformity by virtue of bivariate functions F(z,y) € Fy[z,y]. By utilizing
the 1-to-1 correspondence between Fg and 2, we firstly characterize the multiplication
over Fg and then give a definition of the c-differential uniformity of F'(z,y), which is
consistent with the c-differential uniformity in univariate form. This is somewhat different,
in general, from the approach of [20], where the c-differential uniformity was taken as the
maximum for each bivariate component. Based on the newly defined concept of the c-
differential uniformity in this paper, we present an infinite class of bivariate functions and
the upper bound of the c-differential uniformity is given for any ¢ = (c1, ¢2) € F2\{(1,0)}.
By employing some well-known cryptographic functions, such as the Gold function and
the inverse function, we propose some concrete examples and investigate the c-differential
uniformity explicitly in any characteristic. Furthermore, we propose several classes of
functions with low c-differential uniformity for any ¢ = (c1, ¢2) € F2\{(1,0)}. In addition,
by fixing ¢ = (¢1,0) € F,\{1} x {0}, we derive other five classes of bivariate functions
with low c-differential uniformity. It is worth noting that many PcN and APc¢N functions
can be produced from our constructions.

Throughout this paper, we assume ¢ = p" for a prime p and a positive integer m, and
we denote by F,, the finite field with ¢ elements. For [ | m,/we denote by Tr;", the relative

m/l-1

trace function from Fpm to I, defined by Tr;"(z) = Z'—o P

2 Preliminaries

Let x be the quadratic character of F; when ¢ is odd, namely, for any a € Fy, x(a) =1
if « is a square, x(a) = —1 if a is not a square. We denote by SQ and NSQ, the set of

square elements and non-square elements in Fy, respectively. Throughout this paper, we



select some ¢t € F, which satisfies Tr{"(¢) = 1 when ¢ is even and 1 — 4t € NSQ when ¢
is odd. Below we recall basic results on the factorization of low-degree polynomials over
tel,.

Lemma 2.1 ([4]). Let m be a positive integer, p a prime number and ¢ = p™. Then:

(1) The equation x* + ax +b =0, with a,b € [, and q even, has two solutions in F, if

and only if Tr}" (a%) = 0, and no solution, otherwise.

(2) The equation x* + ax +b = 0, with a,b € F, and q odd, has two (respectively,
one) solutions in F, if and only if the discriminant a*> — 4b € SQ (respectively,
a’?—4b=0).

The factorization of a quartic polynomial over a finite field Fom can be given in terms
of the roots of a related cubic equation. Let f(x) = z* + axz? + a1 + ag with aga; # 0
and g(y) = y® + ay + a1 with the roots ry, 75, 73. When the roots exist in Fom, we
set w; = agr?/a?, 1 < i < 3. If a polynomial f is factored as a product of irreducible

polynomials of degrees a, b, c, ..., we write that as f = (a,b,¢,...,).

Lemma 2.2 ([14]). Let f(x) = 2* + az? + ez + ag € Fam|z] with aga; # 0. The

factorization of f(z) over Fom is characterized as follows:
(1) f=0111) & g=(111) and Ty (wy) = T} (w5) = Tef" (ws) = 0;
(2) f=(22) & g=(111) and T} (wy) = 0, T¥}" (w,) = Toy" (ws) = 1;
(3) f=(13)og=03);
4) f=(1,1,2) < g=(1,2) and T (wy) = 0;
(5) f=(4) &g =(1,2) and Tr} (w) = 1.

With the natural 1-to-1 correspondence between F,2 and Fg with respect to some
primitive element in F, below we consider the multiplication between elements in Fg,
which induces a multiplicative isomorphism between F,. and Fg. Based on the multipli-
cation operation, the c-differential uniformity of a bivariate function can be investigated
in terms of a system of two bivariate equations.

According to Lemma 2.1, one can verify that
tes+ (L —cr)ea+ (1 —e1)* #0, (2.1)
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for any (c1,c2) € F2\{(1,0)}. Besides, it can be easily checked that the quadratic polyno-
mial f(z) = 2®+x+t is irreducible over F,. Let 8 € F2\F, be a root of f(x), then we can
extend I, to F 2 based on the basis {1, 3}. Also, F 2 and ]F?I are in 1-to-1 correspondence
under the mapping

oz, y) =z2=x+Py; 2€Fp, v,yecl, (2.2)

From (2.2), z, y € F, can be expressed by z € F2 as

poP2=PZ 277 (2.3)
p—=p f—p
where Z is the Galois conjugate of z, i.e., Z = 2. Therefore,
-1 -1 BZ — bz z—%Z
e (z) = (I+5y)=(:c,y)=(_ : _).
p—-p B-0

For any z; = @(xb%)’ Zo = 90<$2,y2)7 we have

e z) = o7 (21 + By (22 + Bys))

= @ Nzze + Blarys + 2a1) + 52 (1112))
(w19 — tyrys + B(T1y2 + Tays — Y112))

= (1172 — ty1Y2, T1Y2 + Tay1 — V1Y) -

To be consistent with the multiplication over Fg ., we can define the multiplication over
F?2 as

(x1,11) - (22, y2) = 90_1 (p(z1,y1) - p(x2,y2)) = (T122 — tY1Y2, T1Y2 + T2y1 — Y1Y2)-

Let F(z,y) = (G(z,y), H(z,y)) be a bivariate function from F? to itself, where both
H(zx,y) and G(x,y) are bivariate functions from F> to F,. Based on the multiplicative

definition over Iﬁ‘g as above, we next give a proper definition of the c-differential uniformity
of F(x,y).

Definition 2.3. Let F(z,y) = (G(x,y), H(x,y)) be a bivariate function from F. to F2,
where H(x,y) and G(x,y) are bivariate functions from ]Fg to F,. The c-differential equa-
tion DeoF(x,y) = b with a = (a1,a3), b = (b1,b2), ¢ = (c1,¢2) € Fi is given in the
following system of equations

{ Gz + a1,y + az) — a1G(z,y) + teaH(z,y) = by, (2.4)
H( ’

T+ a,y+ay) — (a1 —c)H(x,y) — coG(z,y) = bs.
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We define the c-Differential Distribution Table (DDT) entry at (a,b) as
CAF<G’7 b) = # {(Z‘,y) S F?] : DC,GFCL’,:I/) = b}

and the c-differential uniformity of F as Ay = max {cAp(a,b) : a,b € F2, and a # (0,0)
if c=(1,0)} (we say that F is (¢, .Ap)-uniform).

It should be noted that the 1-to-1 correspondence between the univariate and bivariate

representations of F'(x,y) is given by

B 32—65 Z—E> (EZ—BE z—?)
F =H — — G — — . 2.5
=) <ﬁ—ﬁ’ﬁ—6 TP\ 5555 (25)

To prove our results, we need the following lemmas.

Lemma 2.4 ([6]). Let m, k be two positive integers with ged(m,k) = d. Let p be a
prime, ¢ = p
f(z) = 2?4 az + b has ezactly 0, 1, 2 or p® + 1 roots in F,, when a, b run through
Fy. In particular, the number of b € F; such that " 4+ b =0 has exactly p® + 1

. . . p(r=1)d_ped o .
solutions in Fy is prd—71p7 where € =0 if r is odd and € = 1, otherwise.

m

and r = [Fq : Fgeamn] be the degree of the extension. Then the polynomial

Remark 2.5. Note that if r = 2 in Lemma 2.4, then % = 0 and therefore, there

is no a € ¥y such that ' 4 x4+ a=0 has p? + 1 solutions in F,.

The c-differential uniformity of the inverse function f(z) = z~! and Gold function
flz) = 27"+ has been completely described. Below, we recall the results which can be

used to simplify our proof of the main results in our paper.

Lemma 2.6 ([12])). Let q=2", m>2, ceF, and F : F, — F, be the inverse function
defined by F(x) = x972. We have:

(1) If ¢ =0, then F is PcN (this is equivalent to F' being a permutation).

(2) If ¢ = 1, the differential uniformity of F is 2, when m is even, and 4, when m is

odd.

(3) If ¢ # 0 and Tr"(c) = Tr"(1/c) = 1, the c-differential uniformity of F is 2 (and
hence F' is APcN).

(4) If ¢ # 0 and Tr"(1/c) = 0, or Tr1"(c) = 0, the c-differential uniformity of F is 3.
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Lemma 2.7 ([12, 19])). Let q be odd and c € F,. Let F : F, — F, be the inverse function
defined by F(x) = 772, We have:

(1) If ¢ =0, then F is PcN (this is equivalent to F' being a permutation).

(2) Ifc# 1, and x(c® —4c) = 1 or x(1 —4c) = 1, the c-differential uniformity of F is 3.
(3) If c=1 and x(—3) =0, the c-differential uniformity of F is 3.

(4) If c =1 and x(—=3) = 1, the c-differential uniformity of F is 4.

(5) In all other cases, the c-differential uniformity of F is 2.

3 The main results

In this section, we mainly focus on the bivariate functions of the form F(x,y) =
(G(x,y), H(x,y)). We will investigate the c-differential uniformity properties of F' for
certain functions G, H, and present several families of bivariate functions with low c-
differential uniformity. It is worth noting that many PcN and APcN functions can be

produced from our constructions.

3.1 Functions with low c-differential uniformity for any c € I

Firstly, we consider the bivariate function F'(x,y) of the form F(z,y) = (g(z), h(y) +
g(x)), for some univariate g, h. According to Definition 2.3, the c-differential uniformity

of F(z,y) is given by

{ g(z +a1) — (c1 — tea)g(w) +teah(y) = by, (3.1)

9z +ar) —crg(x) + hy + az) — (1 — e2)hly) = by,
We first give the upper bound about the c-differential uniformity of F'(x,y) as follows.

Lemma 3.1. Let F(z,y) = (g9(x), h(y) + 9(x)) and ¢ = (c1,¢2) € FA\{(1,0)}. If g(x) is
differentially (c; — tcg, 01)-uniform and h(x) is differentially (¢; — (1 — t)cg, 09)-uniform,
then Ap < 0165. In particular, [Arp = 0105 when co = 0.

In particular, if g(z) is a linearized polynomial over F, and h(y) is a permutation

polynomial over F, in Lemma 3.1, then we have the following result.



Theorem 3.2. Let ¢ = p™ and F(z,y) = (L(x),h(y) + L(z)), where L(x) is a linearized
permutation polynomial, h(y) is a permutation polynomial over F,. Let ¢ = (c1,¢2) €
F2\{(1,0)} and denote A = (c; — c2)(1 — c1 + tca) +tea(l — c1) and B = 1 — ¢; + tey.
If AB = 0, then F(x,y) is a PcN function; If AB # 0 and %Ah =0, then F(z,y) is
differentially (¢, d)-uniform.

Proof. By Equation (3.1), we need to solve the following system of equations

{ (1 — ¢y +teg) L(x) + teah(y) = by — L(ay), (3.2)
(1= c1)L(z) + h(y + az2) — (c1 — e2)h(y) = by — L(an), (3.3)

where (a1, az), (b1,by) € Fo. If ¢ = (¢, ¢2) = (0,0), it can be easily checked that (Ap = 1.
We assume now that ¢ = (¢1,¢2) # (0,0) and B =1 — ¢; + teo.

Case I: If B = 0, then ¢y # 0 due to (c1,c2) # (1,0). From Equation (3.2) and h(y)
permuting [F;, we can see that y is uniquely determined by a;, b;. Moreover, for a fixed
y satisfying (3.2), there is exactly one solution z to Equation (3.3) due to L(z) being a
linearized permutation polynomial. Thus, we have .Ap = 1.

Case II: If B # 0, by Equation (3.2), then

Substituting Equation (3.4) into Equation (3.3), we get

teo(l —c by — L(a
h(y + (IQ) — (Cl — C9 + M)h(y) = bg - L(al) — (1 — Cl)l—(l).
B B
Since b; and by run through Iy, it is equivalent to considering
A
h(y + az) — Zh(y) = bs (3.5)

B

with A = (1 —2)(1 —¢1 +tea) +tea(1 —¢r) and by € F,. Note that L(x) is a permutation
polynomial, which implies that x can be uniquely determined by y from (3.4). Therefore,
in this case, the number of solutions of Equations (3.2)-(3.3) is equivalent to that of
Equation (3.5). Now, we focus on solving Equations (3.5). Firstly, we claim that 4 # 1.
Suppose 4 = 1, then (1 — ¢1)te; = (1 — ¢1 + ¢2)(1 — ¢1 + tes), which can be reduced to
tc3+(1—cy)ea+(1—c1)? = 0. This is impossible due to (c1, ¢a) # (1,0) and Equation (2.1).
Further, we can see that Equations (3.5) always has only one solution when A = 0. When
AB # 0, then F(z,y) is differentially (¢, §)-uniform, since %Ah = 4. O
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Remark 3.3. From the proof above we can see that when L(x) is an s-to-1 linearized

polynomial in Theorem 3.2, we can derive the following result:
(1) If AB =0, then Ap =s;
(2) If AB #0 and %Ah =0, then .Ap < 0s.

According to the result in Theorem 3.2, we can construct many functions with low
c-differential uniformity from the known functions. Moreover, PcN and APcN functions
can be derived in our constructions. By employing inverse functions and Gold functions,

the following corollaries can be directly obtained by Lemmas 2.6 and 2.7.

Corollary 3.4. Let g = 2™ with m > 3 being a positive integer and F(x,y) = (L(z),y '+
L(x)), where L(x) is a linearized permutation polynomial over F,. Let ¢ = (c1,¢) €
F2\{(1,0)} and denote A = (c1 + ¢2)(1 4 ¢1 + tca) +tea(1+¢1) and B =1+ ¢; + te,.

(1) If AB =0, then F(x,y) is a PcN function,

(2) If AB # 0, then F(z,y) is differentially (c, 3)-uniform when Tr{"(4) - Tr{*(2) = 0;
otherwise, F(x,y) is an APcN function.

Corollary 3.5. Let g = p™ with m being a positive integer and p being an odd prime,
F(z,y) = (L(x),i + L(z)), where L(x) is a linearized permutation polynomial over F,,.
Let ¢ = (c1,¢2) € FA\{(1,0)}. Denote A = (cz — c1)(1 — ¢1 + teg) — tea(1 — 1) and
B=1-—c¢ +tcy. Then:

(1) If AB =0, then F(x,y) is a PcN function;
(2) If AB # 0, when 4 = 4,47} ( —4) € NSQ and 4(2 — 4) € NSQ, then

F(z,y) is an APcN function; when dA4,471 4 (4 -4) € SQ, or £(8—-4) € 5Q,
F(x,y) is differentially (c, 3)—umf07’m.

Example 3.6. Let ¢ = 2* and t = w?, where w is a primitive element ofIF Then
f(x) =2+ 2+t is an irreducible polynomzal over F,[x]. Let F(x,y) = (z,y™' + ) and
c=(ca1,c2) € F3\{(1,0)}. Magma ezperiments show that when (c¢i+ca+ tealber) y (1 4 ¢ +

1+c1+tca
tea) = 0 or (c1,c2) = (0,0), F(x,y) is PcN; when <01 + o+ %) (I+c+tea) #0
and (c1,c2) # 0, F(x,y) is differentially (c, 3)-uniform if Tr}" (01 + o+ tﬁgiii) =0 or

-1
TrT((cl + o+ iﬁigiﬁ;) ) = 0; otherwise, F(x,y) is APcN. It is consistent with the

result in Corollary 3.4.



Example 3.7. Let ¢ = 2. Then f(z) = 2®+x+1 is an irreducible polynomial over F,[x].
Let F(z,y) = (2 + z,y ' + 2%+ 2) and ¢ = (c1,¢2) € F2\{(1,0)}. Magma experiments
show that when (c1 + ¢y + ii(ij'f;))(l +c14c2) =0 or (c1,c2) =0, F(x,y) is differentially
(¢, 2)-uniform; otherwise, F(x,y) is (¢, 6)-uniform which is consistent with the result in

Remark 3.3.

Theorem 3.8. Let F(x,y) = (L(z), y"" "' + ay+ L(x)), where L(z) is a linearized permu-
tation polynomial, k < m is a positive integer and oo € Fy. Let ¢ = (c1,¢3) € F2\{(1,0)}.

(1) When m # 2k, if a = 0 and tc%Jr(ll_;f)lc"gffl_Cl)Q € Foecatmm, then Ap = ged(p® +

1,p™ —1). Otherwise, we have [Ap = psedmk) 41,

(2) When m =2k, if a # 0 and 1—cyticy 5 € Fpr, then [Ap = 2. Otherwise, we

tes+(1—cy1)ca+(1—c1)
have [Ap = pF + 1.
Proof. By Definition 2.3, it is sufficient to solve the system of equations

(1= ¢ + tes) L(x) + teay? ™ + tesay = by, (3.6)
(1—c1+ cz)yplchl + agypk + (agk +a(l—c+e))y+ (1 —cp)L(x) = by, (3.7)

where ag, b1, by € ;. Note that 1 — ¢; + tcy and 1 — ¢; cannot be zero simultaneously.
Otherwise, we can infer that (c1, c2) = (1,0), which contradicts the assumption. Next, we
discuss the above system of equations by splitting the analysis into two cases.

Case I: 1 — ¢; + tcp = 0. Then there are at most ged(p® + 1,p™ — 1) solutions y € F,
satisfying Equation (3.6) when o = 0 and at most p&°d(™*) 1 1 solutions when o # 0 by
Lemma 2.4. Further, for each y, Equation (3.7) has exactly one solution x € F, due to L(z)
being a permutation polynomial. Since b; runs over F,, one has .Ap = ged(p*+1,p™ —1)
for « = 0. When «a # 0, we can see that if m = 2k, then .Arp = 2 again by Lemma 2.4
and otherwise, ,Ap = pgedmk) 4 1.

Case II: 1 — ¢y + tey # 0. For this case, L(z) = by —teay? +—teyay by Equation (3.6).

1—c1+tes

Substituting L(x) into Equation (3.7), one gets
Ay Agy? + Agy + Ay = 0, (3.8)

where Ay = tc2+(1—c))ea+ (1 —¢1)?, Ay = (1 — ¢y +ten)as, A3 = (1—¢y +tcg)a§k +ad,
and Ay = b1(1 —¢1) — ba(1 — ¢1 + tc). Note that Ay # 0 from Equation (2.1).

When « = 0, Equation (3.8) has at most ged(p* + 1, p™ — 1) solutions in F, if (ﬁ—f)pk =
ﬁ—i’. When a # 0, Equation (3.8) has at most p&d(™*) 1 1 solutions if m # 2k by Lemma
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2.4 and also at most p* + 1 solutions if m = 2k which is possible by choosing a; = 0 and

bl ) b2 ) properly

1—ci+tco
tc +(1—c1)e2+(1—cq)

exists ay € F, such that ( Al) P = Al‘ Therefore, by Lemma 2.4, one has that the above

equation has at most p&°d(™*) 1 solutions for the case m # 2k. If m = 2k, it has at most

1— 01+t02
te? S+(1—c1)ea+(1—c1)

The result follows by combining Cases I and II, which completes the proof. n

Similarly, when « # 0, observe that if E ¢ [ eca(m.iy, then there always

p* + 1 solutions when E ¢ F ., otherwise, it has at most two solutions.

ogcd(2k,m) _

Remark 3.9. It is well known [11] that ged (2% +1,2™ — 1) = W and when p > 2
and m 15 odd, ged (p +1,p™m — 1) = 2. Therefore, one can see from Theorem 3.8
that when m # 2k, sed(my 18 0dd, if a =0 and tc§+(1172f)1;t+c?17c1)2 € Fecaemiy, then F(x,y)
is PcN when p = 2 and APcN when p > 2.

Example 3.10. Let ¢ = 2* and t = w?, where w is a primitive element of Fys. Then
f(z) = 2% + z + t is an irreducible polynomial over Failz]. Let F(x,y) = (z,y° + ay +
z) and ¢ = (c1,¢0) € Fo\{(1,0)}. Magma experiments show that when o # 0 and
tcg—l—(l—li—tf)l:;i(—:?l—l—clﬂ € Fo2, F(x,y) is APcN; otherwise, F(x,y) is differential (c,5)-uniform
which 1s consistent with the result in Theorem 3.8.

Example 3.11. Let ¢ = 3% and t = w?, where w is a primitive element of Fys. Then
f(x) = 2® + x + t is an irreducible polynomial over Fss[z]. Let F(x,y) = (x,y*° + ay +
z) and ¢ = (c1,¢0) € F3\{(1,0)}. Magma experiments show that when o = 0 and
tc§+(11:cf)1:;lf?1fc1)2 € F3, F(x,y) is APcN; otherwise, F(x,y) is differential (c,4)-uniform
which 1s also consistent with the result in Theorem 3.8.

In the following, we present another class of bivariate functions F'(x,y) which is dif-

ferent from that of Lemma 3.1.

Theorem 3.12. Let a € F;, F(z,y) = (z+y, 2" y+azy? ) and c = (c1,¢5) € F2\{(1,0)}.
Denote A = {(c1,¢2) € F2\{(1,0)} : ¢, # 0 and Tr}" <%> = TrT(% —02> =
0}. Then:

(1) If « = =1 and (i,5) = (0,1), then [Ap < p+1 for c € {(c1,0) : c1 € F\{1}};
A <qg+p—1force A and .Ar < 2p, otherwise;

(2) Ifa=—1 and (i,7) = (0,m — 1), then Ar =q+p—1 forc e A, and Ar < 2p,

otherwise;
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(3) If « # =1 and (i,j) = (1,1) or (1,5) = (m —1,m — 1), then Ap < p+1 for
c €{(c1,0): c; € FN\{1}}, and Ap < p? + p, otherwise.

Proof. We only give the proof for the case (i,j) = (1,1), since the other cases can be
similarly proved. Let ¢ = (c1,c2) € F2\{(1,0)}. It is sufficient to solve the following

system of equations

tea(2Py + axy?) + (1 — )z + (1 — 1)y = by, (3.9)
(1+co — c1)(aPy + axy®) + aoa? + aayy? + (aah — o)z + (af — c2)y = by, (3.10)
where (a1, az), (b1,b2) € F2. When ¢, = 0, then we have ¢; # 1 due to (c1,¢) # (1,0)
and r = 13—161 — y from Equation (3.9). Replacing it into Equation (3.10), we obtain an
equation whose degree is actually p + 1 due to a # —1. Thus, we have Ap < p + 1.
Next, we assume that co # 0. Multiplying Equation (3.9) by —H‘;z—z_cl and then adding

it to Equation (3.10) gives us

asx? + Bix 4+ aay? + Boy = bs, (3.11)

o (1+62761)(17C1)7 32 — a? —Cy— (1+827cl)(1701) aIld b3 — b2 . b1(1+C27C1)

_ P
where By = aay—co Tos fos s

By Equation (2.1), we can see that as and By cannot be zero at the same time.

Case I: a; = 0. In this case, we have By # 0 and z = W from Equation (3.11).
Substituting it into Equation (3.9), we get an equation in y only, whose highest degree
is p> + 1 when a; # 0. When a; = 0, then we have B; = B, and z = ]l;—i — y from
Equation (3.11). Combining this expression with Equation (3.9) gives an equation about
y whose highest degree is p + 1 due to o # —1. Thus, there is at most p* + 1 solutions
for Equations (3.9)-(3.10).

Case II: ay # 0. If By = 0, then 2P = IB_BQi/l—;MM. Similarly as in Case I, by taking
p-th powers on both sides of Equation (3.9) and then eliminating 2P, we can derive an

equation in y only, whose highest degree can reach p? + p. Thus, Equations (3.9)-(3.10)

has at most p* + p solutions. If By # 0, then multiplying Equation (3.11) by —%y and
adding it to Equation (3.9) gives
Bqte atcsa Bote bstc
(tesy’ — 22y 41— ¢)r — —— P — 2202 4 (1 — ey + =2)y = by. (3.12)
a9 a9 as ag

Subcase (II-1): If there exists y; such that tcaay! — Bé—zczyl +1—2¢ = 0, then
Equation (3.12) has solutions if and only if b; = —%?‘“y’f“ — Beleagd 4 (1— ¢ + B2y,

and for such y;, Equation (3.9) has at most p solutions on x.
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Subcase (II-2): If y satisfies tcaay? — B;—i”y + 1 — ¢ # 0, then x can be uniquely
expressed by y from Equation (3.12). Replacing x by y in Equation (3.11), we can obtain
an equation with the highest degree being p* + p. Thus, Equations (3.9)-(3.10) has at
most p? + p solutions in this case.

When Subcases (II-1) and (II-2) happen simultaneously, then we have
etaaypl 4 Bricay? — (1 — ¢y + 22)y + by

tepayP — —Bét;?y +1—¢
atean (yptt — ) 4 Bl (2 — ) — (1 — g + B2 (y — )

tesa(y? — yf) — B2 (y — yy)

from Subcase (II-2). Dividing by y — y; on both sides of the above equation and then
substituting it into Equation (3.11) derives an equation with the highest degree being p*.
Therefore, one can see that Equations (3.9)-(3.10) has also at most p* + p solutions when
Subcases (II-1) and (II-2) happen at the same time. Based on the above analysis, one

can conclude that ,Ap < p? + p. This completes the proof. m

Example 3.13. Let F(z,y) = (v +y,2”y + azy?) and ¢ = (c1,¢) € FL\{(1,0)}.

Magma experiments show that
(1) If « = 1 and (i,7) = (0,1), then Ap = 3 for ¢ € Fos; Ap = 17 for those
¢ = (c1,¢2) which satisfy co # 0 and Trf(Le) = Tr‘ll(w + ) = 0.

tco tea
Otherwise, [ Ap = 4.

(2) If « = 1 and (i,7) = (0,3), then Ar = 17 if ¢ = (c1,¢q) satisfies co # 0 and

Tr%(%) = Tr‘{‘(—(1+cl+t2)(cl+1) + ¢2) = 0 and otherwise, Ap = 4.

(3) If o =w and (i,j) = (1,1) or (i,5) = (3,3), where w is a primitive element in Fa,
then [Ap = 3 for ¢ € Fosa and otherwise, Ar = 6.

Example 3.14. Let F(z,y) = (z + y, 2"y + azy?”) and ¢ = (c1,¢,) € F2:\{(1,0)}.
Magma experiments show that

(1) Ifa=—1 and (i,7) = (0,1) or (i,j) = (0,2), then Ar =4 for c € F3s; [Ap = 29
for those ¢ = (1, ¢o) which satisfy co # 0 and Tr:f(l;—gl) = Tr:f((l_c+22)(cl_l) —0) =
0. Otherwise, .Ar = 6.

(2) Ifa=w and (1,7) = (1,1) or (i,7) = (2,2), where w is a primitive element in Fss,
then Ap =4 for ¢ € Fss\{1} and otherwise, .Ap = 12.
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If F'is a function from Fpe to F, x Fy, by a similar process as before, we can also
derive the expression of the c-differential equation of F'. Let n = 2m. In the following,
we present another class of functions that have low c-differential uniformity by using the

inverse function.

Theorem 3.15. Let H(z) = Tr},, (2), where v ¢ F,. Let F(z) = (Tr)(z), H(x)) and
c=(c1,09) € Fg\{(l,())}. Then Ar < 6. More precisely, if ¢ = 0, then F is APcN; if
ce{(cr,e0) ier=1orecy=00r (1—c)(c; — ¢2) = tc3}, then [Ap < 4 and otherwise,
Ap <6.

Proof. By Definition 2.3, in order to determine the c-differential uniformity for ¢ =
(c1,¢2) € F2\{(1,0)}, it is sufficient to calculate the maximum number of solutions in

[F 2 of the following system of equations
(1 —cy)Try () 4+ teaH () = by, (3.13)
H(l’ + a) - (Cl - Cg)H(I) — CQTI'%(JI) = bg (314)
when a and b = (by, by) run over Fp and 7, respectively.

Case I: ¢; = 0. In this case, ¢; # 1 due to ¢ # (1,0). Since H(z) = Tr}, (2), then
Equation (3.14) can be reduced to

v Toay! ay
z4+a? x+a x4 z

= by. (3.15)

On the other hand, from Equation (3.13), one has that all the solutions of Equation (3.13)
can be expressed as y + zp, where y? +y = 0 and x, is a solution of Equation (3.13). If
System (3.13)-(3.14) has one solution, either z = 0 or = —a, without loss of generality,

we may assume that z = 0 is a solution of (3.13)-(3.14). Then (3.15) becomes

q cr (9 —

A S G e VNS
—y+a?l y+a Yy

which has at most three solutions in the set {y € Foo:y'+y = 0}. The case that x = —a

is a solution of (3.13)-(3.14) can be similarly approached. If x = 0 and z = —a are the

solutions of System (3.13)-(3.14), simultaneously, then a? +a = 0 and so, Equation (3.15)

becomes

e AN Cntt))

yta Y
which has at most two solutions in the set {y € Fy>\{—a} : y?+y = 0}. If both z = 0 and
x = —a are not the solutions of (3.13)-(3.14), then by replacing = with y + zo, (3.15) has
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at most four solutions since y? +y = 0. Therefore, one can conclude that System (3.13)-
(3.14) has at most four solutions in this case. In particular, when ¢ = 0, i.e., ¢; = 0, it can
be proved that F'(z) = b for any b € IF% has at most two solutions, by the above analysis.
Case II: ¢; # 0. Since H(z) = Tr}, (%) and a, b = (b1, by) run over Fp and F2,

respectively, it is equivalent to solve the following system of equations

AT () + Tr;(%) = by, (3.16)
AT () +Tr;(x1a) = by, (3.17)

where A; = =% and A, = 4=a)la=e) . = One should note that A, # Ag, which is

tca tea
obvious by Equation (2.1). On the other hand, if z = 0 (or x = —a, respectively) is a
solution of System (3.16)-(3.17), then by = 0 and by = Ty (1) (or by = —A,Tr), (a) —

Ty (2) and by = —AyTry (a), respectively). Firstly, we claim that = 0 and = —a

(a # 0) cannot be the solutions, simultaneously. If System (3.16)-(3.17) has the solutions

r=0,2 = —a (a #0) at the same time, then by = —A;Tr}, (a) — Tr},(2) = 0 and
by = Tr, (1) = —AsTr), (a). It implies (A; — Az)Tr),(a) = 0. Thus, we have Tr) (a) =
0 due to A; # Ay. Further, we can obtain that b, = —Tr (2) = 0. Observe that

Trr (%) = 2+ 1 = =2 since Tr],(a) = 0. Thus, one has that Tr},(2) = =2 = 0, which
is impossible when a # 0 due to v ¢ F,. Now, we assume that x # 0 and x # —a. Then
System (3.16)-(3.17) can be reduced to

AT (27%) + byoT + T () = 0, (3.18)
{AQTrg(fo + aZ?®) + B1aT + BoT + Byx + B3 = 0, (3.19)
where
By = Trlt (@As) — b,
B, = aaA, + 7 — abs,
Bs =T (ay) — aabs.

Next, we consider the above system of equations case by case.
Subcase I: A; = 0. In this subcase, we have Ay # 0. When b; = 0, then T = —9 2
from Equation (3.18) and then Equation (3.19) becomes

Ay (v = 12 + ((ay"T 1 Ay — By )"+ @dy)a® + (By — By a4+ By = 0.
The above equation has at most 3 solutions in F,2\{0, —a} due to Ayy? (471 —1) #0.
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When b, # 0, then Z(byz + v) = —7x by Equation (3.18). Note that bjx + v # 0.
Otherwise, if byjz+~ = 0, one then has x = 0 which contradicts the assumption. Therefore,

one can obtain that 7 = — blziy' Substituting this expression into Equation (3.19) renders

(@b, — )by Agx* + Ca® + Cox® + Csx + Byy* = 0,
where

C1 = (§ — v)7A2 + 2ab1yAs — b1y By + b3 Bs,
Cy = e} (ay) Az — ¥7B1 — bi7Bs + 2b17Bs + b Bs,
03 = _77§2 + ”}/232 + 2()1’}/337

which has at most 4 solutions when a, b = (b, b2) go through F 2 and Fg, respectively.
Subcase II: A; = 0. By letting x = y — a, System (3.16)-(3.17) becomes

AVTE (y) + Tl (——) = by + AT (a),
/‘y
T (=) = bs.
m(y) 2

Since x # 0, —a, then y # 0, a. And therefore, the equation has at most 4 solutions, as
proved in Subcase I.
Subcase III: A; Ay # 0. System (3.19) x A; — (3.18) x A, implies

AlAQTI":I(CL52> + (AlBl - blAQ)ZL‘f + TI‘nm((AlBQ - 7A2)[L‘) + AlB3 = 0. (320)

When a = 0, we have By = —by, By =7 and B3 = 0. Further, Equation (3.20) is reduced
to
(1 — (Albg + AQbﬁl’)f + (Al — A2>7$ =0.

Observe that 1 — (A1by + Asby)x # 0. Otherwise, one has x = 0 due to (A; — A2)7 # 0,
which contradicts the assumption x # 0, —a. Hence, we have

(A1 — A7z
1-— (Albz + Agbl)I.

T =

Substituting the above equation into Equation (3.18) renders a quartic equation. It implies
that System (3.18)-(3.19) has at most 4 solutions in F2\{0, —a}, in this case.
When a # 0, (3.20) x z — (3.18) x aAj, gives that

(D11'2 + DQI‘ — Dg)f = —E1ZE3 + EQI‘Q + E3£L‘, (321)
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where
D1 = AlBl — blA2 — CLAlAQ, D2 = A1§2 — (’Y + ab1>A2, D3 = CL’}/AQ

and
Ey =aA1 Ay, By =7Ay — A1 By, B3 = ayAy — A Bs.

If there exists xy # 0, —a such that Dyz3 + Dyxg — D3 = 0, then Equation (3.21)
has zy as one of its solutions only if —Elazg + ngg + E3xo = 0, which is equivalent to
—E123 + Eyxo + B3 = 0 due to zg # 0. One should note that there are at most two xg’s
that satisfy D123+ Dazg— D3 = 0 and —Fy23 + Faxg+ E3 = 0. Let 21 € F2\{0, —a} be
a solution of System (3.18)-(3.19) with Dyx? + Doz — D3 # 0. When there are exactly
two x¢’s which satisfy this condition, then Dyz? + Dyx — D3 = pu(—FEy2* + Exx + E3)
for some p € Fy,. Then we have 7, = - and further, Equation (3.18) has at most two
solutions in IFZ‘IQ. When there is only one xy which satisfies the above condition, we then

have

—E 123 + Eya? + Esxy
D122 + Dyxy — Dj

Es(23 — a3) + Es(x1 — xo)

Dy (2% — x3) + Da(z1 — o)

By (z1 4 20) + E3

Dy (21 + x0) + Do

Substituting the above expression into Equation (3.18) renders a quartic equation, which
has at most 4 solutions when a runs over F; and b ranges over Ffl. Therefore, we conclude
that System (3.18)-(3.19) has at most 5 solutions in F,2\{0, —a}, when this case happens.

If there is no € F2\{0, —a} such that Dyz* + Dyx — D3 = —Ej2% + Esx + E3 = 0,
we then have

—E1$3 + E21E2 + E3J]
D1I2 + Dgx - D3 ’

8|

Similarly, by replacing it into Equation (3.18), we obtain an equation with the highest
degree 7, namely,

AlEl (El — D1>ZE7 + Lll’ﬁ + L2$5 + L3I4 + L4I’3 + L5ZL’2 + D3(7D3 - ’YE3)$ = 07 (322)
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where

Ly = A((D\Ey— DyE, — 2E,Fy) — by D E},

Ly = A(Ey(Ey+ Do)+ E3(Dy — Ey) + Ei(Ds — E3))
+b1(D1Ey — DyEy) + D(7Dy — vEy),

Ly = Ai(E3(Dsy+ Es) + Ey(E3 — D3)) + by (D1 E3 + DyFEy + D3Ey)
+y(D1Ey — DyEy) + 29D, Ds,

Ly = A\Es3(E3— Ds)+ b (DyEs — D3Ey) +75(D3 — 2D, Ds)
+v(D1E3 + DyEy + D3Ey),

Ls = ~(DyEs3 — D3Ey) — 2Dy Ds.

Obviously, Equation (3.22) has at most 6 solutions in Fy,. Therefore, System (3.18)-(3.19)
has at most 6 solutions in F2\{0, —a}, when this case happens.

From Subcases I-III, we can see that System (3.16)-(3.17) has at most 4 solutions in
when F2\{0, —a}, when A; A4, = 0, and at most 6 solutions in when F,.2\{0, —a}, when
A1 Ay #0.

Recall that x = 0 and x = —a (a # 0) cannot be the solutions of System (3.16)-
(3.17), simultaneously. Assume that z = 0 is a solution of (3.16)-(3.17), then b = 0
and by = Tr}, (1). By Subcase I, one can easily check that the System (3.16)-(3.17) has
at most 3 solutions in F}, due to by = 0. Similarly, the System (3.16)-(3.17) has also
at most 3 solutions in Subcase II. As for Subcase III, since By = Tr) (ay) — aaby =
Try (@y) — aaTr), (1) = 0 and further, 7D3 — 7By = ayyAs — y(ayAy — A1 Bs) = 0.
Hence, one can see that Equation (3.22) has at most 5 solutions in 2. It implies that
the System (3.16)-(3.17) has at most 6 solutions in F2 when # = 0 is a solution of
System (3.16)-(3.17).

Assume that x = —a (a # 0) is a solution of (3.16)-(3.17), then by = —A; Tt} (a) —
Ty (2) and by = —AoTr) (a). When A; = 0, we have 2 = 4 — 2 and p + 7z = 0 from
Equation (3.16). Therefore, Equation (3.17) becomes

YWy (R AT (a).

AQTI'nm( 5
ap —y a’p

The above equation can be further reduced to

a av ayu — % ayu + 72
A2< Y _ 8 _) i 7“2 7 4 7/12 Y —0,
ap—7  ap+7 a2y a2
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which has at most 3 solution in {4 € Fpe|p+u =0 and p # 2}. The case Ay = 0 can be
similarly proved. Therefore, when A; Ay = 0, System (3.16)-(3.17) has at most 4 solutions
in this case. When A; Ay # 0, let © = y — a, then System (3.16)-(3.17) becomes

g v
= —Tv" (L
=T,

AT () + T, () = 0.

ATy, (y) + T (

According to the analysis for the case that z = 0 is a solutions of (3.16)-(3.17), we
can derive that the above system of equations has at most 5 solutions in Fee, that is,
System (3.16)-(3.17) has at most 5 solutions in Fp\{—a} when x = —a is a solution of
System (3.16)-(3.17). This completes the proof. O

3.2 Functions with low c-differential uniformity for c € I,

On one hand, it is difficult to find new bivariate functions whose c-differential uni-
formity is always low for any ¢ € Fg. On the other hand, due to the complexity of the
c-differential equation of bivariate functions F'(z,y), generally speaking, it is not easy to
determine the c-differential uniformity for F'(x,y). However, if we select ¢ = (¢, 0), then
System (2.4) is reduced to

{ Gz + a1,y + az) — a1G(z,y) = by, (3.23)
H(z + a1,y +as) —cH(z,y) = by,
which seems more hopeful to deal with. Thus, in what follows, we aim to construct more
low c-differential uniformity functions F'(z,y), including PcN and APceN functions with
respect to ¢ € F,\{1}.

Proposition 3.16. Let F(x,y) = (g9(x), H(x,y)) with H(z,y) = hy(z)L1(y) + y1h2(z) +
Y2Lao(y), where v, vo € Fy, g(z), hi(z) are functions from F, to F, and L; is a linearized
polynomial over Fy for 1 <i < 2. Let ¢ = (c1,¢2) € F2\{(1,0)} and v, # 0. If g(x) is a
PcN function with respect to some ¢ € {(c1,0) : ¢; € F\{1}} and La(y) +~vLy1(y) is either
2-to-1 or permutation for any v € F,, then Ap < 2.

Proof. Note that ¢ € F,\{1}. Thus, one has ¢ = (¢;,0) for some ¢; # 1. For any

a = (a,az), b = (b1, bg), the c-differential equation of F'(x,y) can be expressed as

{ gla +ar) - eig(a) = b,
(hi (z+a1) — ciha(2)) Li(y) + 72(1 — 1) La(y) = ¥

19



by Equation (3.23), where

V' =0y — 1 (ha(w + a1) — c1ha(x)) — y2Llo(az) — ha(x + a1)Li(az),

which is linear on by. Since g(x) is PeN and Lo(y) + vL1(y) is 2-to-1 or permutation for
any v € F,, then g(z + a1) — c19(x) = by has exactly one solution for any ay, b; € F, and

there are at most two solutions for the second equation. Then the result follows. O

Remark 3.17. Note that if hy is a non-zero constant polynomial in Proposition 3.16,
namely, F' has the form F(z,y) = (g(z), h(y) + f(x)), where f(zx) is any polynomial over
F,[z] and h is not necessarily a linearized polynomial. In this case, we can check that if
g is (¢, 01)-uniform and h is (¢, d3)-uniform for the same ¢ € F,\{1}, then F is (¢, 0162)-
uniform. Therefore, if we choose g and h such that both of them are either PcN or APcN,
then the c-differential uniformity of F is at most 4. Based on the known PcN and APcN
functions, an abundance of new ckllasses of PcN and APcN functions can be produced by this
way. For instance, let g(z) = "2 and h(y) = y*"*** with p > 2, m and it
are odd, then g is PcN and h is APcN for ¢ = —1 by [17, Theorem 3 and Theorem 6]. By
selecting f at random, Magma experiments always show that F(x,y) = (g(x), h(y)+ f(z))
1s APcN with respect to ¢ = —1.

Next, we give certain examples to prove the existence of functions in Proposition 3.16.

Example 3.18. Let ¢ = 2™ and g(x) be any linearized permutation polynomial over
F,. Let Ly(z) = = and hy(x) = 2*° with ged(k,m) = 1. Obviously, one can easily
check that Lo(x) + vhe(zx) is a permutation when vy = 0 or 2-to-1 when v # 0. Selecting
vLy(z) = 2242 or v = 0, hy(z) = 7! or hy(x) = 22!, Magma always shows that
F(z,y) is APcN for c € F,\{1}.

k
Example 3.19. Let ¢ = 3™ with m odd and F(z,y) = (x3 =8+ vy), where k is even
k

and 7y is a square element in F;. Then one has g(v) = 2%27 is PcN with respect to c = —1

from [17, Theorem 6] and y* + vy permutes F,. Magma experiments show that F(x,y) is
PeN for ¢ = (—1,0). This is consistent with the result in Proposition 3.16.

By employing quadratic functions and linearized polynomials, we present two classes

of functions as below.

Proposition 3.20. Let ¢ = p™ and F(z,y) = (27" + vt L(z + y)), where L is
a linearized permutation polynomial over F, and v € F,\{—1}. Let ¢ € {(¢1,0) : ¢; €
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FA\{1}} and d = ged(p® + 1,p™ — 1). If ¢,y € Fpecammm), then F is (c,d)-uniform.
Otherwise, F is (c, p&d(™*) 4 1)-uniform.

Proof. According to Equation (3.23), it suffices to determine the maximum number of

solutions of

(x4 a)” T+ y(y + a)? = ca? T — ey T = by, (3.24)
(1 — Cl)L(fI? + y) + L(a1 + &2) = b2, (325)
when a = (a1,az), b = (by,by) run over F7. From Equation (3.25), we have y =
L=t (%‘W) — x. Replacing it into Equation (3.24) gives that
All’pk_H + Agl’pk + Agl’ -+ A4 = 0, (326)
where
Al = (1""}/)(1—01), Agzal—(b’2+a2—clb'2)'y,

As = CL1k ((by + a2) — Clblzpk)% Ay =dl A + (b5 + az)pkﬂ — C1blzpk+1)7 — b

with ¢, = L~! (b L(a1+a2)>. Note that A # 0 due to ¢; # 1 and v # —1. If ¢,y €

Iﬁ‘pgcd(m,k), then <A2) ﬁ—i’ and further, one has

Ay
AN AN A,
(x * A_1> (A_) T

which is a shift of 2#°+1. Thus, F(z,y) is (¢, d)-uniform in this case.
k

P
If ¢, v & Fucaimiy, there always exist A;, Ay, Az such that <ﬁ—j> # ‘2—?, since a and b

m—k
pk p
are arbitrary. Let x = Byz 4+ By with By = <2‘—? — (2—?) ) and By = —f\—f, then we

have - X
Zpk+1+Z+A1B§ + ‘|‘A235 —|—A3B2+A4 —0
pF+1
which has 0, 1, 2 or pged®m™) 4 1 solutions by Lemma 2.4. When m # 2k, since the

constant term of the above equation is linear on by, the value pg°d¥™) 11 is achievable by

Lemma 2.4. When m = 2k, again by Lemma 2.4, we can see that the above equation has

at most two solutions. However, returning to Equation (3.26), we always have (ay, az),

21



(b1,by) € Fi such that Ay = A3 = 0, when a; = ay = by = 0. Thus, Equation (3.26) has
at most p* + 1 solutions when m = 2k in this case.

Note that pged®m™) 4 1 > ged(p? + 1,p™ — 1). Then the result follows by the above
analysis, which completes the proof. O

2gcd(2k,m) -1
2gcd(k,m) _1

Remark 3.21. Recall that ged(2F +1,2m — 1) = and ged (pk +1,p" — 1) =2
if p > 2 and Lmk) is odd. Therefore, one can obtain that if ¢, v € Fecampr) with
c#1,v# —1 and —>— gcd( is odd, then F is PcN when p =2 and APcN when p > 2.

Example 3.22. Choosing q=p" =2% k=2 and L(x) = z, then d = ged(p* + 1,p™
1) = 1. When v € Fe\{1}, Magma shows that F in Proposition 3.20 is PcN for any
c € F2\{1} and F is (c,5)-uniform when ¢ € F\F 2

Example 3.23. Choosing ¢ = p™ = 3%, k =2 and L(x) = 2® + z. For any v € F,\{2},
Magma shows F' is (c,4)-uniform when ¢ € F\{1}.

Proposition 3.24. Let ¢ = p™ and F(z,y) = (xy, S vi(zy)?" + L(x + y)), where L
is a linearized permutation polynomial over Fy and v; € F, for 1 < i < m. Ifv # 0
only for 1 € {iy, 2, ..., iy}, where 1 <t < m and let d = ged(iy,ig, ..., i, m), then F is
APcN for ¢ € Fpa\{1}. In particular, if v; = 0 for all 1 < i < m, then F is APcN for
c € {(c1,0) : 1 € F\{1}} and F is always APcN for ¢ = (0,0) regardless of the values
of v;s.

Proof. Let ¢ € {(c1,0) : 1 € F,\{1}}. By Equation (3.23), the c-differential equation of

F(z,y) can be written as

(1 —c1)ry + asx + a1y + ajas = by, (3.27)

Z% ( (z+ a1)(y + a2))” — cl(xy)”i> + (1 —c1)L(z 4+ y) = by — L(ay + az). (3.28)

By taking p’-th power on both sides of (3.27) for 1 < i < m in turn, (3.28) can be reduced
to .
Z%< ) (zy)? + (1 — ¢)L(z 4+ y) = by — L(ay + ay) Z
i=1
Let v;; # 0for 1 <j <tand v =0forl ¢ {i1, iy, ..., is}. Since d = ged(iy, iz, ...,i,m)
and ¢ € F a\{1}, the above equation can be reduced to
(1—c)L(z+y) = by — L(ar + a2) — Y _ B ;.

=11
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Thus, y can be uniquely determined by z, that is,

=L (bz — L(ay +ag) — YL, WF %’) .

1—c¢

Substituting it into Equation (3.27), then we can obtain a quadratic equation which has
at most two solutions in [F, and it can attain two solutions when choosing a, b, properly.
For example, if a; = as = by = 0 and by # 0, then Equation (3.27) has the form 22 +tz = 0
with ¢ # 0, which has exactly two solutions for any c € F,.

In particular, if 3, = 0 for all 1 <4 < m or ¢ = 0, it is immediate that F' is APcN by
the above analysis. This completes the proof. O]

Example 3.25. Let ¢ = 2™ and F(z,y) = <xy, (2y)2 + (zy)¥ + 2 + y). Magma exper-
iments show that F is an APcN function for ¢ € Fy2 and ¢ # 1.

As constructed in Theorem 3.15, if F' is a function from Fp2 to F, x F,, we can give

the following results (the first one can be similarly proved as in Theorem 3.15).

Proposition 3.26. Let H be a function from Fp to F, and F(x) = (Tt (z), H(x)). Let
C= (617 CQ) < ]Fg\{(lv 0)}

(1) When H(z) = Tr], (fmpul) with v+~ # 0, if ged(k,m) = 1, then Ap(z) < 6; if
c € {(c1,0) : e; € FN\{1}}, then F(x) is (c, prd®m™ + 1)-uniform,

(2) When H(z) = 9%, then F(x) is APcN for ¢ € {(c¢1,0) : ¢; € F,\{1}}.

Remark 3.27. In Proposition 3.20, F(x,y) has the univariate form Fy(z) = = —Li (B 1+
B8
k .k — —=

N (B ) — (B B+ )z — (B +9)72) + BL(%), while
F from Proposition 3.26(1) has the univariate form Fy(z) = vz + 727" + 247 by
FEquation (2.5). We can see that F1(z) is not equal to F5(z). Recall that the c-differential
uniformity of a given function F(x) is preserved through F o L (note that it is not pre-
served through Ly o F o Ly for affine permutations Ly and Ly) and is not invariant under
EA-equivalence and CCZ-equivalence mentioned in [12]. Therefore, we claim that F of
Proposition 3.26(1) is not equivalent to the function F of Proposition 3.20. So do the
functions F of Proposition 3.26(2) and of Proposition 3.24.

Proposition 3.28. Let H be a function from Fpe to F, and F(z) = (z7"', H(z)). Let
¢ = (c1,0) € FN1} and U = {& € Fp : 27t = 1} Then F is (c,0)-uniform if
H(x+4a)—c1H(x) = by for any B € Fpe and by € F,.

1
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Proof. To complete the proof, we need to prove F(x + a) — ¢F(x) = b has at most §
solutions for any a € Fp2 and b = (b1, b2) € F2. By Equation (3.23), one has (z + a)*! —
™ =b. Let x =y + -5, then yitt = %, which always has solutions with

the form y = U, § € F 2 and 77 = % This completes the proof. ]

Example 3.29. Let ¢ = 2% and H(z) = Tt} (2°) and ¢ = (¢1,0). Magma experiments
show that F in Proposition 3.28 is APcN if ¢; € Fo2\{1} and otherwise, F is (c,6)-

uniform.

4 Conclusions

In this paper, we mainly focused on the construction of bivariate functions in F,[z, y]
with low c-differential uniformities. By analyzing the relationship between bivariate func-
tions and univariate functions, we proposed a new concept of the c-differential equation
for bivariate functions. By virtue of some known functions, such as the Gold function, the
inverse function, the trace function and linearized polynomials, we presented four classes
of bivariate functions with low c-differential uniformity for any ¢ € F2\{(1,0)} while sev-
eral classes of bivariate functions with low c-differential uniformity for ¢ € F,\{1} x {0}.
In particular, PcN and APc¢N functions could be found from our constructions. Besides,
this adds to the very few known classes of PcN functions in even characteristic (there are

only two non-trivial classes of such, besides sporadic examples).
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