Cryptography and Communications
https://doi.org/10.1007/512095-022-00573-8

®

Check for
updates

The binary Gold function and its cc-boomerang connectivity
table

Sartaj Ul Hasan'® - Mohit Pal’ - Pantelimon Stanica?

Received: 17 October 2021 / Accepted: 11 March 2022
© The Author(s), under exclusive licence to Springer Science+Business Media, LLC, part of Springer Nature 2022

Abstract

Here, we give a complete description of the entire c-Boomerang Connectivity Table for the
Gold function over finite fields of even characteristic, by using double Weil sums. As a by-
product, we generalize a result of Boura and Canteaut (IACR Trans. Symmetric Cryptol.
2018(3) : 290-310, 2018) for the classical boomerang uniformity (see also the extended
abstract by Eddahmani and Mesnager at the Boolean Functions and their Applications
(BFA 2021) conference).
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1 Introduction

Let [, be the finite field with g = p" elements, where p is a prime and 7 is a positive inte-
ger. The multiplicative cyclic group of nonzero elements of the finite field is denoted by
F= (g), where g is a primitive element of F,. The canonical additive character is a homo-
morphism y; : F, — C of the additive group of I, defined as follows

27i Tr(x)
x1(x) = exp <T>,

where C is the field of complex numbers and Tr : F, — F, is the absolute trace
defined by Tr(x) =x+x"+x” +--+x"" (to emphasize the dimension, we
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sometimes write this as Tr}). We define the relative trace Tr, : [Fp,, - [Fpg, eln, by
Tr,(x) = x+ 2 + X7 4+ - + ¥"“"" Note that all additive characters of F, can be
expressed in terms of jy; [12, Theorem 5.7].

A Weil sum is an important character sum defined as follows

> X (F),

x€F,

where y is an additive character of F, and F is a polynomial in F,[x]. It is well-known that a

polynomial F(x) over finite field [, is a permutation polynomial (PP) if and only if its Weil

sum er[F x(F(x)) = 0 for all nontrivial additive characters y of F, Permutation polynomi-
q

als are a very important class of polynomials as they have applications in coding theory
and cryptography, especially in the substitution boxes (S-boxes) of the block ciphers. The
security of the S-boxes relies on certain properties of the function F(x), e.g., its differential
uniformity, boomerang uniformity, nonlinearity etc.

Recently, Cid et al. [4] introduced a “new tool” for analyzing the boomerang style attack
proposed by Wagner [21]. This new tool is usually referred to as Boomerang Connectivity
Table (BCT). Boura and Canteaut [2] further studied BCT and coined the term boomerang
uniformity, which is essentially the maximum value in the BCT. Li et al. [13] provided
new insights in the study of BCT and presented an equivalent technique to compute BCT,
which does not require the compositional inverse of the permutation polynomial F(x) at all.
In fact, Li et al. [13] also gave a characterization of BCT in terms of Walsh transform and
gave a class of permutation polynomial with boomerang uniformity 4.

Recently, Stdnicd [16] extended the notion of BCT and boomerang uniformity. In fact,
he defined what he termed as ¢-BCT and c-boomerang uniformity for an arbitrary polyno-
mial function ¥ over [, and for any ¢ € F7, in the following way. For a,b € F,, the entry of
the c-Boomerang Connectivity Table (c-BCT) at (a,b) € F,. X I, denoted by Brla,b), is
the number of solutions in . X F,. of the following system

F&x) — cF(y) = b
Fx+a)—c'F(y+a) =b. (I.1)

The c-boomerang uniformity of F is defined as

= max .Br(a,b).
ﬂF}c a,bG[F,j’,,C F( s )

In yet other recent papers, Stanicd [17, 18] further studied the ¢-BCT for the swapped
inverse function and also gave an elegant description of the ¢-BCT entries of the power
map in terms of double Weil sums. He further simplified his expressions for the Gold
function x”"+! over F,. forall1 <k <nand p odd. In this paper, we shall complement the
work of [18] to the finite fields of even characteristic (p = 2). As argued also in [18], while
the Weil sums expressions may seem complicated from a theoretical perspective, they do
have the advantage of being easily implementable. In fact, a simple Sage implementation
achieved for all taken examples a speed up of more than 10 times for the current approach
versus the Walsh transform or solutions counting approaches. Moreover, on the theoretical
side, we generalize a result of Nyberg [15, Proposition 3], as well as a result of Boura and
Canteaut [2, Proposition 8] on the classical boomerang uniformities of the Gold function
(independently, Eddahmani and Mesnager [7] also explicitly determined the ¢-BCT entries
of the permutation Gold functions using a different approach in the particular case of ¢ = 1).
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The paper is structured as follows. Section 2 contains some preliminary results that
will be used throughout. Section 3 contains the characterization of ¢-BCT entries in
terms of double Weil sums. For ¢ = 1, we further simplify this expression in Section 4.
In fact, Theorem 4.1 generalizes previously known results of Boura and Canteaut [2]. In
Section 5, we consider the case when ¢ € F,.\{0, 1}, where e = gcd(k, n). In Section 6,
we discuss the general case. Finally, in Section 7, we discuss the affine, extended affine
and CCZ-equivalence as it relates to c-boomerang uniformity.

2 Preliminaries

We begin this section by first recalling the recent notion of c-differentials intro-
duced in [8]. We shall assume that g = 2" for rest of the paper. For an (n, n)-function
F:F,—>F, and c € F,, we define the (multiplicative) c-derivative of F with respect
to a € F, to be the function

D Fx)=Fx+a)—cF), forallx € F,.

Further, for a,b € F,. we let the entries of the c-Difference Distribution Table (c-DDT) be
defined by Ap(a,b) =#{x € F, : F(x+ a) — cF(x) = b}. We call the quantity

6p. =max { Ap(a,b)|a,b €F,, anda # 0if c=1},

the c-differential uniformity of F. Note that the case ¢ = 1 corresponds to the usual notion
of differential uniformity. The interested reader may refer to [1, 9, 11, 14, 19, 20, 22] for
some recent results concerning c-differential uniformity. It has been proved recently [10]
that the differential uniformity is not necessarily smaller than the boomerang uniformity
(for non-permutations), as it was previously shown for permutations.

The following theorem is a “binary” analogue of [18, Theorem 1], which gives a nice
connection between ¢-BCT and c-DDT entries of the power map x“ over F,.

Theorem 2.1 Let F(x) = x? be a power function on F,,g=2"and c € F,- Then, for fixed
b € F;, the c-Boomerang Connectivity Table entry JBp(1,b) at (1, b) is given by

1 1
2| DA + A ) [ =1+ = D B+ B)) S g Sec et
weF, 9" o peF, ap0
with

Sep = Z X1 (axd))ﬁ (ﬂ(x + l)d)

xeF,

q-2
LS 6 10 1) Y v (@Y (B + 1Y),
k=0

(q—17 4= e

where y, is the canonical additive character of the additive group of F, w, is the k-th multi-
plicative character of the multiplicative group of F, and G(y, x) is the Gauss sum.
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We shall now state some lemmas that will be used in the sequel. The following lemma is
well-known and has been used in various contexts.

Lemma 2.2 Lete = gcd (k,n). Then

1 if n/e is odd
_ k n_ — ’
= gd @ +1.2°-D {2€+1 if n/e iseven.
We shall also use the following lemma, which appeared in [5], describing the number of
roots in [, of a linearized polynomial u¥ X + ux, where u € F.-

Lemma 2.3 [5, Theorem 3.1] Let g be a primitive element of F,. and let e = ged(n, k). For
any u € &, consider the linearized polynomial L, (x) = u¥ X2 + ux over Fou. Then for the
equation L, (x) = 0, the following are true:

(1) Ifnleis odd, then there are 2¢ solutions to this equation for any choice of u € F;
(2) Ifnleis even andu = g'®*V for some t, then there are 2% solutions to the equation;
(3) Ifnleis even andu # g'®*V for any t, then x = 0 is the only solution.

The explicit expression for the Weil sum of the form er[qu ;(l(ux”“ + vx), where
u,v € Fy, is obtained in [5]. In what follows, we shall denote the Weil sum
e 2@+ 4 vx) by &(u,v). The following lemma gives the explicit expression for

q

S(u, 0).

Lemma 2.4 [5] Ler y be any nontrivial additive character of F, and g be the primitive ele-
ment of the cyclic group [Fq*. The following hold:

(1) Ifnleis odd, then

»y1y _ J g ifu=0,
; X = { 0 otherwise.
xery,

(2) Let nle be even so that n = 2m for some integer m. Then

Z T { (=1ym/eam if u # g"®+*Y for any integer ¢,
x(ux =

= (=1)eHamte if y = g'@+D for some integer z.
2

From Lemma 2.2, it is easy to see that when n/e is odd, the power map X2+ permutes [F,,.

Therefore if u # 0, there exists a unique element y € F' such that 72+ =y and hence
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S(u,v) = Z 2@t 4 x)

x€F,

- Z }((szﬂ +vy7 )

x€k,

=&(1,vy ).

The following lemma gives the expression for the Weil sum &(1, v) for v # 0 and n/e odd.

Lemma 2.5 [5, Theorem 4.2] Let v # 0 and nle be odd. Then

{ 0 if Tr,(v) # 1,
S(1,v) = 2 \¢ e . _
(}E) 272 if Tr,(v) =1,

where <i> is the Jacobi symbol.

In the case when u, v # 0 and n/e is even, the Weil sum &(u, v) depends on whether or

not the linearized polynomial L, (x) = WX +uxis a permutation of [F,,. The following

lemma gives the expression for Weil sum &(u, v) for u, v # 0 and n/e even.

Lemma 2.6 [5, Theorem 5.3] Let u,v € [F; and nle be even so n = 2m for some integer m.
Then

(1) Ifu# g%+ for any integer t then L, is a PP. Let x,, € F, be the unique solution of the
equation L, (x) = v2'. Then

Su,v) = (—1)’”/"2’";(1 (uxuzk“).

(2) Ifu=g'®*D for some integer t, then ©(u,v) = 0 unless the equation L, (x) = v is
solvable. If the equation L, (x) = v is solvable with some solution, say x,, then

(—=1ymeamy (ux, 2+ if Tr,(u) #0,

@ N = m k
@) { (=1)£12m%e (e, 241) i Tr,(u) = 0.

3 The binary Gold function

In this section, we shall give the explicit expression for the c-BCT entries of the Gold func-

tion x2+! over F,., for all ¢ # 0. Recall that the c-boomerang uniformity of a power func-

tion F(x) = x4 over F,, is given by zn%x Br(1,b), where By(1,b) is the number of solu-
ek,

tions in [, X F,, g = 2" of the following system

¥ +eyl=b
{(x+1)d+c—1(y+1)d=b. (1.2)

As done in [18], for b # 0 and fixed ¢ # 0, the number of solutions (x,y) € [qu of the sys-
tem (1.2) is given by
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Br(1,b) = Z Y oan(a(x+ey'+0) D p (B + D+ o+ DT+ b))

x,y€F, arEIFq ﬂe”fq
Z )fl(b(a + ) 2 X1 (axd + px + l)d) 2 X1 (cayd + C_lﬁ(y + 1)d)
a.peF, xeF, yeF,
=$ Z A DIS,S
a,peF,

where S, ; = >er X1 (axd + plx+ 1)¢ ) Therefore, the problem of computing the ¢-BCT
> q

entry .Br(1,b) is reduced to the computation of the product of the Weil sums S, ; and

Secqc-1p- Now, in the particular case when d = 2%+ 1, i.e., for the Gold case, we shall fur-

ther simplify the expression for S, ; as follows:

Sep = Z 7 <ax2k+1 + p(x + 1)2k+1)

x€k,

=0(B) Y, n@+ B+ i (px” + px)

x€k,

=B Y, nla+ ) 1 (B 0% + p)

x€k,

=B Y, na+ ) 1 (B + B

x€k,

=0 Y nl@+ P + (B + po

x€F,

=0(B) Y, n(A* " + Bx),

x€F,

where A = a + f and B = ¥~ + B. Here one may note that A = 0 if and only if a = f.
Also, B = 0 if and only if § € F,., since

B=0sp*" =5

e/ =1

D R N |

o =1, (as ged(n—k,n) =e)
< pek,..

Now we shall calculate S, s in two cases, namely, n/e odd and n/e even, respectively.

Case 1: n/e is odd.

In this case, if « = f and f € Fy,, then S, ; = qx,(f). If « = and f € F,\F,. then
Sqp = 0. In the event of a # ff and f§ € F,., again we have S, ; = 0. Finally, if « # ff and
p € Fu\F,, by Lemma 2.5 we have,
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0 if Tr,(By ™) #1,
Sep =

(Z)25 0 ifT@ =1,

where y € F, is the unique element such that P2+l = A

Case 2: n/e is even.

Let n = 2m, for some positive integer m and g be a primitive element of the finite
field F,. When a =p and g € F,. then S, ; =qx(f). If @ =p and p € F,,\F, then
again S, ; = 0. In the event of a # f and § € [, by Lemma 2.4 we have

s - (=12 3. (B) if A # g"@*D for any integer 1,
@B T\ (1)t (B) i A = g @FD for some integer ¢.

Finally, when a # f§ and g € F,.\F,., we shall consider two cases depending on whether
or not the linearized polynomial L,(x) = A% x*” + Ax is a permutation polynomial. From
Lemma 2.3, L, is a permutation polynomial if and only if n/e is even and A # g'®+D for
any integer t. Therefore, when n/e is even and A # g'®+D for any integer ¢, the equation
L,(x)= B will have a unique solution, say x,. Therefore, by Lemma 2.6, we have

Sup = (12" 4 (B) 1 (AX2H).

Now if the linearized polynomial L, is not permutation, i.e, n/e is even and A = g®+D

for some integer #, we again have two cases depending on whether or not the equation
Ly(x) = B? is solvable. In the case when equation L, (x) = B is solvable, let x, be one of
its solution. Therefore, by Lemma 2.6 we have,

DT (A5H) i Tr@) =0,

S, ;= . k
T i B (ij + ) if Tr,(A) # 0.

fL,(x)= B is not solvable, again, by Lemma 2.6, Sa,ﬂ =0.

Thus we have computed S, 4 in all possible cases. Similarly, we can find S, 15 by
putting ca and ¢! # in place of a and f, respectively. We shall now explicitly com-
pute the ¢-BCT entry Bp(1,b) for c =1, ¢ € F,.\{0, 1} and ¢ € F,,\F,. in the forth-

coming sections.

4 Thecasec=1

When ¢ =1, Sa,ﬂ and S
given by,

-ip coincide, therefore for any fixed b # 0, the ¢-BCT entry is

ca,c

Brlb= 5 3 nibla+ PIS,

a.per,

Let us denote T, = Si P Now we shall consider two cases, namely, n/e odd and n/e even,
respectively.
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Case 1: n/e is odd. We consider the following subcases.
(1) Ifa = pandp € F,, then
T, = ¢ 1By =
(2) Ifa = pandp € F,\F,, then
21 _
7,7 =0.
(3) Ifa # pandp € F,, then
31 _
7,7 =0.
(4) Ifa # pand p € F,,\F, then

T[4] _ 0 if Tre(By_') # 1,
boT\ 2% if Tr,(By ) = 1.

Nyberg [15, Proposition 3] showed that the differential uniformity of the Gold func-
tion x — x>+ over F,. is 2¢, where e = gcd(k,n). Also, from [4], we know that the
boomerang uniformity of the APN function equals 2. Boura and Canteaut [2, Propo-
sition 8] proved that when n/e is odd and n =2 (mod 4), then the differential uni-
formity as well as the boomerang uniformity of the Gold function x > x2+ s 4.
Our first theorem in this section generalizes the two previously mentioned results,
and gives the boomerang uniformity of the Gold function for any parameters, when
E is odd. Note that we would require the notion of Walsh-Hadamard transform in the
proof of this theorem, which is defined as follows.

For f : F,, —» [, we define the Walsh-Hadamard transform to be the integer-valued
function

Wy(u) = Z (=1 Ty e .

xEFon

The Walsh transform Wr(a, b) of an (n, m)-function F : F,, — Fuata € F,.,b € F,. is the
Walsh-Hadamard transform of its component function Tr{'(bF(x)) at a, that is,

Wi(a, b) = 2 (_I)Trr]"(bF(x))—Tr'l‘(ax).

XEFn

Theorem 4.1 Let F(x) = xzk“, 1 < k < n, be a function on [Fq, qg=2"n>2. Letc=1and
nle be odd, where e = gcd(k, n). Then the c-BCT entry (Br(1,b) of F at (1, b) is

Br(1,b) =0, or, 2¢,
iJ[TfL,(b%) = 0, respectively, Tr, (b%) +0.

Proof For every a,f, let A=a+ B,B= ﬂsz + f, and y € F, be the unique element such
that y2+! = A. Further, let
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A={(a.p) €F} |a=p R},
B={(@.p) €F |a=peF\F},
C={(a.p) €F; |a# fand f € Fy},
D=((a.p) €F; | a # fand p € F\Fy},
E={(a.p) €D | Tr,(By™") # 1},
F={(a.p) €D | Tr,(By™") =1}.

Then,

1B(1,b) =iz< Y aba+T + Y e+ T+ Y pbla+ Ty

(a,p)eA (a,p)EB (a,p)eC

+ Y, b+ + Y b+ ﬂ))rg*])

(a.p)EE a,peF

1
=_2< Y @+ Y b+ /3))2”“)
" \ @peA (@peF

=2+ 2 Y nb@+p).

(@.p)eF

As customary, ' = 2'~2, rendering 0~! = 0. For each f € F,, \ F,., we let (if f € F,.,
Y, =F)
p ="

vy={r'er : (@ o) =1},
and
T, = {d €F, : Tr,(f" +p)d) = 0} = (f* + py.

We shall use below that when = is odd, then Tr,(1) = 1. We label by (S), the F,-linear
subspace in F,, generate by S and we write Ste, for the trace orthogonal (via the relative
trace Tr,) of the subspace (S), (if e = 1, we drop the subscripts). Since Tr, (1) = 1, then,
B +pte Yy It yl‘l,yz‘l € Y, then 7/1‘1 + J/Z_l € T, of cardinality |T4| = 27=1, Recip-
rocally, if y~! € Yy and d € Ty, it is easy to see that yl+dey s Therefore, Y is the aff-
ine subspace Y; = y; + Tj, where y; = B+

Next, we observe that the kernel of ¢ : f — ﬁz_k + f, say ker(¢), is an F,-linear
space of dimension e (in fact, it is exactly F,.) and the image of ¢, say Im(¢), is an
F,-linear space of dimension n — e. Further, we show that Im(¢)*c = ker(¢). We use
below the fact that Tr,(x*") = Tr,(x) and e | k. Let u € Im(¢)*, that is, for all g € F,,,

0=Tr,w(p>" +p) =Tr,wp>") + Tr,wp) = Tr,* B) + Tr,(up) = Tr,(u + u*)p),

and so, W ru= 0, which shows the claim. For easy referral, if we speak of the dimension

of an F,.-linear space S, we shall be using the notation dim, S (no subscript if e = 1).

We will be using below the Poisson summation formula (see [3, Corollary 8.9] and [6,
Theorem 2.15]), which states that if f : F,, — R and S is a subspace of [,, of dimension
dim S, then
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Z Wf(u)(_l)Tr(ﬂu) — 2dimS(_1)Tr(aﬂ) Z f(u)(—l)Tr(‘”‘),

u€a+S uepf+St

and in particular,

D W) =245 N fu).

ues uest
Now, we are able to compute our sum (labelling a = f+y**!, and writing
¢~ = {B : $(P) =t}; we also note that when E is odd, gcd(2¥ +1,2" — 1) = 1, and so

y — y**lis a permutation)
Bo(1,b) = 2¢ + 2 > py?+!
1Br(L,0) = o X1\ oy

pe [Fz,,k \F>.,7 € F,
Tr, (B> +B)yr™') =1

-2+ 3 % ()

PEF\Fye y-1€Y,

=2°+ % Z Z X (bx_zk_l)

PEF xe(™ 4§y (5> +p) e
(we used here that Y, = (ﬂsz +p7 '+ Ty; we also added

p € Fy., as it contributes O to the inner sum)

—0¢y 2 Z o—dim$ Z Wgﬂ(u)(—l)Tr("(ﬂz_uﬂ)_l)

omn
PEFm u€<<ﬂ2_k+ﬂ>J‘k >J.

(by Poisson summation with st = (ﬂﬂ + p)te, and 8 =y (b)c_Zk_1 )).
We now analyze the F,-linear space

((ﬂz_k + ) )l = (xeF, : Tr(dv) = 0,Vd with Tr (d(5*" + §)) = 0}.

Further, F,, has dimension n/e as an F,-linear space and so, dime(ﬁz_k +p)yte="-1
as an [F,-linear space, and since [F,. has dimension e as an [F,-linear space, ‘then
dim(f*>" + p)* = n— e as an Fy-linear space. Thus, dim ((>" + f)*)” = e. Moreover,
Tr, (B + p) =0 and if u € Fy. then Tr,(u(f>" + p)) = uTr,(f*" + ) =0, and conse-
quently (since the dimensions match and B+ PF. C8)

s= (" ) = + e

We are now ready to continue the computation, thus,
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By =2+ 227 3w o)

2n
PEFm ue(ﬂz_k +P)Fye

=204 20 3 W, @B+ p-1)T

n
2 pEFn d'€Fye

=2¢+ 2—;2_‘7 Z Z Z X (b)c_zk‘1 +dx(F* +p)+ dl)

peFn d'€Fye xEF

2
= 3_2 T X on(od) (@ p)

&€y xebyn ==
=2° + 2_6 Z Z Ve (bx 21 d') 2 )(1<<(d’x)2k +d'x>ﬁ)
&' EFye xEFy ==

('since Tr <a”x(ﬁz?A + ﬁ)) = Tr(((d’x)zk +d'x)p) = Tr(d & + x)B))

e 2¢ n—e —2k—
=2+ 22 Y ;(1<bx 2 1+d’)
d € Fy,x € Fy

A +x=0

o 4 Lo Z nbxr+d)+ Z 7 (bx2h

on
d e [Fz*( X € [an xEFn

2+ 2o Y pext+d)

211
d'€lF}, xeFe

=2¢ — 2850<Tr6(b%)),

where §, is the Dirac symbol, defined by 6,(c) =1, if ¢ =0, and 0, otherwise. Thus,
Br(1,b) € {0,2°}, and the claim of our theorem is shown.

Remark 4.2 Note that independently, Eddahmani and Mesnager [7] have explicitly deter-
mined the ¢-BCT entries of the permutation Gold functions via a different approach in the
particular case of ¢ = 1. However, we determine the expressions for ¢c-BCT entries for an
arbitrary value of c.

Case 2: n/e is even.
(1) Ifa = pandp € F,, then
T = ¢ 1B = ¢~
(2) Ifa = pandp € F,\F,., then
T2 = .

(3) Ifa # pandp € F,, then
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o if A# g@+D for any integer ,
b T\ 2"2 if A = g'®*D for some integer ¢.

(4) Ifa :,é ﬂ and ﬁ € [an \[er, then
(a) If A # g"®*Dfor any integer t, then
[4(@)] _
i@ = on,
(b) If A= g"®+D for some integer ¢, then

(i) If the equation L,(x) = B is not solvable, where L,(x) = A% x** + Ax,
then

T _ g
(i) If the equation L,(x) = B¥ is solvable, then

v _ | 2" it Tr(A) #0,
b 2m+2¢if Tr,(A) = 0.

Now we shall summarize the above discussion in the following theorem.

Theorem 4.3 Let F(x) = xzk“, 1 <k < n be a function on Fy, n > 2. Let ¢ = 1 and nle be
even, where e = gcd(k, n). Then the ¢-BCT entry Bg(1,b) of F at (1, b) is given by

1 226
X4 Y bt Y @ p),

(a,/)EGUIVK (a,f)EHUL

with A=a+p,B=p>""+p,L,(x) = A¥x*" + Ax, and

G={(a, ) €C| A # g"®*D for any integer ¢},

H={(a,p) € C| A =g ®*V for some integer 1},

T={(a,p) €D|A#g®*D for any integer 1},

K={(a,)eD|A= g’(zp”) for some integer ¢, Tr,(A) # 0,L,(x) = BY is solvable},
L={(a,p)eD|A=g®*"D for some integer 7, Tr,(A) = 0,L,(x) = B> is solvable}.

Proof For the proof, we need to define

J={(a,p) €D | A =g foraninteger #,L,(x) =B is not solvable}.

Then
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(a,p)eA (a,p)eB

1Bp(1,b) =12< Y b+ T+ Y g+ BT

+ Y b+ T+ D pi(bla+ )T

(a,$)€G (a,B)EH
+ 2 nbatr L+ 3 pa+ 1,
(@hel @ped

+ 3 a1 3 xl(b(a+ﬂ))T;',4(b)(ﬁ)]>

(a.p)eK (.p)eL

=L< YA+ Y nba+p)y+2E Y pbla+ ﬁ)))

2
9"\ @peAa (@,/)EGUTUK (@f)SHUL
22(3

1
=2¢ 4+ > Z X1 (b(a+ p)) + T Z 11(b(a + B)).

(a,$)EGUIUK (a,))EHUL

This completes the proof.

Corollary 4.4 Let F(x) = xzk“, 1 <k < n, be a function on F,nz 2. Let ¢ = 1 and nle be
even, where e = gcd(k, n). With the notations of the previous theorem, the c-boomerang
uniformity of F satisfies

Bro <2°+27"|GUTUK|+2*"|HUL].

5 The casec € F,.\{0,1}

Since the case ¢ = 1 has already been considered in the previous section, throughout this
section we assume that ¢ # 1. Notice that when c € F, f € F,. & pc! € F,.. Recall that
for any fixed b # 0, the c-BCT entry is given by,

Be(lb) = = 3 b+ B)S,pSen

a,ﬂeIFq

Let us denote T, = S, 43S, -1 (We will use superscripts to point out the case we are in, for
its value). Recall that A = a + fand B = % + B. Letus denote y = A%+, A’ = ca + ¢! §
and B’ = (¢c"'#)*" + ¢~ . It is easy to observe that the conditions B = 0 and B’ = 0 are
equivalent. Now we shall consider two cases namely, E odd and E even, respectively.

Case 1: is odd.

(1) LetA=0,B=0.
(a) IfA’=0,B' =0, then
T, = ¢ (A +cHp).

(b) IfA"#0,B' =0,thenS, 1, = 0and hence
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Tb[l(b)] =0.
(2) LetA=0,B#0.In this case S, ; = 0 and hence
T2 = 0,
(3) LetA #0,B=0.Again Sep=0 and hence
T =0
(4) LetA#0,B#0.

(a) Assume A’ =0,B’ #0, then S,

ca,c

g = 0 and hence
[4@)] _
T, =0.

(b) Assume A’ # 0, B’ # 0.In this case, recall that y2*+' = Aand lety’ € F, such that
(},/)2"+1 — A/.

() IfTr,(By~')# 1, thenS, ; = 0and hence

T}[74(b)(i)] =0.

(i) IfTr,(By~')=1land Tr(B'(y')"") # 1, then S

ca,c

-15 = 0 and hence
TIE4(b)(ii)] =0.
(iii) IfTr,(By~") = land Tr,(B'(y")™!) = 1, then
Tb[4(b)(iii)] — 2n+e)(l((1 + C_l)ﬂ).

We now use the above discussion in the following theorem.

Theorem 5.1 Ler F(x) = 21 <k<nbe a function on Fy,, n > 2. Let ¢ € F,.\{0, 1} and
nle be odd, where e = gcd(k, n). Then the c-BCT entry .Bp(1,b) of F at (1, b) is given by

1+2 3 pa+ -+ +b)p),
(a,p)eFNF~
where
F={(a,p) €F, |A,B#0and Tr,(By™") =1},
F' ={(a,p) €F} |A",B' #0and Tr,(B'(/)"") = 1},

1
and A=a+p, B=p""+p, A =ca+c'p and B =(c'p? " +c'p, y=AF,
v =A/ﬁ.
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Proof Let
A =((a,p) € [Fq2 | ca =c'pand c™'p € Fy},
B ={(a,p) € [Fq2 | ca =c'pand ™' p € F\F,},
C' ={(@.B)€F |ca#c ' fand ™' p € Ry},
D' ={(a,p) €F | ca# ™ pand ' f € F\Fy},
E' ={(a.p) €D | Tr,B'(Y)™") # 1}.

Then,

Br(1.b) =l2( Y b+ @+ Y g ba+ T

(a,p)EANA’ (a,p)eANC’

+ Y e+ T+ Y pbla+ pTL

(@peB o
4 oG
+ D @+ T+ Yy + pHT!
(a.$)EDNB’ (@ PEE

(a,p)EFNE’ (a,p)eFNF’

SNPGRS D) xl(b(a+ﬁ))TL4(b)(ﬁi)])

= Y abat+d+c +b)p)

(a.f)€ANA’

+ ; Z 21(ba+ (1 +c ' +b)p))

(a,p)EFNF’

2¢ _
=l+= Y pa+1+c +b)p).
(a,p)eFNF’

This completes the proof.

Corollary 5.2 Let F(x) = xzk“, 1 £k <n, be a function on [Fq, n>2.Let ceF, \{0,1}
and nle be odd, where e = gcd(k, n). With the notations of the previous theorem, the c-boo-
merang uniformity of F satisfies

Br. < 14+2"|[FnF'|.
Case 2: n/e is even.
(1) LetA=0,B=0.
(a) IfA’=0,B' =0, then
7, = 1+ B ¢
(b) IfA" #0,B =0,let

G = {(a,p) € C' | A" # g"®*D for any integer 1},
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H ={(a,p) € C' | A" = g®*D for some integer 1}.
Then,

pion _ J GDE2 (4¢P if (P €ANG,
’ (=D (L eDp) if (@ p) €ANH..

(2) Let A =0,B # 0.In this case Sa’ﬂ = (0 and hence
T =0
h .

(3) LetA#0,B=0.

(@) IfA’=0,B =0, then T “is given by

(D2 (1 +cMp)  if (@ pP) €A NG,
(=Dyetammte y (14 ¢7V)p) if (@, f) €A NH.

(b) IfA’ #0,B" =0, then

2" (A +c7Hp) if (,p))eGNG,

o1 _ ) =2" (A +cHp) if (@, p)eGNH,
b T =2 (4B if (. p) EHNG,
272y (L+cMHp) if (@, p)eHNH.

(4) LetA#0,B#0.
(@ IfA’=0,B"#0,thenS,, .1, = 0and hence

T =,

(b) IfA" #0,B #0,let

I' ={(a,p) € D' | A’ # g"**V for any integer ¢},

J ={(a,p) € D' | A" = g'®*D for some integer ¢,
L,(x) = B is not solvable },

K ={(a,p) € D' | A’ = g®*D for some integer t,
Tr,(A") #0,L,, (x) = (B")? is solvable},

L' ={(a,p) €D | A" = g"®*V for some integer ,

Tr,(A") = 0,Ly(x) = (B")? is solvable}.
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Then,

2" M if (@, ) e {UK)NI" UK"),

0 if (a,p)e {UKUL)NJ,
plaon _ ) =2 M if (@, p) e TUK)N L,
b —]0 if (@,p)eJn’uJ' UK UL,

2" M if (a,p) LN’ UK'),
22 M if (a,f)eLNL,

where M = (1 + D) (AA’xik“x/z:,“ > and x,, x,, are the solutions of the
equations L, (x) = B* and L,(x)=(B )2k, respectively.
We now summarize the above discussion in the following theorem.

Theorem 5.3 Let F(x) = 24 <k <nbe a function on Fy,, n > 2. Let ¢ € F,.\{0, 1} and
nle be even, where e = gcd(k, n). With the previous notations, the c-BCT entry Bp(1,b) of
F at (1, b) is given by

1 a
_z< Y b+ @+ N b+ )T

(a,p)eAnA! (a.))EANG’

+ Z X1(b(a + ﬁ))TIEI(b)] + Z 21 (b(a + ﬂ))TE(a)]
(@peant’ @hEANG

+ Y aba+r T N g+ T
(a.p)EA'NH (a,$)eGNG’

+ Z X1(b(a + ﬁ))TE(b)] + Z 21(b(a + ﬁ))TE(b)]
(a,p)EGNH’ (0.B)EHNG'

+ Z X1 (bla + ﬂ))TE(b)] ++ Z 1 (b(a + ﬂ))T;E4(b)]
(@p)EHOH’ (@A) EUUK)NI'UK")

D IR AC ORI VP ACCEY Dl
(a,p)e(UKI)NL! (a,p)ELNI’UK")

+ Y nba+ ﬂ))T,E“(b”).
(a.p)eLnt’

6 The general case

Since the case ¢ € F,. has already been considered in previous sections, throughout this
section we assume that ¢ € F,,\F,.. Recall that for any fixed b # 0, the ¢-BCT entry is
given by,

Br(1,b) = iz D @+ P)S,4S e

a,peF,
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Let us denote T), = S, ;S 15 Recall that A=a +f, B=p>" +, A = ca +c~'f and

B' = (c”'p)*"" + ¢! p. Notice that, when ¢ € F,,\F, then f € E%, and so, fc™!' € Fy,\F,
otherwise ¢ € F,.. Thus B =0 = B’ if and only if 8 = 0. Also, observe that the conditions
A =0=Aif and only if « = 0 = . Now we shall consider two cases namely, 2 is odd and
= is even, respectively. ¢

° Case I: = is odd.

(1) Let A =0,B =0.Notice that the cases A’ =0,B’ # 0, and A’ # 0, B’ = 0 would not
arise, therefore, we shall calculate 7), in remaining two cases only.

(a) IfA’=0,B"=0,then

T = n(+THp g

(b) IfA’ #0,B" #0, then

0 if Tr,(B'(y)™) # 1,
Tll(h)] = 2 € 3nte
’ (Z) 25 n@+ehp i Tr@EBe ™ =1.
(2) Let A =0,B # 0.In this case S, = 0and hence
21 _
" =0.
(3) LetA #0,B=0.Again, Sa’ﬁ = 0 and hence
31 _
T, =0.

(4) LetA#0,B#0.
(a) IfA’=0,B" =0, then

1 _ { o ., if Tr,(By™) # 1.

’ (Z) 2% n@+ehp if TrrH=1.

(b) IfA"=0,B"#0,thenS, 1, = 0and hence
7401 _ g,

(c) IfA"#0,B' =0, then again S, .1, = 0 and hence
741 — g,

(d) IfA’ #0,B' # 0, then the only relevant case is and

piaa@r _ [ 270 +chp) if (@) EFNF,
b 0 otherwise.

We now summarize the above discussion in the following theorem.
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Theorem 6.1 Let F(x) = x**1,1 < k < n be a function onFy, n > 2. Let ¢ € Fy,\Fy. and nle
be odd, where e = gcd(k, n). Then the c-BCT entry .Bp(1,b) of F at (1, b) is given by

nba+ A+ +b)p)
(a,)EANF")UA'NF)
Proof

e

+ 2 Y aba+d+c b))
2

(a,p)EFNF’

1
(rBF(l’b) =_2(
q

(a,p)EANA’

PINRACCEI LIt D P (CCE Tl

(a.p)EANF!
(a.f)EFNA’

+ Z x1(b(a + ﬁ))TEmH + Z 71 (b(a + 'B))TIE4(d)]
i +< 2

(a,p)EFNF’ )
e
=) 2% Z
nfe
(@.B)E(ANF)UA'NF)

2iba+ 1+ +b)p)

(a,p)EFNF’

+27" Y pba+ (L4 +b)p)).

Corollary 6.2 Let F(x) = 2 1 <k<n, bea function on F, n > 2. Let c € Fou \Fpe and
nle be odd, where e = gcd(k, n). With the notations of the previous theorem, the c-boomer-
ang uniformity of F satisfies

2
et (37

> 2T IANFYU@A NF)| +2°"FnF
Case 2: n/e is even.

(1) Let A=0,B=0.Notice that the cases A’

=0,B" #0,and A’ # 0,B’ = 0 would not
arise, therefore, we shall calculate 7}, in remaining two cases only.
(a) IfA’=0,B" =0, then

T, = n(@+cHp g

(b) IfA’ #0,B" #0, then

(=De2" M if (@B eANU' UK,
i1 = Lo ) if (a,f)eANS,
(_1);+12m+n+eMl lf (a, ﬂ) €EAN L/,

where M’ = 1, ((1 +¢™)B) 7 (A'x2 ).
(2) LetA=0,B#0.In this case S, ; = 0 and hence

21 _
T =0

(3) Let A #0,B = 0. Notice that the case A’ = 0, B’ = 0 would not arise. Now we shall
calculate T}, in the remaining cases.
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(@ IfA’=0,B"#0,thenS

ca,c
T = 0.
(b) IfA’ #0,B =0, then

2" (1 +c7Hp)

2" (1 +c7Hp)
2" (L + ¢ Hp)
22 (L +¢Hp)

BO»] _
Tb =

g = 0 and hence

if(a,f))eGnG,
if(@,p))e GNH',
if(e,f))e HNG,
if (a,))eHNH'.

“

(c) IfA’ #0,B #0, then

M’ if (@,p)e GNnI' UK'),
if (@,p) e (GUH)NJ',
f(,p)eGnl,
if(,p)e Hn(I' UK'),
if (a,))e HNL").

0
_ntepr!
_on+epq!
2n+2e M

3] _
=

LetA#0,B#0.
(a) IfA’=0,B"=0,then

(-De2mM”  if (@, f) €A NI UK),
T =10 ) if (a,p) €A N,
(_1);+12m+n+eM// lf ((X,ﬂ) c A NL,

where M = (1 +¢™)p) 7, (Ax2+).
(b) IfA"=0,B' #0,thenS -1; = 0 and hence

ca,c

701 g,

(¢) IfA"#0,B' =0, then
2nM" if (@, ) € G’ Nn(IUK),

if (a,p) e (G'UH")NJ,

if (@,p) eG' NnL,

if (@,p) e H NI UK),

if (a,) € H' N L.

0

—_ontep gt
_pn+ep gt
2n+2e M

[4()] _
T, =

(d) IfA’' #0,B" #0, then

20M if (@, ) e {UK)N({I" UK"),

0 if (@,p))e{UKUL)NJT,
=2mtepM" if (@, p) € HUK)N L,

0 if (@,p)eJn’"uJ' UK UL,
=2mep" if (a, ) e LN (I’ UK),

22 if (e, f) e LN L,

T _ |
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where M = 1,((1+c™HB) 1 (A5 ¥ +4'53, ).
We now summarize the above discussion in the form of following theorem.

Theorem 6.3 Ler F(x) = x**!, 1 < k < n be a function on Fy, n > 2. Let ¢ € Fy,\F,. and
nle be even, where e = gcd(k, n). With the prior notations, the c-BCT entry Bp(1,b) of F at
(1, b) is given by

Lz( Z X1(b(a + ﬁ))T[[,l(a)] + Z 11 (e + ﬁ))TIEI(b)]

"\ (@peann (@A’ UK")

+ Y e et pr)”
(a,p)eAnL! (@ HEGNG’

DI ACCE NS WP AC R

(a.f)€GNH’ (@.p)EHNG’

+ Y b+ Y g+ T
(a,p)eEHNH’ (a,)eGN(I'UK")

+ Y @+ T Y e+ T
(a,p)einl’ (a,f)eHN(I'"UK")

+ Y nbat+ T+ Y e+ pTE
(a,p)eHNL’ (a,p)EA'N(IUK)

+ Y e+ T+ Y b+ pHT!
(a,p)eEA'NL (a,)EG'N(IUK)

+ Y abe@+/TO+ Y b+ pHTH
(a,/)eG'NL (a,p)eH'N(IUK)

+ Y b+ g+ o1
(a,p)EH'NL (a,)e(IUK)NI'UK")

+ Y b+ Y b+ pHTL
(a,p)e(lUK)NL’ (a,p)e(I'UK")NL

+ Y nba+ ﬁ))T,[f(d”)-
(a,)EL’'NL

Remark 4.3 1t is natural to wonder if expressing the c-BCT entries via Weil sums will have
an effect on computation. We implemented such a computation for small dimensions and
achieved a speed up of at least tenfold over the brute force or even the Walsh-Hadamard
characterization of the ¢-BCT [16].

7 Discussion on equivalence

Boura and Canteaut [2] showed that the BCT table is preserved under the affine equivalence
but not under the extended affine equivalence (and consequently under the CCZ-equivalence).
It is quite natural to ask a similar question in the context of ¢-BCT. It is straightforward to
see that in the case of even characteristic, c-BCT and ¢~ -BCT entries of an (n, n)-function
F : F,, = F,, are the same under the transformations x = x4 a and y = y + a, since the
c-boomerang system
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Table 1 ¢-BCT entries of x'” and
X+ gx!7

becomes

{

Set of ¢-BCT entries of x!7

Set of ¢-BCT
entries of G(x)

o
%)

© N o

0

2

3

4

5

6

7

8

9

%7@%%%7@%3@%%%7@“%%%%%3@0@0’:0@7@3@%%%0‘:7@0@
S

{0,1,2,3,4}
{0,1,2,3,4}
{0,1,2,3,5}
{0,1,2,3,4}
{0,1,2,3,4}
{0,1,2,3,5}
{0,1,2,3,4,5}
{0,1,2,3,4}
{0,1,2,3,4}
{0,1,2,3,4}
{0,1,2,3}
{0,1,2,3,5}
{0,1,2,3}
{0,1,2,3,4,5}
{0,1,2,3,5}
{0,1,2,3,4}
{0,1,2,3,4}
{0,1,2,3,4}
{0,1,2,3}
{0,1,2,3,4}
{0,1,4}
{0,1,2,3}
{0,1,2,3,4}
{0,1,2,3,5}
{0,1,2,3}
{0,1,2,3}
{0,1,2,3,4}
{0,1,2,3,4,5}
{0,1,2,3,4}
{0,1,2,3,5}
{0,1,2,3,4}

{0,1,2,3,4,5}
{0,1,2,3,4,5}
{0,1,2,3,4,5}
{0,1,2,3,4,5}
{0,1,2,3,4,5,6}
{0,1,2,3,4,5,6}
{0,1,2,3,4,5,6}
{0,1,2,3,4,5}
{0,1,2,3,4,5,6}
{0,1,2,3,4,5}
{0,1,2,3,4,5}
{0,1,2,3,4,5}
{0,1,2,3,4,5}
{0,1,2,3,4,5,6}
{0,1,2,3,4,5}
{0,1,2,3,4,5}
{0,1,2,3,4,5,6}
{0,1,2,3,4,5,6}
{0,1,2,3,4,5}
{0,1,2,3,4,5,6}
{0,1,4}
{0,1,2,3,4,5}
{0,1,2,3,4,5}
{0,1,2,3,4,5,6}
{0,1,2,3,4,5}
{0,1,2,3,4,5}
{0,1,2,3,4,5,6}
{0,1,2,3,4,5,6}
{0,1,2,3,4,5}
{0,1,2,3,4,5,6}
{0,1,2,3,4,5}

{

Fx)+cF(y)=»b
Fx+a)+c 'Fy+a)=bh

Fx)+c 'Fo)=b
Fx+a)+cF(y+a)=b.

We consider the binomial G(x) = x2+! + ux?"+! € F,,[x], which is a PP if and only if s
e

odd and u # g’(zf_l), where e = ged(n, k) = ged(n — k, k) and g is the primitive element of
F,.. Notice that G(x) = (LoF)(x) where L(x)=x* +ux and F(x)=x*"*'. When
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n=6,k=2and u = g, where g is a root of the primitive polynomial y° + y* +y* + y + 1
over [, then L(x) and G(x) are PP. It is easy to see from the Table 1 in the Appendix 1 that
the ¢-BCT is not preserved under the (output applied) affine equivalence. However, if the
affine transformation is applied to the input, that is, G(x) = (FoL)(x), then the ¢-BCT spec-
trum is preserved, as was the case for the c-differential uniformity.

Appendix

Let G(x) = x> + gx!7 = (x* + gx)ox!7 € Fys[x], where g is a root of the primitive polyno-
mial y° +y* +y3 + y + 1 over F,. The following Table 1 gives the set of the c-BCT entries
for x!7 as well as G(x) = x° + gx'” for all ¢ € F,,\F,. In view of the discussion in Section 7,
it is sufficient to compute the set of c-BCT entries for either of ¢ or ¢! as they are going to
be exactly the same.
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