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Abstract

We give bounds for the boomerang uniformity of the perturbation of some special classes
of permutation functions, namely, Gold, Kasami and inverse functions via trace maps. Conse-
quently, we obtain some classes of functions with low boomerang uniformity as often required
for practical purposes.

1 Introduction

Let n, m be positive integers. By Fon we denote the finite field with 2" elements. The finite field
Fa» can also be identified with the vector space F4, and so the elements of Fo» can be identified
with binary vectors of n bits. A vectorial Boolean function or (n,m)-function is a function
f : Fon — Fam. Thus, (n,m)-functions can be understood as transformations that take an
n-bit sequence as input, and produce an m-bit sequence as output. When n = m, then f can be
uniquely represented by a univariate polynomial in Fon[X]. Vectorial Boolean functions are very
important objects due to their wide range of applications in coding theory and cryptography.
In cryptography, these functions are often used as substitution boxes (S-boxes) in modern block
ciphers.

Differential cryptanalysis, introduced by Biham and Shamir [I], is one of the most powerful
attacks on block ciphers. The resistance of a vectorial Boolean function against the differential
attack is measured by its differential uniformity. For any (n,n)-function f and a € F,, where
q = 2", the derivative of f in the direction a is defined as Df(X,a) := f(X +a) + f(X), for all
X € F,. The Difference Distribution Table (DDT) entry of f at a point (a,b) € F, x Fy, denoted
by A¢(a,b), is the number of solutions X € [y of the equation Df(X,a) = b. The differential
uniformity of f, denoted by &, is given by d; := max{A¢(a,b) : a € Fg,b € F,}. We shall use
Tr to denote the trace (either absolute, or relative, which will be obvious from the context) of
Fgn over Fym, Tr(z) = Trgn jqm(z) = Z?:/gkl ™,

The boomerang attack on block ciphers was proposed by Wagner [13]. In EUROCRYPT-
2018, Cid et al. [5] introduced a systematic approach known as the Boomerang Connectivity
Table (BCT), to analyze the boomerang style attack. Boura and Canteaut [2] further studied
BCT and coined the term boomerang uniformity, which is essentially the maximum value in the
BCT, to quantify the resistance of a vectorial Boolean function against the boomerang attack.
For any a,b € F,, the Boomerang Connectivity Table (BCT) entry at (a,b) € Fon X Fan, denoted
as By(a,b), is the number of solutions in Fon x Fan of the following system

fX)+fY)=0
F(X +a)+ f(Y +a) =b.

The boomerang uniformity of f is defined as ¢ := max{B¢(a,b) | a,b € F3,}.

For any permutation f, Cid et al. [5, Lemma 1] showed that By(a,b) > A¢(a,b) for all (a,b) €
F, x F,. Moreover, the authors showed that APN permutations have boomerang uniformity 2.
Motivated by the work of Cid et al. [5, Lemma 1], many functions with low boomerang uniformity



have been studied in the last couple of years (see, for example, [3], [7]-[11], [12], [14] and the
references therein). Hence, construction of polynomials with low differential and boomerang
uniformity is important for designing S-boxes of many block ciphers. For example, the inverse
function over Fos is used to design the S-box of the Advanced Encryption Standard (AES), and
it is a differentially 4-uniform and boomerang 6-uniform permutation over Fqs. In this paper,
we deal with the boomerang uniformity of some classes of functions by calculating solutions
of some linear equations over Fon. We provide upper bounds for their boomerang uniformity.
These bounds also hold when these functions are permutations.

We shall now give the structure of the paper. In Section [2], we give general bounds for the
boomerang uniformity of the perturbed functions over Fon, and further compute the bounds
for boomerang uniformity of perturbed Gold function. Moreover, bounds for the boomerang
uniformity of Kasami function under some special conditions are determined. In Section
bound for the boomerang uniformity of perturbed inverse function have been computed. We
conclude the paper in Section

2 Boomerang uniformity of the perturbed Gold and Kasami
functions

We recall the following lemma about the differential uniformity of a class of perturbed functions.

Lemma 2.1 ([4, Proposition 3]) Let F(X) = G(X) + yTr(H(X)), where G(X),H(X) €
Fon[X] and v € F5.. Then Ap < 2Aq.

It is straightforward to prove the following lemma that gives a nice relationship between the
BCT entries of the functions F' and G.

Lemma 2.2 Let F'(X) = G(X) +7yTr(H(X)) € Fon[X], where v € F5.. Then for any (a,b) €

BF(a7 b) g BG(CL, b) + BG(a’b—i— ’7) + ]\f1 + NQ’
where
G(X)+G(Y)=b
and

(2)

N, H(X,Y)ewgn  Fon | {G(X+a)+G(Y+a):b }|

GX)+GY)=b+~
We shall now use Lemma 2.2 to compute bounds for the boomerang uniformity of the function F

for some particular type of functions G. The following theorem gives a bound for the boomerang
uniformity of function F' when the function G is a permutation Gold function.

Theorem 2.3 Let F(X) = X2t 4 yTr(H(X)) € Fon[X], where v € Fi and ged(k,n) = 1.
Then Brp < 12.

We now put a restriction on H(X) and take H(X) = X + X2"*+1 It is obvious from
Lemma that the differential uniformity of F = X2'*+! 4 yTr(X + X2"*+1) over F}, where
v € F5, and ged(n, k) = 1 is bounded above by 4. We shall compute the bounds for boomerang

uniformity of the function F = X 2P41 yTr(X + X 2k“) in the next theorem by first finding
out DDT entries in the following lemma.

Lemma 2.4 Let F(X) = X2t 4 yTr(X + X2 1) € Fgn [X], where v € Fn and ged(n, k) = 1.
Then for any (a,b) € Fon X Fon, the DDT entries of the function F are given by

0 lf Tr a?Zﬁ ,Tr a?kﬁ :(1,0),
AF(avb): 2 Zf Tr GQZﬁ ,TI' aQ];Yﬁ 6{(1,1),(0,1)},

4 if (Tr(=Y-),Tr (=2 =(0,0), whereb' := F(a)+Db.

a2k +1



Theorem 2.5 Let F(X) = X2 4yTr(X+ X2+ € Fon [X], where v € Fin and ged(k,n) = 1.
Then for any (a,b) € Fon X Fon, the BCT entries of the function F are given by

if (13,7, Ta, Tz) = (0,1,0,0),
if Ty =1,

if (Ty,Ty,Tu,T7) € {(0,0,1,0)
if (Ty,Ty, Tu, Tz) € {(0,1,0,1)
12 if (T, Ty, Ta, Tz) = (0,0,0,0),

Br(a,b) = ,(0,0,1,1),(0,0,0,1)},

Y (07 ]‘? ]‘? 0)7 (07 17 ]‘? ]‘)}?

0 =~ N O

where (T, Ty, Ty, T7) == (Tr (ﬁ) ,Tr < b ) ,Tr < Fla) ) ,Tr < F(Z) )) and Z is a solution

a2k+1 a2k+1 a2k+1

of the equation aZ? + a2 7 + v = 0. Moreover, when n is odd, Sr < 8.

We know that the Kasami function X2”~2'+1 is a permutation with boomerang uniformity
two over Fan for odd n, where i < n and ged(i,n) = 1. In the following theorem, we shall

take G(X) = X222 g give a bound for the boomerang uniformity of the function
F(X)=G(X)+~Tr(H(X)) over the finite field Fan.

Theorem 2.6 Let F(X) = D G A YTr(H(X)) € Fon[X], where v € F5,.. Then
Br <12, when n is odd.

3 Boomerang uniformity of the perturbed inverse function

In this section, we shall give bounds for the boomerang uniformity for the general case of
perturbed inverse functions. In fact, we prove in the following theorem that for even n, the
bound is sixteen and twenty when n = 2 (mod 4) and n = 0 (mod 4), respectively, and twelve

for odd n.

Theorem 3.1 Let F(X) = X¥" 2 4~4Tr(H(X)) € Fon[X], where y € F,.. Then the Boomerang
uniformity Br of F is given by

12 if n is odd,
Br <416 ifn=2 (mod 4),
20 ifn=0 (mod 4).

Hasan et al. [6] considered the function F(X) = X2"72 + 4Tr(H (X)) where v = 1 and
H(X) = XX—EI and they showed that this function has boomerang uniformity at most twelve
over Fon, where n is even. However, in the following theorem, we compute the bounds for the
boomerang uniformity for the function X2"~2 4+ yTr (H(z)) over Fan, where H(z) = % In
fact, we find some conditions on 7 so as to obtain slightly better bounds for its boomerang
uniformity.

X2+1

Theorem 3.2 Let F(X) = X*" 72 4+ 4Tr <
that Tr(y) = 0. Then the Boomerang uniformity of F

6 if Tr(y 1) =0
Pr < {12 if Tr(y~1) # 0.

€ Fon[X], where n is even, v € F3. such
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Theorem 3.3 Let F(X) = X>""2 4+ ~Tr € Faon[X], where v € F,. satisfies Tr(y) =

0. Then the boomerang uniformity of F', Br = 2, when n is odd.



4 Further comments

We have computed the bounds for the boomerang uniformity of a general class of perturbed
functions. Subsequently, we considered special cases of perturbed Gold, Kasami and inverse
functions. We also considered some classes of functions for some specific functions H(X). It
would be interesting to investigate the boomerang uniformity of the function F(X) = G(X) +
YTr(H (X)) € Fan[X] by taking different functions G, H and constants .
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