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ABSTRACT. We consider the boomerang uniformity of an infinite class
of (locally-APN) power maps and show that its boomerang uniformity
over the finite field Fon is 2 and 4, when n = 0 (mod 4) and n = 2
(mod 4), respectively. As a consequence, we show that for this class
of power maps, the differential uniformity is strictly greater than its
boomerang uniformity.

1. INTRODUCTION

Let Fy be the finite field with ¢ = 2" elements, where n is a positive
integer. We denote the multiplicative group of nonzero elements of I, by
Fy. Let f be a function from the finite field F, to itself. It is well-known that
any function from the finite field F, to itself can be uniquely represented by
a polynomial in F,[X] of degree at most ¢ — 1.

Substitution boxes play a very crucial role in the design of secure crypto-
graphic primitives, such as block ciphers. The differential attack, introduced
by Biham and Shamir [I] is one of the most efficient attacks on block ciphers.
To quantify the degree of security of a substitution box, used in a block ci-
pher, against the differential attacks, Nyberg [12] introduced the notion of
differential uniformity. For any € € Fy, the derivative of f in the direction of
e is given by D f(z) = f(z +€) + f(x) for all z € F,. For any a,b € Fy, the
Difference Distribution Table (DDT) entry at the point (a,b) of f is given
by

(1.1) Ag(a,b) = {z € Fy | Daf(x) = b},

and the differential uniformity is Ay = max{Af(a,b) | a,b € Fq,a # 0}.
When Ay = 1,2, then the function f is called perfect nonlinear (PN) func-
tion, almost perfect nonlinear (APN) function, respectively. It is easy to see
that over finite fields of even characteristic, Ay is always even and hence
APN functions give the optimal resistance against the differential attack.
Wagner [14] introduced a new cryptanalysis method against block ci-
phers, which became known as the boomerang attack. This attack may be
thought of as an extension of the differential attack [I]. In order to analyze
the boomerang attack in a better way, and analogously to the Difference
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Distribution Table (DDT) concerning differential attack, Cid et al. [7] in-
troduced the notion of Boomerang Connectivity Table (BCT). Further, to
quantify the resistance of a function against the boomerang attack, Boura
and Canteaut [3] introduced the concept of boomerang uniformity, which is
the maximum value in the BCT excluding the first row and first column.
For effectively computing the entries in the BCT, Li et al. [9] proposed an
equivalent formulation as described below. For any a, b € F,, the Boomerang
Connectivity Table (BCT) entry of the function f at point (a,b), denoted
by B¢(a,b), is the number of solutions in F, x Fy of the following system of
equations

f(@)+ fly) =b,
(1-2) {f(a:+a)—l—f(y—|—a) =b.

The boomerang uniformity of the function f, denoted by By, is given by
By = max{By(a,b) | a,b € Fy}.

For any permutation f, Cid et al. [7, Lemma 1] showed that B¢(a,b) >
A¢(a,b) for all (a,b) € Fq x Fy. Later, Mesnager et. al [I1] showed that it
holds for non-permutation functions as well. Cid et. al [7, Lemma 4] showed
that for APN permutations, the BCT is the same as the DDT, except for
the first row and the first column. Thus APN permutations offer an optimal
resistance to both differential and boomerang attacks. However, over finite
fields Fon with n even, which is the most interesting case in cryptography,
the only known example of APN permutation is due to Dillon [4] over Fys.
The existence of APN permutations over Fan, n > 8 even, is an open problem
and often referred to as the Big APN Problem. Therefore, over Fon, n even,
the functions with differential and boomerang uniformity four offer the best
(known) resistance to differential and boomerang attacks. So far, there
are six classes of permutations over Fon, n = 2 (mod 4) with boomerang
uniformity 4 (see [3, 8, 9l 10, 111 [13]).

In this paper, we consider the boomerang uniformity of an infinite class
of locally-APN (see Definition functions f(x) = 22" ~! over the finite
field Fan, where n = 2m with m > 1. In Section [2| we recall some results
concerning the differential uniformity of f. Section [3| will be devoted to
the boomerang uniformity of this power map and we shall show that the
power map f is boomerang 2-uniform when n =0 (mod 4) (i.e. when m is
even) and boomerang 4-uniform when n =2 (mod 4) (i.e. when m is odd),
respectively.

Cid et al. [7] (see also [I1, Theorem 1]) showed that for permutation
functions f, By > Ay. However, perhaps, due to lack of any explicit ex-
ample in the case of non-permutations, in several follow up papers of [7]
such as [5 [0, [§], the term “permutation” was not emphasized and it has
been stated that for any function f, the differential uniformity is less than
the boomerang uniformity. In this paper, we shall show that for non-
permutations, the differential uniformity is not necessarily smaller than the
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boomerang uniformity. To the best of our knowledge, this is the first such
example. Finally, we end with some concluding remarks in Section [
While one might wonder if investigating non-permutation is worthy, and
we believe that these questions and their answers may reveal results of in-
terests that do have applications to cryptography. With one exception [4],
all APN functions on even dimension are non-permutations. In fact, even
the known example from [4] is an APN permutation that is CCZ-equivalent
to the known Kim (non-permutation) APN function. Moreover, it is known
that the boomerang uniformity is not invariant under the CCZ or even
extended affine equivalence, while the differential uniformity is invariant.
There are many open questions asking whether by adding a linearized poly-
nomial (or even monomial) to an APN non-permutation function might
render a permutation (surely, APN) function. If we know exactly how the
boomerang uniformity behaves under such small perturbations, then we can
possibly answer some of these questions. For example, a simple consequence
of our main results is that there is no permutation in the CCZ-equivalent
class of 22" ~1 over Fy2m that has boomerang uniformity smaller than 2™ —2.

2. DIFFERENTIAL UNIFORMITY OF 2 — 22 — 1

The differential properties of the power maps of the form 22~ over F on,

1 < t < n, have been considered in [2] where authors computed DDT
entries Af(1,b) by determining roots of linearized polynomials of the form
22 4 bz? + (b+ 1)z = 0. In fact, in [2] authors introduced a new type of
functions, called locally-APN functions, defined as follows.

Definition 2.1. Let f be a power map from Fan to itself. Then the function
f is said to be locally-APN if

Af(1,b) <2, for all b € Fon\Fy.

In [2] authors gave an infinite class of locally-APN functions by showing
that the power map z2" ~! over Fozm is locally-APN.

The following lemma concerning the DDT entries of the power map z2"
over Fo2m has already been proved in [2, Theorem 7]. However, we reproduce
its proof here for the sake of convenience of the readers, as it will be used
in computing the BCT entries in Section

-1

Lemma 2.2. Let f(x) = 22" ! be a power map defined on the finite field
Foom. Then Ag(1,0) =2™ =2, Ay(1,b) <2 for all b € Fo2m \Fo and

2 if m is even,

Ar(1,1) =
s(1,1) {4 if m is odd.

Proof. For any b € Fo2m, consider the DDT entry at point (1,b), which is
given by the number of solutions in Fq2m of the following equation

(2.1) (x+1)2" L4 22"t =,
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We shall now split the analysis to find the number of solutions of the above
equation in the following cases.

Case 1. Let b = 0. It is easy to observe that x = 0,1 are not solutions
of the above Equation . For z # 0,1, Equation reduces to

1 2m—1
x

If we let y = 1 + 2!, then the above equation reduces to y?" ! = 1. Since
ged(2™ — 1,22 — 1) = 2™ — 1, this equation has exactly 2 — 2 solutions in
Fa2m \F2 and hence Af(1,0) =2™ — 2.

Case 2. Let b = 1. Notice that in this case z = 0 and = = 1 are solutions
of Equation . For x # 0,1, Equation is equivalent to

m m
22" 4+1 22

+ 57— =1 2" +2%=0.
z+1 z
With 22 = y, the above equation becomes
(2.2) y@" T ) =0

Notice that when m > 1 is odd then ged(m — 1,2m) = 2 and the above
equation can have at most 4 solutions, namely 0, 1,w,w?, where w is
a primitive cubic root of unity. Hence Af(1,1) = 4. When m > 1 is even
then ged(m — 1,2m) = 1, thus 0,1 are only solutions of the equation .
Hence in this case Af(1,1) = 2.

Case 3. Let b € Foom \Fa. It is easy to see that in this case x = 0 and
x = 1 are not solutions of Equation . Therefore, the DDT entry at (1,b)
is the number of solutions in Fy2m \F2 of the following equivalent equation

(2.3) 22" + b2 4+ (b4 1)z = 0.
Now, raising the above equation to the power 2", we have
(2.4) 227 22 (07 + 1) =0

Combining ([2.3)) and ([2.4)), we have
V2t (0T 0P 02 1 )2 4 (BT 02T - b)a = 0.

We note that the above equation can have at most 4 solutions in Fg2m, two

of which are 0 and 1 and thus it can have at most two solutions in Foz2m \Fa.

Therefore for b € Foom \Fo, A¢(1,b) < 2. This completes the proof. O
3. BOOMERANG UNIFORMITY OF z — 22"~}

In this section, we shall discuss the boomerang uniformity of the locally-
APN functions given in the previous section. The boomerang uniformity
of the power maps of the type 22~ over Fon has been considered in [15],
where the authors give bounds on the boomerang uniformity in terms of
the differential uniformity under the condition ged(n,t) = 1 and also show
that the power permutation 27 has boomerang uniformity 10 over Fan, where
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n > 8 is even and ged(3,n) = 1. The following theorem gives the boomerang
uniformity of the power map f(z) = 22" ~! over Fy2m where m > 1 is odd.

Theorem 3.1. Let f(z) = 22", m > 1 odd, be a power map from the
finite field Foam to itself. Then, the boomerang uniformity of f is 4.

Proof. Recall that for any b € Fy, ¢ = 22mthe BCT entry By(1,b) at point
(1,b) of f, is given by the number of solutions in F, x F, of the following
system of equations

(3.1)

22"l L2 oy,
(x+ 12" 14+ (y+ 1)1 =b.

Notice that the above system cannot have solutions of the form (x1,y;)
with 1 = y; as b # 0. Also it is easy to observe that if (z1, y1) is a solution of
the above system , then so are (y1, 1), (x1+1,y1+1) and (y1+1,z1+1).
We shall split the analysis of the solutions of the system in the following
five cases.

Case 1. Let z = 0. In this case, the system reduces to

2m—1 _p
(3.2) i
(y+1) +y =1.

From Lemma we know that the second equation of the above system
has four solutions, namely y = 0,1,w and w?. Also since m is odd, we
have 2" — 1 =1 (mod 3). Since b # 0, y = 0 cannot be a solution of the
system and y = 1,w and w? will be a solution of the system
when b = 1,w and w?, respectively. Equivalently, when b = 1,w,w? then
(0,1), (0,w), (0,w?) are solutions of the system (3.1]), respectively. When
b € Fy\Fq2 then there is no solution of the system (3.1)) of the form (0, y).
Case 2. Let z = 1. In this case, the system (3.1)) reduces to

21 _p g
(3.3) A
(y+1) +y =1.

Similar to the previous case, the second equation of the above system
has four solutions, namely 4 = 0,1,w and w?. Since b # 0, y = 1 cannot
be a solution of and y = 0,w and w? will be a solution of ,
when b = 1,w? and w, respectively. Equivalently, when b = 1,w,w? then
(1,0), (1,w?), (1,w) are solutions of the system (3-1), respectively. When
b € F,\F52 then there is no solution of the system of the form (1,y).

Case 3. Let y = 0. Since the system is symmetric in the variables x
and v, this case directly follows from Case 1. That is, when b = 1, w, w? then
(1,0), (w,0), (w?,0) are solutions of the system (3.1]), respectively. When
b € F,\F52 then there is no solution for of the form (z,0).

Case 4. Let y = 1. This case directly follows from Case 2. That is,
when b = 1,w,w? then (0,1), (w?, 1), (w, 1) are solutions of the system ,
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respectively. When b € F,\Fq2 then there is no solution for (3.1 of the
form (z,1).

Case 5. Let 2,y # 0, 1. In this case system (3.1)) reduces to
(3.4) 22"y 4+ xy?" = bay,

' (z+y)?" + b+ 1)(z+y) +b=0.

Let y = x + 2. Then, the above system becomes

{a:2mz + 222" = bx(x + 2),

3.5 m
(3:5) 2"+ (b+1)z+b=0.

Now, raising the second equation of the above system to the power 2™, we
have

(3.6) O+ 1)+ 240" =0.
Combining the second equation of (3.5) and Equation (3.6)), we obtain
(3.7) (b+ 12" 1) (z+1)=0.

Therefore, the system ({3.5)) reduces to

22" 2 4 222" = ba(x + 2),
(3:8) {((b + 12" 1 1) (2 4+ 1) =0.

Now, we shall consider following two cases
Subcase 5.1. Let (b+1)2"*! = 1. In this case, the first equation of (3.8)
reduces to
2"+ br? + (b+ 1)z =0,
which is equivalent to
(3.9 ¥Rt (" T2 T 10T b + (0T 02T b =0

When b = 1, the above equation becomes z*+2 = 0, which has four solutions
r = 0,1,w,w? Since we assumed z,y # 0, the only solutions we consider
are ¢ = w and w?. Thus for b = 1, (w,w?) and (w?,w) are solutions of
the system (3.5). When b € F,\F2 with (b + 1)2"+! # 1, by Lemma
Equation can have at most two solutions.

Subcase 5.2. Let (b+ 1)2"*! = 1. It is more convenient, now, to work
with . We then raise the first equation of the system to the 2™-th
power obtaining

x22my2m + y22mx2m = b2 22"

which is equivalent to
T Ly L L
Combining this with the first equation of (3.4]), we infer that

b2 22" " = by,
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and so, bxy = a € F5,. Using y = ;= in the first equation of (3.4)), we
obtain
om_11 1-om 1

(3.10) 5 +x = 1.
Label T = 22" 1. Then the above equation reduces to
T n 71 _1
b 2™
T 1
= — 4+ —— =T
b * b2"

= T**" +b=T0"".
Since, (b+ 1)2"*! = 1, by expansion, we get b T + 2" + b = 0, and so,
b2+l = 12" 4+ b. The previous equation becomes
0" +b=TV" +Tb < (TV*" +b0)(T+1)=0

If T'=1, then z € Fom and so, by € Fom. Taking this back into (3.4)), we
then obtain

v+ (b+ 1)y =0,
{me +(b+ 1)y = (x+ 1)b,
which is inconsistent with x # 1 and b € F. It T’ b>" +b =0, then we have
TV +b=0
= TP '+1=0
— (br)?" "l =1.
Therefore br € Fam and hence ;- = y € Fam. Taking this back into ,
we then obtain
2" + (b+ 1)z =0,
{x2’” +(b+ 1z = (y+1)b,
which is inconsistent with y # 1 and b € Fy. This completes the proof.  [J
Example 3.2. As an example, we checked by SageMath that the differential

uniformity of the non-permutation power map =’ over Fos is 6, whereas its
boomerang uniformity is 4.

The following theorem gives the boomerang uniformity of the power map
f(x) = 2%~ over Fyem , where m > 1 is even.

Theorem 3.3. Let f(x) = 22" ~1, m > 1 even, be a power map from the
finite field Fozm to itself. Then, the boomerang uniformity of f is 2.

Proof. Following similar arguments as in the proof of Theorem it is
straightforward to see that when b = 1, (0,1) and (1, 0) are the only solutions
of the system (3.1)) with either of the coordinates =,y being 0 or 1. On the
other hand, when b € Fy2m \[Fa, there is no solution of the system with
either of the coordinates z,y € {0,1}.
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We now consider the case when z,y # 0, 1. In this case, the system (3.1))
reduces to

2m 2m _ b
(3.11) {:r y+y Y,

(z+y)?" +Q+b)(z+y)+b=0.

Let y = x 4+ 2. Now, raising the second equation of the above system to
the power 2 and adding it to the second equation of the above system, we
have

(3.12) {:UQMZ + 22" = bz + 2),

(b+1)2" 1+ 1)(z+1) =0.
Now, we shall consider the following two cases.

Case 1. Let (b+ 1)2"+! # 1. In this case, the system (3.12) reduces to

2" +bx? 4 (b4 1)x =0,

which is equivalent to
(3.13) b*" 22t 4 (0?72 0P 02 )2t 4+ (0T 0T b = 0.

When b = 1, the above equation becomes z*+z = 0, which has two solutions
x = 0,1, as m is even. Since we assumed z,y # 0,1, we do not get any
solution of the system (3.13)) in this case. When b € Fy2m \Fy with (b +
1)2"+1 £ 1, by Lemma Equation can have at most two solutions.

Case 2. Let (b+1)?" ! = 1, the argument is similar to Subcase 5.2 of
Theorem and in this case the system will have no solution. O

Example 3.4. The differential uniformity of the non-permutation power

map ¥ over Fgs is 14, whereas its boomerang uniformity is 2.

In the following we shall focus on APN functions. First, we recall two lem-
mas which give a connection between the DDT and BCT entries of arbitrary
permutation functions, respectively, APN permutations.

Lemma 3.5. [7, Lemma 1] If f is a permutation function on F,, then
A¢(a,b) < Bf(a,b), for all (a,b) € Fg x Fy.

Lemma 3.6. [7, Lemma 4] For any permutation with 2-uniform DDT, the
BCT entries equal the DDT entries, except for the first row and the first
column.

From Lemma and Lemma we can deduce (surely, known) that
APN permutations have boomerang uniformity 2. Of course, it is rather
easy to see that the converse is also true.

Proposition 3.7. Let f be a permutation on F,. If the boomerang unifor-
mity of f is 2, then it is APN.

Proof. Since the boomerang uniformity of the permutation f is 2, we have

A¢(a,b) < Bf(a,b) <2,
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for all (a,b) € Fy x Fy. Also notice that for any a € Fy,
A¢(a,0) = |{z € Fy | f(x +a) + f(x) = 0}
=0.
Thus Ay(a,b) <2 for all (a,b) € Fy x F; and hence f is APN. O
By providing an extension of the boomerang uniformity to the case of
arbitrary functions, Mesnager et. al [I1] observed that for any arbitrary
function f, A¢(a,b) < By(a,b), for all (a,b) € Fy x Fy. In the following, we

shall show that the boomerang uniformity of any arbitrary APN function f
is 2.

Theorem 3.8. Let f be an arbitrary APN function over F,. Then the
boomerang uniformity of f is 2.

Proof. Recall that the BCT entry By(a,b) of f at ponint (a,b) is given by

By(a,b) = {(ac,y)ewqxlm{f‘””)”(y):” } .

flx+a)+ fly+a)=0b

Let y = & + v, then the above equation becomes

o {<x,v>ewqqu|{f<“v>+f<x>=b }'

fle+a+7)+ flz+a)=b
{xeFﬂ{f(erv)Jrf(fv):b }

flat+a+y)+fl@+a)=b

Also observe that for any (a,b) € F; x Fy, we have

Bt — Y {xewqy{f(“””(”:b H

et flx+a+y)+ f(x4+a)=0>

Since f is an APN function, therefore, for any (a,b) € F; x Fy, the quantity
under summation will contribute only if a = v. Now for v = a, Bf(a,b) =
A¢(a,b) <2 and hence the boomerang uniformity of f is 2.

Remark 3.9. The converse of the above Theorem s not necessarily true
and counterexamples can be easily constructed. For instance, the boomerang
uniformity of the power map x'° over Fys is 2, though it is not an APN
function.

4. CONCLUDING REMARKS

In this note we compute the boomerang uniformity of the power map
22"~ over Foom. As an immediate consequence, we find that the differ-
ential uniformity is not necessarily smaller than the boomerang uniformity
(for non-permutations), as it was previously shown for permutations. The

presented class is not just an isolated example. Our computer programs
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reveal quickly some other like-functions, for instance, x — 2 on Fge, which
is locally-APN, has differential uniformity 7, and boomerang uniformity 2.
We could not extrapolate an infinite class out of all these examples, though.
It would be interesting to construct some new (infinite) classes of functions
for which the boomerang uniformity is strictly smaller than the differential
uniformity.

ACKNOWLEDGEMENTS

We would like to express our sincere appreciation to the editors for han-
dling our paper and to the reviewers for their careful reading, beneficial
comments and constructive suggestions.

The research of Sartaj Ul Hasan is partially supported by MATRICS
grant MTR/2019/000744 from the Science and Engineering Research Board,
Government of India.

REFERENCES

[1] E. Biham, A. Shamir, Differential cryptanalysis of DES-like cryptosystems, J. Cryp-
tol. 4(1) (1991), 3-72.

[2] C. Blondeau, A. Canteaut, P. Charpin, Differential properties of x th_l, IEEE
Trans. Inf. Theory 57(12) (2011), 8127-8137.

[3] C. Boura, A. Canteaut, On the boomerang uniformity of cryptographic S-bozes, IACR
Trans. Symmetric Cryptol. 3 (2018), 290-310.

[4] K. A. Browning, J. F. Dillon, M. T. McQuistan, A. J. Wolfe, An APN permutation
in dimension siz. In: McGuire, G. et al. (eds.) Proceedings of the 9th international
conference on finite fields and applications, Contemporary Mathematics 518 (2010),
33-42.

[5] M. Calderini, Differentially low uniform permutations from known 4-uniform func-
tions. Des. Codes Cryptogr. 89 (2021), 33-52.

[6] M. Calderini, L. Villa, On the boornerang uniformity of some permutation polynomials.
Cryptogr. Commun. 12 (2020), 1161-1178.

[7] C. Cid, T. Huang, T. Peyrin, Y. Sasaki, L. Song, Boomerang connectivity table: a
new cryptanalysis tool. In: Nielsen J., Rijmen V. (eds.) Advances in Cryptology -
EUROCRYPT 2018, LNCS 10821, Springer, Cham, pp. 683-714, 2018.

[8] K. Li, C. Li, T. Helleseth, L. Qu, Cryptographically strong permutations from the
butterfly structure, Des. Codes Cryptogr. 89 (2021), 737-761.

[9] K. Li, L. Qu, B. Sun, C. Li, New results about the boomerang uniformity of permuta-
tion polynomials, IEEE Trans. Inf. Theory 65(11) (2019), 7542-7553.

[10] N. Li, Z. Hu, M. Xiong, X. Zeng, 4-uniform BCT permutations from generalized
butterfly structure, ArXiv, https://arxiv.org/abs/2001.00464.

[11] S. Mesnager, C. Tang, M. Xiong, On the boomerang uniformity of quadratic permu-
tations, Des. Codes Cryptogr. 88(10) (2020), 2233-2246.

[12] K. Nyberg, Differentially uniform mappings for cryptography. In: Helleseth, T. (ed.)
Advances in Cryptology - EUROCRYPT’93, LNCS 765, Springer, Berlin, Heidelberg,
pp. 55-64, 1993.

[13] Z. Tu, N. Li, X. Zeng, J. Zhou, A class of quadrinomial permutation with boomerang
uniformity four, IEEE Trans. Inf. Theory 66(6) (2020), 3753-3765.

[14] D. Wagner, The boomerang attack. In: L. R. Knudsen (ed.) Proceedings of Fast
Software Encryption - FSE 1999, LNCS 1636, Springer, Heidelberg, pp. 156-170,
1999.


https://arxiv.org/abs/2001.00464

BOOMERANG UNIFORMITY OF A CLASS OF POWER MAPS 11
[15] Z. Zha, L. Hu, The Boomerang Uniformity of Power Permutations 221 over Fon,

2019 Ninth International Workshop on Signal Design and its Applications in Com-
munications (IWSDA), pp. 1-4, 2019, doi: 10.1109/TWSDA46143.2019.8966114.

DEPARTMENT OF MATHEMATICS, INDIAN INSTITUTE OF TECHNOLOGY JAMMU, JAMMU
181221, INDIA
Email address: sartaj.hasan@iitjammu.ac.in

DEPARTMENT OF MATHEMATICS, INDIAN INSTITUTE OF TECHNOLOGY JAMMU, JAMMU
181221, INDIA
Email address: 2018rma0021@iitjammu.ac.in

APPLIED MATHEMATICS DEPARTMENT, NAVAL POSTGRADUATE SCHOOL, MONTEREY,
CA 93943, USA
Email address: pstanica®nps.edu



	1. Introduction
	2. Differential Uniformity of xx^2^m-1
	3. Boomerang uniformity of xx^2^m-1
	4. concluding remarks
	Acknowledgements
	References

