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Abstract

We defined in [25] a new multiplicative c-differential, and the cor-
responding c-differential uniformity and we characterized the known
perfect nonlinear functions with respect to this new concept, as well
as the inverse function in any characteristic. Here, we extend, via this
differential, the boomerang uniformity concept, as introduced at Eu-
rocrypt '18 by Cid et al. [I8], as a differential distinguisher of S-boxes
of block ciphers. and investigate it in the context of perfect nonlinear-
ity and related functions. We first characterize the new concept via
Walsh transforms. We further investigate it in the context of perfect
nonlinearity and related functions and describe this uniformity for the
inverse function in even, respectively, odd characteristic. The methods
are combinatorial and number theoretical in nature.

Keywords: Boolean, p-ary functions, c-differentials, differential uniformity,
boomerang uniformity, perfect and almost perfect c-nonlinearity
MSC 2000: 06E30, 11T06, 94A60, 94D10.

1 Introduction

Wagner [42] introduced the boomerang attack against block ciphers using
S-boxes. The concept was picked up and used in [6l 27] on some real
ciphers (see also [0, 28]). There are several extensions and variations of
the boomerang attack: the amplified boomerang attack (or “rectangle at-
tack”) [27, 4], [5]; the boomerang and S-box switch [6]. As expected, some re-
finements came right after, and we mention here the sandwich attack [23],24].



Years later, however, a theoretical new cryptanalysis tool based upon
these (and related) attacks was introduced at Eurocrypt 2018 by Cid et
al. [18] namely, the Boomerang Connectivity Table (BCT). In [1§], the au-
thors analyzed some of the properties of BCT, like its relationship with the
Differential Distribution Table (DDT). They proved that perfect nonlinear
(APN) S-boxes (that is, with 2-uniform DDT) always have 2-uniform BCT
(we use the uniformity term here, though, the boomerang uniformity con-
cept was defined in [9]) and for any choice of the parameters, and also showed
that the BCT uniformity is greater than or equal to the DDT uniformity
(we will display below precisely the relationship between these).

Boura and Canteaut [9] defined the (already alluded to) concept related
to the BCT, namely the boomerang uniformity, and showed that it is only
an affine equivalence invariant but not necessarily, extended affine nor CCZ-
equivalence invariant.

In this paper we extend the notion of boomerang uniformity via a previ-
ously defined [25] multiplier differential (in any characteristic). We charac-
terize some of the known perfect nonlinear functions and the inverse function
through this new concept. We also characterize this concept via the Walsh
transforms as Li et al. [30] did for the classical boomerang uniformity.

The paper is organized as follows. Section 2] contains needed basic defini-
tions and Section [3] contains some background on differential and boomerang
uniformity and our extension to c-boomerang uniformity. Section [ con-
tains some characterizations of this concept and connections with prior c-
differential uniformity, and Section [5| gives its description via Walsh trans-
forms. Section [0] deals with perfect nonlinearity and c-boomerang unifor-
mity. Sections [7] and [§] characterize this uniformity for the inverse function
in even, respectively, odd characteristic and Section [9] concludes the paper.
An appendix with some computational data follows the references.

2 Basic definitions

In the following, m,n are positive integers, and p is a prime number. We
let Fyn be the finite field with p" elements, and Fyn = Fyn \ {0} be the
multiplicative group (for a # 0, we write % for a=!, the inverse of a in the
multiplicative group). We use #5S to denote the cardinality of a set S and
write z, for the complex conjugate. We call a function from Fp. (or Fg) to
Fp a p-ary function on n variables. Any map F': Fpn — Fpm (or, F — F)?)
is called a wvectorial p-ary function, or (n,m)-function. When m = n, F
can be uniquely represented as a univariate polynomial over [Fj» of the form



F(z) = f 0 at, a; € Fpn. If K is a field, we let K[z] be the ring of
polynomials over K.

Deﬁnltlon 1. Let p be a prime number, and m,n be positive integers. We

let ¢, =e & be a complex root of 1. We define:

(1) Let Try, : Fyn — ), be the absolute trace function, given by Tr,(z) =

n—1
Za:pl (we will denote it by Tr, if the dimension is set).
=0
21
(2) If g divides n, ¢ = p9, we let Trp /¥ (x) = Z z9 be the relative
=0

trace of Fyn over Fpg.

(3) For f :Fpn — ) we define the Walsh-Hadamard tmnsform to be the

integer-valued function Wy(u Z Cf —Traue) -y, € Fpn
z€F,n

(4) The Walsh transform Wr(a,b) of an (n, m)-function F at a € Fyn,b €
Fpm is Wr(a,b) = Z C]Trm(bF(x))_Tr"(ax), that is, the Walsh-Hadamard
atern
transform of the component function of F, Try,(bF(z)), at a.

Given a p-ary function f, the derivative of f with respect to a € Fpn is
the p-ary function D, f(z) = f(z + a) — f(z), for all z € Fpn, which can be
naturally extended to vectorial p-ary functions. For an (n,n)-function F,
and a,b € Fyn, we let Ap(a,b) = #{z € Fpn : F(x +a) — F(x) = b}. We
call the quantity dp = max{Ap(a,b) : a,b € Fyn,a # 0} the differential
uniformity of F. If p = §, then we say that F is differentially §-uniform. If
0 = 1, then F is called a perfect nonlinear (PN) function, or planar function.
If § = 2, then F is called an almost perfect nonlinear (APN) function. It is
well known that PN functions do not exist if p = 2. For more on Boolean
and p-ary functions, the reader can consult [11} 14} [15] 211 [32] 38§].

3 Differential and boomerang uniformity

The BCT [I8] and the boomerang uniformity [9] were defined initially for
permutations (of course, proper S-boxes) in the following way.



Definition 2. Let F' be a permutation on Fan and (a,b) € Fon X Fon. We
define the entries of the Boomerang Connectivity Table (BCT) by

Br(a,b) = #{x € Fou|F~Y(F(x) +b) + FY(F(x + a) + b) = a},

where F~1 is the compositional inverse of F. The boomerang uniformity of
F is defined as
fr = max Br(a,b).

a,b€F pn *

We also say that F' is a Bp-uniform BCT function.

Further, they also obtained the boomerang uniformity of the inverse
function F(z) = 22" 2 over Fan, for n even, namely, fr = 4,6, when n = 2
(mod 4), respectively, n = 0 (mod 4). Also, for the Gold function G(z) =
22+ over Fan, where n = 2 (mod 4), t even with ged(t,n) = 2, then
dc = Pa = 4.

Mesnager et al. [34] continued the work and showed that the differential
uniformity for quadratic functions on Fg» (¢ is a 2-power) is always > g,
and if it happens to be equal to ¢ for a permutation F' then its boomerang
uniformity must be ¢, as well. In fact [30], in general, for quadratic permu-
tations F', we have,

Or < Br < 0p(6p —1).

It is also easy to show that for monomials F'(z) = 2%, then B = I})l??g( Br(1,b).

For the Bracken-Tan-Tan function (which is an extension of Budaghyan-
Carlet function [12]), F(z) = az® ™ + o222 "+2"" (under some condi-
tions on the parameters), then Sr = 4 (see [34]). More work has been done
recently on BCT, and we mention here [10] 13} 29, [39].

Surely, Ap(a,b) = 0,2" and Bp(a,b) = 2" whenever ab = 0. It is
well-known from prior work that 7 = dp-1 and Sr = Sp-1. In general, for
permutations, S > dp and they are equal for APN permutations. A natural
question is what is the algebraic difference between these two concepts and
Boura and Canteaut answered that question in [9], showing that

Br(a,b) = Apab)+ Y. # (Ul n(b+ul,')).
YEFpn ™ y#£b

where U, "=z e Fyn|DyF~1(z) = a}. This was reformulated by Mes-
nager et al. [34] in the following way:

Brab) = 3 # WUl n(b+Ul).

’YEFPn *



where L{fia = {z € Fyn|D,F(x) = a}, and further, by Li et al. [30], as

F-Fla=b |

Br(a,b) = # {(ﬂs,y) € Fpn X Fpn F(y+a)—F(z+a)=b

and easily observed in [34] that this transforms into (labeling y = = + =),

Bi(a,b) = # {(2,7) € Fpn x By | p AN "EO0

= Y #{¢€Fp|D,F(z) =band D,F(x+a) =b}.
YEF,n

(1)

Avoiding the inverse of F', allows these last expressions to define the boomerang
uniformity for functions that are not necessarily permutations.

Before we continue with our approach, let us recall the concept we (along
with others) introduced in [25] (we will define it in general on Fy», p prime,
not only for p = 2).

Inspired by a practical differential attack developed in [§] (though, via a
different differential), we extended the definition of derivative and differential
uniformity in [25], in the following way. For a p-ary (n,m)-function F :
Fpn — Fpm, and ¢ € Fym, the (multiplicative) c-derivative of F' with respect
to a € Fn is the function

DoF(x) = F(z+a) — cF(z), for all z € Fpn.

(Observe that, if ¢ = 1, then we obtain the usual derivative, and, if ¢ = 0 or
a = 0, then we obtain a shift of the function, in the input/output.)

For an (n,n)-function F, and a,b € Fyn, we let the entries of the c-
Difference Distribution Table (¢-DDT) be defined by Ap(a,b) = #{z €
Fpn : F(x + a) — cF(xz) = b}. We call the quantity

dpc =max{:Ap(a,b)|a,b € Fpn, and a # 0 if ¢ = 1}

the c-differential uniformity of F' (observe that we slightly change here the
way we denoted the c-differential uniformity in [25]). If §p. = 0, then we
say that F' is differentially (c,d)-uniform (or that F' has c-uniformity 9,
or for short, F' is d-uniform c¢-DDT). If 6 = 1, then F is called a perfect
c-nonlinear (PcN) function (certainly, for ¢ = 1, they only exist for odd
characteristic p; however, as proven in [25], there exist PcN functions for
p=2,forall ¢c# 1). If § = 2, then F is called an almost perfect c-nonlinear
(APcN) function. When we need to specify the constant ¢ for which the
function is PcN or APcN, then we may use the notation ¢-PN, or ¢-APN.



Developed independently, this concept is a generalization of the recent [2]
notion of quasi planarity: a quasi planar function is just a perfect c-nonlinear
function for ¢ = —1.

The c-differential concept, introduced barely more than a year ago, has
been picked up quickly and a flurry of papers appeared [1], 26}, 33], 35 37,
30, [40], [41], 43, 144] dealing with such investigations.

In light of the formulations (1)) via differentials, by using our c-differential
concept of [25], we extend below the notion of boomerang uniformity to c-
boomerang uniformity for all characteristics. The idea behind our definition
is the following: in the boomerang attack, one looks both at the encryption
B}, and decryption E; ' functions, simultaneously (see [10] for more details),
that is, we are looking for pairs (a,b) such that

E N (B(z) +b) — B Y(Ey(v +a) +b) = a,

which, when moved into the S-box realm, rendered the Boomerang Con-
nectivity Table (BCT) from Definition Another way of looking at the
BCT is that we are investigating the behavior of the decryption function
(respectively, inverse S-box) on the shifted terms of the differential of the
encryption function (respectively, S-box). In view of our prior c-differential
extension, we are led to define the c-Boomerang Connectivity Table as the
behavior of the inverse S-box on the shifted terms of the c-differential of the
S-box (we multiplied one term by the inverse of the chosen constant ¢, for
technical reasons only). To explain further (see Figure|l)), we are looking at
the probability of the propagations cF(x)+b and ¢ ' F(z +a) +b, being the
same constant a, as the propagation of the input, under the inverse S-box.
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Figure 1: View on the c-boomerang uniformity

We formally define next the concept.

Definition 3. For an (n,n)-permutation function F, ¢ # 0, and (a,b) €
Fpn X Fpn, we define the c-Boomerang Connectivity Table (c-BCT) entry at
(a,b) to be

Br(a,b) = # {33 €F,n

Further, the c-boomerang uniformity of F' is defined by

F_l(c_lF(x—i—a)—l—b)—F_l(cF(x)—i—b):a}. (2)

Bre= max Br(a,b).
I’ pn

If Br. = B, we also say that F' is a B-uniform c-BCT function.

Surely, any reader of this paper or other papers on boomerang uniformity
will ask if there are attacks taking into account this concept. However, we
want to point out that this or the prior boomerang uniformity is just a
tool to distinguish a cipher from an ideal one and may provide differential
distinguishers. In fact, Cid et al. [I8] state that boomerang uniformity:
“... also contributes to block ciphers designers by taking into account this
property as a criterion to choose a good S-boz.”

4 Characterizations of c-boomerang uniformity

As in the classical case, we find an alternative formulation that avoids in-
verses, allowing the definition to be extended to all (n, n)-function, not only



permutations. Though the proof is not complicated, we label it as a theorem,
since it is the way to extend the definition to non-permutations.

Theorem 4. For an (n,n)-permutation function F, ¢ # 0, the entries of
the c-Boomerang Connectivity Table at (a,b) € Fyn X Fpn are given by

Br(a,b) = # {(% ) € Fpn X Fpn F(xfiiﬁﬁp%i):b}

= > #{xeFp|cDyF(x)=band 1D, F(z+a) =b}.
’YE]Fpn

(We shall call the system above, the c-boomerang system, for easy referral.)

Proof. Lety = F~1(cF(2)+b) in (2). If that is the case, then F(y)—cF(z) =
b. Further, from , we obtain,

F Y 'F(z+a)+b) =y +a,
and so,
c'Flz4+a)+b=F(y+a) <= F(y+a)—c 'Flz+a)=0b.

The reciprocal is immediate by backtracking the argument: the second equa-
tion in the system implies F(y+a) = ¢ ' F(z +a)+ b and applying F~!, we
get F Y (c'F(z+a)+b)=y+a=F Y F(y)+a=F1(cF(z)+b)+a,
using the first equation. Finally, taking y = « + v, the theorem follows. [

Remark 1. We could have defined the BCT entries of F at (a,b) to be

Br(a,b) = #{(2,7) € Fpn x Fypn

F(z+vy)—cF(x)=b }
cF(z+vy+a)—F(x+a)=cbJ’

thus allowing ¢ = 0. However, in the case of ¢ = 0, we would obtain
0Br(a,b) = # {(z,7) € Fpn x Fyn ’ F(z+7) =b and F(z +a) = 0}; when
F is a permutation, we get v = F~1(0) —a and v = F~1(b) — F~1(0) + a,
rendering Bro = 1, regardless of the function. For this reason, we decided
to remove ¢ = 0 out of allowable multipliers.

Remark 2. For whatever reason, one can define the c-DDT and c-BCT,
and the respective uniformities, even for arbitrary (n, m)-functions. That is
the reason why in some of our results, when it makes no difference for the
proofs (except tracking carefully the parameters, of course), we take arbitrary
(n, m)-functions.



While we already knew that, in general, the c-differential uniformity of
the permutations F, F~! are not the same, we show below a connection (that
we did not observe in [25]) between some of the entries in the c-Differential
Distribution Table of a permutation monomial F' and the one of the inverse
of F.

Proposition 5. Let F(x) = 2¢ be a permutation (hence, ged(d,p* —1) = 1)
monomial function on Fyn and ¢ # 0. Then,

Ap-i(a,b) = —aAp(be ™ ac™?).
Proof. Observe that, in general (assuming ¢ # 0),
Flz+4a)—cF lz)=be=
F(F Yz +a))=F(cF ' (z) +b) <=

F(cF Y z)+b)—2z=a <
F(cF~Y(z)+b) — F(F'(z)) = a.

If F is the monomial 2%, then the last equation above becomes
AF(FY(x) +bet) — ) =a =
F(F~ ) +bc ! ) dF(F Yz)) = ac™?,

and the proposition will follow easily. O

We next show a connection between c-differential and c-boomerang uni-
formities.

Theorem 6. Let F' be a permutation function on Fyn, (a,b) € Fpn X Fyn
and ¢ #0,1. Then Br(0,b) = (Ap(0,b). If p=2, then

Br(a,b) = Ap(ab)+ Y #{eeFu| PR L,
a#y€EF,n

if either c = —1 or b = 0. Consequently, fr—1 > 6r—1, for all permuta-
tions F' (it is known [9] that Bp1 > 0F1).

Proof. If a =0 and ¢ # 0,+1, then

Br(0,0) = # {(2,7) € By x Ty | 10 0O 1,



and so, F(z) =0 and F(z + v) = b, which has only one solution (z,7) =
-1

(F~1 (0), (b) — F71(0)). Further, [Ap(0,b) = #{z € Fpn | D, F(z) =
F(z)—cF(z) = b}, which also has one solution, and so, .Br(0,b) = CAF(O b).
When ¢ = 0 and ¢ = —1, the values of the two uniformities are the same,
since

_1Br(0,b) = # {(x,’y) € Fpn x Fpn

= #{(2,7) €Fp x By

F(z+7) +F(J;):b}
F(x+vy)+F(x)=b

F(z +7) + F(z) = b} = _1Ap(0,b),

and the first claim is shown.
Assume now that a # 0. If v = 0, then

{1‘ S Fpn

F(z) — cF(x) =b and F($—|—a)—c_1F(:U+a):b}

:{xGFpn’F(x): 1b and F(z +a) = l—bc—l}'

Thus, for ¢ fixed, we get v = F~! (%) and so, a = F~! <4b ) _

F-1 (&), since F' is a permutation. Thus, when v = 0,

F(z)—cF(x)=b } B {1 ifg=F"! (17i_1> _ -1 (%

€ Fpn — =
7 {a: PP F(z+a)—c ' F(z+a)=b 0 otherwise.

If v =a and p = 2, then

F(z+a)—cF(x)=b } . { F(z+a)—cF(x)=b }
{2 P | oy i porarent = {7 € o | Ao tay er(a)be
which is (), unless b = 0, or ¢ = —1, in which case we have

# {x € Fpn |F(£U—|— a) — cF(z) = b} = Ap(a,b),
Thus,

D F(z)=b
Br(a,b) = :Ap(a,b) + Z # {x € Fpn | C_lD;/F((J»‘la):b} ;
a;’é’Yern

if either c= -1 or b= 0. OJ

10



5 Characterizing c-boomerang uniformity via the
Walsh transform

Using a method of Carlet [I6] and Chabaud and Vaudenay [I7] connecting
the differential uniformity of an (n,m)-function to its Walsh coefficients, we
characterized the c-differential uniformity in [25] and Li et al. [30] charac-
terized the boomerang uniformity. We can use a similar method to do the
same for the c-boomerang uniformity, in any characteristic.

Theorem 7. Let p be a prime, n,m, 3 be fixed positive integers, and ¢ €
Fym. Let F be an (n,m)-function, F': Fpn — Fym and ¢g(z) = 3,50 Ajx
be a polynomial over R such that ¢g(x) = 0 for x € Z,1 < x < 3, and
¢(x) >0, for x € Z,x > . We then have

pm+nA0_|_ Zp—(Qj—l)(m—‘rn)Aj Z

7>1 Wi,...,w; EFpn
Zl,...,ZjEFpn
UL,y €EFpm
’Ul,...,’UjEFpm

].‘:1 (U)ZJrZ,L):O
>0 (uitvi)=0

(WF(ui, 2 ) Wr(cu;, —w; ) We (v, —Zi)WF(c_lvi, wz)) >0,

J
=1

(2
with equality if and only if F' is B-uniform c-BC'T.

Proof. We follow mostly [16] 25, B30], pointing out the differences, where
applicable. Let a € Fyn,b,c € Fpm be arbitrary elements (we fix ¢). We let
ne(a,b,c) = #{(2,y) € Fyn xFpn | F(y)—cF(x) = b, F(y+a)—c ' F(a-+a) =
b} > 0. From the definition of ¢3, for ¢ € F,m fixed, and for any a € Fpn,
b € Fym, then,

Z Aj (nr(a,b, C))j >0,

=0
with equality if and only if .Bp(a,b) = 5. Consequently, running with all
a € Fpn, b€ Fpm, any (n, m)-function F satisfies

ZAJ‘ Z (nr(a,b, C))j >0,

]20 aEIFpn,bEIFpm

with equality if and only of g, = (.

11



Using the well-known identity,
DR A ®
veF P p™  if a =0,
pm
we see that

np(abe)=p2m 3 (I @F@)meP@=b) T (P o) e Fata)=b)

z,y€Fpn u,veF,m

)

which, when run for all j tuples of parameters (j > 1 is fixed) renders

Z (np(a,b,c))’

aEFpn ,bE]Fpm

_ . 2im S0y [Trpm (i (F (yi) —cF (2:)—b)) +Trm (vi (F (yi+a)—c L F(zi4a)—b))]
at D DR DI '
a€lFpn 1,...,7;€F,n
bEFpm yl,..A,ijFpn
ul,...,UjE]Fpm
vl,...,UjEIFpm

By (3), Z CpT m(wilei—eima)) _ p", if ¥ = x;+a and 0, otherwise; similarly,

w; E]Fpn

Z Cp n(zi(i—vima)) _ p", if y; = y; + a and 0, otherwise. Therefore,
ZiEFPn

Z (nF(a7 b, C))j _ p—Qmj p—2nj Z Z

’ ’

a€Fyn ,beF,m a€Fpn bEFym zy ... z; ) yeens T EFpn
’ ’

Y1y Yj Yoy EFpn

W 5eeey Wy, 21 5000,25 EFpn

UL yeny U,V yeeny Vg erm

(St (Do s ()= () —B)4 T (0 (P () ™ (0]) =) T s =)+ T (4 =)
D

J
= p 2t Z H (W (us, 20)Wr (cug, —wi)We (vi, —2i) We (¢ vg, w;))
W ,eeny Wj,Z15meey zj€Fpn i=1
UL yennyUf V15000, EFpm

Trm(—a Zg:l(wi+zi)_b 22:1(’“‘71"!‘1)1;))

Cp (4)

a€Fpn ,bEF,m

J
—(2j—1 T ——, 1
= p~(2-Dlmtn) E H (Wr (ui, 2)Wr (cui, —wi)We (v, —2i)We (¢ oy, w;)) |
wl,...,wje]Fpn =1
Z1yeeey zj€Fpn
ULy, uj €EFpm
’Ul,...,’UjE]Fpm
T (witz)=0
2521(1”"'7]1'):0

12



where the latter sum was simplified via the identity . Surely, if j = 0,
Z (np(a,b,¢)) = p™*™ and the theorem follows. O
a€lFyn
beF,m
As a particular case, we want to characterize the 1-uniform ¢-BCT func-
tions. We can take the polynomial ¢1(x) = x — 1, which certainly satisfies
the conditions of Theorem Thus Ay = —1, A; = 1 and the relation of
Theorem [7] simplifies to

—ptm g p=(rtm) Z We(u, 2)Wr(cu, —w)Wp (v, —2)Wp(c to, w)
w,z€F pn
u,vEF,m
W=—2,U=—0

= Z Wr(—v, 2)Wr(—cv, 2)Wr (v, —2)Wr(c tv, —2) > 0.
ZE]Fpn
UE]Fp'm

Thus, we obtain the next result.

Corollary 8. Let m,n be fized positive integers and ¢ € Fpm, ¢ #0,1. Let
F be an (n,m)-function. Then

Z Wi (=0, 2)Wr(—cv, 2)Wr (v, —2)Wp(c o, —2) > p?m),

Ze]Fpn
'vG]Fpm

with equality if and only if F is a 1-uniform c-BC'T function.

6 Perfect nonlinearity and c-boomerang uniformity

As Boura and Canteaut did in [9] for the boomerang uniformity, we will also
investigate here the c-boomerang uniformity of the inverse, as well as some
other popular PN monomials. We will need the following two lemmas. The
proof of Lemma [9](i) can be found in [3] and the proof of Lemma [9]ii) is
easy and argued in [25]. The proof of Lemma |10|is contained in [25].

Lemma 9 ([3| 25]). Let n be a positive integer. We have:

(i) The equation 2% +ax+b =0, with a,b € Fon, a # 0, has two solutions
in Fon if Tr (a—bQ) =0, and zero solutions otherwise.

13



(1) The equation z* + ax + b = 0, with a,b € Fyn, p odd, has (two,
respectively, one) solutions in Fpn if and only if the discriminant a’—4b
is a (nonzero, respectively, zero) square in Fyn.

Lemma 10 ([25]). Let p, k,n be integers greater than or equal to 1 (we take
k < n, though the result can be shown in general). Then

2gcd(2k,n) -1

k n _c T .
ged(2¥ 41,2 1) Seedtim) 1 and if p > 2, then,
n
dipF +1,p" = 1) =2, if ——— is odd
gcd(pk F1,ph—1) = pgcd(k,n) +1, if m is even.

Consequently, if either n is odd, or n = 2 (mod 4) and k is even, then
ged(2F 41,27 —1) =1 and ged(p® +1,p" — 1) = 2, if p > 2.

The following are some of the known (see, for instance, [20, 22]) classes
of PN functions (p must be odd).

Theorem 11 ([20, 22]). Let p be a prime and n, k be positive integers. The
following are true for functions F': Fpn — Fpn:

(1) F(x) = 22 € Fpn[z] is PN.

(2) F(z)=a2"t! ¢ Fyn[z] is PN if and only if is odd.

gcd?k,n)
(3) F(z) = 2B +V/2 € Fau[z] is PN if and only if ged(k,n) = 1 and n is
odd.

(4) F(x) = 2%+ 25 — 22 is PN over F3n if and only if n = 2 or n is odd.
In general, F(x) = x'% — ua® — u?2? € F3n[z] is PN if n is odd.

It is known that the boomerang uniformity equals the differential uni-
formity for perfect nonlinear functions. It is, of course, a natural question
to ask what is the connection between these in the “c-context”. The reader
is pointed to [25] where we discussed the c-differential uniformity of the
functions from Theorem We will now concentrate on the c-boomerang
uniformity of all of these classes (for the last function we will just provide
some computational data in the appendix). For ¢ € F3n, and b fixed, we let
te denote the cardinality

# {(ﬂm)

2T3;€Jrl (x+7—1)—(c—c’1)T3k+1 (x—1)+(c+c*1)T3k71 (z—1)=2b

2 2 2 5

2T3k,1 (33+’*/71)+(C+C_1)T3k+1 (z71)+(c_1fc)T3k:,1 (x—l):O ’ ( )
2 2 2
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where Ty(w) = uf + v, under w = u + u!, is the Chebyshev polynomial
of the first kind. We will be using below the identity, Ta,(w) + 2 = T7(w).

Theorem 12. Let F : Fyn — Fpn (p is an odd prime number) be the mono-
mial F(z) = 2%, and ¢ # 0,1 be fized. The following statements hold:

(1) If d =2, then Bp. < 4.
(i) If d =pF+1, 64 := #{y € Fpn | 2#" + 2+ d = 0}, then
Bre > 61—c-1 - (014c+1).

Moreover, when n/ged (n, k) is odd, then Br. > 2, and when n/ged (n, k)

is even and ¢! = 27" + z, for some z # 0, then the c-boomerang uni-
formity of f is Br. > p9, where g = ged(n, k).

3k +1

(iii) Letp=3. Ifd = and ab # 0, then Br(a,b) > e, where . is
defined in . In particular, when ¢ = —1, then

Br(a,b) > # {(5577) T£ (z—i—’y—l)—T; (x—1)=0
P

2

Top oy (@+y=1+T g0, (x—l):Zb}

Proof. Let d = 2 and consider the system D, F(z) = b, .1 D F(x +a) = b.
We do not care for the cases when ab = 0. If ab # 0, dividing by a? and
relabeling, we may assume that ¢ = 1. Next, subtracting the first from the
second equation, we obtain x + v = M
back into the first equation, and expanded, renders

, which, when replaced

(1—2¢% +cHat + (4 — 4c®) 23 + (6 — 2¢ — 2¢* — 2¢3)2?
+ (4 —4de)z + (1 —2c+ 2 — 4bc?) =0,
which has at most four roots, so .Br(a,b) < 4. We will see in the appendix
that all values occur for the low dimension cases we considered.

We now consider the Gold case, d = p¥ + 1. The c-boomerang system
D F(x) =b, ~1D,F(x+ a) = b (dividing by a?*™" £ 0 and relabeling, we
can assume that a = 1) becomes

(x4 )P+ — et = p

(@) =M@+ P @) (@) +1 =D,

15



eliminating (z + ’y)plmrl and expanding the remaining powers, renders
cx? T — cil(xphr1 +a2 ozt 1)+ 2"+ ’ypk +24+v+1=0, or,
(c— cfl)alc’”hrl +(1- 071)3:;,’9 +(1—-cHr+ (’ypk +y+(1- cil)) =0. (6)

The idea is to vanish the parenthesis containing =y, that is, vpk +v+(1-
c~!) = 0 and the polynomial in z, namely, (c — c_l)a:pkJrl +(1- c_l)xpk +
(1 — ¢ Y2 = 0, which is equivalent to x ((c+ 1)a:pk +ar 4 1) = 0. By

relabeling © — 1/, the second factor can be put into the form
a? +z+(c+1)=0.

For more accurate count, we let §; = #{~ | P b ztd= 0}. We easily infer
now that, if ab # 0, Bp(a,b) > d;_.-1 - (014 + 1).

Now, to show the second claim of (ii), we want to argue that for some
¢ # 0,1, we can always find some root ~y for 'ypk +y+ (1 =c1)=0in Fpn,
p an odd prime. Let g = ged(n, k).

We recall here the result from [19, 31] (we simplify some parameters,
though). Let f(z) = 2 — Az — Bin Fpn, g = ged(n, k), m = n/ ged(n, k)
and Tern /Fyo be the relative trace from Fyn» to Fpe. For 0 <7 <m — 1, we
define t; = }%ﬁm, ag = A, By = B. If m > 1 (note that, if m = 1,

gives F(z) = 22, which was treated earlier), then, for 1 < r < m — 1, we

k('r+1)_1 .
L T ) ki k(r+1) _pk(i41)
lot 0y = AT and B, = Yo ANBP where s = P oy

0 <i<r—1ands, =0. The trinomial f has no roots 111)& F,» if and
only if a1 = 1 and B,,—1 # 0. If a1 # 1, then it has a unique root,
namely z = B,—1/(1 — apm—1), and, if a1 = 1, B—1 = 0, it has pY roots
in F,n given by x + 07, where 6 € Fp9, 7 is fixed in Fp» with Pl = g
(that is, a (p¥ — 1)-root of a), and, for any e € F}. with Try(e) # 0, then

1 m—1 [ ] ]
T 72 Zepk] AtigP™

Trp, 0 /r,, (€) = =

Since in our case A = —1, B = c+1, and, as we did in [25], if n/g is odd,
then ka +79+ (1 — c¢7!) = 0 has a unique root in Fyn, since an_y = -1,
independent of ¢. Now, looking at 2 o+ (c+1) =0, and by the same
argument, it has a unique root, under n/g odd, and so, .Br(a,b) > 2 in this
case (we use the prior root = = 0, too).

Let m :=n/g be even. We switch the technique now. The equation in z
already has a root, namely x = 0, so we want to show that there are values
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of ¢, for which ’ypk +v+ (1 — ¢ 1) = 0 has pJ roots. We will, in fact, find
many such classes of parameters ¢, below.

We denote by oy = t (mod 2) € {0,1} the parity of ¢. Observe that
ag = Bo = —1. Since ay,—1 = 1 for equation 'ypk +y+(1—-ct) =0, we
need to show that (,,—1 = 0, to be able to use [19]. We compute (using
the fact that the parities of s;, 0 < i < m — 2, are 05, = (m —2 — i + 1)
(mod 2) = 0;_1, since m is even),

[y

1

3

m

B = 32 (D= = 3 ) (1= (e )
i=0 i=0
m—1 m—1
= Z(*l)i_l - Z(*l)i_lﬂ’ki(c_l)pki, since m is even
:n:_Ol =0 |
=D (e
i=0

Now, let z # 1 be such that P11 =0 (this always exists since km is a
multiple of n). Observe (we will be using that later) that 2P — z = 0 and
2#0,1. We now set ¢~ = 2P + 2 and so, the previous displayed equation
becomes

—_

3

ki

(=) + 2y

®

i

I
I

3
L
3
L

(—l)iflzpk(iﬂ) + (1) 1P

Il
g

3
L

(-1t + (-1)9 P AP

Il
i

7

km .
=z -2z =0, from our choice of z.

Therefore, by the result of [19, [31], we infer that the equation P4t
(1 —¢') = 0 has p? solutions in Fpn. Thus, the initial Equation (6]) has at
least p9 solutions, and so, the c-boomerang uniformity in this case (under
m even) is at least pJ, where g = ged(n, k).

Let us treat now the case of d = (3% +1)/2 in F3n, where the system is
now (recall that, since p =3, 1 = —2)

3k 1 3k 1

(x4+7v) 2 —cx 2 =b

17



3k 41

—cYz+1)"2 =b

3kl
(@+y+1) 2
We will not use the same method as in [19], or [25] as permutation polyno-
mials are not visibly involved here, rather we will modify the “seed” of the
technique. Since 2|3" — 1, for all n, then we can always write z —1 = y -+~
and z +v— 1= z+4 27!, for some y, z € F3n. The system becomes

k k
(z—l—,z*1—2)32Jrl —cly+y? —2)32+1 =b

3541 341

(z+2z'4+2)2 —cly+y t+2)72 =b,

that is,
(z — 1)3k+1 (y — 1)3k+1
3k41 - ¢ 3k41 =b
) 2
(Z + 1)3’“+1 _1( 1)3k+1 —b
3k 41 -¢ 3k 41 -
Z 2 y 2

Expanding, it renders

D T P V. Py Ey |

3k41 - ¢ 3k41 =b
z 2 Yy 2
3k 41 3k 3k 41 3k
z +z20 +z+1 Ly +y> +y+1
% —cC T =1, or,
3541 3F4+1
z 2 Yy 2

2 2

Toeps (4+7—1)—Tae y(x+v—1)—cToey (= 1)+ cTae_(x—1)=b

2 2

2

Toepr (@ +y =)+ T (x+y—1)+c Ty (x— 1)+ o, (x—1) = b,
2

where Ty(u+u~") = uf +u~¢ is the Chebyshev polynomial of the first kind.
Adding and subtracting these last two equations will give

2Tk s (z+y—1) = (c— e )Ty (@ — 1)+ (c+ e g, (w— 1) = 2b
2

2 2 7
2T, (x+y =1+ (c+e DT (x— 1)+ (¢! —e)Tgr_, (x — 1) = 0. @)

2

Thus, Br(a,b) > #{(z,7)]| (z,7) satisfies (1)} = p. O

7 The c-boomerang uniformity for the inverse func-
tion — even characteristic

We now deal with the binary inverse function.

18



Theorem 13. Let n > 3 be a positive integer, 0,1 # ¢ € Fon and F : Fon —
Fon be the inverse function defined by F(x) = 22" 2. If n = 2, Br(a,b) <
1 and if n = 3, Br(a,b) < 2. Ifn > 4, Br(a,b) < 3. Furthermore,
Br(a,alb) = 3 (so, the c-boomerang uniformity of F is Br. = 3) if and
only if any of the following conditions hold:

(i) Tr(c) = 0 and there exists b such that (b*c+bc® +b+c?+1)> #0 and

b2c? (betct1) _
Tr ((b2c+bc2+b+c2+1)2 =0.

(ii) Tr(1/c) = 0 and there exists b such that (b*c +bc® +b+c® +1)2#£0

b2c2(betct1) o
and Tr ((b2c+bc2+b+c2+1)2 =0.

3

(7i7) Tr (m) = 0 and there exists b such that (b?>c+bc®+b+c?+1)2 #
0 and Tr( b2 (betetl) ) =0.

(b2c+bc2+b+c2+1)2

(iv) 2 +c+1=0 (so,n =0 (mod 2)) and there exists b such that b> +

2C (6
b1 70 and Tr (225, ) = 0.

Proof. The claim for n = 2,3 follows from the computations displayed in
the appendix, so we now assume that n > 4.
By Theorem [ we need to investigate the system

(+7)?" "2+ cx? 2 =0 (8)
(r+y+a)?" 2+ z+a)? 2 = b

Observe that if a = 0, then the system becomes (z +v)2" 2 4+ ca?" 2 =b =
(x 4+ )% 72 + ¢ 122" 72, rendering (c + ¢ 1)z?"~2 = 0, and since ¢ # 0,1,
then = 0. Thus, 42" ~2 = b, which also has one solution ~, independent
of b, so Br(0,b) = 1.

We next assume that 0 # ¢ # 1,a # 0. Dividing by a and relabeling
x/a — x, v/a — 7 and ab +— b (all are linear equations), we are led to
investigate the system

(x+7)2" 72 4 ca?" 2 -}

If b = 0, the system @D transforms into (z +v)2" 72 = ca®" 72, (x + v +
)22 = ¢z +1)2"72. If 2 = 0, then v = 0, which renders the non-
permissible ¢ = 1. Similarly, = 1, x = v, © = v+ 1 can only happen if
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¢ =1 (assuming b = 0) and that is not allowed. If none of these values of x
happen then the system becomes

r+y=clz, z+y+1l=cx+c

with solutions vy = 1,z = ;5 # 0,1,s0x ¢ {0,1,v,7+1}, hence :Br(a,0) =
1 (which holds for all a, using the previous discussion). We next assume
that b # 0.

Case 1: b# 0, x = 0. The system @D reduces to v2" 72 = band (y+1)2" 72—
¢t =b. Since b # 0, then v = 1/b, which can only happen if Hil =b+c 1,
that is, b> + ¢ 'b 4+ ¢! = 0. This equation in b has two solutions, say,
bi,by = 1/(cby), if and only if, by Lemma EI, Tr(c7t/c72) = Tr(e) = 0.
Thus, in this case, we have a contribution of 1 (the solutions are (x,v) =
(0,1/b1),(0,1/b})) to Br(a,aby), respectively, Bp(a,ab)), otherwise there
is no contribution.

Case 2: b# 0, x = 1. The system @ reduces to (y+1)2" "2 = b+c¢, 2" 2 =
b. If b=1, then v = 1 and ¢ must be 1, an impossibility. If b = ¢ # 1, then
v=1/band (y+1)>"~2 =0, so, v = 1, implying b = 1, and so, ¢ = 1, which
is not allowed. Thus, 1 # b # ¢, and so, ¥ = 1/b renders b?>+cb-+c = 0, which
has two roots, say be, b, = ¢/be, if and only if, by Lemma @ Tr(1/c) = 0.
Therefore, if Tr(1/c) = 0, then we have a contribution of 1 to .Br(a,abs),
respectively, .Br(a,abl) (the solutions are (x,7v) = (1,1/b2), (1,1/b})).

Can by, b] equal by, by? If that is so, then ¢ by +¢~! = ¢by +¢, obtaining

by = 1, but that is impossible since it will not satisfy b2 +bc+c = 0 (similarly
for b] = by, etc.). Thus, the two contributions from Case 1 and 2 will not
overlap.
Case 3: b # 0, x = v. The system @D reduces to cx?" "2 = b1 +c Yz +
1)2"2 =b,s0 x =c/b. If b=c, then x = 1, and b = 1 (from the second
equation), an impossibility. If b # ¢, then we must have b? + CHTCHIH—C =0,
and two roots b exist (b3, c/b3), under ¢ + ¢+ 1 # 0, by Lemma |§|7 if and
only if Tr (m
0 (so, n is even), as then, b5 = ¢'/*, which always exists). Under these
circumstances, we have a contribution of 1 to Bp(a,abs), Br(a,ac/bs),
respectively, Br(a, abl).

Can any of bz, or b be equal to by, or by?

= 0 (one such b} does exist even when ¢ +c+ 1 =
1/2

A4etl
(c+1)2

Tr(c) = Tr (ﬁ) = 0. If that is so, plugging this value in any of

e If b3 = by, then as above we get that by = b3 = assuming

the component equations, renders ﬁ = 0, an impossibility.
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o If by = by, similarly, we get that b = _{7, assuming Tr (%) = 0 and
Tr (ﬁ) = 0. Putting the value of b in any of the component
equations, gives ﬁ = 0, which is impossible.

o by = /2 = by (under ¢ + ¢+ 1 = 0) when plugged into the equation
of b1, gives ¢ = 1, a contradiction.

e by = c'/2 = by, similarly renders (under ¢ + ¢ + 1 = 0) when put into
the equation of bs, the value ¢ = 0, a contradiction.

Case4: b#0, z = v+ 1. The system @ reduces to 14 cx?" =2 = b, ¢z +
1) =b. If b =1, then 2 = 0, and so, ¢! = b = 1, a contradiction. Thus,
b#1and z = ¢/(b+ 1), which, when used in the first equation, gives

2 1,1

it AP
c c
which renders two solutions, say by, b, = 1/(cby), if and only if Tr (m) =
0. For such a ¢, we get a contribution of 1 to Br(a,abs), respectively,
Br(a,ab)), assuming Tr (m) =0.
Can by (or b)) be equal to by, b), ba, by, bs, or bs?

e If by = by (or b}), then they must satisfy both cb?+b+1 = 0, cb?+ (> +
c+1)b+1 =0, from which we infer b = 0 or ¢ = 0, 1, an impossibility.

e If by = by (or b)), then they must satisfy both b2 + be + ¢ = 0, cb? +
(c?+c+1)b+1 = 0, implying b = ¢ + 1, which does not satisfy
b? +bc+c=0.

e If by = b3, then they must satisfy both equations cb?+(c?+c+1)b+c? =
0,cb? + (2 +c+1)b+ 1 =0, inferring ¢ = 1, an impossibility.

o If by = by(= ¢/?), then 2 +c+1 = 0 (so, n = 0 (mod 2)) and
b3 + (c+1)b+ (c+1) = 0. Thus, ¢ = (¢ + 1)c!/2, which combined
with ¢ 4 ¢+ 1 = 0, renders (¢ 4+ 1)(c'/? +1) = 0, that is, ¢ = 1, an
impossibility.

Case 5. Assuming now that x(z+1)(z +v)(x +~v+1) # 0, and multiplying

the first equation of (9) by x(z + ) and the second by c(z + 1)(z + v + 1)
we obtain the new system

1+ cx+ba? + (c+bx)y =0

10
1+ c+be+ (1+c)x+ bex? + (1 + be + bex)y = 0. (10)
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Observe that x # ¢/b since, otherwise, ¢ = 0 (inferred from the first equa-
ba? 4 cx 4+ x

tion), a contradiction. If = # ¢/b, then using v = N found from
T+ c

the first equation and replacing it into the second, we get
bex? + (DPe+ b +b+ A+ 1Dz +b® + 2 +¢=0,

or
5 Ve+bP+b+c*+1  betce+1
b2c b2
If b%c + bc? + b+ ¢ + 1 = 0, we have a contribution of 1 to .Br(a, a®b). If
b2c+bc?+b+c?+1 # 0, by Lemma EL Equation will have two solutions
if and only if

0. (11)

bedetl b2c*(be+c+1)

Tr =Tr =0. 12
(&ﬂﬁﬁﬁ%Q Q%%M“W+@+W> (12)
2

b%c

Therefore, under the above trace condition on b for a fixed ¢, we have a
contribution of 2 to Br(a, a’).

To avoid speaking about an empty condition, we want to argue next
that will happen for a fixed ¢ # 0,1, so it will be sufficient to find a
value of b where the trace above is 0. If b = 1 (and so, 1+b+b*c+c?+bc? # 0),
then the trace becomes Tr(1) = 0, which will always happen if the dimension
is even. Equation is then 22+ + 1 = 0 (with two distinct roots), so in
this case we have a contribution of 2 to .Br(a,a%), where b satisfies ,
otherwise there is none.

For the remainder of the proof below we assume that n is odd. Taking,
for example, b = ¢ 4+ ¢~ # 0 (for this value, 1 + b + b%c + ¢® + bc? # 0,
since otherwise, we would get ¢® +c*+c+1 = (c+1)° =0, 50 ¢ = 1,
a contradiction), since the dimension is odd and ¢ # 0, 1, the above trace
calculation reduces to

o (W) - ((1 ot <1fc>4> -0

which is obviously true, and so there are two roots x to the Equation .

We need to make sure that the solutions x,~y will not satisfy z(x+1)(x+
v)(z 4+ v +1) =0, so we go back (replacing b = ¢ + ¢~ 1) to Equation (L)),
obtaining

A+S+E+c n 3 0
x fry
(2+c+1)2 (2+c+1)2
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If x = 0, then ¢ = 0, which is not allowed. If z = 1, then we get (CQ}F%UZ =0,

and so, ¢ = 1, which is not allowed. If x = 7, then the system becomes
=0, +c+)r+c+c=0,

which is impossible since ¢ # 0,1. If x = v + 1, the system is now
r+1=0,(+ec+ D+ =0,

which can only happen if ¢® +c? + ¢+ 1 = (c+ 1)? = 0, an impossibility.
Putting together the above cases, we see that, if n > 4, the only possi-
bility is for at most three solutions of the c-boomerang system: we get three
solutions if Case 5 is combined with any of the previous four cases (for (iv)
we use ¢2 + ¢ = 1 = 0 to simplify the trace expression), and therefore, the
c-boomerang uniformity is < 3, but not higher. Our theorem is shown. [

Remark 3. From the previous proof, we do get a lot more information about
the c-Boomerang Connectivity Table for the binary inverse function, but we
preferred to just simply give the mazimum c-BCT entries.

8 The c-boomerang uniformity for the inverse func-
tion — odd characteristic

We now treat the case of the inverse for odd characteristic. We let [A]?> =
{2?|x € A}, where A is a set with a defined multiplication on it.

Theorem 14. Let p be an odd prime, n > 1 be a positive integer, 0,1 #
c€Fpn and F : Fpn — Fyn be the inverse p-ary function defined by F(x) =
x2P" 2. For any a,b € Fyn, the c-BCT entries Br(a, ad) < 4. Furthermore,

(i) If 14+2c—2c2+ 2+t =0 and 3 —2c+3c%,1 — 4c, ? — 4c € [Fpn?,

then Br. =4 (e.g., for such c, if b= gf&, then Br(a,a’) = 4).

7 —2c—2c"—2c+c =0 an —bc+c* 1 —4dc,c® —4c e n|“,
i) If 1—2c—2c* =2+ ¢t =0 and 1 — 6c+ c?, 1 — 4c,c? — 4c € [Fpn]?
then Bp. =4 (e.g., for such c, if b= 822;1, then Br(a,a’) = 4).

Proof. For a = 0, the corresponding system (z +)P" =2 — ca?" =2 = b, (z +

7)P" =2 — ¢~12P"=2 = b has one solution (z,7). We assume now that a # 0.

Multiplying by a and relabeling, the c-boomerang system becomes
(z+y)P" 2 —cat" 2=

" " 13
(x4+~y+1)P" 2 —c Yz +1)P" 2 =0, (13)
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If b = 0, we easily get only one solution, so we may assume below that b # 0.
Case 1. Let z = 0. The c-boomerang system is 77" ~2 = b, (y+1)?" 2 —c7 ! =
b,soy=1/b,and (§ +1)P" 2 = b+ L (surely, b+ 2 # 0, since, otherwise,
b= —1, and so, ¢ = 1, an impossibility). Thus, (0, %) is a solution assuming
b satisfies b? + %b + % = 0. By Lemma El, a unique b] exists if and only
if the discriminant D; = ¢ 2 — 4¢™! = 0, that is ¢ = 47!, Again, from
Lemma |§|, two solutions by (we call these, here and in the next three cases,
by the same label, as it will not matter in our argument) exist if and only
if 1 —4c € [Fpn]?, ¢ # 471, In either case, there is a contribution of 1 to the
respective c—BCT entry.

Case 2. If x = —1, the c-boomerang system is now (y — 1)?" 72 4 ¢ =
b,4*"~2 = b, so v = 1/b, which used in the first equation renders (% -
1)P"=2 = b — ¢, which simplified gives v> — bc + ¢ = 0 (again, b # ¢, since
otherwise 1/b = 1, and so, ¢ = 1, an impossibility). By Lemma @, a unique
bl exists if and only if the discriminant Dy = 2 —4c¢ =0, s0 ¢ =4, and two
solutions by exist if and only if Dy € [Fpn]?, ¢ # 4 (thus, Dy € [F}.]?). In
either case, there is a contribution of 1 to the respective c-BCT entry.
Case 3. Let x = —v. The c-boomerang system is now c¢y?" =2 = b, 1—c~}(1—
Y)P*=2 = b. Thus, v = ¢/b (if b = 0, then v = 0, and the second equation
gives us, c~! = b = 0, an impossibility). Using 7 = ¢/b (observe that b # 1)
in the second equation we obtain b? — bCQJrC*1 + ¢ = 0, which has a unique
1—2c¢— 0272c3+c (1—3C+62)2(1+C+62) — 0. There

solution bf if and only if D3 = c
are two roots b3 if and only if D3 € [IE‘ ]2, or equivalently, (1 —3c+c?)(1+
c+c?) e [F5n %

Case 4. Let x = —y — 1. The c—boomerang system becomes —1 — ca?"~2 =
b,—c Y (z+1)P""2 =b. Thenx = —447 (iff b= —1, then z = 0, and using the
second equation, we get —c~! = b, that is, ¢ = 1 an impossibility), which

used in the second equation gives b> — pl=e=l 4 1 - = 0. This equation has a

1—2c—c? —203+c _ (1=3c+c®)(1+c+c?)
2 = 2

root b} if and only if Dy = ; - = 0, and two
roots by if and only if Dy € [F5.]?, or equivalently, (1 —3c+c*)(14+c+c?) €
[ ]2.

We now need to check if overlaps exist among the b’s of various cases,
and therefore the contributions to the c-BCT entries will be added.

o If by (or b)) equals by (or b5), then these must satisfy both b+ 1b+1 =
0, b>—bc+c = 0, that is, b = S +1, which when used in the first equatlon

gives 1 4 2¢ — 2¢% +2¢® + ¢* = 0. Observe that ¢ = 4,41 vanish this
expression if and only if p = 19. So, we have a contribution of 2 to the
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respective c-BCT entry if and only if 1 + 2¢ — 2¢2 + 2¢3 + ¢* = 0 (this
includes the cases ¢ = 4,471).

o If by (or l;’l) equals bg (or b}), then these must satisfy both b%+1b+1 =
0, b*> — %b +c¢ =0, giving b = %, which when used in the first
equation implies 1 = 0, an impossibility.

o If by (or b)) equals by (or b)), then these must satisfy both b%+2b+1 =
0, b? — 02%_117 + % = 0, implying that either ¢ = 0,1, or b = 0, none
of which will work.

e If by (or bl) equals by (or b}), then these must satisfy both b?—be+c = 0,
b — ‘32+76‘3_1b + ¢ = 0, which will not work (same argument as in the
previous item).

e If by (or b)) equals by (or b)), then these must satisfy both b —be+c = 0,
b2 — 02%_16 + % =0, so b = ¢ — 1, which when replaced into the first
equation gives 1 = 0, an impossibility.

e If b3 (or b%) equals by (or b)y), then these must satisfy both bQ—CZ‘LfC*lb—F
c=0,0b%— 02%_16 + % =0, and so, b = ‘322;1, which implies 1 — 2¢ —
27 —2¢3 4+ ¢4 = 0.

Observe that other combinations cannot occur above.
Case 5. Assume now that = # 0,1,v,v + 1. Multiplying the first equation
by z(z + ) and the second by ¢(z + 1)(x + v + 1) renders

x—clx+7v)=bx(x+7)
c(z+1)—(z+v+1) =bc(x+1)(x +v+1).

Solving for « in the first equation, we get v = %g;”ﬁ (observe that = #

—c/b), which used in the second equation gives us the equation

2+b02—|—b2c+b+1—c2 +bc—c+1 0
X €T e

bc b2 ’
with a unique root x if and only if

b ?Ds =1+ 2b+ b + 2b%c + 2b3¢ — 262 — 2022
+ b2 + 202 — 203 + ¢t — 2bct + Pt
=(1+b—c) (1 —cH+be)(1+b+2c+b%c+c—bc®) =0,
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and two distinct roots x if and only if

(1+b—c)(1—c+be)(1+b+2c+bc+c® —bc®) € [Fial.
Putting together our discussion, we see that the largest c-BCT entry can
only be 4; we do get that value if Case 5 is combined with some combinations
of the other cases, namely, both Case 1 and Case 2, or both Case 3 and
Case 4. The proof of the theorem is done. O

Remark 4. From the previous proof, we do get a lot more information about
the c-Boomerang Connectivity Table for the p-ary inverse function, but, as
for the binary case, we preferred to just give the maximum c-BC'T entries.

9 Concluding remarks

We defined a new concept, which we call c-boomerang uniformity based upon
a previously defined multiplicative differential. We characterized the new
concept in terms of the Walsh transforms and investigated the properties
of some perfect nonlinear functions, as well as the inverse function in all
characteristics via this new concept.

It would certainly be interesting to see how other perfect nonlinear,
as well as almost perfect nonlinear functions behave under this new c-
boomerang uniformity concept, as well as its further connections with the
c-differential notion.

Acknowledgments. The author would like to express his sincere apprecia-
tion for the reviewers’ careful reading, beneficial comments and suggestions,
and to the editors for the prompt handling of our paper.
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10 Appendix

We list all the uniformity values for the considered functions in the paper,
for 2 < n < 4, and some values of the parameter k, if involved, computed
via SageMath. Below, « denotes a primitive root in the respective field.
For p = 2, to construct Fon, 2 < n < 4, we take the primitive polynomials,
224+ x+ 1,23+ 2+ 1,2* + 2 + 1, respectively. If p = 3, to construct Fan,
2 < n <5, we take the primitive polynomials, 2% + 2z + 2, 2% + 2z + 1, z* +
23 + 2,25 + 22 + 1, respectively. If p = 5, to construct Fsn, 2 < n < 4, we
take the primitive polynomials, z? + 4x + 2, 2> + 3z + 3, 2% + 422 + 42 + 2,
respectively.

We will only mention the nonzero entries (surely, for some parameters,
a,b,c, JBr(a,b) =0, but we are not concerned with that). First, if f(z) =
22, the possible c-BCT entries (c # 0, 1)for f(z) = 2%, 2 < n < 4, are [1,2]
for n = 2, respectively, [1,2,3,4] for n = 3,4.

p | n | possible values of .Br(a,b)
2 | [1]
2|3 |[1,2
41 [1,2,3] Table 1:  Possible c-
2| [1,2] BCT entries for the inverse
313 111,2,3] flz) =aP"72 2 < n < 4,
4| [1,2,3,4] p=23¢#0,1
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k | n | possible values of .Br(a,b)
2 | [L,2,4,6,9]
1|3 |23
4| [1,2.3,4,5,6,7,8,9]
2 [[L,2]
2| 31,23
4| [1,2,4,72,73,81,82,90,91, 100] Table 2: Possible c-
21 [1,2,4,6,9] BCT entries for the Gold
313 [1,2,3,4] flz)=2¥+1 2 <n <4,
4 [1,23456789] 1<k<3,¢c#0,1
k | n | possible values of .Br(a,b)
21 [1,2]
1] 3[[1,23,4]
4 [1,2,3,4]
2 |1, ]
2|3 |[1,2,34]
4 [1 2 3 4 5 6 7 8 9 10 12 18] Table 3: Possible c¢-
2 11, 2] B(gT entries for f(x) =
313 [1,23,4,6,7,8] 2 <n<4,1<
4| [1,2,3,4,5] k<3, c#0,1

Let f(x) = 20 — 2% — 2% on F32. We list all values of (c,b), for which
the ¢-DDT entry (for some a) equals the c-boomerang uniformity of 2 (all ¢-
BCT entries of [1,2] occur): (2,2a), (a+2,a+2), (2a,2a), (a+2,2a), (2a+
1,2a), 2a+1,a + 2), (o, 20), (2,2), (2, a + 2), 2, + 2), (o,  + 2).

Let f(z) = 2% — 2% — 2% on F3s. We list all values of (c, b), for which the
¢-DDT entry (for some a) equals the c-boomerang uniformity of 4 (all ¢-BCT
entries of [1,2,3,4] occur): (2a,a?), (@ +a,a? +a+1), (a? +2,a?), (2a +
La?+a+1),(2a+2,a% +2a+1),(a? +2a,a? + 2a + 1).

Let f(z) = 2'© — 25 — 22 on F3a. We list all values of (c,b), for which
the ¢-DDT entry (for some a) equals the c-boomerang uniformity of 6 (all
c-BCT entries of [1,2,3,4,5,6] occur): (2,202 + 2a?), (2,0 + a? + 2).

Let f(x) = 2'% — 25 — 22 on F35 (the complexity of this computation is
about 232, and if we were to go up to n = 6, it would be 24° operations, so
we stopped at n = 5). We list all values of (¢, b), for which the ¢-DDT entry
(for some a) equals the c-boomerang uniformity of 6 (all ¢-BCT entries of
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[1,2,3,4,5,6] occur):

(a* + a2 4+ a? +2a,a* +a? + 20+ 1), (202 + 20,0t + 2% + a? + 1),

(a* +a? 42,20 + 2a), (20 + ® + a? + 20+ 2,0° + a® + 0),

(202 +a? +a+2,a* +2a° + 20+ 1), 2a + 1, 20* + o + 20 + 2),

(@ +a?+ a0 +2a3 +1), (@ +a® +2a% + 20+ 2,0 + 203 + 20 + 1),

2ot +a® +a?+2,20 4+ 2 +a? + 20+ 2), (@* +222,0* +a® + 202 + a + 1),
(20* + a® + 202 + 20 + 1,20 + a® 4+ 2a% + a + 2), (2a® + 2,a* + 202 + 20 + 1),
(a* +a® 41,20 + a® + a® +2), (@® + 20, a* + 202 + 20 + 1),
(a4+2a+2,a4+a3+2a2+a+1),(a4+a3+o¢2+a,20¢4+o¢2+2a+2),
(202 +1,20* + a® + 204 2), (20 +20° + o+ 2,0* + a + 1),

2% +a+2,20" +a® +a? +2), (e +a® +2a%2 +1,0* + 0% + 22 + 1),

(20 + 202 + a? +1,0% + a? + ), (202 + 202 + 2,20* + a® + 20+ 2),
(a*+223 + 1,0t + 02 +1),(®+ % +2a+2,0 +a® +1),

(@ +2a% +a+2,0*+2a% + a4+ 1), (a* + a® + a, 20 + 20),

22+ a+2,0* +a+1),2a% +2a% + o, 20* + a® + 202 + a + 2),
(@®+a+22+a2+a%+2a+2), (e +a® + 20,0 + 203 +1).

Let f(z) = 2'° + 25 — 22 on F52. We list all values of (c,b), for which
the ¢-DDT entry (for some a) equals the c-boomerang uniformity of 2 (all
¢-BCT entries of [1, 2] occur): (2,2a+1), (2a+1,a), 2a,2a+1), (o, ), (a4
2,2a+ 1), 2a+ 1,20+ 1),(2,1), 2a, @), (2,a), (@, 2a + 1), ( + 2, ).

Let f(x) = 20 + 2% — 2% on F3s. We list all values of (c,b), for which
the ¢-DDT entry (for some a) equals the c-boomerang uniformity of 3 (all
¢-BCT entries of [1,2, 3] occur):

(@ +a+2,0%2 +2a+2),(20% + 20,02 + 20+ 2), (a® + a+2,a+ 1), (a® +2,2), (¢ + 1,a),
(202, a4+ 1), (202 + a4 2,a), (&% +2a + 2,a), (0, a® + a + 2), (2o + 1,202 4 2), (a? + a, 2),
(@ + a,202 +2), 20+ 1,2), (20,2), (a®> + a4+ 2,a + 2), (a® + o + 1,202 4+ 2a + 1),

(202 +2a+2,0),(a® 42,202 + a+1), (202 + 1,a® + o+ 2), (@ + 20+ 1,202 + a + 1),
(20,202 + a+ 1), 2a+ 2,202 + 20+ 1), (e + 1,0 + 1), (202, + 2), (202 + 2,202 + a + 1),
(@?,20% +2), (a® 4+ 20,202 + 2a + 1), (a® + 2a + 2,02 + 1), (a + 2,0 + 2a + 2), (2a + 2,2),
(202,02 +2a+2), (202 + a+ 2,02 + a +2), (202 + 20+ 2, + 1), (o + 20+ 2, a + 1),
(202 +a+1,202 +2a + 1), (202 + o+ 2,a + 2), (® + 1,a + 2), (a2 + 2a,2),
(@ 41,02 +a+2), 2% +a,a? +1),(20% + 20+ 1,202 +2), (2% + 20 + 2,02 +1).

Let f(x) = 20 + 2% — 2% on Fs4. We list all values of (c,b), for which
the ¢-DDT entry (for some a) equals the c-boomerang uniformity of 7 (all
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c-BCT entries of [1,2,3,4,5,6,7] occur): (a?+2a+ 1,203 +2a2 +1), (a® +
a+2,034+a?), (@®+2a+1,03 4+ a?), (203 + a? + o, 203 + 2.

Let f(z) = 1%+ 2% — 22 on Fg5. There are 160 pairs (c,b), for which
the ¢-DDT entry (for some a) equals the c-boomerang uniformity of 5 (all

¢-BCT entries of [1,2,3,4,5] occur). We shall list here only the 140 different
values of c:

2a+a’+at, 24202+, 1+20%, 1+a+a?,2+a?+a*, 1+a+2a%, a+a?,2a+a?, 1+ 20,1+ 2a+ a?,
1+2a+a2+2a3,a2,1+a+a3,a+2a2+2a3+2a4,2+2a+a2+a4,1+2a+2o¢2+2a4,1+2a+a3+a4,
2+o¢+a2+2a3+2a4,2+2a,a2+a3,2+2a+a2+2oc3+a4,a4,a+2a2+2o¢3+a4,1+a+a3+a4,a3+2a4,
1+a3,2+a+2a2+2a3+2a4,2a+2a2+a3+a4,2a+2a2+a3,1+2a+2a2+2a3,2a+2a2+a4,2a+&2+0<3,
14+a?2 420 1+a?2 422 +20%, 1+a+a?+a* a?+ata?+a+20% 2+ 20 24 20 + 202, 2a + a2 + o,
a+a3+2a4,2+2a+2a2+a4,1+a,2+2a2+a3+2a4,a2+2a3+a4,2+a2+a3,a+a2+2a4,a2+2a3,
a+2a4,1+a3+a4,2+2a+20¢3+2a4,1+a2,20¢+a2+2a3+2a4,2+2a+a4,2+a+a2+2a3+a4,
1+a+o<2+a3+2a4,a+2a2+a3+2a4,2+a+o<3,1+a+043+2o<4,o<3,2+a+20c2+2a4,2+a2+a3+2a4,
1420+ a? + 02,20+ a? + 20,20 + o, 1 + a + 207 + o® + 2%, 2+ 202 + 20% + o, 1 4 20 + o® + 22° 4 o*,
14+2a°% +2a%, 24202 +2a°%, 14202 +a® + 22,2+ a0 +2a%, 24203, 1+ a+a? +2a% + o, a+a? +a® +a?,
1+2a+2a2+20¢3+2a4,2+20¢2+2a3+2a4,2+a2+2a3+20¢4,2+a+2a2+a4,a+a2+a3,2a+2a4,
a+a2+2a3,2a2,2+a+a2+2a3,1+2a+2a2+2a3+a4,1+a+a2+a3+a4,2+a3+a4,a+2a2+a3,
2+a2+2a3,a+2a2,a,1+204+a2+a3+a4,a+2a2+2a4,2+2a+2a2+a3+a4,a+a3+&4,

202 + ot 1+ a+2a? +2a*, 202 + 203,20 + a? + 202 + a*, 1 + 20 + 202, 202 + 204, 2a + o? + a2 + 222,
1+2a2+2a3+2a4,2+a+2a3+a4,a+2a2+a4,2+a+a4,2a2+2a3+a4,1+2a+2a3+2a4,2+a+2a3,
2+o¢+2a4,2a2+a3+2a4,a+2a3,2+2a+2a2+a3,2+a+a2+2a4,a+a2+a4,2+2a3+a4,a+a4,
1+2a2+a4,a2+a3+a4,2+2a+2a2+2cxs,cx+2a3+a4,2+a+2a2+2a3+a4,1+2043+0<4,

24+ 2a+a? +a+2a* at+a® 420 4202420 +2a% + 0 +22%, 1420, 24+ a+a?, 24+ a% +22° +at,
1+a+a’+ad,1+a+a?+2a%2+2a% +2a%,2+2a+a?+a%,1+a%+2a%,2+2a+a® +a?,

a2 +2a3+2a4,2a2 +2a4,2+2a+20¢2 +20¢3 +20¢4,1+2a+a2 +2o¢3 +20¢4,,20¢+2o¢2 +2a3+o¢4.
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