Characters, Weil sums and c-differential
uniformity with an application to the
perturbed Gold function

Pantelimon Stanical

Constanza Riera?, Anton Tkachenko?

! Applied Mathematics Department,
Naval Postgraduate School, Monterey, USA; pstanica@nps.edu
2Department of Computer Science,
Electrical Engineering and Mathematical Sciences,
Western Norway University of Applied Sciences, 5020 Bergen, Norway;
{csr, atk}@hvl.no

February 5, 2021

Abstract

Building upon the observation that the newly defined [12] con-
cept of c-differential uniformity is not invariant under EA or CCZ-
equivalence [I3], we showed in [I9] that adding some appropriate lin-
earized monomials increases the c-differential uniformity of the inverse
function, significantly, for some c. We continue that investigation here.
First, by analyzing the involved equations, we find bounds for the uni-
formity of the Gold function perturbed by a single monomial, exhibit-
ing the discrepancy we previously observed on the inverse function.
Secondly, to treat the general case of perturbations via any linearized
polynomial, we use characters in the finite field to express all entries
in the ¢-Differential Distribution Table (DDT) of an (n,n)-function on
the finite field Fp», and further, we use that method to find explicit
expressions for all entries of the ¢-DDT of the perturbed Gold function
(via an arbitrary linearized polynomial).
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1 Introduction and basic definitions

Motivated by the challenge of [3], who extended the differential attack on
some ciphers by using a new type of differential, we defined in [12] a new dif-
ferential and Difference Distribution Table, in any characteristic, along with
the corresponding perfect/almost perfect c-nonlinear functions and other
notions (unbeknown to us, and developed independently, this is a general-
ization of the recent [I] concept of quasi planarity: a quasi planar function
is simply a perfect c-nonlinear function for ¢ = —1). Some of us later ex-
tended the notion of Boomerang Connectivity Table in [I7] and character-
ized some of the known perfect nonlinear functions and the inverse function
through this new concept. In [12] [13] [16, 21] various characterizations of
the c-differential uniformity were found, and some of the known perfect and
almost perfect nonlinear functions have been investigated. An approach on
boomerang uniformity based upon Weil sums and characters was developed
n [I§]. We will take a similar approach in this paper on c-differential uni-
formity, which has the advantage of providing some character expressions
for all entries in the c-Differential Distribution Table (defined below).

While we introduce here only some needed notation on Boolean (binary,
p = 2) and p-ary functions (where p is an odd prime), the reader can con-
sult [4, [l [©, 111, 15, 20] for more on cryptographic Boolean functions and
their properties.

Let p be a prime number and n be a positive integer n. We let F,» be the
finite field with p" elements, and Fy. = Fyn\ {0} be the multiplicative group;
for a # 0, we often write % to mean the inverse of a in the multiplicative
group. We let ) be the n-dimensional vector space over F,. We use #5, S
to denote the cardinality of a set S, respectively, the complement of S in
a superset (usually, F,n), which will be clear from the context. Also, for a
complex number z, we denote by z its complex conjugate.

We call a function from Fyn (or Fy)) to F, a p-ary function on n variables.
For positive integers n and m, any map F' : Fyn — Fpm (or, F) — F}?) is
called a vectorial p-ary function, or (n, m)-function. When m = n, F' can be
uniquely represented as a univariate polynomial over Fj» of the form F'(z) =

fia ! a;z’, a; € Fyn, whose algebraic degree is then the largest Hamming
weight of the exponents ¢ with a; # 0. We let Tr,, : F,n — IF,, be the absolute

n—1
. . i -1 i
trace function, given by Tr,(z) = Zmp . Also, Trg(x) =>4, 27" is the
i=0
relative trace from Fpn — T 0, where d|n.
For a p-ary (n,m)-function F' : Fyn — Fpm, and ¢ € Fpm, the (multi-



plicative) c-derivative of F' with respect to a € Fyn is the function
DoF(2) = F(x+a) — cF(z), for all z € Fpn.

For an (n,n)-function F, and a,b € Fyn, we let the entries of the c-
Difference Distribution Table (¢-DDT) be defined by Ap(a,b) = #{z €
Fpn : F(x + a) — cF(x) = b}. We call the quantity

drc = max{:Ap(a,b) : a,b € Fpn, and a # 0 if ¢ = 1}

the c-differential uniformity of F. If 6. = ¢, then we say that F is differen-
tially (¢, d)-uniform (or that F' has c-uniformity d). If § = 1, then F is called
a perfect c-nonlinear (PcN) function (certainly, for ¢ = 1, they only exist for
odd characteristic p; however, as proven in [12], there exist PcN functions for
p=2,forall c# 1). If § = 2, then F is called an almost perfect c-nonlinear
(APcN) function. When we need to specify the constant ¢ for which the
function is PcN or APcN, then we may use the notation ¢-PN, or ¢-APN.
It is easy to see that if F' is an (n,n)-function, that is, F': Fyn — Fpn, then
F is PcN if and only if .D,F is a permutation polynomial. For ¢ = 1, we
recover the classical derivative, PN, APN, etc., differential uniformity and
DDT.

It is a well known (and used) property of cryptographic Boolean func-
tions, allowing one to use in a cryptosystem any (extended) affine equivalent
function, and the system will (usually) not change its strength, since many
of the properties of such primitives are invariant under extended, affine or
CCZ equivalence. We started in [I9] with the inverse function and con-
tinue here with the Gold function, arguing that, even as simple as adding a
linearized polynomial (or just a monomial, in some instances) may change
significantly its c-differential uniformity. The challenge to the community
(and some efforts are currently being made) is to find distinguishers in pub-
lished proposed ciphers taking advantage of this new type of uniformity.

The rest of the paper is organized as follows. Section [2| gives bounds
for the c-differential uniformity for the Gold function perturbed by a single
monomial. Section [3| gives a general theorem describing the entries of the
¢-DDT via characters in the finite field. Section[]investigates c-DDT entries
for a perturbation via an arbitrary linearized monomial of the Gold function,
for p odd. Section |5 completes the investigation and does the same for p
even. We include some computational results in Section [6] and Section [7]
concludes the paper.



2 Perturbations of the Gold function via a lin-
earized monomial

We shall be using, throughout the paper, the following lemma.

Lemma 1 ([7,[12]). Let p,t,n be integers greater than or equal to 1 (we take
t < n, though the result can be shown in general). Let d = ged(n,t),e =
ged(n, 2t). Then,

e_

2 1 .
ged(2 41,27 — 1) = SR and if p > 2, then,

ged(p' +1,p" — 1) =2, if% is odd,
ged(p' +1,p" — 1) = pd + 1, if% 8 even.

We showed in [12] that the inverse function is PcN for ¢ = 0, and that
the c-differential uniformity is 2 or 3 depending upon the parameter ¢ (we
found precisely those conditions). In [I9] we showed that adding 22" to
22" 72, where d is the largest nontrivial divisor of n, increases the mentioned
c-differential uniformity from 2 or 3 (for ¢ # 0,1) to > 2% 4+ 2 (in the case
of the inverse function as used in the Advanced Encryption Function (AES)
it is 18). This discrepancy is rather surprising and prompts an investiga-
tion into other well-behaved, under classical differential uniformity, vectorial
functions.

In the result of this section we see that simply adding a linearized mono-
mial to the Gold function increases significantly the maximum value in its
c-differential spectrum size. In the following, we take p prime, n > 4 an
integer, and 0 < ¢t < n an integer such that a?" ~P'*1 4 1 has a root (and
consequently, ged(p* — p! + 1,p" — 1) roots) in the field Fpn.

Theorem 2. Let p be a prime number, n > 4, F(x) = 2P+ be the Gold
function on Fpn, and 1 # ¢ € Fpn, 1 < k < n with ged(k,n) =d > 1 and
m > 3. Then, the c-differential uniformity, éc., of G(z) = F(x)+ 2P
satisfies ged(pF — p' + 1,p" — 1) + 1 < 6 < max{p® + 1,p'}; if G(z) =
F(z)+z, or G(x) = F(x) + a?" | then peed(mk) 41 < S <pF+1.

Proof. Let G(z) = 2P" ! 427", The c-differential uniformity equation for G
for ¢ € Fpn at (a,b) € Fpn X Fpn is

(x + a)plchl +(z4a)P — ca?" 1 — et = b, (1)



If a = 0, the equation becomes

2P b__ 0

1—c¢

Surely, if b = 0, then z = 0 and 2P* =P+l 4 1 = 0. The latter equation
(under our assumption) has ged(p® — p* 4 1,p" — 1) solutions. However, if
b # 0, the equation is not easy to handle, unless ¢t has some special forms,
which are dealt with below.

We continue with G(z) = 27" ! 4+ z and use the c-differential uniformity
equation of G for ¢ € Fyn at (a,b) € Fpn X Fpn from , which, when ¢t =0
becomes

(1-— c)xpk‘H +az? + (1+ a? — o)z + a?tpa—b=0. (2)

Clearly, dg,. < pF + 1. We now find a lower bound. If a = 0, the equation
becomes

k
2P T — =0.

1—-c

If b =0, then z = 0 and 2" +1 = 0. The latter equation has a unique
solution, since gcd(pk, p" — 1) = 1. Thus, if a = 0, we have two solutions
for . If b #£ 0, we use the transformation z = %y and obtain

"'~ By + B =0, (3)
k
where B = (%)p . We now use [2, Theorem 5.6]. We let @ = ngd(”’k),
so Fg = Fpn NFpe, m = [Fyn @ Fgl = m. By [2 Theorem 5.6], we
QUl-Q Qo1

know that there are , for m even, respectively odd,

2_1 "7 2_1
values of B such that Eguation gas @ + 1 solutions. Let T be the set of
all such B. For any B € T, we let b # 0 be random and ¢ = 1 — b(B)P"".
For such choices of parameters, we do get peed(mk) 4 1 solutions, and so,
S > peedmh) 41,

We next assume that a # 0 (while we do not need to consider this case
to show our claim, we do treat it here, just to point out that the ¢-DDT
may have other entries, not only on the first row, with large values). We
now remove the coefficient of 27" with the transformation

caP* 1 —be+ b a

(1-¢) (apk_ (fb—c)pk“(lic)pk—wrl) “1_ e

T —




and Equation becomes , where now,

_ oPPypE+1 pP pF+1 —b
B:(C” el - a ’a1:1+a7’b1:a+a—' (4)
(b1 — eaq)P 1—c¢ 1—c¢ 1-c¢

By [2, Theorem 5.6, again we have peed(mk) 1 1 solutions for (3), for B
Qm—l_Q Tie Qm— -1
oo e g
m even, respectively odd. Clearly, for a,b,c such that holds (there is
no need to check if their existence, since we know they do, from the first
part of the proof), then again we have .Ag(a,b) > p&d(™k) 4 1 and thus
0G,c > p2ed(k) 11 for those values of c.

We next continue with G(z) = 27" +! + 27" Equation is now

oA T ta =0. (5)
1-c¢ 1-c¢ 1-c

belonging to a set T of cardinality |T|= , for

If ¢ = a + 1, this equation is now
pE+1 _ pk-1 <b k k—1>
x —a’ e+ | - —adb —adP =0,
a

2k _
ab” 1

(2 —a* - ap’“fl)pk 7
and this equation can be treated via [2, Theorem 5.6], as well (observe that,
regardless of what B # 0 is, we can always find a, b such that the previous

identity holds: for example, we can take b = apk, and so, B =

which is equivalent to 2"+l By +B = 0, where B =

1
(—1)pka)' If
c# a+ 1, as we did for the first claim, we remove the coefficient of P by
using a transformation

R caP* 1 —be + b . a .
pk Pk C1-—c¢
(1—c)<apk—<1ac+1> +e(i+1) ) ¢
and Equation becomes 27" +! — Bz + B = 0, where
_ ePF )i+l p* S SRS o
B:(m eP) e=14 a 7al:a ’blza +a (6)

(by —eap)?* ’ l1—c¢ l1-c l—c

enabling us to use, yet again, [2] Theorem 5.6], to infer .Ag(a,b) > psed(nk) 4
1, and consequently, dg . > peed(mk) 4 1. The theorem is shown. ]



3 Characters and c-differential uniformity

We showed in [18] a general theorem expressing the entries in the c-Boomerang
Connectivity Table (for all ¢ # 0) in terms of double Weil sums. There is no
reason why that is not developed for the ¢-DDT, and we shall do that be-
low. We first show a general theorem that gives all entries of the ¢-DDT for
any function in terms of characters of the corresponding finite field (we will
also include ¢ = 1 in our analysis, since the use of characters does not seem
to be a method of choice for classical computation of the DDT). For the
convenience of the reader, we will go through the proof, although it follows
in general lines the characters computation for the entries of the boomerang

connectivity table method of [18§].

27iTry, (a)

Throughout the paper, we let yi(a) = exp < ) be the principal

additive character. In the proof of our next theorem, we will use the following
well-known result:

Lemma 1 ([14]). The number N (b) of of solutions (x1,...,2,) € Fy, for
b e Fym fized, of an equation f(z1,...,z,) =0b is

Z ZXl(a(f(:clj...,azn)—b))

T1,...,2n€FG a€lfy

Z Z X(f(xlﬂ"'vxn))m7

T1,...,2n€Fq XEI/F;

N(b) =

QI Qe

where E is the set of all additive characters of F,.

Theorem 3. Let F(x) be an arbitrary function on Fy, ¢ = p", p a prime
number, and ¢ € Fy. Then, the c-Differential Distribution Table entry at
(a,b) is given by

Ar(ab) =142 3 xa(-ba) 3 i @ (Flo+a) - cF(@).

a€cFy z€F,

Proof. Recall that .Ap(a,b) is the number of solutions in Fy, ¢ = p", for
the equation
F(z+a)—cF(x)=0b. (7)

Using Lemma on our Equation @, we see that the number of solutions
for some a, b fixed is therefore

N =7 30 3 i (@ (Fla+ @) = cF(@) ~b)

z€F, aclFy



fZXl —ba) le (aF(z +a)) x1 (—acF(z)) .

aEFq z€lFy

Splitting, based on a = 0 and « # 0, we write

Ar(ab) =142 3 xi(=be) I i (P la +a) — acP(a).

aclFy z€F,
and the proof is done. ]

Corollary 4. For all c € IF‘q, if a =0, then

Ap(0,b) =1+ = ZXl —ba) ZXl (1 —-c)F(x)).

aGF* z€lF,

4 Entries of the ¢c-DDT for the perturbed Gold
function via a linearized polynomial, p odd

We now take the particular case of the Gold function F'(z) = 27"+ on F,,
1<k<n, q =p", P prime, n > 2, perturbed by any linearized polynomial
P(z) =Y, 'a;z? | that is, G(z ) = 2" 4 Yo Laga?. We fix ¢ € F,
(for ¢ = 1 many of the expressions will simplify 31gn1ﬁcantly, since the term
(1 — ¢)P(x) below will disappear) but we kept that case for completeness,
since we do not believe there was ever a complete description for the DDT
of the Gold function (surely, in this case, in terms of characters).

Before we state and prove the main result of this section, we need to
introduce some notation used both throughout the statement of this result,
and the proof: Let P(z) = Z?:_ol a;z?" be a linearized polynomial. For
Il <k <nandceF, ackF;,d= gedn,k)e = ged(n,2k), we let
P'(a) = P(a) + "+, Ay = a(1 — c), P*(z) = 10 (1 — c)ag)?" " a?"
be the linearized c-companion polynomial for P, B, = Z?:_Ol(a;)pnﬂ, where
a, = Aqai, for all 0 # i # k, af = aa?" + Agag and aj, = ala+ (1 —c)ag).
Further, for fixed a € I,

Xy =qa el : aa” +of "a+ P (o) = 0},

n
e

{ n
Va:{ana\{O}:Angrll#(—l) }a

a=1
W,=1{a€X,: A" ;A(_l)zd},



=) xala(P'(a) - b)),

OéEXa

D= > wla(P(a) - b).

a€Xq\We

Finally, let G be the Gauss’ sum G(¥, x) = > cp- ¥(a)x(a), where ¥, x
q
are some multiplicative, respectively, additive characters of IF,. Recall that

we denote by x1(a) = exp (W) the principal additive character. Also,

we denote by n(g%) = Yig-1) /g(ge) = exp (mil) the quadratic character of Fy.
We here define two different incomplete Gauss sums on a set U C F; to

be Gu (¥, x) = YXaev ¥(@)x(a) and G (¥, x) = Yaep Y(@)x(ada) (with
0o = P'(a) —b— (1 — c):z:ﬁkﬂ, where x, is the solution of the equation
Ly(z) = BY: we called this, condition (P)); if d, does not appear in the
sum, we use the notation Gy. Let also, pu, = 1, if p = 1 (mod 4), and
pp =137, if p=3 (mod 4)).

Theorem 5. Let F(z) = P (p is an odd prime, n > 2, and k < n) be the
Gold function, P(z) = Z?:_ol a;x?" be a linearized polynomial and ¢ € Fyn.
Then, the c-Differential Distribution Table entries of G(x) = F(x) + P(x)
at a,b € Fpn are given by Ag(a,b) =1+ p "1y, where:

(i) Let 5 be even, n =2m. Then

Top = (1) p" S+ (-1 Hp" 5, (pd - 1)
+ (=1)apm Z X1 (ady) + (1) d@+ipm+d Z X1 (adq) .

a€V, aEXa\Va
a satisfies (P)

(ii) Let % be odd. Then

Top = (—1)" " ppp? n(1 - ¢)Gx, (n, XP'(a)—b)
+ (1) pp? m(c — )G, (0, x1)-

In the proof of this theorem, we use [7, Theorems 1 and 2], which we state
here for the convenience of the reader (we simplify the original statement):

Theorem 6 ([7]). Let ¢ = p™, 1 < k < n,d = ged(n, k). Let .7, (A,B) =
Zzqu X1 (Aaﬂ”’“rl + Bm). The following statements hold:



(1) When 5 is even (n = 2m), then

a3

(—1)% pm if AT £ (1)

(C)Fp i A = ()

a3

(2) When % is odd, then

(—1)"‘1\/§n(A) ifp=1 (mod 4)

yk(A7 O) = {(_l)nlzn\/(jn(A) pr =3 (mod 4)-

We use as well the following result from [8] (we make slight changes in
notations and combine various results).

Theorem 7 ([8]). Let ¢ = p", n > 2, p an odd prime, 1 < k < n, d =
ged(n, k). Let f(x) = AP P 4 Az, for some nonzero A. The following
statements hold:

(1) If f is a permutation polynomial over Fy, and xq is the unique element
such that f(zo) = —BP", B # 0, then:

(i) If % is odd, then

(D" an(—A) xi(Ah T ifp=1 (mod 4)

yk:(A7 B) = 13 ki1 .
()"t gn(=A) xa(Azf ) ifp=3  (mod 4).
n_1q . _w (2j+1)k
(the solution is xo = —3% o (Z1)7A b1 BP ).
-1
1 2 s even, then n = 2m, P —1)7 and
(id) If 5 h 2m, A
m YN
F1(A, B) = (1)1 p™ x1 (Axf) ™).

(2) If f is not a permutation polynomial, then, for B # 0, (A, B) =0,
unless, f(x) = —B* has a solution g (this can only happen if % is

q=1 m
even with n = 2m, and Ar*+1 = (—=1)d ), in which case

(A, B) = (—1) % Flpmrdy, (A1),

10



Proof of Theorem [5. We start the proof by expanding
Gz +a)— cG(x) = (1—c)a” ™+ z + az? + (1 - c)P(z) + a*" ! + P(a).

Thus, using Theorem (3 I and the fact that xi1(y”) = x1(y), for all y € Fy,
implying 1 (aja?) = x1((a})?" 'z), we get

1
Ag(a,b) =1+ =Y x1(—ba)Ua,
q acky

where (we use the notation P'(a) = P(a) 4+ apkH)

Uy = Z x1 (@G (z + a) — acG(x))

z€lFy
= Z X1 (a ((1 - c)$pk+1 +az+az? + (1 —-c)P(z)+ P'(a)))
z€Fy
= x1(aP'(a)) Z X1 (a(l - c)xpk“) X1 (a (a:z:plC +az+ (1- c)P(:c)))
z€F,
1(aP'(a Z X1 ( axpkﬂ + Bax> )
zclFy
Therefore,
Ag(a,b) =1+ — ZXI ) —b)) ZX1<A9LJ’+1+B$>
aEF* z€F,

For general ¢ and a fixed, we now let X, C IF'; be defined by (the second
formulation is obtained by raising the first one to the p* power)

X, = {a e, : aa” +a? "a?" + P*(a) = 0}
e ‘ (8)
:{aEIF:; sl d? + aa+ (P*(a))? :O}.

(This is the set of a’s such that B, = 0.)
Next, we let

So = Z X1 (Aoéa;pk+1 + Baa:)

z€lfy

Top= Y xla —b))Sa.

aclF?

11



With these notations, we thus obtain

T= 3 a@(P@) - 5) Y x (4

acX, z€lFy

+ Z x1(a(P'(a) — b)) Z X1 (Aw”vpkJrl + Bal‘>
acX, zE€Fq

=11 + Ts.

For some A,B € F;, 1 < k < n, d = ged(n, k), we let (A, B) =
> zer, X1 (Aaz”kJrl + BCL‘). We use [7, Theorems 1 and 2] (see statements
above). Taking A = Ay, B = B, =0 (c is fixed), and even % (so, n = 2m),
we obtain

R LA DRI D)
?GXG

o
AR (-

+ (DT Y T xa(a(P(a) — b)),
acXy

m
d

(9)

q
d m
AP ()T

g—1

m

qg—1
Observe that the equation AZ""' = (—1)7 is equivalent to ar™ =
m _a-1
(=1)da(1—¢) »*+1. With

m

g=1
W, = {a € Xy AL £ (_1)d}

S= 3 xu(a(P'(a) - b)),

aEX,

L= ). x(a(P(a)-b),
X, \Wq
the sum () becomes (for even %)
Ty = (=1)p™ (£ = 1) + (-1 7+ pn i,
= (C)E S (D F (54 1).

We now consider the case of odd 3. If ¢ fixed, and A = Ay, B = By =
0,6, =1, if p=1 (mod 4), respectively, ¢, =", if p =3 (mod 4), then

Ty = (=1)"ev/an(l —¢) Y xi(a(P'(a) = b))n(w)

aceXy

12



= (‘Unilﬁp\/@??(l - C)GXa (7% XP/(a)fb)'

If « € X, (so, B, # 0), we shall make use of Theorem [7| (see the
statement above). _

Let A= A, = a(l —c), B =By = Y. (d))"" #0 (so, @ € X,),
where a; = Aga;, for all 0 # i # k, ap = aa”’ + Anag, aj, = aa + Aqay,
and Ly (z) = Agkxp% + Agz. It is known [22] that a linearized polynomial
of the form L(z) = 2" +~x € Fyn is a permutation polynomial (PP) if and
only if (—1)™/ex@"=D/("=1) £ 1 where e = ged(n, 7). It follows that in our
case, with e = ged(n, 2k), L, is a PP if and only if

n k:_l P:*l
1 £ (-1l
From Theorem (7, if % is odd, o € X, and L, is a PP (that is, the above
displayed condition holds), then (z, is the solution to Lo (z) = ng)

Sq = Z X1 (AOéa:karl + Ba)

z€Fy
_ I N
= (=1)" /g n(—Aa) x1(Aazh ),

where p, = 1, if p =1 (mod 4), and p, = *", if p = 3 (mod 4). We now

use a different incomplete Gauss sum on a set U C Fj, namely Gy, x) =
k

e P(@)x(ady) (with 6, = P'(a) —b—(1—c)zh ™). Thus, when 2 is odd

(p*—1) o=

and V, = {a € X, \ {0} : AT V%1 £ (“1)%}, then, denoting by Ty,
the restriction function 7» computed only on V,, and using [14, Theorem
5.12 (i)]

T2‘Va = (_1)n_lﬂp\/§77(c —1)
x 3" m@) xa(a(P'(a) — b — (1 - )2t 1)

a€cV,
= (=" ppv/an(c = )Gy, (0, x2)-

Observe that when % is odd, then e = ged(n, 2k) = ged(n, k) = d (this is
equivalent to 2¢||n and 2¢||k for some integer ¢, where 2¢||n means that ¢ is
the 2-valuation of n, that is the exact power of 2 dividing n), then,

n—1
(pk—1)Eazl o1\ P
Ao U= A2 =1,

13




s0, Ly is always a PP (observe that 2 is odd). If that is the case ( 2¢||n and
2¢||k for some integer £), then,

Ty = (=1)" " ppy/an(c — DGy, (0, x1)-

We now consider the case of % being even, so e = 2d. If L, is a PP, and
p—1

thus, AL £ (—1)24, then (x4 is the solution to Ly (z) = ng)

m
d

Sa=(=1)ap"x1 (*Aafﬁk“) ,

p"—1
and when L, is not a PP (thus, AZ"*! = (—1)24), but a solution z, exists
to Lo(z) = ng — we will call this, condition (P), then

S, = (_1)%+1pm+dxl (_Aaxng) :

p—1

As before, we let Vy = { av € X, \ {0} : A2+ £ (—1)2}. Putting the

previous results together, for even 7, we get

T = (-0 > v (o (Pla) = b+ (e = 1at 1))

OzEVa

+ (=1)dtipmtd Z X1 (a (P’(a) —b+ (c— l)xﬂkﬂ)) :
a€Xo\Va
« satisfies (P)

We have thus shown the theorem. O
The following corollary is immediate.
Corollary 8. With the notations of Theorem [5|, we have:

(i) If % is even, then

AG(a,b) < 14p7 2 [ Xo|+p~ 2 (07— 1)| X\ Wa|+p7 2 Vo |+p~ 2 T4 X\ Ve

(ii) If 5 is even, then

CAG(aa b) <1 "‘pi% (‘Xa"”lva’)'
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Remark 9. We can bring more light into Equation , if we were to con-
sider it as an equation in a, not a. We know [22] that a linearized polynomial
of the form L(z) = xP" + vz € Fpn is a permutation polynomial if and only
if the relative norm NFpn/de () # 1, that is, (—1)™/d@" =1/ /'=1) £ 1,

where d = ged(n,r). In our case, r = 2k and v = o} P" (the condztzon can
be written in terms of vy, or 'y_l), and so, for fixred o # 0 if o 2P 4 ax

is a PP (that is, 1 # (-1 )eozp’“+1) there is a unique root a of the above
equation.

We can also do the general case, when perhaps the previous linearized
polynomial is not a PP, by using [10]. With t = and the notations
of [10], we let

_n_
ged(2k,n)

k 2k 2k(t—1 1-p?t
Qg :( R L e (N ) LN
_9 - _ N p2ki N p2h(i=1)
b= S (PO (P
(6 (6
=0
tf( i P (PN (P
= — o P —
i [0 (6]
t—2 . ) 2k(t—1)
- Z(—l)t-z‘ai”w?ﬁ”m ey - ()
(6]
=0
_p2kt t—2 2k . p2ki P*(Oz) p2h(t=1)
— b S (=)t okt _
S YE) (o @) - (")

_p2kt 21 . ﬂ,l P
— (vt -1y (F )
i=0
(Though the final expressions are in Fq, we regard the various terms in this

2k
last identity to belong in an extension of Fy, otherwise a factor like ccv*+1
makes little sense, for some a’s.)
By [10], if cu—1 = 1 and Bi—1 # 0, there are no solutions a for Equa-
tion ; if u_1 =1 and Bi—1 = 0, there are p® solutions; and, if ou_1 # 1,
there is one solution.
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5 Entries of the ¢-DDT for the perturbed Gold
function via a linearized polynomial, p even

Now we will consider the case of even characteristic, that is ¢ = 2™. In this
case, we obtain the following result:

Theorem 10. Let G(z) = 22t + P(z) be a perturbation of the Gold
function on Fon (of primitive element g), where P is a linearized polynomial,
and d = ged(n, k). For each o € F,, we let fo(x) = Aakm22k + Aqz, where
Ay, By are defined in Section[d. Then, the c-Differential Distribution Table
entries of G(z) at a,b € Fon are given by:

1

1) If2 is odd, Cy = A§k+1, B,C7! = 72%4— +1, for some~y € Fon, W =
d a Y
{o: Ten(BoCZt) = 1} and B3 = o xa (0‘ (P'(a) —b) + 721 + ’Y)}

2 \¢ d—n
CAG(G,[)) =1+ (n/d) 22 22,

where (%) is the Jacobi symbol.

(ii) If % is even, so thatn = 2m, and denoting by Y = {a DAy # gt(2d+1)},
Zy = {a Ay = gt(2d+1),Trd(Aa) #0, fo(x) = ng is solvable}, Zoy =
{a c Ay = gt(2d+1), Try(As) =0, fol(z) = ng is solvable}, and, for any
set U, letting Xy = > x1 (Aam3k+1 + a(P'(a) — b)),

Aglab) =14 (~1)i2™™ (EYUZI _ 2d222) .

To prove this theorem, we need some results of [9], that we will now
cite for the convenience of the reader (we modify the notation to adapt it
to ours and cite only the relevant parts). We let as before .#;(A, B) =

Zzqu X1 (Aac?”hrl + Bl‘):

Theorem 11 (Theorem 4.2 of [9]). Let B € Fy, and suppose that % is odd,
where d = ged(n, k). Then,

0 if Tr,(BC™1) # 1

yA,B: n
(4, B) {ﬂ? if Trp(BO—1) = 1.

where C is the only element such that C2' 1l = A (by Lemma ged(2F +
1,2" —1) =1, when % is odd).
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Lemma 2 (Lemma 4.3 of [9]). Let b € F, satisfy Tr(b) = 1, and suppose
that 5 is odd, where d = ged(n, k). Then, S;(1,b) = Xl(’YQk + ) S%(1,1),

where where b = 72% + v+ 1 for some v € Fy.

d_»
Theorem 12 (Theorem 4.6 of [9]). Let % be odd. Then, #(1,1) = (ni/d) 25"

Theorem 13 (Theorem 5.3 of [9]). Let B € Fy, ¢ = 2", g be a primitive
element of Fy, and suppose that 5 is even so that n = 2m for some integer

m. Let f(x) = A2 22" 4+ A The following statements hold:

(i) If A # gt(2d+1) for some integer t then f is a PP. Let xyg € F, be the
unique element satisfying f(xg) = B?". Then,

Z(A,B) = (— )d2mX1<A:x(2)k“).

(13) If A= g" @) for some integer t then 1(A, B) = 0 unless the equa-
tion f(x) = B2?" is solvable. If the equation is solvable, with solution
g, say, then

P okttt (Az81)  if Tra(4) =0
e (1) %27y, (A:cg’““) if Trg(A) = 0.

Proof of Theorem[10. First we consider the case where 7 is odd.
We use here A, B, defined as in the previous section. In this case, using
Theorem [T1], we have that, if % is odd,

0 if Tr,(B,C;t) #1
yk(AaaBa) = n+d . ( _1) 7&
+272 if Tr,(B,C, ") = 1.

where C,, is the only element such that Cgk“ =A,.
Combining Lemma [2f and Theorem we see further that: .#%(1,1) =

d _»
(ni/d) Q%d, where (2) is the Jacobi symbol, and .}, (4, B) = x1(¥ 4+

7)F%(1,1), with B,C; 1 = ~2 2" 4 441, for some v € F,. In conclusion for %
odd, with C, and + as before, and denoting by W = {a Trp(B,C;Y) = 1}

and ¥ = > oy x1(a(P'(a) = b) + 72+ 4 4), then

2 d d—n
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Now, let % be even, we use Theorem Then, taking n = 2m, and
denoting by

Y — {a . Aa 7égt(2d+1)}7
Zy={a: A, = gt(ZdH), flz) = Bik is solvable, and Trg(A,) # 0},
Zy={a:A,= gt(2d+1), f(z) = Bik is solvable, and Trg(A,) = 0},

then

m
d

Aalab) =1+ (T2 [ 37y (Aead ™+ a(Pla) - b))

YuZz;

213"y (Aaxgj“ﬂ +a(P(a) — b))
Zo

Denoting further, for any set U, by Xy = >y x1 (Aaxik‘H + a(P'(a) — b)),
then
Aglab) =1+ (=1)F2™™ <EYUZ1 - 2d222) .

We have then proven the theorem. O
The following corollary is immediate.
Corollary 14. With the notations of Theorem [10, we have:

() If 5 is even, then
Agla,b) <1+ 295" Hoz : Trp,(BoCLY) = 1}} .
(ii) If 5 is even, then

Aglab) <1+27% (yY U Zl|+2dyzg\) .

6 Computational results

In this section, we give the maximal c-differential uniformity over Fan for
the concrete Gold perturbation G(z) = 22y g2y % for 2 < n <6,
and all 0 < i < j <n, 1 <k < n We will also include (for comparison
purposes) the c-differential uniformity (¢DU) for the Gold function under
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the row (0,0) (in [16], the c-differential uniformity of the Gold function
is completely described when ged(n, k) = 1 and also when ged(n, k) > 1,
under some technical conditions). We shall denote by g = max..1 .fa-
For n = 2, B¢ = 3, which the same as for the Gold function. From the
tables below we see that the c-differential uniformity of the perturbation
fluctuates, in some instances being three times as much, e.g, n = 6,k =
1,(¢,5) = (3,4). Furthermore, there are cases when it does decrease, e.g,
n==6k=3,(ij7) = (2,3).

() | k=1 k=2

00 | 3 3

(0,1) 3 4 Table 1: Maximal ¢
(0,2) 4 3 differential uniformity Bg,
(1,2) 4 4 for n =3

) k=1]k=2k=3

0,0 | 3 5 3

01 ] 3 5 1

02) | 4 5 6

03) | 6 5 3

(1,2) 4 5 5 Table 2: Maximal c-
(1,3) 6 5 4 differential uniformity Bg,
(2,3) 5 5 6 forn =14

(,j) [ k=1 k=2 | k=3 | k=4

0,0 | 3 3 3 3

(0,1 | 3 5 5 1

02| 4 3 6 6

03) ] 6 5 3 6

04) | 6 6 5 3

12) | 4 5 6 7

(13) | 6 7 5 6

(14) | 6 6 7 1

(2,3) 7 5 6 5 Table 3: Maximal c-
(2,4) 6 6 6 6 differential uniformity Bg,
34 | 5 6 5 6 forn=>5
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(i) | k=1 k=2 | k=3 | k=4 k=5

(0,0) 3 5 9 5 3

(0,1) 3 5 9 5 4

(0,2) 4 5 6 5 7

(0,3) 7 5 9 10 7

(0,4) 7 5 9 5 6

05 | 6 10 6 5 3

(12) | 4 5 8 7 6

(1,3) 7 8 9 5 6

14 | 7 6 15 5 8

(1,5) 6 10 6 8 4

(2,3) 6 5 6 10 9

(2,4) 6 5 6 5 7

(2,5) 8 10 13 6 7

(3,4) 9 7 9 10 7 Table 4: Maximal c-
(3,5) 7 5 6 10 7 differential uniformity (g,
45) | 7 10 8 5 6 for n = 6

7 Concluding remarks

In this paper we first show that a perturbation (it is known [13] that the
c-differential uniformity is not invariant under EA or CCZ equivalence) of
the Gold function via a linearized monomial has the property that its c-
differential uniformity spectrum tends to increase significantly for some c.
We further propose a new approach for the computation of the ¢-DDT en-
tries and the c-differential uniformity via characters in the finite field. We
then apply our method for the Gold function perturbed by any linearized
polynomial. It is the first such investigation providing exact expressions for
the full ¢-DDT table (albeit, in terms of characters on the finite field). We
provide detailed computations for the c-differential uniformity of a pertur-
bation of the Gold function via linearized binomials, for small dimensions
(showing, yet again that some extended equivalent functions have worse c-
differential uniformity). We further propose here that one could look at
perturbations of other PN/APN functions under EA-transformations and
investigate their c-differential uniformity.
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