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ABSTRACT. In the context of digital signatures, the proxy signature holds a
significant role of enabling an original signer to delegate its signing ability to
another party (i.e., proxy signer). It has significant practical applications. Par-
ticularly it is useful in distributed systems, where delegation of authentication
rights is quite common. For example, key sharing protocol, grid computing,
and mobile communications. Currently, a large portion of existing proxy sig-
nature schemes are based on the hardness of problems like integer factoring,
discrete logarithms, and/or elliptic curve discrete logarithms. However, with
the rising of quantum computers, the problem of prime factorization and dis-
crete logarithm will be solvable in polynomial-time, due to Shor’s algorithm,
which dilutes the security features of existing ElGamal, RSA, ECC, and the
proxy signature schemes based on these problems. As a consequence, construc-
tion of secure and efficient post-quantum proxy signature becomes necessary.
In this work, we develop a post-quantum proxy signature scheme Mult-proxy,
relying on multivariate public key cryptography (MPKC), which is one of the
most promising candidates of post-quantum cryptography. We employ a 5-
pass identification protocol to design our proxy signature scheme. Our work
attains the usual proxy criterion and a one-more-unforgeability criterion under
the hardness of the Multivariate Quadratic polynomial (MQ) problem. It pro-
duces optimal size proxy signatures and optimal size proxy shares in the field
of MPKC.
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1. INTRODUCTION

A digital signature is one of the widely used cryptographic tool, where each user
generates his own public key-secret key pair and the user is uniquely identified by his
public key. A proxy signature scheme enables a party, namely designator (original
signer) to delegate the power of signing messages to another party (namely proxy
signer) on its behalf. Requirement of proxy signature arises in case of temporal
absence or lack of time or lack of computational power of original signer. Due to
the delegation of signing power to the proxy signer, one would be able to derive a
proxy signature, which is verifiable by anyone with access to the original signer’s
authorized public key. In 1996, Mambo et al. [14, 15] introduced the idea of a proxy
signature. A proxy signature scheme involves original signer, proxy signer, and
verifier throughout the whole protocol. A proxy share, generated by the original
signer using his signing key, is sent to the proxy signer in order to delegate the
signing capability. In the following, the proxy signer may utilize that proxy share
for signing messages on behalf of the original signer. The verification of a proxy
signature is modified in such a way that the verifier can agree on involvement of the
original signer in the generation of proxy signature by the proxy signer. In a proxy
signature scheme, delegation type may be broadly categorized into the following:
full delegation, partial delegation, and delegation by warrant. According to [4],
for each of these delegation types, several number of proxy signature schemes have
been proposed. Proxy signature captures a wide variety of applications, such as dis-
tributed shared object systems, electronic commerce, electronic cash, to name just a
few [8, 23]. Further, the basic proxy signature has been modified to possess various
features, for instance, anonymous proxy signatures [10], blind proxy signatures [1],
threshold proxy signatures [25], etc. As the study on proxy signature expanded,
its covetable security properties have also been evolved from the first introduction.
The widely accepted and required security properties of an ideal proxy signature
are listed below:

o Unforgeability: On behalf of the original signer, only an authorized proxy
signer is able to generate a valid proxy signature. None of the original signer
and any third party would be able to generate a valid proxy signature.

o Identifiability: Anyone with access to the proxy signature should be able to
identify the corresponding proxy signer.

e Undeniability: Once a valid proxy signature is generated by a proxy signer
on behalf of the original signer, it is not possible for the proxy signer to deny
the generation of the signature.

o Verifiability: It is possible to convince the verifier about the signers’ agree-
ment from the proxy signature.

e Distinguishability: A proxy signature can be distinguished from the normal
signature by everyone.

e Secrecy: It is not possible to extract the original signer’s private key from
any information, like the proxy signature, proxy share, etc.

e Prevention of misuse: The proxy signer is not allowed to use the proxy
share for other purposes than it is intended. In other words, he will not be
able to sign a message with the proxy key that is undefined in the warrant. If
he does so, it will be possible to explicitly identify him from the warrant.

o Rewvocability: Once the time period t in the warrant w is expired, the desig-
nated signing privilege is revoked automatically. Moreover, the original signer
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can also broadcast a signed message to revoke the warrant w. Then the proxy
signature created by that particular proxy signer will become invalid.

A proxy signature protocol is a tuple of algorithms: Setup, Proxy Share Genera-
tion, Proxy Share Verification, Proxy Signature Generation and Proxy Signature Ver-
ification. It can be instantiated with other special signatures to get new types of
proxy signatures. Almost all of the existing proxy signature schemes are based on
the assumption that the problems of integer factoring, discrete logarithm, elliptic
curve discrete logarithm are difficult. However, with the development of quantum
computers, the problem of prime factorization and discrete logarithm will be solv-
able in polynomial-time due to Shor’s algorithm [21]. This algorithm dilutes the
security features of existing ElGamal, RSA, ECC, and the proxy signature schemes
based on these problems. The post-quantum cryptography (PQC) [2] has received
cryptographers’ considerable attention for resisting attacks of quantum computers.
Apart from hash-based cryptography, code-based cryptography, lattice-based cryp-
tography, and isogeny-based cryptography, multivariate cryptography is one of the
main candidates for PQC. Multivariate cryptographic constructions are very fast
in computation as they use simple mathematical operations such as addition and
multiplications over finite fields. Moreover, multivariate cryptographic construc-
tions require only modest computational resources. These useful characteristics of
multivariate cryptography can be utilized to build low-cost devices such as smart
cards, RFID chips [5, 3], just to name a few applications.

In multivariate public key cryptography (MPKC), a system of multivariate poly-
nomials of the following form behaves as public key.

pO@r,ca) = > afma;+ Y 8w+

1<i<j<n 1<i<n
2 2
p(2)(x1,...,a:n) = Z Oél(»j)xixj + Z 51( )$i+’7(2)
1<i<j<n 1<i<n

A A
1<i<j<n 1<i<n

Its security depends on the hardness of solving a system of multivariate polynomials
over a finite field. The quadratic case of this hard problem is known as MQ problem.
It has been shown that the MQ problem is NP-hard, even over the small binary
prime field Fy [11, 19]. In the context of MPKC, there are several constructions of
encryption and signature schemes such as MI [16], HFE [17], UOV [12], Rainbow [9],
Gui [18], etc. However, there was a lack of secure and efficient multivariate proxy
signature scheme, and so it became essential to develop such a scheme.

Tang and Xu [22] came up with the first multivariate proxy signature based on
isomorphism of polynomials (IP) problem. Recently, Chen et al. [6] constructed
an MPKC based proxy signature utilizing isomorphism of polynomials and iden-
tification protocol of [20]. Apart from these, there are several constructions of
post-quantum proxy signatures [26, 24, 13] based on other candidates of PQC.

1.1. OUR CONTRIBUTION. QOur aim in this work is to build a multivariate proxy
signature scheme by utilizing the 5-pass identification protocol of [20] and employing
a multivariate digital signature scheme. We use the technique of [7] for transform-
ing the identification protocol of Sakumoto et al. [20] to a digital signature scheme.
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In this transformation, the identification protocol is coupled with a multivariate
signature scheme. Our proxy signature scheme attains the security properties like
strong unforgeability, strong identifiability, strong undeniability, distinguishability,
secrecy, revocability, etc., under the hardness of the MQ problem. For simplicity,
the underlying multivariate signature scheme in our construction is considered as
a Rainbow signature [9]. However, any MQ problem based multivariate signature
scheme can be instantiated with our design. Let us consider m multivariate qua-
dratic equations in n variables as our central map for Rainbow and p as the length
of maximum possible underlying field element size in bits. Then the public key sizes

P . . mn?+3mn+2m .
of the original signer (O.S.) and of the proxy signer (P.S.) are % bits

and (mn2+3+n+2m)” bits respectively. Moreover, proxy share and proxy signature
sizes are 2np bits and 2kw + (k(m + 2n) + n)p bits respectively. Here, w represents
the size of commitment scheme in bits and k£ stands for the round of underlying
identification scheme. Our scheme Mult-proxy performs better than Tang and
Xu’s scheme [22] in terms of sizes of 0.S’s public key, P.S’s public key, proxy share
and proxy share and the same as that of Proxy Rainbow [6] in terms of sizes of
proxy share and proxy signature. Moreover, our scheme requires much less com-
putational power in terms of proxy share generation and warrant publication than
both schemes of [22, 6].

1.2. ORGANIZATION. This paper is organized as follows. Section 2 contains the
preliminaries. Then our proposed proxy signature Mult-proxy scheme is presented
in Section 3. In Section 4, we analyze the security of our scheme. A comparison
with existing multivariate proxy signature schemes is presented in Section 5 followed
by the conclusions in Section 6.

2. PRELIMINARIES

We first give some basic notations. In this work, x represents a “security param-
eter”, x € S stands for “z is chosen uniformly at random from a set S”, the finite
field of order ¢ is denoted by IF, an 7 degree extension field of I, is represented by
Fgn and F) = (Fy)" = {x = (z1,...,2y)|z; € F, for i = 1,...,n} is a vector space.

2.1. HARDNESS ASSUMPTION. MQ Problem [17]: Given a system of multivari-
ate polynomials {p™M)(z1,... JTy), . oM (g, ,&y)} of degree 2 over F,, find a
solution x = (x1,...,x,) of the system of equations p™")(x) = --- = p™(x) = 0.

It is known that the problem is NP-hard even for polynomials of degree 2 over

Fy [11]. Furthermore, solving random instances with A ~ 7 of the MQ problem is
hard [11].

2.2. MULTIVARIATE SIGNATURE. An MPKC signature scheme is a tuple of algo-
rithms — Key Gen, Sign Gen and Sign Ver which are described below. The commu-
nication flow of a multivariate signature scheme is depicted in Figure 1.

1. Key Gen : Choose a quadratic map F : (F,)" — (F,)™ (central map) whose
pre-image can be easily computed. Note that F is a system of m = m(k)
multivariate quadratic polynomial in n = n(k) variables, x being the security
parameter. In general, n > m for a signature scheme. To hide the structure of
F in the public key, we choose invertible affine transformations S : (Fq)™ —
(Fg)™ and T : (Fq)™ — (Fq)™. The signing key and the verification key are
set as (S, F,T) and P =S8 o F o T, respectively.
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2. Sign Gen : To sign a message x € (F,)™, the signer recursively computes
y=8"1x) € (F,)™, z=F Yy) € (F,)" and w = T !(z) € (F,)". Finally,
it outputs w as the signature of x. Note that F~1(y) denotes one pre-image
(of possibly many) of y under F.

3. Sign Ver : The verifier accepts a message-signature pair (x, w) if the equality

x = P(w) holds, otherwise rejects.

Signature generation
-1 -1 -1

S T
x € (F)" — y€ ()" ——— T € ([F)" ——— we (F,)"

P=SoFoT
Signature verification

FiGUureE 1. Communication flow in signature scheme.

2.3. THE RAINBOW SIGNATURE SCHEME. The Rainbow signature scheme proposed
by Ding et al. [9] is one of the most promising and best studied MPKC signature
scheme (Subsection 2.2) and can be recognized as a multilayered UOV [12] signature
scheme. By some modification in UOV signature scheme Ding and Schmidt had
reduced key and signature sizes of UOV while improving its execution. The scheme
can be briefly described as below:

Let L. = F, be a finite field with cardinality ¢, n € Nand v; < v < ... < <

ve41 = n be a sequence of natural numbers. Set m = n—wvy, O; = {v;+1,...,v;41},
used for oil variables’ indexation and V; = {1,...,v;}, used for vinegar variables’
indexation (i =1,...,t).

e Key Generation: The Rainbow signature scheme’s central map W(x) =
(gt (x),..., 9" (x)) : L™ — L™ consists of m = n — v; quadratic polyno-
mial ¢ (x) (i = v +1,...,n) of the form

M gV = > o aia+ Y A wa+ > A 00,

1,JEVE 1€V, €O 1€V, UO

where x = (z1,...,,) and the coefficients of the polynomials are randomly
chosen from L. Here, k € {1,...,¢} is the only integer such that I € Oy. To
hide the underlying structure of W in the public key, it is composed with two
invertible affine transformations A : L™ — L™ and B : L™ — L" to form the
public key Q= AoWoB:L" — L™

o Signature Generation: To generate a signature for a message w € L™, we
compute successively y = A (w) € L™, x = W-(y) € L™ and z =
BV (x) € L". Here, W= (y) means finding one of the (approximately
p¥') pre-images of y under the central map G, which is achieved inverting
recursively each single UOV layer as described in the following steps:

1: The first layer vinegar variables z1,...,x,, are assigned random values
from I and then substituted into the multivariate quadratic polynomi-
als gV (I =v1+1,...,n) to obtain a reduced system of multivariate
polynomial equations.

2: Set k= 1.
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3: If k < t, then we will perform the following steps.
4: Use Gaussian elimination on the polynomials g(*) (I € Og) to obtain the
values of the variables z; (I € Oy).
5: Replace the values of ; (I € Oy) obtained in the previous step into the
polynomials ¢ (I € {vx +1,...,n}).
6: Increase the value of k by 1 and go to step 3.
It may happen that the linear systems in consideration in step 4 does not
have a solution. In this case we can choose other values for x1, ..., z,, in step
1 and start again. Thus, the signature of the document w is z € L.".
e Signature Verification: To check whether a signature z € L™ is valid, one

simply checks whether w < Q(z) € L™. If it holds, the signature is accepted,
otherwise it is invalid.

Prover(R, w,x) Verifier(R, w)
s0,to €r (Fy)", 80 €r (Fy)™
S =X —98)
co = Comm(sy, to, 8o)
= Comm(sy, G(to,s1) + g0) —22

acrF,
ty =asp —to
t1, g1
g = (LR(SO) — 8o
(char char € {0,1}

If char = 0, Resp = sg
If char = 1, Resp = s; Res

If char = 0 check

co z Comm(sg, asg — t1,aR(sy) — g1)
If char = 1 check

o 2 Comm(sy, a(v — R(s1) + R(0)) — G(t1,81) — &1)

FIGURE 2. b5-pass identification protocol.

2.4. 5-PASS IDENTIFICATION PROTOCOL [20]. The 5-pass identification protocol of
[20] is a zero-knowledge scheme between the prover Prov and the verifier Ver, where
Prov has knowledge of a solution x of R(t) = w, without revealing the solution
x to Ver for a system R : (F,)" — (Fy)™ of m = m(k) quadratic multivariate
polynomials in n = n(k) variables. The bilinear polar form G of R is represented
by G(x,y) = R(x +y) — R(x) — R(y) + R(0). The public parameters are R and
w, which are available to Ver. In order to prove its knowledge x, the prover Prov
interacts with Ver in five successive rounds (see Figure 2). Given the underlying
commitment scheme Comm is computationally binding and statistically-hiding, the
security of the 5-pass protocol depends on the hardness of the MQ problem. The
knowledge error per round of the protocol is given by ERR = % + 2%1. One has to

execute r = [bg;(%la)—‘ rounds, in order to reduce the impersonation probability

lower than 27". Note that n ~ 30 may be sufficient for identification purposes.
However, in the case of a signature scheme, 1 has to be at least as large as the
security level.
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2.5. GENERAL CONSTRUCTION OF PROXY SIGNATURE SCHEME. A proxy signature
scheme is comprised of five algorithms Setup, Proxy Share Generation, Proxy Share
Verification, Proxy Sign, Proxy Signature Verification, which run as follows.

1.

Setup (17) : On input of the security parameter &, the original signer A and a
proxy signer B generate public key-secret key pair (pka, ska) and (pkg, skg)
respectively. The corresponding public keys and information related to the
signature scheme are published on the bulletin board.

. Proxy Share Generation (ska, dg) : On input ska and attribute dg related to

identity and other necessary information of a particular proxy signer B, the
original signer A runs Proxy Share Generation to generate a proxy share or
warrant zg, which is delivered to B and published on the bulletin board. The
warrant zg enables A to delegate his/her signing authority to B.

Proxy Share Verification (dg, zg, pka): On input (dg, zg, pka), the proxy
signer B runs the algorithm Proxy Share Verification to check whether the war-
rant is valid or not. If wg is valid corresponding to zg, then Proxy Share
Verification outputs 1 and the proxy signer B get assured of its signing author-
ity on behalf of the original signer A; otherwise, it outputs 0.

Proxy Sign (m, skg, zg) : On input of a message m, skg, and zg, B runs the
algorithm Proxy Sign to generate a proxy signature o for m.

. Proxy Signature Verification (m, o, pkg, dg, zg): On input (m, o, pkgs, dg,

zg), the verifier runs Proxy Signature Verify to check the correctness of the
message-proxy signature pair m, ¢. For a valid pair with respect to dg, zg,
Proxy Signature Verification outputs 1; otherwise, it outputs 0.

2.6. EXISTENTIAL UNFORGEABILITY UNDER CHOSEN-MESSACGE ATTACK (UF-CMA).
The notion of uf-cma can be considered as the security notion for a proxy signa-
ture. It is defined by a “game”, or an experiment, run between a forger FRG and
a challenger CHL for a particular delegated signer with attribute d, which, once
chosen it is fixed. Let us consider a proxy signature that consists of the algorithms
Setup, Proxy Share Generation, Proxy Share Verification, Proxy Sign, Proxy Signature

Verification. The experiment Ex

uf-cma

prozy(1%) 18 described below:

e The CHL runs Setup (1*) to generate public key-secret key pairs (pk, sk) for

original signer and (pkp, skp) for proxy signer.
The FRG adaptively queries the following to CHL:

— Sign-query : For a message msg, the FRG can ask the CHL for the cor-
responding proxy signature associated with the same proxy signer with
attribute d. In order to give a response, the CHL first recognizes the cor-
responding warrant (d, z) from the bulletin board and runs Proxy Sign
on inputs of the message msg, the warrant and the secret key skp to get
a signature o = Sign(msg), which is sent to the FRG.

The FRG outputs a message-signature pair (msg*, ¢*) for the delegate D

with attribute d. The FRG will win the game, i.e., output of the experiment

Ex},l,_f;gg(li) will be 1, if Proxy Signature Verification(msg*,c*) = 1 and FRG

has not made any Sign-query on (msg*,d). We denote the advantage or the

g uf-cma g uf-cma
success probability of FRG by Advege ***“"| which is defined as Advgge =™

= Prob[Exuf_Cma) = 1] = Prob[FRG wins the game].

prozy(1r
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Ex/ —ema.
Definition 2.1. An proxy signature is said to be uf-cma secure if AdvF),;pG’“(””y(1 ) is
negligible in the security parameter x for any probabilistic polynomial time (PPT)

forger FRG who is allowed to make at most Qs number of Sign — query.

3. PROPOSED PROXY SIGNATURE SCHEME (MULT-PROXY)

This section describes the design of the proposed scheme Mult-proxy. We use
the 5-pass identification protocol of Sakumoto et al. [20] and a secure MQ [17] based
signature scheme (say Rainbow [9]) as the building blocks of Mult-proxy. In order
to convert the 5-pass identification protocol into a signature scheme, the technique
of Hiilsing et al. [7] is utilized. The Mult-proxy is a sequence of five steps: (1)
Setup, (2) Proxy Share Generation, (3) Proxy Share Verification, (4) Proxy Sign and
(5) Proxy Signature Verification. The universal public key of our protocol consists
of two multivariate quadratic systems P = SoFoT : Fy — F" and R = Mo
EoN : Fy — Fy', where P and R are Rainbow public keys of the original signer
and a proxy signer, respectively. The private keys of the original signer and the
proxy signer allow them to invert the corresponding system, as discussed in the
Section 2.3. Furthermore, the bilinear polar form G(u,v) of the quadratic system
Ris G(u,v) = R(u+v) —R(u) —R(v) + R(0) = R(u+v) — R(u) — R(v) as
R(0) = 0 for the Rainbow public key. In order to obtain a proxy signature for a
message msg by the delegated signer, we proceed with a computationally binding
and statistically hiding commitment scheme Comm. We describe below the five
steps of our signature scheme in detail. A high level overview of Mult-proxy is
depicted in Figure 3.

Protocol 1. Mult-proxy

e Setup (1%) : On input 1%, the original signer generates a secret key-public key pair
(8, F,T) and P(= SoFoT) for the underlying Rainbow signature scheme. A proxy
signer generates a secret key-public key pair (M, E,N) and R(= Mo EoN) for the
underlying Rainbow signature scheme. The corresponding public keys P and R and
the information related to the signature scheme are published on the bulletin board.

e Proxy Share Generation (S, F,T,d) : To generate a proxy share for a proxy signer,
the original signer computes w = H1(R||d) € Fy', using some publicly known col-
lision free hash function H;. Here, R and d are, respectively, the public key and
the attribute (consisting identity and information that includes name, d.o.b, period
of proxy validity, etc.) of the delegated signer, extracted from predesigned format
published on the bulletin board. The original signer further uses his private key
to compute a proxy share z = P 1 (w) = T ' o F! 0 S7!(w) for that particular
designated signer. The original signer then publishes (d, z) on the bulletin board,
which works as warrant as well as proxy share for the proxy signer. It enables the
original signer to delegate his signing authority to that designated proxy signer.

e Proxy Share Verification (d, z, P) : The proxy signer finds w = H1(R||d) and checks
whether P(z) = w. If equality holds, he accepts it as a valid proxy share for further
proxy signature generation. Otherwise, he rejects it and requests the original signer
for a valid one, or abort.

e Proxy Sign (msg, M,E,N, z): On receiving a valid proxy share from the bulletin
board broadcasted by the original signer, the proxy signer further uses his private
key to compute a knowledge x = R~ (w) = N!0 €71 o M~(w) of a solution of
R(t) = w. To generate a signature for a message msg, the designated signer (proxy
signer) uses his knowledge x of a solution to the verifier in a zero knowledge way for
the system R(t) = w, which is a system of m quadratic equations in n variables. In
particular, the delegated signer performs the following steps:



MULTIVARIATE PROXY SIGNATURE 9

1. Uses the hash function H; to compute C = H1(R||msg).
2. Randomly chooses so,1,...,80,%,t0,1,.--,t0ox €r Fy, go0,1,-..,80,x €Er Fy".
3. Fori=1,...,k, sets s1,; = x — so,; and computes the commitments
— ¢o,i = Comm(so,i, to,i, 8o,i)
— c1,; = Comm(s1,i,G(to0,i,81,:) + 8os) (i =1,...,k).
4. Sets COM = (co,1,€1,1,C0,2,C1,2, - - -, €0k, C1,k )-
5. Derives challenge D = 182 - - - B = H2(C||COM) € F¥, where H> is a publicly
known collision free hash function.
6. Computes t1’i = ,61 80,4 _tO,i S Fg and g1,i = ﬂl -R(Soﬂ') —80,i for (Z = 1, ey k:)
and set Rspni = (t1,1,81,1,--,t1,k,81,k)-
7. Derives challenge T' = y1792 - - -y = Hz(D||COM||Rspn1) € {0,1}", where H3
is also a publicly known collision free hash function.
8. Sets Rspna = (Syq,15---sSy,.k)-
9. The proxy signature o for the message msg is given by

o= (C,COM, Rspn1, Rspnzs).

e Proxy Signature Verification (msg, o, R, d, z) : To check whether a proxy signature
o for a message msg is valid, the verifier first construct d from the information
available on the bulletin board for that particular proxy signer and accordingly
identifies the warrant (d, z) from the bulletin board. The verifier first evaluates
the involvement of the original signer in the proxy signing process by finding w =
H1(R||d) and checks whether P(z) < w. If it fails, then the verifier treat o as an
invalid signature, otherwise it breaks o into its parts and finds D = Ha(C||COM).
It obtains the corresponding challenges ; from D and ~; from (D, COM, Rspn1) by
using the publicly known hash function Hs for each i € {1,2,...,k}. Further, the
verifier parses COM into (co,1,¢1,1,---,Co,k,C1,k), RSpni into t1,1,81,1,...,t1,%, 81,k
and Rspnz into S4,,1,8+,,2,-..,84,,k. Finally, it checks if V ¢ = 1,... k, whether
S+,,i is a correct response to 7y; with respect to COM, B;, ti,:, 81,4, ie.,

— coi = Comm(sy, i, i - Sy, — t1i, Bi - R(8y,4) — g1.) (for 3 = 0);
= c1i = Comm(sy, i, Bi - (W — R(84,,:)) — G(b1,i,81,i) — ;1) (for v = 1).

3.1. CORRECTNESS. In order to prove the correctness of the verification process,

we have to show that for each i = 1,..., k, the following equalities hold:
o coi = Comm(sy, i, Bi - $+,,i — tii, Bi - R(S+,,4) — g14) (for 7 = 0)
e c1i = Comm(sy, i, Bi - (W= R(sy,,i)) — G(t1,i,81,i) — 8,,i) (for v =1).
This can be shown by considering the following two cases.
Case I: Consider v; = 0. Then,
Comm(sy, i, Bi - Sy, — b1, Bi - R(Sy,,i) — 81.i)
= Comm(so, Bi - S0,i — t1,i, Bi - R(S0,i) — &1,i)
= Comm(so,i, to,i,80,i) = C0,i = Cy, i

Case II: Consider «; = 1. Then,

Svii = S1,i
Bi- (W —R(sy,,i) —G(t1,,814) — &v,.i
= Bi - (W—"R(s1,1)) — G(Bi - 0,i — to,i,S1,i) — 81.i
= Bi- (W —"R(s1,1)) — Bi - G(s0,i;81,i) + G(to,i,51,) — 81,i
= Bi-(Ww—=R(s1,)) — Bi - (R(s0,i +51,i) — R(s0,:) — R(s1,1))
+G(to,is81,:) — Bi - R(s0,i) + 8o,i



10

S K DEBNATH, T CHOUDHURY, P STANICA, K DEY, N KUNDU

2.

Proxy Signer: P, R, H,, M,E, N, d Original Signer: P,R,H,,S,F,T, d

Bulletin Board L w=H(R|d)eF,
zel) D — (d,z) «— z=P ' (W)=T "°F 28" (w)

77(2);’1‘-[l (R ||d), abort if not true.
x=R'(wW)=N"°E"° M (w)

G(u,v)=Ru+v)-R(u)—R(v)+R(0)
C=H(R||msg)

So0m " sSoso bo stk Ep F;ago.n""go,k €r IF:
S, =x—8y; ie{l,2,---k}

Co; = Comm(s,;,t,;,8;)

¢, = Comm(s,;,G(t,;,8,,)+8y;), i €{l,2,,k}
COMM =(¢y,1€115C025C105" "> Co > i)
D=pf, B, =M,(C|| COMM) e F,

t =B 8ty €l

81 =B R_8y,)—8os> €42, k}

Rspny = (t; 1,845 b4 814)

T=77,-7, =H,(D| COMM || Rspn,) € {0,1}"
Rspny =(s, 1,8, )

o =(C,COMM , Rspn,, Rspn,)

Let

FiGURE 3. Our proxy signature protocol.

—R(s0,i +51,:)) +G(to,i,51,4) + Lo,
(W —TR(x)) + G(to,i,s1,i) + 8o,i
—w) +G(to,i,81,4) + 8o,
=G(to,i,81,i) + 8o,is
Comm(Sy, i, Bi - (2 — R(Sy,,i)) — G(t1,4,81,i) — 8v,.i)

= Comm(sl,u g(to,iysl,i) + go,z‘) = C1,i = Cy;i-

i(w

B
B
B

%
%

(w

4. SECURITY

P=S8SoFoT :F} = Fand R = MoEoN : F} — F* be public
keys of an M@ based signature scheme (say, Rainbow). Suppose the hash functions
H1, Ha, Hs are designed as random oracles. Further, assume that the commitment
scheme C'omm is computationally binding and statistically hiding. Then the pro-
posed Mult-proxy attains unforgeability, identifiability, undeniability, verifiability,
distinguishability, secrecy, prevention of misuse and revocability under the hardness

of the M () problem.

o Unforgeability of Ordinary Signature: The proxy signer or any other
party cannot derive the private key (S, F, T) of the original signer from the
warrant (d, z) as it would directly imply breaking the Rainbow [9] signature

scheme.
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o Unforgeability of Proxy Signature: We now prove that the proposed
proxy signature scheme possesses existential unforgeability under the chosen-
message attack (uf-cma), assuming the hardness of M Q) problem. We show
this by contradiction. If possible, let there be a forger FRG with non-negligible
success probability in the uf-cma game for Mult-proxy. Then we will show
that it is feasible to design an oracle machine OFR® to solve the MQ problem
by using FRG and controlling the output of the random oracles H1,Ho and Hs
in a series of games Gamey, Game;, Game;, Games, and Gamey. Here
Game; is slightly different than Game;_1, for 1 < i < 4. Suppose the success
probability of FRG in the game Game; is Prob[Game;], for 0 <14 < 4.

— Gamej : Game is exactly the same as uf-cma game for Mult-proxy.

EX}\}I%S.mr%x (1%) uf-cma
Thus, Advegg™ ™™ = Prob[Expult—proxy(1<) = 1] = Prob[Gamey)].

— Game; : It is similar to Gamey except that the oracle OTR® substitutes
the H; query of R|lmsg by a random m-tuple from Fy* . Note that
|Prob[Game;] — Prob[Gamey]| is non-negligible means that FRG distin-
guishes the output distributions of the random oracle Hi, which is not
possible. Thus, |Prob[Game;] — Prob[Gameg]| = §;(k), for some negligi-
ble function 1 (k).

— Game; : This game is the same as Game; except that the oracle
substitutes the output of Hs by a random k-tuple from IF’; . Note that
|Prob[Game;] — Prob[Game; ]| is non-negligible implies that FRG distin-
guishes the output distributions of the random oracle Hs, which is not
possible. Therefore, |Prob[Games| — Prob[Game; ]| = d2(k), where d2(k)
is a negligible function.

— Game; : This game is similar to Game, except that the oracle OFRC
replaces the output of H3 by a random binary bit string of length k. Note
that |Prob[Games] — Prob[Games]| is non-negligible means that FRG
distinguishes the output distributions of the random oracle H3, which is
not possible. Therefore, |Prob[Games] — Prob|Games]| = d3(x) for some
negligible function d3(x).

— Game, : This game is similar to Games except during the challenge
phase by FRG to forge a signature of a message msg*, when the ran-
dom oracle OFRC replaces H; query of R||msg by a random m-tuple
from Fy', H2 query of C||COM by a random k-tuple from IFZ and Hs
query of D||COM]||Rspn, by a random k-bit binary string. Using the
similar arguments of Game;, Games; and Games, we can assert that
|Prob[Gamey] —Prob[Games]| = d4(x) for some negligible function d4 (k).

We have the following

OFRG

|Prob[Gamey] — Prob[Exll\l/If:ﬁElgroxy(lx) = 1]

= |Prob[Gamey] — Prob[Gamey)|

< |Prob[Game,| — Prob[Games]| + |Prob|Games;] — Prob[Games]|
+|Prob[Games] — Prob[Game; || + |Prob|Game;] — Prob|Gamey]]

= 04(k) + 03(k) + 02(k) + 01(k) = p(r(say)),

p(k) being a negligible function. Thus, the success probability Prob[Gamey]

th\}[f—lcma -
of FRG in Game, is same as the success probability Advgge " "% =
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Prob[Exll\l/f:lCl?limxy(lﬁ) = 1] of FRG in the uf-cma game. This ensures that
g uf-cma
Advpge P g non-negligible if Prob[Gamey] is so.

If possible, let Prob[Gamey] be non-negligible. Then we show below that the
oracle machine OFRC can easily solve the MQ problem by finding a solution
u* of the system w* = R(x) with FRG’s help.
1. The oracle machine OFRC generates four valid transcripts (Comm, D),
Rspn R , TG Rspné )){mzo’l} with the help of FRG and controlling the
output of random oracles H1, Hs and Hs, where

Comm = (co,1,C1,15---5Cok,C1,k)

AD =87 B0 with B0 # 8 for I =1,... &

Rspni” = (6 811 1) 810)
r = ('yy),...,'y,g)) w1th’yl( =je{0,1} forl=1,....k
Rspngw) = (sgq, . sy,)c)

2. Note that for I € {1,--- ,k},

0 0 0 0 0 0
cos = Comm (0, 8752 4, ORGD) - &)

= Comm (séll)7 l(l) (1) t(ll)7 ﬁl (Sgl ) — t(1)>
c1,, = Comm ( gol), l(o)( ’R(Sgol)) R(0)) — (tgol)7 Sgoz)) ggol))
= Comm (s}, 5" (w* — R(s{) + R(0)) — G(t{").s)) — 8.

3. Using the computationally binding property of the commitment scheme
Comm, we argue that the arguments of Comm for ¢y are equal in (2).
Similarly, the arguments of Comm for ¢;,; are equal in (3) due to the
binding property of Comm. Thus, we have

ORNGY
Ol_Ol

0)_(0 0 (1) (1 1
050 ¢ = M) — ¢!

0 0 1 1 1
§’R< ) — gl = PR(”) gt/

s _ (1)
S1,0 = 81,1

l(O) (w* — R( (0) (0)

D)+ R(0) — 67 51)) — g1,
— A0 — R(sLY) + R(0) - G5 - g§?2.
4. From Equations (7) and (8),

0 1 * 0 0 0 1 1 0 1
B2 — M) (w* =R +R(0)) = 66, s) — 61,51 + 1) — gl

= (8" — B w =R+ R(0) = 660 — 1,5 + 60 — g}

5. From Equations (4), (5), (6) and (9),
(51" = B7) (W = R(sy)) + R(0))
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=G((8” - BM)sy). s) + <ﬂ<0> — BMR(Y)
= w' — R\ + R(0) = G(s1),81) + R(s)), since 50 # sV
)+ G878 + R(sé?h R(0)

0
.

:>W*=’R(§
= R(sy] +

(0 ) (0)

6. Hence, the oracle machine OFRG extracts a solution Sp, 81, of w* =
R(x)
Thus, Prob[Game,] is non-negligible implies that OFRC can find a solution of
the MQ problem w* = R(x), which contradicts the assumption that MQ prob-
lem is NP-hard. As a consequence, Prob[Gamey] is negligible in the security
uf-cma
parameter . This implies Advppea ™7™ — Prob[Exqu;(f?_llioxy(lm) =1]is

negligible. Therefore, we conclude that the proposed Mult-proxy is uf-cma
secure.

Identifiability: Using the warrant or proxy share (d,z), the verifier can
be convinced of the identity of the proxy signer as it has to satisfy P(z) =
H1(R||d), where d consists of information on identity, which is specific to the
particular proxy signer and publicly accessible from the bulletin board.
Undeniability: In a valid proxy signature, the presence of the public pa-
rameter R specific to a proxy signatures in the verification equation requires
knowledge of the inverting R, which is only available to that particular proxy
signature. So once a proxy signature is generated, the proxy signer cannot
deny its creation.

Verifiability: The verifier aligns with the original signer’s agreement on the
signing process using the second component z of the warrant (d, z). This
is because it needs inversion under the public parameter P of the original
signer, which is not possible without involvement of the original signer, as
P(z) = H1(R||d) and R, d are specific to the proxy signer.
Distinguishability: The original signer’s Rainbow signature would have
been verified by using only the original signer’s public parameter P. On
the other hand, the proxy verification revolves around the warrant and the
proxy signature: the warrant revolves using the public parameter of the orig-
inal signer, while the proxy signature uses the public parameter R for a zero
knowledge proof and proxy signer’s specific information z. Thus, ordinary
signatures and proxy signatures are distinguishable due to the use of different
public keys in different ways.

Secrecy: It is not possible to derive the original signer’s private key from
the warrant as it would directly require breaking the Rainbow [9] signature
scheme. On the other hand, obtaining proxy signer’s private key from proxy
signatures would imply both breaking properties of a commitment scheme with
very high probability and simultaneously breaking the Rainbow [9] signature
scheme.

Prevention of misuse: The proxy signer cannot use the proxy share (d, z)
here for other purposes. That is, he cannot proxy sign a message with dif-
ferent proxy shares that have not been defined in the warrant. Thereby, the
generated proxy signature will be invalid then.

Revocability: Once the time period ¢ in the warrant (d, z) is over, auto-
matically, the delegated signing rights are revoked. Apart from this, a signed
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TABLE 1. General comparison of different key sizes of our scheme
Mult-proxy, Tang and Xu’s scheme [22] and Proxy Rainbow [6]
with Rainbow [9] as central map

Scheme Mult-proxy Tang and Xu’s scheme [22] Proxy Rainbow [6]

Delegation Partial with warrant Partial with warrant Partial with warrant

0.S’s pub-key ™ n,?+3;n,rn,+2,n p (7rt,n'2+3£n,n+2rn, +€)p ry,L7,,?+3£yL1L+2yy,, p

P.S’s pub-key mn?4+3mn+2m p <mn2+3;ﬂn+2rr1 +€)p 7nn2+3’7nn+27n p

0.S’s sec-key (m2+n2+m+n+5)-p (m2+n2+m+n)»p (n12+n2+m+n+f)'17
P.S’s sec-key (m2+n2+m+n+£)<p (m2+n2+m+n)»p (m2+n2+m+n+f)»p
Proxy share nep m,n2+27n2+37n;.+2n2+47n+2n p mnz+27n,2+3@n,+2n,2+4m+2n p

3mn24+9mn+6m+6n
I R 4

Proxy sig 2k-w+ (k(m+2n)+n)-p k‘+k’(m2+n2+m+n)-p

p = length of one field element in Fy (in bits), £ = >7;°; o (vlol + W + 711+1)»
w = [Commit| (in bits), Y31 0y =m, vi +m=n, viy1 =v +o forl € {1,2,...,q}

message can be broadcasted by the original signer for announcing the inval-
idation of the warrant w. As a consequence, the proxy signature created by
that particular delegate will no longer be valid.

TABLE 2. Numeric comparison of different key sizes of our scheme
Mult-proxy, Tang and Xu’s scheme [22] and Proxy Rainbow [6]
with Rainbow [9] as central map.

[ Scheme | Mult-proxy | Tang and Xu’s scheme [22] | Proxy Rainbow [0] |
Parameters (256,18,12,12) | (256,18,12,12) (256,18,12,12)
0.S’s public key size (kB) | 177.4 297.9 1774
P.S’s public key size (kB) | 177.4 297.9 177.4
0.S’s secret key size (kB) | 139.4 18.8 1394
P.S’s secret key size(kB) | 139.4 18.8 139.4
Proxy share size (kB) 0.33 196.2 196.2
Proxy signature size (kB) | 173.7 2424.9 533.1
Parameters (256,40,24,24) | (256,40,24,24) (256,40,24,24)
0.S’s public key size (kB) | 1501.9 2542.6 1501.9
P.S’s public key size (kB) | 1501.9 2542.6 1501.9
0.S’s secret key size (kB) | 1120.2 79.6 1120.2
P.S’s secret key size(kB) | 1120.2 79.6 1120.2
Proxy share size (kB) 0.7 1581.4 1581.4
Proxy signature size (kB) | 290.9 10263.7 4507.7
Parameters (31,28,20,20,8) | (31,28,20,20,8) (31,28,20,20,8)
0.S’s public key size (kB) | 938.7 1935.5 938.7
P.S’s public key size (kB) | 938.7 1935.5 938.7
0.S’s secret key size (kB) | 1046.5 49.7 1046.5
P.S’s secret key size(kB) | 1046.5 49.7 1046.5
Proxy share size (kB) 0.43 988.4 988.4
Proxy signature size (kB) | 206 6414.8 2817.3

5. EFFICIENCY ANALYSIS

In this section, we compare the communication, storage requirement of our
scheme with existing proxy signature schemes based on multivariate public key
cryptography where the underlying signature scheme is considered as Rainbow. A
comparative summary of our scheme with the existing multivariate proxy signa-
ture schemes is provided in Table 1 in terms of delegation type, original signer’s
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public key size (required for the warrant and proxy signature verification), proxy
signer’s public key size (required for proxy signature verification), original signer’s
secret key size, proxy signer’s secret key size, proxy share size and proxy signa-
ture size in general setting. Table 2 compares the same attributes for specific
parameters for each scheme. For a parameter set (q,v1,01,02,...,0, ), we take
the base field to be F,, and the central map F(x) : Fy — F;* to be an r-round
Rainbow with parameters (vy,01,02,...,0, ) of the corresponding scheme, where
Yo =m, vi+m=n, vy =v +o forl €{1,2,...,q}. Here, k denotes the
number of rounds in the non-interactive zero knowledge proof used for the proxy
signature generation in the corresponding scheme. By using the result stated in
Subsection 2.4, we may choose 129 rounds for a 128-bit security level over Fo55. We
instantiate the output lengths of the commitment scheme with SHA3-256 in our
Mult-proxy. However, one may use a weaker commitment scheme to reduce the
signature size.

6. CONCLUSION

This paper proposed a post-quantum secure multivariate proxy signature scheme
utilizing the 5-pass identification protocol of [20]. Any MQ based multivariate sig-
nature scheme (say, Rainbow) can be used as the underlying signature scheme in
our construction. Compared to the existing multivariate proxy signature schemes,
our design performs betters in terms of public key size, proxy share size and gen-
erated proxy signature size. Furthermore, the computation for warrant publishing
is less expensive in our scheme than in both of the other two schemes. In contrast
to [6], our scheme achieves uf-cma security using random oracles.
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