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Abstract: Nowadays, the necessity of electronic information increases rapidly. As a consequence, often, that information needs
to be shared among mutually distrustful parties. In this area, Private Set Intersection (PSI) and its variants play an important role
when the participants wish to do secret operations on their input sets. Unlike the most modern public key cryptosystems relying
on number theoretic problems, lattice based cryptographic constructions provide security in the presence of a quantum computer.
Consequently, developing Private Set Intersection and its variants using lattice based cryptosystem becomes an interesting direc-
tion for research. This paper presents the first size-hiding post quantum Private Set Intersection Cardinality (PSI-CA) protocol
whose complexity is linear in the size of the sets of the participants. We use space-efficient probabilistic data structure (Bloom
filter) as its building block. Further, we extend our PSI-CA to its authorized version, that is, Authorized PSI-CA (APSI-CA). Security
for both of them is achieved in the standard model based on hardness of the decisional learning with errors (DLWE) problem.
Keywords: PSI-CA · APSI-CA · Bloom filter · post quantum cryptography · lattice based cryptosystem

1 Introduction

We are living in an era where sharing of digital contents among
mutually distrustful parties becomes more and more important. As
a consequence, we need some strong cryptographic technique that
allows sharing of digital contents. Private Set Intersection (PSI) [22]
is one of the most promising options in the field of secret sharing.
It enables the participants only to determine the intersection of their
respective secret datasets, not beyond that. PSI can be classified into
two categories: (i) one-way PSI [28] and (ii) two-way or mutual PSI
(mPSI) [35]. In the first case, only one learns the intersection and
the other learns nothing, while in the later case, both of them get the
intersection.

Consider the scenario of DNA matching [6, 14], where two par-
ticipants may want to evaluate private computation of the Hamming
Distance between two strings on an arbitrarily large alphabet. The
cardinality variant of PSI, i.e., PSI-CA [1] is ideal for this case as
it enables the participants to evaluate the cardinality of the intersec-
tion, rather than any content. The protocol has two variants: one-way
PSI-CA [30] and mutual PSI-CA (mPSI-CA) [35].

A PSI-CA protocol proven secure in malicious model [26] can-
not prevent the malicious client from submitting arbitrary input sets.
This problem cannot be overcome without some technique to autho-
rize client’s inputs [15]. The authorized version of PSI-CA is known
as Authorized PSI-CA (APSI-CA) [8], where at the beginning of the
PSI-CA protocol, a mutually trusted third party authorizes client’s
private set.

In PSI-CA, sometimes it becomes necessary to hide the client’s
input set size from the server since it may represent sensitive infor-
mation [2]. For example, if multiple interactions between the two
same participants are given then fluctuations in input size may be
sensitive. An additional reason is that the amount of computation
imposed on the server may cause privacy of input set size. In a
PSI-CA, if the server does not have knowledge about the size of
client’s set then that is known as size-hiding PSI [17]. Whereas the
cardinality variant is known as size-hiding PSI-CA [17].

PSI-CA has wide applications in privacy preserving data min-
ing [38], on-line gaming [7], collaborative botnet detection [41],
social networks [37], location-based services [42], etc.

1.1 Related Works

PSI. The concept of PSI based on commutative encryption was
introduced by Agrawal et al. [1]. In the following, Freedman et
al. [22] proposed an oblivious polynomial evaluation (OPE) based
PSI. Later, Hazay and Nissim [28] improved the work of [22].
Unpredictable function (UPF) based PSI was introduced by Jarecki
and Liu [32]. Utilizing zero-knowledge proofs and random hash
functions, De Cristofaro et al. [13] constructed a PSI protocol. The
garbled circuit (GC) based PSI was introduced by Huang et al. [31].
In the following, two PSI protocols were designed by Dong et al. [18]
using oblivious transfer and Bloom filter. Later, the existing solutions
for set-intersection in the semi-honest setting were examined and
compared by Pinkas et al. [46]. In the following, Freedman et al. [23]
modified their work of [22] to construct a two-party PSI achiev-
ing security in semi-honest environment without random oracles. A
cheat-sensitive quantum scheme for PSI was developed by Shi et
al. [50]. Chen et al. [10] proposed a PSI using fully homomorphic
encryption scheme. In the following, a PSI employing dual execution
was developed by Rindal and Rosulek [48]. Later, Hazay and Venki-
tasubramaniam [29] constructed a PSI protocol in multi-party setting
using the PSI technique of Freedman et al. [22]. A new paradigm for
PSI in multi-party setting was presented by Kolesnikov et al. [36]
using symmetric key techniques. The authors of [34] proposed PSI
compatible with with unequal set sizes. The concept of of Reactive
PSI was introduced by Cerulli et al. [9]. In the following, Ciampi
and Orlandi [11] constructed an oblivious transfer (OT) based PSI
protocol. An improved hashing-based generic PSI was designed by
Falk et al. [20]. Later, Ghosh and Simkin [25] proposed a threshold
PSI with logarithmic communication complexity. In the following,
Groce et al. [27] developed a PSI using differentially private leakage.
Pinkas et al. [45] presented the first circuit-based PSI attaining linear
communication cost. Using the primitive oblivious linear function
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evaluation, Ghosh and Nilges [24] gave a new approach for PSI.
Recently, Pinkas et al. [43] presented a novel PSI technique using
spare OT extension More recently, Pinkas et al. [44] developed an
efficient PSI utilizing probe-and-XOR of strings (PaXoS).
PSI-CA. Agrawal et al. [1] presented the first PSI-CA in semi-
honest model. Later, an efficient Oblivious Polynomial Evaluation
(OPE) based PSI-CA was designed by Hohenberger and Weis [30].
Later, a PSI-CA with linear communication and computation com-
plexity was constructed by De Cristofaro et al. [14]. Subsequently,
Debnath and Dutta [16, 17] presented other PSI-CA protocols incur-
ring linear communication and computation complexity. The work
of [22] was modified by Freedman et al. [23] to develop another PSI-
CA attaining linear communication and computation complexity.
Later, a PSI-CA protocol was presented by Shi et al. [51] employing
quantum computation. Recently, Dong and Loukides [19] employed
Flajolet-Martin (FM) sketch [21] to design an approximate PSI-CA
protocol with logarithmic complexity. More recently, Lv et al. [39]
proposed an unbalanced PSI-CA with linear communication and
computation complexity.

The first mPSI-CA relying on OPE was presented by Kissner
and Song [35], where more than two players may be involved.
However, they did not consider fairness. Later, an OPE based fair
mPSI-CA protocol for certified sets was developed by Camenisch
and Zaverucha [8].
APSI and APSI-CA: Camenisch and Zaverucha [8] introduced the
concept of APSI. Their scheme achieves quadratic computation and
linear communication complexity in malicious environment with-
out ROM. Following this work, De Cristofaro et al. [12] presented
an APSI protocol attaining linear communication and computation
complexity in the ROM. Later, Stefanov et al. [53] proposed an APSI
in malicious environment. Further, Kerschbaum [33] employed a
Bloom filter to construct an APSI with linear communication and
computation complexity, and Debnath and Dutta [17] developed a
size-hiding APSI in malicious model.

The first APSI-CA was proposed by Camenisch and Zaverucha [8].
Security of their design is achieved in malicious environments with-
out random oracles. Later, an APSI-CA was constructed by De
Cristofaro et al. [14] with linear communication and computation
complexity in the ROM. Also, Debnath and Dutta [17] proposed a
size-hiding APSI-CA that achieves linear communication and com-
putation complexity.

Gap Analysis: In the literature, most of the existing works on PSI-
CA [1, 8, 14, 16, 17, 19, 23, 30, 39] are not quantum-resistant, as
they are relying on number theoretic problems, such as factoriza-
tion problem and discrete logarithm problem, which are vulnerable
to attack in a quantum environment due to Shor’s [52] algorithm.
Thus, the design of a quantum computer resistant PSI-CA becomes
an interesting direction of research.

In addition to the apparent resistance to quantum attacks, lat-
tice based cryptography offers other useful features such as security
under worst-case intractability assumptions, efficient parallel com-
putations and homomorphic computations. As a consequence, lattice
based cryptographic constructions are potential candidates for the
post quantum era. Developing lattice based PSI-CA remains an inter-
esting task as a quantum computer is not known to be able to break its
security. As far as we are aware, currently there is no post quantum
PSI-CA protocol.

1.2 Our Results

In this work, we tackle the issue of constructing a post quantum PSI-
CA by integrating the lattice based public-key encryption of [47]. We
employ a space-efficient probabilistic data structure (Bloom filter)
as a building block of our construction. The security of the scheme
is proven in semi-honest model without random oracles based on
hardness of the decisional learning with errors (DLWE) problem.
Communication and computation complexity of this scheme are lin-
ear in the size of the sets of the participants. In particular, our PSI-CA
is the first post quantum PSI-CA. We refer to the appendix for basic
information on the various security models.

In order to prevent the arbitrary inclusion by the client in its input
set, we extend our PSI-CA to APSI-CA, where a trusted third party
authorizes client’s input set. Our APSI-CA attains all the properties
as of PSI-CA.

More interestingly, our designs are size-hiding in the sense that
the client need not to reveal the size of its private set to the server.
Rather, only the upper bound is revealed. The server’s computational
effort is independent of this upper bound since it is different from the
security parameter.

2 Organization

The rest of this paper is organized as follows. In Section 3, we pro-
vide preliminaries. Our proposed protocols PSI-CA and APSI-CA
are described with their security analysis in Section 4. Efficiency
analysis of our designs is given in Section 5, and we conclude the
paper in Section 6. The appendix contains some known security
models, for completeness.

3 Preliminaries

Throughout the paper, a← A denotes “a is the output of the
procedure A”, κ represents “security parameter”, x ∈R X stands
for “variable x is chosen uniformly at random from set X”,
{Xt}t∈N ≡c {Yt}t∈N is used to denote “the distribution ensemble
{Xt}t∈N is computationally indistinguishable from the distribu-
tion ensemble {Yt}t∈N ” and Zq represents “the ring of integers
modulo q”. Generally, y ∈ Zq is associated with the value x ∈
(−q/2, q/2] ∩ Z such that x ≡ y(modq). A function ε : N→ R is
said to be a negligible function of κ if for each constant c > 0, we
have ε(κ) = o(κ−c) for all sufficiently large κ.

Definition 1. Functionality: A functionality FΠ, computed by two
partiesA andB with inputsXA andXB , respectively, by running a
protocol Π, is defined as FΠ : XA ×XB → YA × YB , where YA
and YB are the outputs of A and B, respectively, on completion of
the protocol Π between A and B.

Definition 2. Decisional learning with errors (DLWE) assump-
tion [5, 40, 47]: A learning with errors (LWE) instance LWEn,l,q,χ
is parameterized by dimension n ∈ N, modulus q = q(n) ∈ Primes,
l = O(n log q) and χ = χ(n) (noise distribution) is a probabil-
ity distribution over Zq . Let A ∈R Zn×lq , s ∈R Znq , e ∈R χl and
bT ∈R Zlq . Then the DLWE assumption states that no PPT (prob-
abilistic polynomial-time) algorithm A can distinguish the dis-
tribution (A, sTA+ eT ) from (A,b), i.e., |Pr[A(1n, (A, sTA+
eT )) = 1]− Pr[A(1n, (A,b)) = 1]| is a negligible function of n.

3.1 Bloom Filter [4]

A Bloom filter is a data structure representing a set X =
{x1, . . . , xv} of v elements using an array of size m. To add
elements or to check the existence of elements in that array, it
uses k independent collision resistant hash functions HBloom =
{h1, . . . , hk} with hi : {0, 1}∗ → {1, . . . ,m} for i = 1, . . . , k.
Let the Bloom filter for the set X be denoted by BFX ∈ {0, 1}m
with the i-th entry, BFX [i]. A variant of a Bloom filter [4] perform-
ing three operations is described below –

– Initialization: An empty Bloom filter with no elements is formed
by putting 1 to all the entries of an array of size m.

– Add(x): In this step, an element x ∈ X is added to the Bloom filter
by computing h1(x), . . . , hk(x) and setting 0 to all the entries of
the Bloom filter with indices h1(x), . . . , hk(x). To get the Bloom
filter BFX for the set X , repeat the process for each x ∈ X .

– Check(x̂): In this step, presence of an element x̂ in X can be
checked by computing h1(x̂), . . . , hk(x̂) without knowing X .
Now, if at least one of BFX [h1(x̂)], . . . ,BFX [hk(x̂)] is 1, then x̂
is not in X , otherwise x̂ is probably in X .
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A Bloom filter allows false positives, however it never yields false
negatives.

Theorem 3. [18] Given the number v of elements to be added and

a desired maximum false positive rate of
1

2k
, the optimal size m of

the Bloom filter is m =

⌈
vk

ln 2

⌉
.

3.2 Learning with Errors (LWE)-Based Public Key
Encryption [47]

We describe a public-key encryption scheme PKE based on LWE,
due to [47]. The encryption scheme is parameterized by an LWE
instance LWEn,l,q,χ with dimension n, modulus q = q(n), l =
O(n log q) and probability distribution χ = χ(n) over Zq . The dis-
tribution χ is known as noise or error distribution. In practice, χ
is a discrete Gaussian distribution over Z. The encryption scheme
consists of the following three algorithms:

(pk, sk)←− PKE .KGen(1n). On input n ∈ N, the user generates
a secret key and public key as sk = s ∈ Znq and pk = (A, sTA+

eT ) = (A, dT ), respectively, where A ∈R Zn×lq , e ∈R χl, q =
q(n) is a large prime, l = O(n log q) and χ = χ(n) is noise dis-
tribution over Zq and it is B bounded, i.e., |e| ≤ B with high
probability for e ∈ χ.

c←− PKE .Enc(µ, pk). Given a message µ ∈ {0, 1} and the pub-
lic key pk = (A, sTA+ eT ) = (A, dT ), the encryptor picks
r ∈R {0, 1}l and outputs the corresponding ciphertext as c =
Encpk(µ) = (Ar, dT r + µdq/2e) = (u, v)

µ′ ←− PKE .Dec(c, sk). Given a ciphertext c and the secret key
sk = s, the decryptor computes |v − sTu| = |eT r + µdq/2e|. It
then outputs the message µ′ as 0 if |v − sTu| < q/4; otherwise,
outputs µ′ as 1.

Correctness: If (u, v) is a correctly formed ciphertext then v −

sTu = eT r + µdq/2e. Note that |eT r| = |
l∑
i=1

eiri| ≤
l∑
i=1
|ei| ≤

lB with e = (e1, . . . , el) ∈ χl, r = (r1, . . . , rl) ∈ {0, 1}l, since
|e| ≤ B for e ∈ χ. Now, from the definition of the decryp-
tion algorithm, it is clear that correctness holds if |eT r| <
q/4 which will happen with high probability due to choice
of q > 4lB. However, in our constructions, the sum of k + 1
ciphertexts Encpk(µ1), . . . ,Encpk(µk+1) multiplied by t, i.e.,
t
∑k+1
j=1 Encpk(µj) should decrypt to 0 only if all of µ1, . . . , µk+1

are 0; otherwise, it should decrypt to 1, where t ∈ Zρ for some secu-
rity parameter ρ. As a consequence, we need the form of the cipher-
text as c = Encpk(µ) = (Ar, dT r + µdq/2(k + 1)ρe) = (u, v). In
this case, decryption of c will give 0 if |v − sTu| < q/4(k + 1)ρ;
1 otherwise. Therefore, the correctness holds if |teT r| < q/4(k +
1)ρ, which happens with high probability due to choice of q >
4(k + 1)2ρ2lB. Semantic security of the encryption scheme is
archived under the decisional learning with errors (DLWE) assump-
tion.

3.3 Learning with Errors (LWE)-Based Digital Signature
Scheme [3]

In this section, the digital signature of [3] is described briefly.
We will use LWE instance LWEn,l,q,χ with dimension n, modu-
lus q = q(n), l = O(n log q) and probability distribution χ = χ(n)
over Zq . The distribution χ is known as noise or error distribution.
We denote this digital signature scheme by DSig which consists of
the following three algorithms:

(pkDSig, skDSig)←− DSig.KGen(n, l, t, q, σH , σE). On input
n, l, t, q, σH , σE , the user generates a signing key and a verifi-
cation key as skDSig = H ∈ Dn×tS and pkDSig = (G,GH +

E) = (G,R) respectively, where G ∈R Zl×nq , E ∈R χl×t with

entries |Ei,j | ≤ 7σE , DS is distribution for secret over Zq with
standard deviation σS , χ = χ(n) is noise distribution over Zq
with standard deviation σE and χ is B bounded, i.e., |e| ≤ B
with high probability for e ∈ χ. Note that n, t ∈ N, q = q(n),
l = O(n log q).

(y, c)←− DSig.Sign(msg, skDSig). Given a message msg ∈
{0, 1}∗ and the signing key skDSig = H, signer outputs (z +
Hc, c) = (y, c) = DSig(msg) as the signature, where z ∈R Dnz
for some uniform distribution Dz over Zq , c = F (c) for some
functionF from {0, 1}κ to the set of t length vectors of weightwg
with coefficients {−1, 0, 1}, c = h(bνeπ,msg) for some hash
function h : {0, 1}∗ → {0, 1}κ, ν = Gz and bxeπ represents the
integer x with its π significant bits removed for some security
parameter π ∈ N. Here the signer utilizes rejection sampling in
order to make sure that the distribution of y is independent of the
secret.

(accept or reject)←− DSig.Ver(msg,DSig(msg), pkDSig).
Given message-signature pair (msg,DSig(msg) = (y, c)) and
the verification key pkDSig = (G,R), the verifier computes
$ = Gy −Rc mod q and c′ = h(b$eπ,msg), where c =
F (c). If c′ = c and ||y||ι ≤ B for ι ∈ {2,∞} then the verifier
outputs accept, otherwise outputs reject.

4 Protocols

Protocol Requirements: Each of our designs involves a client
C and a server S with secret input sets X = {x1, . . . , xw} and
Y = {y1, . . . , yv} respectively, where w ≤ v. In the rest of the
paper, the number of hash functions for Bloom filter is denoted by
k, the set of k hash functions {h1, . . . , hk} is represented by H
with hi : {0, 1}∗ → {1, . . . ,m} for i = 1, . . . , k, the variable m
denotes the optimal size of a Bloom filter, the key pair for PKE
encryption is denoted by (pk, sk). Moreover, Encpk/Decsk repre-
sents the Encryption/Decryption for PKE. In our designs, we require
the ciphertext of the form c = Encpk(µ) = (Ar, dT r + µdq/2(k +

1)ρe) = (u, v) and q > 4(k + 1)2ρ2lB for some security parame-
ter ρ. We will use the fact that t

∑k+1
j=1 Encpk(µj) decrypts to 0 if

and only if all of µ1, . . . , µk+1 are 0; 1 otherwise, where

t

k+1∑
j=1

Encpk(µj)

=

tA k+1∑
j=1

rj , td
T
k+1∑
j=1

rj + t

k+1∑
j=1

µjdq/2(k + 1)ρe

 ,

with t ∈ Zρ. κ, ρ (security parameters), v (the maximum set size),
m,H and k (the optimal Bloom filter parameters) are considered as
auxiliary inputs.

4.1 The PSI-CA

Two parties are involved in the execution of PSI-CA – a client C
and a server S with their input sets X = {x1, . . . , xw} ⊆ {0, 1}∗
and Y = {y1, . . . , yv} ⊆ {0, 1}∗, respectively. On a high level, the
client C first generates (pk, sk) for PKE and encrypts each entries
of the Bloom filter BFX . It then sends the encrypted Bloom filter
X along with the public key pk to S, who in turn generates a set
Y of ciphertexts using Y and X . The server S then sends Y to C.
Finally, C decrypts each member of Y and outputs the cardinality of
X ∩ Y as the number of elements of Y decrypting 0. The design of
our PSI-CA is depicted in Fig. 1.
Correctness: We have the following relation Encpk(ȳi) =

ti

(∑k
j=1(bhj(yi) + ϑi)

)
=
(
tiA(

∑k
j=1 rhj(yi) + νi),

tid
T (
∑k
j=1 rhj(yi) + νi)

+ti
∑k
j=1 BFX [hj(yi)]dq/2(k + 1)ρe

)
.

Note that Encpk(ȳi) decrypts to 0, i.e., ȳi = 0 if and only if
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1. C generates (pk, sk)←− PKE .KGen(1n), where pk = (A, sTA+ eT ) = (A, dT ) and sk = s for PKE. It then executes the
following:
(a) generates a Bloom filter BFX = (BFX [1], . . . ,BFX [m]) ∈ {0, 1}m of the set X = {x1, . . . , xw} ⊆ {0, 1}∗,
(b) computes bi = Encpk(BFX [i]) = (Ari, d

T ri + BFX [i]dq/2(k + 1)ρe) ∈ Znq × Zq with ri ∈R {0, 1}l for i = 1, . . . ,m
(c) sets X = {b1, . . . , bm} and sends (X, pk) to S.
2. On receiving X = {b1, . . . , bm}, pk = (A, dT ) from C, S performs the following for i = 1, . . . , v,
(a) determines h1(yi), . . . , hk(yi) ∈ {1, . . . ,m} and ϑi = Encpk(0) = (Aνi, d

T νi), νi ∈R {0, 1}l;
(b) extracts bh1(yi), . . . , bhk(yi) from X;

(c) evaluates
∑k
j=1(bhj(yi)) =

(
A
∑k
j=1 rhj(yi), d

T ∑k
j=1 rhj(yi) +

∑k
j=1 BFX [hj(yi)]dq/2(k + 1)ρe

)
; and

(d) sets Encpk(ȳi) = ti(
∑k
j=1 bhj(yi) + ϑi) = (U, V ), whereU = tiA(

∑k
j=1 rhj(yi) + νi) and V = tid

T (
∑k
j=1 rhj(yi) + νi) +

ti
∑k
j=1 BFX [hj(yi)]dq/2(k + 1)ρe with ti ∈R Zρ.

Finally S sends Y = {Encpk(ȳ1), . . . ,Encpk(ȳv)} to C.
3. On receiving Y = {Encpk(ȳ1), . . . ,Encpk(ȳv)} from S, the client C chooses a variable card and sets card = 0. To compute
|X ∩ Y |, C then performs the following steps for i = 1, . . . , v:
(a) decrypts Encpk(ȳi) to get ȳi ∈ {0, 1}; and
(b) sets card = card+ 1 if ȳi is zero.
Finally, C outputs card as |X ∩ Y |.

Fig. 1: Description of our PSI-CA

BFX [hj(yi)] = 0, for each j = 1, . . . , k. In other words, ȳi = 0
if and only if yi ∈ Y passes the set membership test for BFX ∈
{0, 1}m. Hence, ȳi = 0 if and only if yi ∈ X ∩ Y , except with neg-
ligible probability 1

2k . As the variable card is set as card+ 1 only
when ȳi is 0, therefore it gives |X ∩ Y |.

4.1.1 Security of PSI-CA Protocol: Our PSI-CA trivially
enjoy fairness since only client receives the output. We describe
below the security of this scheme.

Theorem 4. The proposed PSI-CA securely computes the func-
tionality FPSI−CA : (X,Y ) −→ (|X ∩ Y |,⊥) in the presence of
semi-honest adversaries under the DLWE assumption.

Proof. Let Ad be the adversary that breaks the security of our PSI-CA
protocol betweenC and S. Then we will construct a simulator SIM
by presenting games Game0,Game1, where Game1 slightly
modifies Game0. LetZZ be a distinguisher that controls Ad, feeds
the input of the honest party, and also sees the output of the honest
party. We consider Pr[Gamei] as the probability that ZZ dis-
tinguishes the view of Gamei from the view of real protocol for
i = 0, 1.
Case I (Ad corrupts S): Suppose that SIM is given access to S’s
input set Y and output ⊥.

Game0 : This game corresponds to the real game, where the
simulator SIM simulates C and interacts with Ad. Therefore,
Pr[Game0] = Pr[REALPSI−CA], where REALPSI−CA
denotes the real game.

Game1 : Game1 is same as Game0 except that the sim-
ulator SIM randomly chooses z1, . . . , zm ∈R Znq × Zq and
replaces {b1, . . . , bm} by random {z1, . . . , zm}. Note that
|Pr[Game1]− Pr[Game0]| is non-negligible means Ad can
be used to distinguish the distribution {b1, . . . , bm} from
{z1, . . . , zm}. However, this is not possible since the under-
lying encryption scheme PKE is IND-CPA secure under
the DLWE assumption. Thus, |Pr[Game1]− Pr[Game0]| ≤
ε1(κ), where ε1(κ) is a negligible function in security parame-
ter κ.

Now we have,

|Pr[Game1]− Pr[REALPSI−CA]|
=|Pr[Game1]− Pr[Game0]| ≤ ε1(κ).

Moreover, the the outcome of internal random coins tS is uniformly
random, thus the distribution is the same as in a real view. Therefore
the simulated view (Y ; tS ; {z1, . . . , zm}) in the game Game1 is
indistinguishable from the view in the real game.
Case II (Ad corrupts C): We assume that SIM is given access to
C’s input X and output |X ∩ Y |.

Game0 : Game0 is same as the real game, where the simulator
SIM simulates S and interacts with Ad. Thus, Pr[Game0] =
Pr[REALPSI−CA], where REALPSI−CA denotes the real
game.

Game1 : This game is similar to Game0 except that the simula-
tor SIM replaces Y by a randomly chosen set {a1, . . . , av} of
ciphertexts, where |X ∩ Y | number of ciphertexts are encryption
of 0 and v − |X ∩ Y | number of ciphertexts are encryption of
1. Since the set Y contains |X ∩ Y | many ciphertexts encrypt-
ing 0 and v − |X ∩ Y | many ciphertexts encrypting 1, there-
fore |Pr[Game1]− Pr[Game0]| ≤ ε2(κ), where ε2(κ) is a
negligible function in κ.

Therefore, we have,

|Pr[Game1]− Pr[REALPSI−CA]|
=|Pr[Game1]− Pr[Game0]| ≤ ε2(κ).

Further, the the outcome of internal random coins tS is uniformly
random, thus the distribution is the same as in a real view. Hence the
simulated view (X; rC ; {a1, . . . , av}) in Game1 is indistinguish-
able from the real view.

4.2 The APSI-CA

Three parties are involved in the execution of APSI-CA – a client
C, a server S with their input sets X = {x1, . . . , xw}, Y =
{y1, . . . , yv} respectively, and a mutually trusted certifying author-
ity CA. Our APSI-CA consists of an off-line phase and an online
phase, which are depicted in Fig. 2 and Fig. 3, respectively. The
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1. C generates (pk, sk)←− PKE .KGen(1n) and sends (X, pk) to CA, where pk = (A, sTA+ eT ) = (A, dT ) and sk = s for PKE.
2. CA, on receiving (X, pk) from C, computes BFX , generates (pkDSig, skDSig) for digital signature scheme DSig and proceeds as
follows for i = 1, . . . ,m:
(a) sets bi = Encpk(BFX [i]) = (Ari, d

T ri + BFX [i]dq/2(k + 1)ρe) ∈ Znq × Zq ,
(b) using the signing key skDSig generates a signature over msg = b1|| . . . ||bm as DSig(msg).
CA then sends (X = {b1, . . . , bm}, DSig(msg), pkDSig) to the client C and pkDSig to the server S.

Fig. 2: Description of off-line phase of our APSI-CA

1. C sends (X = {b1, . . . , bm}, DSig(b1|| . . . ||bm) together with pk = (A, dT ) to the server S.
2. On receiving (X = {b1, . . . , bm}, DSig(msg), pk = (A, dT )) from C, the server S uses pkDSig in order to verify the correctness
of signature DSig(msg). S aborts if the verification fails; otherwise, proceeds as follows for each i = 1, 2, . . . , v:
(a) computes h1(yi), . . . , hk(yi) ∈ {1, . . . ,m} and ϑi = Encpk(0) = (Aνi, d

T νi), νi ∈R {0, 1}l;
(b) extracts bh1(yi), . . . , bhk(yi) from X;

(c) evaluates
∑k
j=1(bhj(yi)) =

(
A
∑k
j=1 rhj(yi), d

T ∑k
j=1 rhj(yi) +

∑k
j=1 BFX [hj(yi)]dq/2(k + 1)ρe

)
; and

(d) sets Encpk(ȳi) = ti(
∑k
j=1 bhj(yi) + ϑi) = (U, V ), whereU = tiA(

∑k
j=1 rhj(yi) + νi) and V = tid

T (
∑k
j=1 rhj(yi) + νi) +

ti
∑k
j=1 BFX [hj(yi)]dq/2(k + 1)ρe with ti ∈R Zρ.

Finally S sends Y = {Encpk(ȳ1), . . . ,Encpk(ȳv)} to C.
3. On receiving Y = {Encpk(ȳ1), . . . ,Encpk(ȳv)} from S, the client C chooses a variable card and sets card = 0. To compute
|X ∩ Y |, C then performs the following steps for i = 1, . . . , v:
(a) decrypts Encpk(ȳi) to get ȳi ∈ {0, 1}; and
(b) sets card = card+ 1 if ȳi is zero.
The client C then outputs card as |X ∩ Y |.

Fig. 3: Description of online phase of our APSI-CA

correctness can be achieved in the similar manner as described for
PSI-CA in Section 4.1. In order to control the malicious behav-
ior of C in APSI-CA, CA applies a signature DSig over msg =
b1|| · · · ||bm to get DSig(msg) in the off-line phase and this signa-
ture is verified by the server S in the online phase. Any post-quantum
secure digital signature can be employed in our construction. For
instance, we considered the signature of [3] during the calculation of
computation and communication costs of the proposed APSI-CA.

4.2.1 Security of APSI-CA Protocol:

Theorem 5. The proposed APSI-CA securely computes the func-
tionality FAPSI−CA : (X,Y ) −→ (|X ∩ Y |,⊥) in the presence
of a malicious client and semi-honest server under the DLWE
assumption.

Proof. Let Ad be the adversary that breaks the security of our PSI-
CA protocol between C and S.
Case I (Ad corrupts S): It is similar to the case I of Theorem 4.
Case II (Ad corrupts C): In real word, S is honest and C is cor-
rupted by Ad. While for the case of ideal world, an incorruptible
trusted third party T is also involved apart from C and S for com-
puting the functionalityFAPSI−CA. LetZZ be a distinguisher that
controls Ad, feeds the input of the honest party S, and also sees
the output of the honest party S. We are going to show that ZZ’s
view in the real world (Ad’s view +S’s output) is indistinguishable
from its view in the idea world (Ad’s view +S’s output) by present-
ing a series of games Game0,Game1,Game2, where Gamei
slightly modifies Gamei−1 for i = 1, 2. We argue that in consecu-
tive games, the views of ZZ are indistinguishable. Let us consider
Pr[Gamei] as the probability that ZZ distinguishes the view of

Gamei from the view of real protocol for i = 0, 1, 2. The simulator
in Gamei is denoted by Si.

Game0 : This game corresponds to the real game, where the
simulator S0 simulates S,CA and interacts with Ad. Therefore,
Pr[Game0] = Pr[REALAPSI-CA], whereREALAPSI-CA
denotes the real game.

Game1 : Game0 is same as Game1 except that the simulator S1
plays the role of CA by generating a key pair (pkDSig, skDSig),
encrypting each BFX [i] as bi = Encpk(BFX [i]) and generat-
ing signature DSig(b1|| . . . ||bm) using skDSig . Note that S1
gets the knowledge of X and |Pr[Game1]− Pr[Game0]| ≤
ε1(κ), where ε1(κ) is a negligible function in κ.

Game2 : In this game, the simulator S2 has the knowledge of X
and the input Y of S. This game is similar to Game1 except that
if the signature DSig(b1|| . . . ||bm) is correct then the simulator
S2 does the following:
1. computes |X ∩ Y |;
2. constructs a set Ŷ = {ŷ1, . . . , ŷv} such that |X ∩ Y | many
members of Ŷ are chosen as 0 and v − |X ∩ Y | many members
of Ŷ are chosen as 1;
3. encrypts each ŷi ∈ {0, 1} to determine Encpk(ŷi) = ȳi for
i = 1, . . . , v;
4. sends {Encpk(ŷ1), . . . ,Encpk(ŷv)} as Y to Ad.
Since the set Y contains |X ∩ Y | many ciphertexts encrypt-
ing 0 and v − |X ∩ Y | many ciphertexts encrypting 1, therefore
there exists negligible function ε2(κ) such that |Pr[Game2]−
Pr[Game1]| ≤ ε2(κ).

We now construct the ideal world adversary SIM that has oracle
access to Ad, simulates the honest parties S,CA, controls C and
incorporates all steps from Game2.
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1. SIM invokes A with input X and generates a key pair
(pkDSig, skDSig).
2. In order to play the role of CA, the simulator SIM, on receiving
(X, pk) from A, constructs BFX , encrypts each BFX [i] as bi =
Encpk(BFX [i]) and generates signature DSig(b1|| . . . ||bm) using
skDSig . SIM then sends the tuple (X = {b1, . . . , bm},
DSig(b1|| . . . ||bm), pkDSig) to A.
3. Now the role of the real world server is played by SIM.
On receiving (X = {b1, . . . , bm}, DSig(b1|| . . . ||bm), pk) from
A, the simulator SIM checks the correctness of the signature
DSig(b1|| . . . ||bm) with the help of the public key pkDSig . SIM
aborts if the verification fails, else sends the set X to T in order to
play the role of the ideal world client, while the ideal world server
sends Y = {y1, . . . , yw} to T . The incorruptible trusted party T , in
turn computes the ideal functionality FAPSI−CA on the inputs X ,
Y and sends X ∩ Y to SIM.
4. The simulator SIM constructs a set Ŷ = {ŷ1, . . . , ŷv} whose
elements are 0 and 1. Note that |X ∩ Y | many members of Ŷ
are chosen as 0 and v − |X ∩ Y | many members of Ŷ are cho-
sen as 1. It encrypts each ŷi ∈ {0, 1} for i = 1, . . . , v to determine
Encpk(ŷi) = ȳi and sends Y = {Encpk(ŷ1), . . . ,Encpk(ŷv)} to
A. It then outputs whatever A outputs and terminates.

Thus SIM provides Ad the same simulation as the simu-
lator S2 in Game2. This implies Pr[IDEALAPSI−CA] =
Prob[Game2], where IDEALAPSI−CA is the ideal world game.
Therefore, we have

|Pr[IDEALAPSI−CA]− Pr[REALAPSI−CA]|
= |Prob[Game2]− Prob[Game0]|
≤ |Prob[Game2]− Prob[Game1]|
+ |Prob[Game1]− Prob[Game0]|

≤ ε1(κ) + ε2(κ) = ε3(κ),

where ε3(κ) is a negligible function. Thus we can conclude that the
joint output of C, S,Ad in the real game is indistinguishable from
the joint output of C, S,SIM in the ideal world game.

Table 1 Complexity of PSI-CA

Party MUL GE Hash

Client m(nl + l + 1) + nv + nl m(n+ 1) + nl + l kw

Server v(nl + l + 1) + v(n+ 1) v(n+ 1) kv

Total v
(

(nl+l+1)(k+ln 2)
ln 2

+ 2n+ 1
)
+ nl v(n+ 1)

(k+ln 2)
ln 2

+ nl + l k(v + w)

Hash=Number of hash query,m = 2 vk
ln 2 , MUL=Number of multiplications, GE=

Number of group elements.

5 Efficiency

The computation complexity of our PSI-CA is determined by the
hash function evaluations and modular multiplications. The com-
putation complexity of our APSI-CA is determined by the hash
function evaluations, modular multiplications and signature com-
putation. On the other hand, the communication overheads of the
designs are evaluated by counting the number of publicly transmit-
ted group elements.

Complexity of encryption scheme PKE : The key generation
algorithm PKE .KGen requires nl modular multiplications. The
encryption algorithm PKE .Enc needs nl + l + 1 modular multipli-
cations and the decryption algorithm PKE .Dec requires n modular
multiplications.

Complexity of digital signature scheme DSig: The key gener-
ation algorithm DSig.KGen requires lnt modular multiplications.

Table 2 Complexity of APSI-CA without digital signature

Party MUL GE Hash

CA m(nl + l + 1) m(n+ 1) kw

Client nv + nl m(n+ 1) + 2(nl + l) + w

Server v(nl + l + 1) + v(n+ 1) v(n+ 1) kv

Total v
(

(nl+l+1)(k+ln 2)
ln 2

+ 2n+ 1
)
+ nl v(n+ 1)

(k+ln 2)
ln 2

k(v + w)

+w + 2(nl + l)

Hash=Number of hash query,m = 2 vk
ln 2 , MUL=Number of multiplications, GE=

Number of group elements.

Table 3 Complexity of APSI-CA with digital signature of [3]

Party MUL GE Hash

CA m(nl + l + 1) + nt+ 2nl + lt m(n+ 1) + n+ κ kw + 2

Client nv + nl m(n+ 1) + 2(nl + l) + w + n+ κ

Server v(nl + l + 1) + v(n+ 1) v(n+ 1) kv + 2

+ln+ lt

Total v
(

(nl+l+1)(k+ln 2)
ln 2

+ 2n+ 1
)

v(n+ 1)
(k+ln 2)

ln 2
+ w k(v + w) + 4

+4nl + nt+ 2lt +2(nl + l) + 2n+ 2κ

Hash=Number of hash query,m = 2 vk
ln 2 , MUL=Number of multiplications, GE=

Number of group elements.

The signature algorithm DSig.Sign needs nt+ 2nl + lt modular
multiplications and 2 hash function evaluations. The verification
algorithm DSig.Ver requires ln+ lt modular multiplications and 2
hash function evaluations.

We refer Table 1 and Table 2, for the complexity of our schemes.
In our PSI-CA, the client C requires nl modular multiplications to
generate the public key pk, m(nl + l + 1) modular multiplications
to compute X = {b1, . . . , bm} and nv modular multiplications
to decrypt Y = {Encpk(ȳ1), . . . ,Encpk(ȳv)}. On the other hand,
the server S requires v(nl + l + 1) modular multiplications for
computing {ϑ1, . . . , ϑv} and v(n+ 1) modular multiplications to
compute Y = {Encpk(ȳ1), . . . ,Encpk(ȳv)}. Moreover, in PSI-CA,
the client C needs to transmit m(n+ 1) + nl + l group elements
(X, pk) and the server S requires to send v(n+ 1) group elements
Y . Thus the communication and computation complexity of PSI-CA
are linear in v andw, i.e.,O(v + w), since n, l, k are security param-
eters.

Similarly, the complexity overheads of our APSI-CA are linear in
the size of the sets of the participants. In our APSI-CA, the addi-
tional group elements and the computation cost due to the digital
signature can easily be determined. For example, if we consider the
digital signature of [3], then the computation cost will be increased
by nt+ 2nl + lt modular multiplications and 2 hash function eval-
uations due to CA, and ln+ lt modular multiplications and 2 hash
function evaluations due to the server S. Moreover, the communica-
tion cost will be increased by n+ κ group elements due to CA and
n+ κ group elements due to C. See Table 3 for details.

In Table 4, we provide a comparison summary of our schemes
with the schemes of [17] in terms of communication, computation
and post-quantum security. Note that our scheme achieves post-
quantum security unlike [17]. Thus, our scheme is better than [17]
from the security point of view. Moreover, our operations are over
the group Zq , while for [17] the underlying group is Zpq . Therefore,
our designs are comparable with the constructions of [17], from the
communication and computation complexity point of views.

The authors of [39] proposed a PSI-CA and claimed low commu-
nication cost. However, it seems to us that the PSI-CA of [39] has
the following drawback: note that the public key pks of the sender
is public, so the computation of Encpkr (Encpks(Y )) and then
shuffling is consequently unnecessary. This is because the receiver
itself can compute Encpks(y) for any y in plaintext space using the
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Table 4 Comparison of our protocols with [17] and [39]

Protocol MUL GE Hash LC Post-quantum drawback:

security X ∩ Y is

revealed

PSI-CA of [17] 2v( k
ln 2

+ k) vk
ln 2

+ vk + 2 k(w + v) kv × no

PSI-CA of [39] 2(log q − 1)(v + 2w) v + 2w k(w + v) no × yes

Our PSI-CA v
(

(nl+l+1)(k+ln 2)
ln 2

+ 2n+ 1
)

v(n+ 1)
(k+ln 2)

ln 2
k(v + w) no

√
no

+nl +nl + l

APSI-CA of [17] 2v( k
ln 2

+ k) 2 vk
ln 2

+ kv k(w + v) + 2 kv × no

with DSig +2(log q − 1) +w + 6

RSA [49]

Our APSI-CA v
(

(nl+l+1)(k+ln 2)
ln 2

+ 2n+ 1
)

v(n+ 1)
(k+ln 2)

ln 2
+ w k(v + w) + 4 no

√
no

with DSig +4nl + nt+ 2lt +2(nl + l) + 2n+ 2κ

of [3]

Hash=Number of hash query,m = 2 vk
ln 2 , MUL=Number of multiplications,

LC=Number of Legendre symbol computations, GE= Number of group elements.

Table 5 Comparison summary of PSI-CA protocols

Protocol Security Adv. Security Comm. Comp. Based Size drawback:

model model assumption on hiding X ∩ Y is

revealed

Sch. 1 Random S-H DDH and O(w + v) O(w + v) no no

of [14] oracle GOMDH

Sch. 2 Random MS, GOMDH O(w + v) O(w + v) no no

of [14] oracle SHC

[16] Std Mali DDH O(w + v) O(w + v) no no

[17] Std S-H QR O(w + v) O(w + v) BF yes no

[51] Std S-H O(1) O(w + v) QC yes no

[19] Std S-H O(log η) O(log η) FM no no

[39] Std S-H O(v + w) O(log2 q(v + w)) CE no yes

Our work Std S-H DLWE O(w + v) O(w + v) BF yes no

BF= Bloom Filter, GOMDH=Gap-One-More-Diffie-Hellman, Std=Standard, S-H=Semi-honest, QR=
Quadratic Residuosity, DDH=Decisional Diffie-Hellman, QC= Quantum Computation,

SHC=Semi-honest Client, Mali= Malicious, DLWE= Decisional Learning With Errors, FM=
Flajolet-Martin sketch, CE=Commutative Encryption, v= Server’s set size,w= Client’s set size, η=

Intersection size.

Table 6 Comparison summary of APSI-CA protocols

Protocol Security Adv. Security Comm. Comp. Based Size

model model assumption on hiding

[8] Std Mali Strong RSA O(wv) O(wv) OPE no

[14] Random S-H GOMDH O(w + v) O(w + v) no

oracle

[17] Std MC,SHS QR O(w + v) O(w + v) BF yes

Our work Std MC,SHS DLWE O(w + v) O(w + v) BF yes

OPE=Oblivious Polynomial Evaluation,BF= Bloom Filter,
GOMDH=Gap-One-More-Diffie-Hellman, Std=Standard, S-H=Semi-honest, QR= Quadratic

Residuosity, SHS=Semi-honest Server, MC=Malicious Client, Mali= Malicious, DLWE= Decisional
Learning With Errors, v= Server’s set size,w= Client’s set size, η= Intersection size.

public key pks. In other words, the receiver needs not to commu-
nicate with the server to evaluate Encpks(y). This will enable the
receiver to extract the X ∩ Y and even more, which is not desirable
in PSI-CA. Moreover, [39] does not achieve post-quantum security
and its computation complexity depends on the modular exponen-
tiations, unlike our scheme. Note that in our designs, we require
only modular multiplications, which makes them efficient as mod-
ular exponential is more expensive than modular multiplication. In
particular, if one uses square and multiply method then 1 modular
exponentiation is equivalent to approximately 2(log2 q − 1) mod-
ular multiplications over Zq . Following the argument given in the
efficiency section of [17], we can claim that extending the efficient
PSI protocols [18, 34] to PSI-CA seems to be a non-trivial task.

In Tables 5 and 6, we give a comparison summary of this research
with existing works from an asymptotic point of view.

6 Conclusion

In this paper, we developed an efficient post quantum PSI-CA proto-
col that determines the cardinality of set intersection. We employed
lattice based pubic key encryption PKE of [47] along with a Bloom

filter which is a space-efficient probabilistic data structure. As far as
we know, our PSI-CA is the first post quantum protocol of its kind.
Its security is achieved against semi-honest adversaries based on the
hardness of the DLWE problem. The complexity overheads of PSI-
CA are linear in the size of the sets of the participants. Our scheme
requires only modular multiplications which makes it quite efficient.
Moreover, to prevent malicious client from arbitrary inclusion in its
private set, we extend our PSI-CA to APSI-CA retaining (almost)
all the properties. Particularly, our APSI-CA is the first that employs
lattice based encryption. Extending our work from one-way to two-
way is an interesting direction of future work.
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Appendix

We will display here a few known security models, for complete-
ness.
1. Security Model. A multi-party protocol should satisfy the fol-
lowing basic security requirements: Correctness (this ensures that
an honest party should receive the correct output at the end of the
protocol); Privacy (this ensures that no party should learn more than
its prescribed output on completion of the protocol); Fairness (this
ensures that a dishonest party receives its output if and only if the
honest party also receives its output).
2. Security Model for Semi-honest Adversary [16, 17, 26] A
two-party protocol Π is a random process that computes a func-
tion f = (f1, f2) from a pair of inputs (one per party) to pair
of outputs, that is, fi : {0, 1}∗ → {0, 1}∗, i = 1, 2. Let P1, P2 be
two parties with inputs, x, and y, respectively, both in {0, 1}∗,
and outputs, f1(x, y), f2(x, y), respectively. A protocol Π is said
to be secure in the semi-honest model if whatever can be com-
puted by a party after participating in the protocol, it could find
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from its input and output only. This can be formalized in the fol-
lowing way, via the simulation paradigm. On the input (x, y), let
ViewΠ

i (x, y) = (w, r(i),m
(i)
1 , . . . ,m

(i)
t ) be the view of the party

Pi during an execution of Π, where w ∈ {x, y} represents the input
of the party Pi, r(i) is the outcome of Pi’s internal coin tosses, and
m

(i)
j (j = 1, 2, . . . , t) represents the j-th message which has been

received by Pi during the execution of Π.
Given a deterministic function f , we say that the protocol Π

securely computes f if there exist probabilistic polynomial-time
(PPT) adversaries, denoted by S1 and S2, controlling P1 and P2
respectively, such that

{Si(x, fi(x, y))}x,y∈{0,1}∗ ≡
c ViewΠ

i (x, y)x,y∈{0,1}∗ , i = 1, 2.

3. Security Model for Malicious Adversary [16, 17, 26] The for-
mal security framework of a two-party protocol in malicious model
is described below.
The real world: In the real world, a protocol Π is executed and an
honest party follows the instructions of Π, but an adversaryAi, con-
trolling the party Pi, can behave arbitrarily. Let the party P1 have
the private input X , the party P2 have the private input Y and the
adversary Ai have auxiliary input Z. At the end of the execution
an honest party outputs whatever is prescribed in the protocol, a cor-
rupted party outputs nothing and an adversary outputs its view which
consists of the transcripts available to the adversary. The joint output
in the real world is denoted by REALΠ,Ai(Z)(X,Y ).
The ideal process: Let SIMi be the ideal process adversary
that corrupts a party Pi, i ∈ {1, 2}. The ideal process involves an
incorruptible trusted third party.

Input: Let X and Y be the inputs of parties P1 and P2, respectively,
and assume that SIMi gets Pi’s input and an auxiliary input Z.

Sending inputs to the trusted party: An honest party always sends his
original input to the trusted party whereas a corrupted party may
send “abort” or an arbitrary input. Let the trusted party receive
(X̃, Ỹ ) (these could be different from X,Y ). If any of X̃, Ỹ is
“abort”, then the trusted party sends ⊥ to both parties.

The trusted party answers the adversary: The trusted party computes
F : (X̃, Ỹ )→ (F1(X̃, Ỹ ),F2(X̃, Ỹ )) and sends Fi(X̃, Ỹ ) to
SIMi. Then SIMi sends “abort” or “continue” to the trusted
party.

The trusted party answers the honest party: If the trusted party
receives “continue” from SIMi, then the trusted party sends
Fj(X̃, Ỹ ) to the honest party Pj , j ∈ {1, 2} \ {i}. Otherwise, the
trusted party sends ⊥ to the honest party.

Output: An honest party always outputs the output value it obtained
from the trusted party. The corrupted party outputs nothing. The
adversary outputs his view. The joint output of the ideal process is
denoted by IDEALF,SIMi(Z)(X,Y ).

Simulatability: Let Π be a protocol and F be a functionality. Then
protocol Π is said to securely compute F in the malicious model
if for every PPT adversary Ai in the real world, there exists a PPT
adversary SIMi in the ideal model, such that for every i ∈ {1, 2},
IDEALF,SIMi(Z)(X,Y ) ≡c REALΠ,Ai(Z)(X,Y ).
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