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(’-differentials, multiplicative uniformity and
(almost) perfect c-nonlinearity

Pal Ellingsen, Patrick Felke, Constanza Riera, Pantelimon Stinica*, Anton Tkachenko

Abstract—TIn this paper we define a new (output) multiplicative
differential, and the corresponding c-differential uniformity. With
this new concept, even for characteristic 2, there are perfect c-
nonlinear (PcN) functions. We first characterize the c-differential
uniformity of a function in terms of its Walsh transform. We
further look at some of the known perfect nonlinear (PN)
functions and show that only one remains a PcN function, under
a different condition on the parameters. In fact, the p-ary Gold
PN function increases its c-differential uniformity significantly,
under some conditions on the parameters. We then precisely
characterize the c-differential uniformity of the inverse function
(in any dimension and characteristic), relevant for the Rijndael
(and Advanced Encryption Standard) block cipher.

Index Terms—Boolean, p-ary functions, c-differentials, Walsh
transform, differential uniformity, perfect and almost perfect c-
nonlinearity

I. INTRODUCTION AND MOTIVATION

In [3], the authors used a new type of differential that
is quite useful from a practical perspective for ciphers that
utilize modular multiplication as a primitive operation. It is
an extension of a type of differential cryptanalysis and it was
used to cryptanalyse some existing ciphers (like a variant
of the well-known IDEA cipher). The authors argue that
one should look (and some authors did) at other types of
differentials for a Boolean (vectorial) function F', not only
the usual (F(z + a), F(z)). In [3], the differential used in
their attack was (F(cx), F(z)). Drawing inspiration from
the mentioned successful attempt, we therefore here start a
theoretical analysis of an (output) multiplicative differential.
We first connect the differential uniformity (under this new
concept) to the Walsh coefficients. We next investigate some of
the known perfect nonlinear p-ary functions and show that with
one exception (under a different condition on the parameters,
though) they do not remain perfect nonlinear under the new
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concept. We also look at the Rijndael inverse function and its
c-differential uniformity (for example, we show that in some
instances the uniformity drops to 3).

The objects of this study are Boolean and p-ary functions
(where p is an odd prime) and some of their differential
properties. We will introduce here only some needed notation,
and the reader can consult [4], [5], [6], [12], [15], [18] for
more on Boolean and p-ary functions.

Let n be a positive integer and [F,» denote the finite field
with p” elements, and Fy. = Fpn \ {0} (for @ # 0, we
often write % to mean the inverse of a in the considered
finite field). Further, let Fgl denote the m-dimensional vector
space over IF,,. We call a function from Fj,~» to F, a p-ary
Boolean function on n variables. The cardinality of a set
S is denoted by #S. For f : Fpn — I, we define the
Walsh-Hadamard transform to be the integer-valued function
Wy(u) = Z Cg(m)*Tr"(W), u € Fpn, where ¢, = e

z€F,n
and Tr,, : Fp» o IF,, is the absolute trace function, given by
Tr(z) = Z?;ol .

Given a p-ary Boolean function f, the derivative of f with
respect to a € Fyn is the Boolean function D, f(z) = f(z +
a) — f(x), for all z € Fpn.

For positive integers n and m, any map F': I} — F* is
called a vectorial p-ary Boolean function, or (n, m)-function.
When m = n, F' can be uniquely represented as a univariate
polynomial over Fj,» (using the natural identification of the
finite field with the vector space) of the form F(z) =
Zf:o_ ! a;x', a; € Fyn. The algebraic degree of F is then the
largest Hamming weight of the exponents ¢ with a; # 0. For an
(n,m)-function F and a € Fyn,b € Fpm, we define the Walsh
transform Wp(a,b) to be the Walsh-Hadamard transform of
its component function Tr,,, (bF(x)) at a, that is,

WF(G, b) _ Z Cg‘rm(bF(w))—Trn(aw).

z€F,n

For an (n,n)-function F, and a,b € Fpn, we let Ap(a,b) =
#{x € Fpn : F(x +a) — F(z) = b}. We call the quantity
Ar = max{Ap(a,b) : a,b € Fpn,a # 0} the differential
uniformity of F. If Ap < §, then we say that F' is differentially
d-uniform. If § = 1, then F is called a perfect nonlinear (PN)
function, or planar function. If 6 = 2, then F is called an
almost perfect nonlinear (APN) function. It is well known that
PN functions do not exist if p = 2.

II. ¢-DIFFERENTIALS

It is natural to reflect about how the functions would
respond, not only to the usual derivative, but to a more general
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derivative. Our proposal is inspired by a practical differential
attack developed in [3].

Definition 1. Given a p-ary (n,m)-function F' : Fpn — Fpm,
and ¢ € Fym, the (multiplicative) c-derivative of I with
respect to a € Fpn is the function

DoF(z) = F(x +a) — cF(x), for all x € Fpn.

(Note that, if c = 1, then we obtain the usual derivative, and,
if c=0 or a =0, then we obtain a shift of the function.)

For an (n,n)-function F, and a,b € TF,n, we let
Ap(a,b) = #{z € Fpn F(x + a) — cF(z) =
b}. In the following, we call the quantity Ap =
max {Ap(a,b) : a,b € Fpn, and a #0 if c=1}' the c-
differential uniformity of F. If .Arp = J, then we say that
F is differentially (c,d)-uniform. If 6 = 1, then F is called
a perfect c-nonlinear (PcN) function (certainly, for ¢ = 1,
they only exist for odd characteristic p; however, one wonders
whether they can exist for p = 2 for ¢ # 1, and we shall argue
later that this is actually true). If § = 2, then F is called an
almost perfect c-nonlinear (APcN) function. It is easy to see
that if F' is an (n,n)-function, that is, F' : Fpn — Fpn, then
F' is PcN if and only if .D,F' is a permutation polynomial.

Furthermore, any nonconstant affine function is PcN for any
c# 1. Let F(z) = Ar+ B,0# A, B € Fpn, and let ¢ # 1.
Then D, F(z) = a (for some «) is equivalent to A(z +a)+
B — Acx — cB = a, thatis, A(1 —¢)r = a+ (¢c—1)B —
Aa, which has a unlque solution. By a similar argument, the
function F'(z) = Az?" + B,0# A, B € Fp» is PcN for any
c # 1. We shall call these trivial PcN functlons

The solutions to the differential equation D, F(x) = b for
various c, b are not independent as the next proposition shows.

Proposition 2. Let F': Fpn — Fpm, b1, by € Fym, and c; #
ca € Fyu. If zg is a solution for ., D, F(z) = by, then x is
also a solution for .,D,F(x) = by if and only if F(x¢) =
by — by

ca—c1

Proof. Assume that

chaF(fEO) = b; and 62DaF(1’0) = bs.

Then

by = F(l‘o + CL) — ClF(l‘o)
by = F(.'L'() + (l) - CQF(xO)v

which, by subtracting, renders the claimed identity. The recip-
rocal is immediate. O

III. CHARACTERIZING c-DIFFERENTIAL UNIFORMITY VIA
THE WALSH TRANSFORM

In this section, we shall be using a method of Carlet [7]
(which generalized the classical result of Chabaud and Vau-
denay [9]) connecting the differential uniformity of an (n, m)-
function to its Walsh coefficients. Since there are some subtle

'Including a = 0 for the case ¢ # 1, the equation F(z) — cF(z) = b is
of course, F((z) = b(1 —¢)™1, so we are looking here at how close F is to
a permutation polynomial, and similarly in the case ¢ = O for any a.

differences between the classical differential uniformity and
our concept, we shall be proving (in any characteristic) the
following result and some of its consequences, using the
techniques of [7], [9]. Generalizing the usual convolution of
two functions f, g in two variables over some cartesian product
of fields F x K, namely, (f ® g)(a,b) Z fz,y)gla+

zeF,yeK
x,b+ y), we define a generalized convolution of the Walsh

transforms (with a twist) of F' by
(WeWi) 20+ (0,0)
[ J J
. (WF <22> (z
=1 i=1

UL,y EFpn =
V1.0 €EFpm

j
T We (i, vi) W (us, CUi))
i=1

(observe that it is a convolution since the sum of the variables
in each component is 0). We show the next theorem, which
extends [7], [9] to odd characteristics, as well as to the c-
differential context.

Theorem 3. Let ¢ € Fpm and n,m,d be fixed positive
integers. Let F' be an (n m)-function, that is, F : Fpn — Fpm.
Let ¢5(z) = 32550 Ajx? be a polynomial over R such that
q55(x)—0f0ra:EZ1Sxﬁé,andqb(;()>O,f0r
x € Z,x > 6. We then have

PP Ao + Y p7I A Wewi) 29 (0,0) > 0,
§>1

with equality if and only if F is c-differentially §-uniform.

Proof. Let a € Fpn,y € Fpm be arbitrary elements. Certainly,
the set {x € Fpn|.D F(x) = ~} is empty if 7 is not
of the form .D,F(b), for some b € Fpn. Therefore, it
is enough to consider only the cardinality ng(a,b,c¢) =
Hz € Fpn | Do F(x) = Do F(b)}| > 0. From the imposed
condition on the polynomial ¢s, given F' : Fpn — Fpm, for
all a,b € Fp,n, then,

ZAj (ng(a,b,c)) >0,
Jj=0

with equality if and only if .Ap(a,b) < §. Consequently,
running with all a,b € Fy,n, any (n, m)-function F satisfies

Z A] Z (nF (a7 b7 C))] Z Oa
3>0 a,beF,n

with equality if and only of ;Ap < 4.
Observe that

nF(a7b7 C) = pim Z CpTrm(U(CDHF(I)icDaF(b)))a
r€F,n veEF,m
since
0 ifa#0
> CE’"(W{ - fo (1)
vEFym p if a = 0.
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For a fixed j > 1, we then have

Z (ng(a,b,c))

a,beF,n
_im S, Tem (vi(cDa F(2:)—c Da F (b))
=D G
a,bEF,n x1,...,x;€EFpn
’Ul,‘..,’UjE]Fpnz
— y—Jm
DY
a,beF,n

(T T (P () P (22) <P a) o (0)
2 .

We need to insert some factors in the above expres-
sions to make up the Walsh coefficients. By identity (1),
Z Cgr"(“i("”a_yi)) =p", if y; = x;+a and 0, otherwise.
uieﬂ“pn
Similarly, Y ¢Fr(0@=a=b) = p" if d = a +b and 0,
ug €EFpn
otherwise. Therefore,

Z (nF(aa b, C))j
a,beF,n
>

T1,ee T 3Y1,- Y EFpn
UQ -y Uj EFpn v, v EFpm

= pmi pmUtin 5O

a,b,deF,n

A. The case § =1 — perfect c-nonlinear (PcN)

We can take the polynomial ¢;(x) = x — 1, which certainly
satisfies the conditions of Theorem 3. Thus Ag = —1,4; =1
and the relation of Theorem 3 simplifies to

=" 7N W (u,0) W (u, )P 2 0.

uEFpn
vEF,m

Thus, we obtain the next result.

Proposition 5. Let m,n be fixed positive integers and c €
Fym, ¢ # 1. Let F be an (n, m)-function. Then

Z We (u, U)‘leF(u’ CU)|2 > p3n+m’
UGFPn
'UE]FPWL
with equality if and only if F' is a perfect c-nonlinear (PcN)
function.

B. The case § = 2 — almost perfect c-nonlinear (APcN)

We can take the polynomial ¢ (z) = (z—1)(z—2) = 22 —
3z + 2, which certainly satisfies the conditions of Theorem 3.
Thus Ag = 2, A; = —3, A3 = 1 and the relation of Theorem 3
simplifies to

9. p2n _ 3. p—('rn-i-n) Z |WF(U,’U)|2|WF(U" C’U)‘Z

CZ 1 [Trm (vi (F(ys) = F(d) —cF (2)+cF (b)) +Trn (wi (xi+a—y;)) ]+ Trn (wo (d—a—b)) uEFn
j UGFan
— pi(mtn)=n R (uo, 3 w—) +p 2N Wi (ug + ug, v1 + v2)
U, UL, U EFpn i=1 u1,uz €EFpn

V1yenyUj EIF m

WF ('LLO,CZUZ> H WF ’LLZ,’Ul)WF(U“CUZ))
Z Trn =1

L 1 ui—uo))
aEIF n

— p—j(m-i-n)—n " Z Wr (Z i, Z Uz)

U7,y ,uJE]F n
Vl,yeee3U5 EIF m

] J
-Wr (Zuz,ch) H Wr (us, v;) Wp(uz,cvl))
= i=1
= p W (W) *U T (0,0).

For j =0, 3=, ser,. (nr(a,b, ¢)) = p?" and the theorem
follows. O

Remark 4. For a fixed §, an example of such a polynomial
¢s satisfying the conditions of the above theorem is simply
¢s(x) = (x—1)(x—2) - - (x—0), which certainly satisfies the
conditions ¢s(x) =0, for 1 <z <4, x € Z and ¢s(z) > 0,
for x> 6, x € Z.

While we can take other values, we will only consider below
the particular cases of perfect and almost perfect c-nonlinear
functions, as the results are quite nice.

v1,v2E€F,m
“Wr(u1 + ug, c(v1 + v2) )Wp(u1,v1)
“Wr (ug, v2)WFr (u1, cv1 )Wr(ug, cvg) > 0.

We then have the following result.

Proposition 6. Let m,n be fixed positive integers and c €
Fpm, ¢ # 1. Let F be an (n, m)-function. Then

> Wr(ur + ug,v1 + va)We(ur + g, c(v1 + v2))

u1,uU2 E]Fpn
v1,V2 E]Fprn

Wr (w1, v1)Wr (u2, v2)Wr (u1, cv1)Wr (uz, cvs)
>3 ST Wi, 0) P W (u, ev)|? — 2 p?2nm),

’U,E]Fpn

vEF,m
with equality if and only if F' is an almost perfect c-nonlinear
(APcN).

In the spirit of Berger et al. [1] and Carlet [8], we can also
express the c-differential uniformity of an (n,m)-function F’
in terms of the Walsh transform of the c-derivative of F'. We
will omit the proof as it is similar to the one of the classical
case.

Theorem 7. Let 1 # ¢ € Fpm, n,m,d be fixed positive
integers, and let F' be an (n,m)-function. Let ¢s(x) =
2250 A;x? be a polynomial over R such that ¢s(z) = 0
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forx € 2,1 < x <9, and ¢s5(x) > 0, for x € Z,x > 5. We
then have

P A+ pImA;
i1

J
>, Wor (07 Z)
i=1

V1,...,05 EFpm

J
: HWcDaF(()?’Ui) 2 07

i=1

with equality if and only if F' is c-differentially §-uniform.

IV. ¢-DIFFERENTIAL UNIFORMITY FOR SOME KNOWN PN
CLASSES

If ¢ = 1, the following are some of the known classes of

PN [11], [13] (recall that they exist if and only if p is odd).

Theorem 8. The following functions : Fpn — Fpn are perfect
nonlinear:

(1) F(z)=12% on Fpn

(2) f;(cals) = 2"+ o Fpr is PN if and only if _3t—5 is
odd.
(3) F(z) = 219 £ 2% — 2% is PN over Fsn if and only if

n=2orn is odd In general, for u € Fan, F(z) =
210 — uxb — w22? is PN over Fsn if n is odd.

F(x) = 2B +D/2 s PN over Fan if and only if
ged(k,n) =1 and n is odd.

(4)

It is not surprising that the above monomials are the only
known planar (PN) functions since it was shown by Roényai
and Szonyi [17] that all planar functions are quadratic and
by Zieve [19] that if the degree n of Fj,~ is large enough,
namely, p” > (k — 1)%, then the only PN monomials z* are
in the list above. It is conjectured that these are the only PN
power functions.

Below we will investigate the same functions regarding
their PcN property for ¢ # 1. We first start with a lemma,
which is possibly known (but we could not find an appropriate
reference).

Lemma 9. Let p, k,n be integers greater than or equal to 1
(we take k < n, though the result can be shown in general).
Then

2gcd(2k,n) -1

ged(2F +1,2" —1) = . and if p > 2, then,

‘9ged(k,n) _ 1
n
dp* +1,p" - 1) =2, if ——— is odd
ged(p® +1,p ) 7lfgcd(n,k:) is odd,
gcd(pk +1L,p"—1) = ngd(k’”) +1, if m is even.

Consequently, if either n is odd, or n =2 (mod 4) and k is
even, then gcd(2+1,2"—1) = 1 and ged(p*+1,p" —1) = 2,
ifp>2.

Proof. We shall use below the well-known identity

ged(p” — 1,p" — 1) = pedtrm) — 1.

Using the above identity, we first write gcd(p?* —1,p" —1) =
peed(kn) 1 and since ged(p* —1,pF +1) = 2, unless p = 2,
in which case ged (2% —1,2% + 1) = 1, then we get

ged(22F — 1,27 — 1) = ged(2¥ — 1,27 —

- (Qgcd(k’,n) _ 1) ng(Qk +1,2m — 1),

and the first claim is shown.
We now assume that p > 2. If k£ = 1, we observe that

ged(p+1,p"—1) = ged(p+1,p"—14p+1) = ged(p+1,p" ' +1).

If n is even, then n—1 = 2r+1 (for some r) is odd and using
the decomposition p?" 141 = (p+1)(p* +p* 1+ - -+p+1),
we see that ged(p + 1,p" "1 + 1) = p+ 1. If n is odd, then
n—1 = 2r (for some r) is even and consequently we continue
the displayed reduction and arrive at ged(p + 1,p" — 1) =
ged(p+1,p* +1) = ged(p+1,p* 2 +1) = --- = ged(p+
Lp'+1)=2.

We next let & > 2, next. Let d = ged(n,k) and n =
dm, k = dt, with ged(m, £) = 1. First observe that

ged (pdz +1,ptm — 1) — ged (pde +1,ptm _|_de)
— ged (pde n Lpd(m—é) n 1)
— ged (pde 41, pdm=0 _ pdl)

ged (pdi_|_1 plm=20) _ 1)

ng (pdl 4 l,pd(Zf m) _ 1)

2

In both cases, we see that |[m — 2| < m. We continue

the process and apply Fermat’s descent method below. We
consider two cases.

Case 1 : m is odd. Since m is odd, the process above arrives

at
ged (pde +1,pdm — 1) = ged (pdZ +1,p¢ — 1) .

Now, we switch sides and concentrate on the first expression.
We obtain

ged (p? — 1,p + 1) = ged (pd p D (pt — 1))
= ged (pd — l,pd“*l) + 1) =
= ged (pd —1,p% + 1) =2.

L

Case 2 : m is even. Then the reduction from (2) arrives at
(recall that now, £ is odd)

ged (pdz +1,pdm — 1) = ged (pdg +1,p%% — 1)
— ged (p2d _1,p +p2d)
— ged (de _ Lpd(é—Q) n 1) _
= ged (de— 1,pd—|—1) =pd+1.

3)
Lastly, if n is odd and £k arbitrary, then
ged(2k, n) ged(k,n), and so identity (3) becomes

(2gcd kn) _ )ng 2k +1,2" — 1) 2gcd(2k,n) -1
28cd(k:n) _ 1 rendering gcd(2k +1,2"-1)=1Ifn=2
(mod 4) and k is even, say n = 4t + 2, and k = 2¢ for some

1)-ged(2F +1,2" — 1

if m>2¢
if m < 2¢.
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t,¢, then ged(2k,n) = ged(44,4t + 2) = 2ged (4,2t + 1) =
ged(2¢,4t + 2) = ged(k,n), and identity (3) implies
ged(2F 4+1,2" — 1) = 1. A similar analysis works for p > 2,
as well. O

It is easy to see that if F'(z) = z", then .Ap(a,b) =,
Ar(1,b/a™), so we shall be using this often below.

Theorem 10. Let F : Fpn — Fpn be the monomial F(x) =
2%, and ¢ # 1 be fixed. The following statements hold:
(¢) If d =2, then F is APcN, for all ¢ # 1.

(it) If d = p* + 1, p > 2, then F is not PcN, for all ¢ # 1.
Moreover, when (1 — c)pk_1 = 1 and n/ged (n, k) is
even, the c-differential uniformity .Ap > p? + 1, where
g = ged(n, k).

k
1
(vi1) Letp:?).lfd:3 i

, then F' is PcN, for c= —1if
2
and only if gcd(#Jf)is odd.
(iv) Ifp=3and F(x) = 20 —ux® —u?2? the c-differential
uniformity of F' is .Ap > 2, for ¢ # 1.

Proof. We first take d =
¢D,F(x) =b. Thus,

2 and consider the equation

b= F(z+a) —cF(z) = (1 - ¢)z? + 2ax + a?,

and since we have the choice of b (for example, b = 0), the
above equation has two solutions if and only if ¢ # 1, and
therefore it is APcN.

We now consider d = p* + 1. The equation c¢D,F(z) = b
becomes

k k
b= (z+a)P T —caP !
k k k k k
=Pt pa? T paaP 4o x—ca? T
k k k k
=1 —c)a? T faaP +a x4 aP T

k
. . o caP +1
Assuming ¢ # 1, and choosing b = — —

transforms into

the equation

k
P
(1=c)z+a) o + 1a

(I=c)z+a)=0,

a]”lC
1—c

k

—((1-ge+a)(z+2)",

where 7 is one of the p*-roots of 1 — ¢ # 0.

Ifl—c=r?" # r (which always happens if ged(k,n) = 1)
there are at least two roots of the equation ¢D,F(x) = b and
consequently, F' is not PcN.

Ifloc=7r" =d (equivalently, for ¢ # 1, (1—(:)”’6_1 =1),
then we write the equation ¢D,F(z) = b, for some a # 0, as
(we first multiply it by d/aP*+1)

(7’:v/a)pkJrl + (Tx/a)pk +rz/a+r(l— b/apk+1) =0,

—C

which is equivalent to

0=((1-c)z+a) (ﬂ +

and relabeling y = rz/a, by = r(1 — b/apk“), we then get

by Y+ b =0, 4)

If by = 0, then the equation becomes yp’”rl + ypk +y =
y(y”k + ypk_1 + 1) = 0 with the obvious solution y = 0.

We next consider the roots of the second equation, that is,
y”k + y”k_l + 1 = 0, or equivalently (with z = 1/y), 2 4
z4+1 = 0. In [14] it is shown that a trinomial 2 —az—bin
F,» has either zero, one, or pY roots, where g = ged(n, k).

We can perhaps approach this equation directly, but we can
be more precise and use the method of [10], which fixed some
errors of [14] and made its results more accurate. We will
recall what was shown in [10]. Let f(z) = 2 —az — b
in Fpn, g = ged(n, k), m = n/ged(n, k) and Try be the
relative trace from [Fp» to Fps. For 0 <7 < m — 1, we define
t; = Z;’;Q p"UtD) g = a,fy = b. If m > 1 (note that, if
m =1, then k = n, so F(x) = 22, treated in case (i), then,
for 1 <r <m—1, we set

T

k ke ki

ap =a TP TP and B, = g aivP
=0

where s; = Z;: G+ for 0 < i <r—1 and s, = 0.
The trinomial f has no roots in [ if and only if a,,—1 =1
and 8,1 # 0. If a1 # 1, then it has a unique root,
namely = Bp—1/(1 = m—1), and, if apy—1 = 1, B1nm1 =0,
it has pY roots in Fy» given by z + 07, where 6 € [Fpo,

7 is fixed in Fp» with Pl = g (that is, a (p* — 1)-
root of a), and, for any e € Fy. with Try(e) # 0, then
m—1 7
1 j i . .
T = Z Zepk a'v""". We could easily sim-
Trg(e) i=0 \j=0

plify some of these parameters using the sum of the geometric
sequence, namely

pR(r+1)

PR+ _ k(i) B +)
- . 4 Qr =a P )

S; =
? pk—l )

though, for our case, these closed forms will not be useful.
For our case, a = b = —1 and we further compute the
involved parameters, splitting the analysis in two cases. We
denote by oy =t (mod 2) the parity of ¢, thatis ¢ (mod 2) €
{0, 1}. First, recall that og = By = —1.
Casel.m = m = 2(+1,forsome ¢ € Z.Letr = m—1.
Recall that s,,_1; = 0, thus o5, , = 0. The parities of s;,
0<i<m-—2areo,, =(m—2—i+1) (mod 2) = o,
(since m — 1 is even). Further,

_1)1+pk+”_+pk(m—1) _ (_1)0,,” — _1’

AUm—1 = (

m—2

ﬂm—l — z (71)8i+pki _ Z(fl)SierM n (71)Sm71+pk(m’_

1=0 =0
m—2
=—14> (-1)7% =1
=0

Therefore, we conclude that the equation 2P 4 2+41=0has

a unique solution in F,». Thus, when m, then F(z) =

27" 1 is not PcN, for all ¢ # 1 with (1 —¢)?"*~? =1, and
consequently, for all ¢ # 1, given our previous argument.

Case 2. m:m = 2/, for some ¢ € Z. Let r = m — 1.
Recall that s,,—1 = 0, thus o5__, = 0. The parities of s;,

1)
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0<i<m-—2are o5, =(Mm—2—3+1) (mod 2) = 0,41
(since m — 1 is odd). Further,

g = (_1)1+pk+..,+pk(mfl) _ (_1)0'771 — 1’
m—1 » m—2 i
Bim1 = Z(_l)sﬁp — Z(_l)sﬁp + (_1)sm71+p
=0 =0
m—2
=-1+) (-1)7=0
1=0

Therefore, we infer that the equation 2P + z+1 = 0 has
pY solutions in [Fy». Thus, the initial Equation (4) has pJ +
1 solutions, anc}l@ so, the c-differential uniformity in this case
(under (1 —¢)? ~1 =1 and Zod (o even) is at least p? + 1,
where g = ged(n, k).

Let us treat now the case of d = (3*+1)/2 under ¢ = —1, in
F3n. As used in [10], our function is PcN if and only if the c-

ok ok
derivative (z+1) 37 —cz” 2 is a permutation polynomial if
k k

and only if he(z) = (z—1)"2 —c¢(x+1)"=" is a permutation
polynomial. Since 2|3™ —1, for all n, then we can always write
x =y+y ', for some y € F3n. Our condition (for general
¢ # 1) becomes

3k41

—cly+y 1)

3k 41

he(x) = (y+y ' —1)>
P —y+1)3

ok
e +y+ 1)
y 2
3k41 3k41
(y+1) T —cly—1)

3k41
2

Yy
Q- '+ 1+ +Q+y+ Q-0

k41
Yy 2
k1

k
=(1-cy = +(1+cy >

—3k_1

+(1+c)y# +(1—-cy =
— )T 3k4, (y) + (1 +¢)T3_, (y)

2 2

is a permutation polynomial (7} is the Chebyshev polynomial
of the first kind). If ¢ = —1, we obtain that T« , (y) must

be a permutation polynomial, and this is equivaleilt (by [16])

.. 3F+1 .
to the condition that ged T’S — 1] = 1. This last

identity can be further simplified to ged (3" +1,3*" —1) =
2. By Lemma 9 a negessary and sufficient condition for that

to happen is for m)w be odd.
We now consider the function F(z) = 2'% — uaz® — u?2?
over F3n. The equation .D,F'(x) = b becomes

(1 — )z + az® + u(c — 1)2°® + ua®s® + u?(c — 1)2?

+ (@ + au?)z + a'® — ua® —u?a® — b =0.
Taking a = 0,b = (c—1)(u? +u—1) the above equation will
have solutions x = 1,2, and so, ;Ar > 2 (surely, one can
take even nonzero values of a, in many instances, if not all;
for example, for ¢ = 2 and u = 1, we can take a = b = 2,
rendering the solutions = = 0, 1). O

k(m—1)

Gold function, k = 2 | Kasami function, k = 2

00| | O\ | K W | —| =
| W | W | W &
| W | W | W &

TABLE I: Gold and Kasami functions, & = 2.

A. Some computational data

Table 1 shows the maximal c-differential uniformity (for
a, ¢ # 0) for the Gold function F(z) = 22" +! and the Kasami
function G(x) = 22" 2"+ Gyer Fyn, for k = 2. Note that,
for k = 1, these two functions are equal. The maximal c-
differential uniformity (for a,c # 0), taking £ = 1 for both
functions, is equal to 2 for n > 2, and equal to 3 for n > 3,
which can be argued theoretically. The cases n = 1,2 are
straightforward. Let n > 3. The c-derivative of F(z) = a3
over Fon is

eDiF(z) =1+ c)z + 2% + 2+ 1.

Taking b = 1, the equation .D;F(z) = b is equivalent to
z((1 + ¢)2? + = + 1) = 0. This equation always has z = 0
as a solution, while the quadratic equation has two solutions
if and only if Tr(1 +¢) = 0. Taking c = a®> +a+1 # 0
for n > 3, where « is a primitive root of Fan, we obtain
three solutions to the equation .D,F(x) = b, and therefore
the maximal c-differential uniformity (for ¢ # 0) for the
Gold/Kasami function F(x) = 2% over Fan is 3.

For &k = 2 and n > 3, the results for the Gold and Kasami
functions (respectively, F/(z) = 2° and G(x) = z') show a
maximal c-differential uniformity (over a,c # 0) of 3 for n
odd (i.e. for ged(n, k) = 1), and of 5 for n even. Note that,
by Theorem 10(i¢), taking p = 2 and n = 0 (mod 4), the
result is shown for the Gold function with k = 2, since, for
these cases, the lower bound is 5, and, since the degree of
the function is also 5, the c-differential uniformity must be
exactly 5 for all ¢ such that (1 —c¢)® = 1. Hence, the maximal
c-differential uniformity (for ¢ # 0) for the Gold function is
5, when & = 2. We simply double checked computationally
(for small dimensions) our proof of Theorem 10(é). It would
be interesting to prove theoretically whether our observations
hold also for other dimensions, and for x'3, or perhaps, for
the general Kasami functions.

Table II shows the maximal c—differential uniformity for the
functions F'(z) = 21°+25—22 over F3n, ¢ € F3.\{0, 1}. The
tests indicate the following behaviour for both polynomials:
The maximal c-differential uniformity (for ¢ # 0,1) is 2 if
n=2mn+1forn =135 and 10 for n > 7,n odd. It
would be nice to have a proof for the general case z'C —
ux® — u?x?,u € F3n especially showing that the maximal c-
differential uniformity is 10 for n > 7,4 = %1 and to see the
mathematical reason for jump from 6 to 10 in Table II.
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n | Flx)=210 —25 —27 | F(z) = 2™ + 25 — 22
1 2 2
2 2 2
3 4 4
5 6 6
7 10 10
9 10 10
11 10 10

TABLE II: F(z) = !0 4+ 25 — 22 over F3n,c € F3. \ {0,1}.

V. c-DIFFERENTIAL UNIFORMITY FOR THE INVERSE
FUNCTION

Since there has been quite a bit of effort to investigate the
inverse function over Fon as it is relevant in Rijndael and
Advance Encryption Standard, it is natural to wonder how it
behaves with respect to c-differential uniformity. We will need
the following lemma (see [2], for the first part; the second part
is probably known and easy to derive by completing the square
in the given quadratic equation, that is, writing (2az + b)? =
a?® — 4b).

Lemma 11. Let n be a positive integer. We have:

(i) The equation 22 4ax+b =0, witha,b € Fan, a # 0, has

two solutions in Fon if Tr (a%) = 0, and zero solutions
otherwise.
The equation 22 +ax+b=0, witha,b € Fpn, p odd,
has (two, respectively, one) solutions in Fp,» if and only
if the discriminant a®> — 4b is a (nonzero, respectively,
zero) square in Fpn.

(i)

A. The inverse function in even characteristic

We first treat the even characteristic.

Theorem 12. Let n be a positive integer, 1 # ¢ € Fon and

F : Fon — Fon be the inverse function defined by F(x) =

22" 2. We have:

(i) If ¢ = 0, then F is PcN (that is, F is a permutation

polynomial).

(#3) If ¢ # 0 and Try(c) = Trp(1/c) = 1, the c-differential
uniformity of F' is 2 (and hence F' is APcN).

(t31) If ¢ # 0 and Try,(1/c) = 0, or Trp(c) = 0, the c-
differential uniformity of F' is 3.

Proof. We start with the c-differential uniformity equation at
a, namely, (z + a)?" =2 +ca®" 2 =b.

If ¢ = 0, we have at most one solution for the c-differential
equation, since then the above c-differential uniformity equa-
tion becomes (z+a)?" ~2 = b. If b = 0, then = = a is the only
solution, otherwise, multiplying by x+a, we get b(x+a) = 1,
which has also only one solution. The proof of (¢) is done.

So, next, we may assume ¢ # 0. If a = 0, the equation
becomes (14 ¢)z2" =2 = b. If b = 0, then = = 0 is the only
solution. If b # 0 (so x # 0), multiplying by z, the equation
becomes 1 + ¢ = bz, which has only one solution.

We next assume that ¢ # 0, a # 0. Recall that, if F(z) = x4
and a # 0, then .Ap(a,b) =. Ap(1,b/a?), so we can look
at the equation

(x4+1)2" 24?2 =0 5)

If b = 0, we easily get only one solution, since the above
equation is equivalent to ¢(x + 1) = x, so we may assume
below that b # 0.

Case 1. Let b = 1 # c¢. Then x = 0 is a solution of (5).
Assume now that z # 0,1 (certainly, = 1 is not a solution).
Multiplying (5) by z(z+ 1) we get z +c(z+ 1) = z(z + 1),
which is equivalent to 2% + cz + ¢ = 0. By Lemma 11(3), this
equation has two solutions (we would have only one solution if
¢ = 0) if and only if Tr,,(1/c) = 0. Thus, altogether, we have
three solutions for (5) under Tr,(1/c) = 0. If Tr,(1/¢c) =1,
then (5) has only the solution x = 0.

Case 2. Let b= c # 0, 1. Certainly, z = 1 is a solution of (5),
while z = 0 is not a solution, so we assume now that x # 0, 1.
Again, multiplying (5) by z(x + 1) we get z +c(z + 1) =
cx(x + 1), which is equivalent to 22 + ¢~ 'z + 1 = 0, which
has two solutions if and only if Tr, (1/¢72) = Tr,(c?) =
Tr(c) = 0. Thus, altogether, we have three solutions for (5)
under Tr,,(¢) = 0.

Case 3. Let b # 1, ¢ (so, © # 0, 1). Multiplying (5) by z(x +
1) we get © + ¢(z + 1) = bz(x + 1), which has a unique
solution if b = 0, ¢ # 1; otherwise, Equation (5) is equivalent
to z? + (X )z + £ = 0. If b = ¢ + 1, then we have a
unique solution, otherwise we have two solutions if and only if

Try (s
the case of Tr,(c¢) = Tr,(1/c) = 1, since otherwise, we have

three solutions for some b. Below, we argue that we always can
find some b # 0 for which this last trace, Tr,, (b?ercicbrl) =0.

If n is odd, then we claim that there exists some value of
u such that

) = 0. As we saw, it will be enough to consider

uc _ct+1 1 1

w2+c2+1 e +E’
which follows from the fact that this last equation is equivalent
to (c+1)u?+c*u+(c+1)% = 0, that is, u2+cff1u+(c+1)2 =
0, which, by Lemma 11(i), has solutions if and only if

N 2 c 4 c
o = e, G = T () - e (=2) -
Tr, (1+1). Since Tr,(1/c) = 1 and n is odd (thus,
Trn(1) = 1), then Tr, (1+ %) = 0. Taking b = u such
solution, then the condition Tr,, 1724_1’07‘%4_1 = 0 will hold and
consequently, we have two roots of the c-differential equation
in this case.

We now let m be even and consider the equation
uc

u2 +262 +1
u+ (c+1)? = 0. This last equation has solutions

1
= 1+ ¢+ —, which is equivalent to u? +
c

c2+c+1

(by Lemma 11(4)) if and only if 0 = Tr, (W
2 .

Ton (il ) = Tr (G0 ) = Ty, (241

Tr,(c) + Tr,(1/c?) = Trp(c) + Tr,(1/c) = ’

(c+1)?

0, which
will certainly happen. By taking b to be equal to such a
solution wu, then, Tr,, bszczﬂ) =Tr,(1+c+1/c) =0,
and consequently, the c-differential equation will have two
solutions. O

B. The inverse function in odd characteristic

We now treat the case of the inverse for odd characteristic.
We use the notation [A]? to denote the squares in any set A.
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Theorem 13. Let p be an odd prime, n > 1 be a positive
integer; 1 # c € Fpn and F : Fn — Fpn be the inverse p-ary
function defined by F(x) = xP" ~2. We have:

(1) If ¢ = 0, then F is PcN (that is, F is a permutation

polynomial).

(i1) Ifc#0,4,471, (E—4c) € [Fypn]?, or (1—4c) € [Fpn]?,
the c-differential uniformity of F' is 3.

(i13) If c = 4,471, the c-differential uniformity of F is 2 (and
hence F is APcN).

(i) e # 0, (2 —40) ¢ [Fy]? and (1 4c) ¢ [Fyn]?
the c-differential uniformity of F is 2 (and hence F is
APCN).

Proof. The proof for (i) (¢ = 0, as well as a = 0) is similar
to the one for characteristic 2.

We next assume that ¢ # 0. For ¢ = 0, as in the case of
even characteristic, the corresponding equation (x + a)””‘2 -
cz?" =2 = b has one solution. We assume now that a # 0. As
in characteristic 2, we only need to investigate the equation

(x4+1)P" 72 —ca?" 2 =, (6)

If b =0, we easily get only one solution, so we may assume
below that b # 0.

Case 1. Let b = 1 # c¢. Then x = 0 is a solution of (6).
Assume now that x # 0 (also, x # —1, since then, 1 = b =,
which is impossible). Multiplying (6) by z(z + 1) we get
r—c(x+1) = x(x+1), which is equivalent to x2+cz+c = 0.
By Lemma 11(i4), this equation has solutions if and only if
the discriminant Dy = ¢ —4¢ € [Fpn]” (that is, D; is a square
in F,»); we have two solutions if Dy # 0 and one solution if
Dy = 0. Thus, altogether, we have three solutions for (6) if
0+#D; € [Fpn]Q. If D; = 0 (that is, ¢ = 4; we operate under
¢ # 0), then (6) has only the solutions = —2 and the prior
z=0.

Case 2. Let b = ¢ # 0,1. Now, = —1 is a solution of (6), so
we next assume that x # —1 (also, x # 0, since this is not a
solution unless ¢ = 1, which is impossible) . Multiplying (6)
by z(x + 1) we get x — ¢(x + 1) = cx(z + 1), which is
equivalent to z2+(2—c~1)z+1 = 0, which, by Lemma 11(ii)
has two (respectively, one) solutions if and only if Dy = (2 —
)2 —4=(1-4c)c?€ [Fpn]2 and Ds # 0 (respectively,
Dy = 0). Thus, altogether, we have three solutions for (6)
under 0 # 1 — 4¢ € [Fyn]* and two solutions if ¢ = 471,
Case 3. Let ¢ # b # 0,1 (so, x # 0,—1). Multiplying (6)
by z(z + 1) we get © — c¢(x + 1) = bx(x + 1), that is, 22 +
(Brely g 4+ ¢ = 0. If Dy = (Be=1)® — 42 = 0, that s,
(b+c—1)% = 4bc, then we have a unique solution, otherwise,
we have two solutions if and only if 0 # Ds € [F,n]°, that
is, 0 # (b+c—1)% — dbc € [Fpn]”.

Below, we argue that we always can find some b # 0,1, ¢
for which (b+ ¢ — 1)? — 4bc € [F;n]2, except for ¢ = —1,
p = 3, n = 2, where, we can only find some values of b for
which (b+ ¢ —1)% — 4bc = 0.

If ¢ # —2,2,4, then we can take b = 271(c — 2) and
consequently, b # 0, 1, ¢, and

(b+c—1)% —4bc =2"%(c — 4)* # 0.

If c =2, 0orc =4, and p # 3,5, then, we can take b =
2(¢+1),and b # 0,1, ¢, and

(b+c—1) —dbc=(1—-c)*#0.

Let ¢ = 2,and p = 3. Then, (b+c—1)2—4bc = b>+1.1f n > 2,
then we can take b = o — o~ !, where « is a primitive root of
F3-» (we here avoid the primitive polynomials 22 + 2 —1 =0
over [F's, since then, b € {—1,1}). Consequently, b # 0,1, —1,
and

¥ +1=(a+aH2#£0.

Equation (6) has then, in this case, two or fewer solutions. If
n = 2, then, we write F3> = % = F5(a), where « is
a root of the primitive polynomial 22 — z — 1 = 0. Note that
(recall Case 1) D; =22 —4-2= 4 =2=(a+1)? ¢
[F3.]* # 0. Since, if b # 0,1, ¢, Equation (6) cannot have
more than two solutions, we conclude that the c-differential
uniformity is 3.

Letc=2,and p=5.Then, C; =c* —2c=—-4=1=
12 € [F5n}2 # 0. Since, if b # 0,1, ¢, Equation (6) cannot
have more than two solutions, the c-differential uniformity is
3 in this case.

If ¢ =4, and p = 3, then ¢ = 1, which is a contradiction
with ¢ # 1.

Let c=4 and p = 5. Then, (b+c—1)? —4bc = b + 4. If
n > 2, then, as before, we can take b = o — a1, where « is
a primitive root of Fx~, and consequently, b # 0,1, —1, and

(b—22+4b=0*+4=(a+a )2 £0.
If n = 2, then, we write Fy2 = % = F5(«), where «
is a root of the primitive polynomial 22 — 2 + 2 = 0. Taking
b=a+3+#0,1,—1, then (recall that o? — a +2 — 0)

(b—2)2 +4b= (2a +2)* £ 0.

Let now ¢ = —2. Note that, then Dy = (%)2 € [Fpn]Q.
Furthermore, for p # 3, Dy # 0, rendering at least three
solutions of (6) for p # 3. If p = 3, ¢ = —2 = 1, which is
excluded from this theorem, since it is covered by the classical
results.

Note that, by Cases 1, 2 and 3, Equation (6) cannot have
more than three solutions, so the c-differential uniformity is
always at most 3.

The proof of the theorem is done. O
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