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Abstract

While the classical differential uniformity (¢ = 1) is invariant under
the CCZ-equivalence, the newly defined [12] concept of c-differential
uniformity (¢cDU), as was observed in [I3], is not invariant under EA
or CCZ-equivalence, for ¢ # 1. In this paper, we find an intriguing
behavior of the inverse function, namely, that adding some appropri-
ate linearized monomials increases the c-differential uniformity signifi-
cantly, for some c. For example, adding the linearized monomial 22" to
22" =2, where d is the largest nontrivial divisor of n, increases the men-
tioned c-differential uniformity from 2 or 3 (for ¢ # 0,1) to > 2¢ + 2,
which in the case of the inverse function (as used in the AES) on Fys
is a significant value of 18. We consider the case of perturbations via
more general linearized polynomials and give bounds for the cDU based
upon character sums. We further provide some computational results
on other known Sboxes.
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1 Introduction and basic definitions

The authors of [5] modified /extended the differential attack on some ciphers
that use modular multiplication as a primitive operation by using a new type



of differential, namely (F(cz), F(x)) in lieu of (F(x + a), F(z)). More pre-
cisely, they analyzed several IDEA variants (derived by replacing all the
additions with xors) and showed that they are vulnerable to weak key at-
tacks. In particular, they argued that IDEA-X is insecure via multiplicative
differentials (but not via the classical additive ones). Those authors propose
that one should look at other types of differentials for a Boolean (vecto-
rial) function F', not only the usual (F(x 4 a), F(z)), as that may yield new
attacks on block ciphers.

Inspired by that challenge, we defined in [12] a multiplier differential
and difference distribution table (in any characteristic), which we believe
has the potential to expand differential cryptanalysis in a new direction.
Later, we extended the notion of Boomerang Connectivity Table in [20].
We characterized some of the known perfect nonlinear functions and the in-
verse function through this new concept. We also characterized this concept
via the Walsh transforms as Li et al. [I5] did for the classical boomerang
uniformity. Several papers have been written meanwhile on this concept of
c-differential uniformity (which, unbeknown to us in [I2], generalized the re-
cent [2] concept of quasi planarity: a quasi planar function is simply a perfect
c-nonlinear function for ¢ = —1, that is, the c-differential F(z + a) — c¢F'(x)
is a permutation when ¢ = —1.)

We will introduce here only some needed notation on Boolean (binary,
p = 2) and p-ary functions (where p is an odd prime), and the reader can
consult 7, 8, 9, 10, 17, 22] for more on these objects.

For a positive integer n and p a prime number, we let F,» be the finite
field with p" elements, and Fy. = Fy» \ {0} be the multiplicative group
(for a # 0, we often write % to mean the inverse of a in the multiplicative
group). We let [, be the n-dimensional vector space over F,. We use #.5
to denote the cardinality of a set S and z, for the complex conjugate. We
call a function from Fy» (or F}}) to F) a p-ary function on n variables. For
positive integers n and m, any map F : Fpn — Fpm (or, F) — F}') is
called a wectorial p-ary function, or (n,m)-function. When m = n, F' can
be uniquely represented as a univariate polynomial over F,» (using some
identification, via a basis, of the finite field with the vector space) of the
form F(z) = Zfial a;x’, a; € Fpn, whose algebraic degree is then the largest
Hamming weight of the exponents ¢ with a; # 0. We let Try, : Fpn — F), be

n—1
the absolute trace function, given by Tr,(z) = Z 2P" (we will denote it by
i=0
Tr, if the dimension is clear from the context).
Given a p-ary function f, the derivative of f with respect to a € Fyn is



the p-ary function D, f(x) = f(x+a) — f(x), for all © € Fyn, which can be
naturally extended to vectorial p-ary functions.

For an (n,n)-function F', and a,b € Fyn, we let Ap(a,b) = #{z € Fpn :
F(z 4+ a) — F(x) = b}. We call the quantity dr = max{Ap(a,b) : a,b €
Fyn,a # 0} the differential uniformity of F. If §p = ¢, then we say that F' is
differentially J-uniform. If § = 1, then F is called a perfect nonlinear (PN)
function, or planar function. If § = 2, then F is called an almost perfect
nonlinear (APN) function. It is well known that PN functions do not exist
if p=2.

For a p-ary (n,m)-function F' : Fyn — Fpm, and ¢ € Fpm, the (multi-
plicative) c-derivative of F' with respect to a € Fy» is the function

DoF(x) = F(z+a) — cF(z), for all z € Fpn.

For an (n,n)-function F, and a,b € Fyn, we let the entries of the c-
Difference Distribution Table (¢-DDT) be defined by Ap(a,b) = #{x €
Fypn : F(xz +a) — cF(xz) = b}. We call the quantity

dpc =max{:Ap(a,b)|a,b € Fy, and a # 0 if c =1}

the c-differential uniformity of F. If dp. = ¢, then we say that F' is dif-
ferentially (c,d)-uniform (or that F' has c-uniformity J, or for short, F' is
d-uniform c-DDT). If § = 1, then F is called a perfect c-nonlinear (PcN)
function (certainly, for ¢ = 1, they only exist for odd characteristic p; how-
ever, as proven in [12], there exist PcN functions for p = 2, for all ¢ # 1).
If 6 = 2, then F is called an almost perfect c-nonlinear (APcN) function.
When we need to specify the constant ¢ for which the function is PcN or
APcN, then we may use the notation ¢-PN, or c-APN. It is easy to see that
if F'is an (n,n)-function, that is, F' : Fpn — Fyn, then F' is PcN if and only
if ;D F' is a permutation polynomial.

In [II, 12} 13, 19 23] various characterizations of the c-differential uni-
formity were found, and some of the known perfect and almost perfect non-
linear functions have been investigated. In [20], the concept of boomerang
uniformity was extended to c-boomerang uniformity and characterized via
Walsh transforms, and some of the known perfect nonlinear and the inverse
function in all characteristics was dealt with via the c-boomerang uniformity
concept.

The rest of the paper is organized as follows. Section [2| gives several
background lemmas needed for the remaining of the paper. Section [3] in-
vestigates c-differential uniformity for an EA-perturbation via a linearized



monomial of the inverse function. Section {4| considers a linearized polyno-
mial perturbation and finds some bounds in terms of characters on the finite
field. Section [p| provides a few computational results on some recognizable
cipher Sboxes. Section [6] concludes the paper.

2 Some lemmas

We will be using throughout Hilbert’s Theorem 90 (see [0]), which states that

if F — K is a cyclic Galois extension and o is a generator of the Galois group
|Gal(K/F)|—1
Gal(K/F), then for z € KK, the relative trace Try p(v) = Z o'(z) =
i=0
0 if and only if z = o(y) — vy, for some y € K. We also need the following
two lemmas.

Lemma 1. Let n be a positive integer. We have:

(i) The equation ax® 4 bx + ¢ = 0, with a,b,c € Fon, ab # 0, has two
solutions in Fon if Tr (%) = 0, and zero solutions, otherwise. If a #
0,0 =0, the solution is unique (see [3]).

(i1) The equation ax® 4+ bx + ¢ = 0, with 0 # a,b € Fpn, p odd, has

(two, respectively, one) solutions in Fpn if and only if the discriminant
b% — dac is a (nonzero, respectively, zero) square in Fpn.

(i13) The equation x>+ ax +b = 0, with a,b € Fon, b # 0, has (denoting by
t1,to the Toots of t2 + bt + a3 =0):
(i) three solutions in Fon if and only if Tr(a®/b?) = Tr(1) and t1,t2
are cubes in Fon for n even, and in Fo2n for n odd;
(i) a unique solution in Fon if and only if Tr(a3/b%) # Tr(1);
(iii) no solutions in Fan if and only if Tr(a®/b?) = Tr(1) and t1,to are

not cubes in Fon (n even), Fo2n (n odd).

Lemma 2 ([12]). Let p,t,n be integers greater than or equal to 1 (we take
t < n, though the result can be shown in general). Then

. 2gcd(2t,n) .
n__ _c - T2 .
ged(2' +1,2" — 1) Seedin) 1 and if p > 2, then,
n
dip' +1,p" —1) =2, if ———— is odd
ged(p” +1,p ) , ngcd(n,t) is odd,
ng(pt + 17pn _ 1) — pgcd(t,n) + 1, ’Zf % S even.



Consequently, if either n is odd, or n = 2 (mod 4) and t is even, then
ged(2 +1,2" — 1) =1 and ged(pt + 1,p" — 1) =2, if p > 2.

3 The c-differential uniformity of some E'A pertur-
bations of the inverse function

We showed in [12] that the inverse function is PcN for ¢ = 0, and it is 2 or 3
depending upon the parameter ¢ # 1 (we found precisely those conditions).

In our main result of this paper we see that performing a simple modifi-
cation of the inverse function increases significantly the maximum value in
its c-differential spectrum size. In the following, we take p prime, n > 4 an
integer, and 1 <t < n an integer such that ged(t,n) = d > 1, n > 3d and
aP*1 +1 =0 has a root (and consequently, ged(p! + 1, p™ — 1) roots) in the
field Fpn; this last condition will always happen if n/d is even (that can be
seen since ged(p! + 1,p" — 1) divides pnT_l under the conditions). If p = 2,
this last condition is superfluous.

Theorem 3. Let p be a prime number, n > 4, F(z) = x" 2 be the inverse
function on Fyn, and 1 # ¢ € Fpn. Then, the c-diﬁerential uniformity, 0q,c,
of G(z) = (:c) + 2P satisfies peedmt) 4 2 < S < pt+4, z’fp =2, orif
p>2 and ( o) is even; and 4 < dg. < p'+4, if p> 2 and d( o) is odd.

Proof. The c-differential uniformity equation for G for ¢ € Fyn at (a,b) €
Fpn X ]Fpn is

(z+a)” 2+ (x+a) —ca?" %= ca? =b. (1)

We first assume that a # 0. We consider several cases.
Case (i). Let x = 0. Equation (1) becomes
1
~“4a =b.
a

Thus, for any a # 0 and b = % +a?", we have a solution of , regardless of
the value of c.
Case (ii). Let x = —a. Equation becomes

1
c< —I—apt> =0,
a

and we have yet another solution to , for ¢ given by the above displayed
equation. Surely, if @ is such that APl = 0; there are ged(p! +1,p" —1)



gged(2t,m) _q . .
e 1 if p=2, and

ﬁ is odd, and pged(mt) 4 1,
gcd(n 77 1s even, all if t > 0; when ¢ = 0, the value of ged(p! +1,p" — 1)
is 1, respectively, 2, for p = 2, respectively, p > 2), then b must be zero and
again c¢ can be taken arbitrary.

We make an observation here: the two solutions from Cases (i) and
(ii) cannot be combined unless b = 0,a”t1 +1 = 0 (and arbitrary ¢), or
b:é—i—apt and ¢ = 1.

Case (iii). Let = # 0, —a. Equation becomes

such a’s (which, by Lemma is ged(2t+1,2"—1) =
if p > 2, the number of such a’s is 2 when
when

1
+(1- c):cpt B - a”, that is,
z+a T
2+ (1—c)z" (z+a)—c(z+a) = (b—ad”)z(z +a), or,
t+1
x“”+aﬂ“4+b_ap#%fw+c_ap L % o ()
c—1 c—1 c—1

We therefore infer that the maximum number of solutions for the c-differential
uniformity is dg . < p' + 4. To get a lower bound, we take a = 0, obtaining

b
xpt+2+:w2+x:0,

with solution z = 0 and cofactor

b
P g +1=0, 3
A A (3)

Lo p \P'HL
Multiplying by (;) and relabeling = — 1=¢z (if b # 0, otherwise,

we look at 2P't! 4+ 1 = 0, which has ged(p! + 1,p -1) < peed(mt) 4
solutions), we obtain
2?1~ Bz + B =0, (4)

t+1
where B = (c 1>p and we can apply [4, Theorem 5.6]. Using the no-

tations from [], we let Fo = Fyn NFpt = Fecame (50, Q@ = peed(nt))
m = [Fpn : Fg| = e d(n 7y From [4 Theorem 5.6], we know that there are

Q"M -Q Q™

, for m even, respectively odd, values of B such that

217 @*-1
Equation (4)) has @ + 1 solutions. Let T be the set of all such B. Thus,
Q" -Q Qm! —
|T|= , for m even, and |T'|= , for m odd.
Q-1 Q-1



To get our claimed lower bound, we just need to argue that we can always
find b,csuchthat Be T. If m = gcd(m) is odd, then ged(p'+1,p"—1) = 1, 2,
for p = 2, respectively, p > 2, and we can take any B € T', if p = 2, and
B = B?c T (such a B does exists, for example, B = 0) and a random ¢ # 1,

and b = (¢ — 1)B#'+1 +1, for p > 2. The number of solutions of (3] for these
parameters is therefore Q+1. If m = m is even, then ged(pt+1, p"—1) =

Q + 1. We again use [4], by taking B = B9*t! € T (such a B does exists,
~ ~ Qt1
for example, B = 0) and a random ¢ # 1, and b = (¢ — 1) B#»'+1.

If a = 0, the c-differential equation becomes zP"~2 + 2 =0 If b= 0,
this equation has z = 0 as a root and moreover, PP 2 ] = 0, which is
equivalent to 2P T1 41 = 0. We therefore have ged(pt + 1,p™ — 1) solutions.
If b # 0, the mentioned equation is equivalent to (multiplying by = # 0)

gP' bxr+1=0.

We argued above in Case (7i7) that this equation has @ + 1 solutions.
In the proof above, for p = 2, one could use [14], where it was shown

that an equatlon of the form z2 ! + 2+ A = 0 has Q + 1 zeros for QQ_II L
m—1__

W’ for m odd, respectively, even, values of the parameter A. Surely,
1

multiplying by (%) 2 (which always exists) and performing the substi-

1
. 2 . . c+1
tution x — x (C%) 2 gives us the equation a:QtH +x+ 5 =0,

and we can apply the same technique as in the proof above, though, the

2t41
existence of values b, ¢ such that A = (%) 2 is not in question anymore
for any A # 0. The theorem is shown. O

Remark 4. We could have taken a = b = 0 from the beginning to get the
lower bound, but we wanted to emphasize that there are many other entries
in the c-DDT table of G lower bounded by psed(™t) 42 (under the mentioned
conditions on n,t).

The following corollary is immediate. It implies that if n = 8, for the
inverse function F(x) = 2?* (which is one of the components of the Sbox
used in AES (Advanced Encryption Standard) [I1], in addition to an affine
transformation), the c-differential uniformity of G(z) = 225+ 22" has dge >
18, for some ¢ (we confirmed computationally that it is exactly 18).

Corollary 5. Let n > 4, F(x) = xP"~2 be the inverse function on Fpn,



and t|n be the largest divisor of n such that ﬁ is even, and G(z) =

n,t
P 2 P Then, there exists ¢ such that 6g,. > pt + 2.

Remark 1. We will see below that, if p = 2, in fact, any cube ¢ # 1 satisfies
the conditions of the previous corollary.

Next, we find some values of ¢ for which the upper bound p’ + 4, or the
lower bound pg<d(tn) 4 2 are attained by 0a,c for some c. We will show that,
in fact, this will happen for p = 2, t = 0 and n even, respectively, n odd.

Theorem 6. Let n > 4, F(x) = 22" =2 be the inverse function on Fon, and
1 # ¢ € Fon. Then, if n is even, the c-differential uniformity of G(z) =
F(z) + x is 0gc = b, for some c¢; if n is odd, there exists ¢ such that
8G.c = 4. Moreover, if G(z) = F(z) + 2% and n is even, then there exists c

such that dq.. = 5; if n is odd and there exists a such that Tr (#;J =

a* _ _ — 1
Tr (W) =0, then dg, =5 for some c (for example, c = 1+ @rareD)} ).
Proof. Below, we will not go through the corresponding Cases (i) and (i)
as in Theorem (3] since these arguments are independent of ¢, but we will
refer to them.
Let G(z) = F(x) + x. In that case, we must investigate the equation

bt g2 1 b 2041
x3—|—<a+ +a >m2+ +ct+av+a ac 0. (5)

1+c 1+c YT T

To achieve the maximum 5 number of solutions z, then b = 0, and a2 1 for
t = 0 must be equal to 1 (thus, a = 1), rendering

3 c c c
= 6
SR L e (6)
Replacing y = = + 7, we get
3 c c
=0. 7
Vet T e 0

By Lemma [I} this last equation has three solutions if and only if ¢ # 0 and
3
Tr (ﬁ) = Tr(1) and the roots t,ts of 2 + (Cfl)gt + <(C+‘31)2) = 0 are
cubes in Fan, Fo2n, for n even, respectively, n odd. We quickly see that
_ +141) _ 1 1 _n— T )
Tr (ﬁ) = Tr (Ea+1)2) = Tr (ch—l + (C+1)2) = 0 = Tr(1), via Hilbert’s
Theorem 90. Therefore, this can only be potentially achieved if n is even.




We would need to argue that for n even we can always find some ¢, such

3
that the solutions to t2 + (Cfl)Qth <(C+C1)2> = 0 are cubes in [Fon. The roots
of this equation can be quickly found to be

C 62

t1 = to = .
P e )P P (ern)?

We immediately see that if we take ¢ to be a cube, then both of these roots
are cubes, and consequently we have three roots for @ We need to argue
that they are not repeated roots. Since we are working over binary, it is
sufficient to check that the coefficient of 22, namely —f1 1s not a root, which
is easy since the left hand side of @ at {7 is exactly (C%P # 0, because
c#0.

For n odd, we cannot combine Cases (i) and (4¢), but the same argument
reveals four solutions for the equation corresponding to @ and our first
claim is shown.

Let now t = 1. If b=0, and a2 ! = a3 =1 (for n even, we have two
options, either a = 1, or a®> + a+ 1 = 0; for n odd, we can only have a = 1).
Equation becomes

2

dlrad+ L2 S %
1+¢ 1+¢ 1+¢

If a = 1, the above equation becomes

1
ot 23+ I I
c+1 14+c¢ 14+¢

which can be written as
(22 +z+1D((c+ 1)z +¢) =0,

therefore, we easily get 3 roots for the above equation, which combined with
the ones from Cases (7) and (ii), renders 5 altogether, for n even. There are
many values of ¢ we can take: for example, for any x # 0,1, a not a root of
224+ 1x+1, then we take ¢ = x;”—j_l Surely, if not both Cases (i) and (¢7) hold
simultaneously, then we still cannot get more than 5 solutions (we may still
get 5 solutions, though).

If n is odd, then a = 1 cannot give us more than 3 roots (since x2+x+1 #
0, under n odd), so we assume that a # 1. Again, under n odd, if b = 0 and
¢ =0, and Equation becomes

a2t 4+ axd + a?2? + (14 a®)x =0,



with solutions = 0,a + 1, and (x + a)? + (z + a) = 0, but the last
equation cannot hold, for n odd. Next, we take 1 +a? = b (Case (i)), and

S0,
9 c ac

aer)” Teritt o

We will find some values of a,c such that the above polynomial can be
factored as

2t +azd + =0.

x4—|—a:c3—i— 1 :c2+ € T+ e
alc+1) c+1 e+l

Solving the obtained system, we find that

_a*(c+1)+ec _ (a+1)c
Cale+ 1)+’ T ale+1)+c
3 2 1/2 1
Whenc:<3a+2a> =1+ — 7.
a’+a*+1 (a3+a2+1)§

Moreover, each factor in the factorization above has two distinct roots (when
2

. 4
AB #0)if Tr () = Tr (i) = 0and Tr (e ) = Tr (4555 ) = 0.
Under the assumption that there are values of a # 1 for n odd such that
both of these traces are 0 (computation reveals that it always happens, but

we have been unable to show that in general), the claim is shown. O

Remark 7. There are many values ofc such that the c-differential unifor-
mity is 6g. = 5, G(z) = 22" 72 + 22: for evample, for n even, any cube
1 # ¢ in Faon will do; if n is odd, we gave some examples, and computation
reveals that there are additional c’s.

4 Perturbations of the inverse function via lin-
earized polynomials

As one of the referees suggested, one might wonder what happens if we
perturb the inverse function via some other functions. Surely, equations
over finite fields can be very difficult to handle. However, we can get a
general result, albeit not as clean as the ones we have already shown, if we
perturb the inverse function via a linearized polynomial.

We will need below some more definitions [16]. Below, we let xi(a) =

exp (%r"(a)) be the principal additive character of Fy, ¢ = p".

10



We take s1,...,8; to be the indices ¢ where a; # 0 in the linearized
polynomial L and § = ged(s1, . .., sg,n); also, p?¥* is the number of solutions
of T,(w) = 0, defined in ; as customary, we denote divisibility by a
vertical bar. The lower bound of the theorem below holds under the following
technical condition (see [18, Thms. 1.5 and 1.6]):

n=2m,n/J is even,25|si—sj,4<p5+1|psi+1. (8)

We will be using in the proof of our theorem below the main result of [I§],

where it was shown that the Weil sum of a DO polynomial Z?:_ol aiajpiﬂ

(we simplify the notations there, by taking a; = 0, 5; = 0, to match our DO
polynomial zL(z)) is

n—1 )
S (Z ) _ .. o)
1=0

z€lF,

where N, is the number of solutions for T),(w) = 0, where
n—1 ] ]
Tn(’w) = 2Apw + Z (Aiwpz + (Al‘w)pnﬂ> ,
i=1

with 4; = (ea;)?" . More precisely, given e = gedy<j<n—11250, 50 + i, 50 +
n—s;,n}, the number of solutions to T, (w) = 0 is p©7=, for some nonnegative
integer v, (see [18]).

Theorem 8. Let p be an odd prime number, n > 4, F(x) = 2" =2 be the
inverse function on Fpn, and 1 # ¢ € Fpyn. Let L(x) = Z?:_ol a;z”" be a
linearized polynomial. Then, the c-differential uniformity, o, of G(z) =
F(z) + L(z) satisfies:

(i) dc.e < (pN)2, where N = maxaer, {Na}, and Ny is the number of
solutions w to
n—1
—i i —21 —1
Ty (w) = 2000w+ ((aai)p w? + (aa;)P " wP ) —0. (10)
i=1
In fact, No = p®¥=, for some nonnegative integer vq.
1 a
(i7) dgec > P Z Xl(a),uap%, under the same conditions of (8), where

a€clF,
Yo is defined in (i) and po, = +1 is the sign of the Weil sum from

11



Equation @ Even more precisely,

mo_ mo Yo Sva

Sae> (“D)Fp™ > xa(a) + (-DFp™™ D xa(e)(-1)Tp e
a€clFy a€cly
Nao=1 Na>1

Proof. One might wonder if the argument of Theorem [3| will run similarly
in this case. We will quickly go through Cases (i) and (ii), but the method
of Theorem 3| will fail after that. The c-differential equation is now

(x+a)’" 2+ Lz +a) — ca?" ~2 — cL(z) = b. (11)

If a # 0,z = 0, then Equation becomes a~! + L(a) = b. Therefore,
for any ¢, and b = a~! + L(a), we have a solution of . Ifx =—a#0,
then Equation transforms into ¢ (cf1 + L(a)) = b, which gives us one
more solution of (11)), when aL(a)+ 1 = 0 and b = 0 (c is arbitrary). If
0 # x # —a, then Equation becomes

(1 -c)z(z+a)Ll(z)— (b— L(a))z(x+a)+ (1 — c)x — ca =0,

which has at most deg L + 2 solutions.
Take now a = 0, and obtain

x <xL(w) _b x+ 1> = 0. (12)
1—-c¢

Unfortunately, this is the point where the method of Theorem [3| stops be-
ing useful, since we do not have any simple method to find the number of
solutions of an equation involving a more general Dembowski-Ostrom (DO)
polynomial. We have, however, found a way to get meaningful results by
moving into the world of characters as we did in [2I] for the boomerang
uniformity and the extended c-boomerang uniformity.

As done in [21], the number N(b) of solutions (x1,...,z,) € Fy (b is

fixed) of an equation f(x1,...,z,) =0b1is

1
Ny == Y > xala(f(@,...,zn) —b).
T1,...,2n€Fg a€lfy
Thus, in addition to = 0, the number of solutions NV, of Equation is

given by
b
Ne=3 Y m (aw(z) T 1)) -

a€clF, z€lFy

12



We can perhaps treat the b # 0 case (under some conditions — and we already
did consider such instances in Theorem |3, for a monomial L), as well, but
for our purpose we do not need to, since we are interested in the maximum
value in the ¢-DDT, so we simply take b = 0. The equation above becomes

qNb;c = Z Xl(a) Z X1 (OéZL'L(.%')) .

a€ly z€Fq

We now use [I8] as mentioned before the statement of our theorem and
Equation @ Applying this to our DO polynomial axL(z) we get our
claim, that is, g < v/gN, N = maxqer, {Na}-

We now assume that L(x) = Z?:_ol a;z”" and conditions hold. Tt
was also shown in [I8, Theorem 1.5] that if n is even, 6 = ged(sy, ..., sk)
and p® + 1 = p + 1 divides (p’ + 1), then the above Weil sum is real and
consequently, it is equal to pa+/p"T7, where p, = +1 and v is a nonnegative
integer. Therefore,

1 Ja
e 2 > xa@)pap®
a€clF,

We can be more precise and describe f1o. Let Sq =), er, X1 <Z?:—01 aixpiH).
By [I8, Theorem 1.6], for every a, if 7o = 0, then S, = (—1)7% p™, and if

jale’

m Yo
Yo > 0, then 7, is even and S, = (—1)% 72 p™t75" . Thus,

mo m Ya  Sva

boe > (-DE ™ Y @+ DE S xa(e)(-1) %
a€F g Na=1 a€Fg No>1

Our theorem is shown. ]

5 Some computations on other Sboxes

Using SageMath, we recovered the univariate representation (using the de-
fault polynomial for the field representations) of several known cipher Sboxes
and ran some computations to see how the c-differential uniformity (¢cDU)
would change under linearized monomial perturbations. The “cDU” column
gives the maximum value for ¢ # 1 and the “cDU w/ linearized monomial”
column represents the maximum value when a monomial of the form z2* for
0 <i<n—1is added to the univariate Sbox polynomial.
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Sbox (n-bits) | DU | ¢DU | ¢DU w/ linearized monomial
Rectangle (4) | 4 5 7
Serpent-3 (4) | 4 6 5
APN (6) 2 | 6 9
Fides (6) 2 7 7
AES (8) 41 9 9
Skipjack (8) | 12 8 9

While perhaps not as pronounced as Theorem [3|on the inverse function,
the results are interesting in several ways. In some cases adding a linearized
monomial can increase the c-differential uniformity to values more than 4
times the regular differential uniformity (see the “DU” column) (e.g., to a
nontrivial 9/64 bits in APN 6). In others, adding a monomial keeps the
c-differential uniformity the same (e.g., Fides 6) or even drops (e.g., Sbox
#3 of Serpent).

6 Concluding remarks

In this paper we investigate the c-differential uniformity of some inverse
EA-equivalent functions. We show that their c-differential uniformity spec-
trum tends to increase significantly for some ¢, which we believe is not a
desirable feature as it indicates some degree of non-randomness. We also
consider arbitrary linearized polynomials and provide some bounds based
upon character sums. We also provide some computations on some known
cipher Sboxes. Surely, it would be interesting to continue this investigation
into more general affine transformations or to consider other functions under
EA perturbations and investigate their c-differential uniformity.

Acknowledgments. The authors would like to express their sincere appre-
ciation for the reviewers’ careful reading, beneficial comments and sugges-
tions, and to the editors for the prompt handling of our paper.
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