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Abstract. Arbiter-based Physically Unclonable Functions (Arbiter PUF)
were introduced to generate cryptographically secure secret keys during
runtime, rather than storing it in Non-Volatile Memory (NVM) which
are vulnerable to physical attacks. However, its construction was a target
to several statistical and modeling attacks. One such statistical weak-
ness of the Arbiter PUF is that it leaks information to the adversary, if
some challenge-response pairs are known. The response is heavily biased
towards the effect of flipping certain bits of the input, a widely stud-
ied property, known as the Strict Avalanche Criterion (SAC). Several
variants of Arbiter PUFs have been proposed since then, with varying
degrees of success against SAC. In this paper, we provide a generalized
framework to analyze any Arbiter PUF variant against SAC. Building
on this analysis, we propose a new Arbiter PUF variant which is not only
highly resistant to SAC but also has very good reliability.
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1 Introduction

It is a well-known fact that storing cryptographic keys in Non-Volatile Mem-
ory (NVM) is insecure and is subject to physical attacks [7]. As an alternative,
Arbiter-based Physically Unclonable Functions (PUFs) were introduced in [4],
generating a huge interest in the cryptology community. An Arbiter-based PUF
is a physical one-way function from an n-dimension space, referred to as chal-
lenge to a one bit output, called response. This function, when instantiated on a
silicon chip, uses the inherent manufacturing process variations of the chip and
transforms into an unknown Boolean function. This means that an instantiated



PUF cannot be cloned — even by the manufacturer. This has led to many interest-
ing applications of Arbiter PUFs like identification and authentication [SlJ6l2],
key generation and storage, and have even found their ways to commercially
available products like RFID tags and smart cards [I]. But, there are some per-
formance metrics an ideal Arbiter PUF should exhibit:

Uniqueness. When same challenges are given to different PUFSs, the responses
should be different as well. However, this does not happen in practice. There
have been several works which show that when an Arbiter PUF is implemented
on Xilinx Virtex-5/Kintex-7 FPGAs, the responses exhibit a very low value of
uniqueness [12/10].

Uniformity. An Arbiter PUF should be uniform (or balanced), i.e., 50% of
challenges should produce 0 as response, while the other 50% produce 1.
Reliability. An Arbiter PUF should produce the same response for a given
input challenge. In practice, this fails due to several environmental variations,
instabilities and aging in the circuit.

However, Arbiter PUFs have long been known to be susceptible to model
building attacks using linear programming and ML techniques like Logistic Re-
gression and SVM [I5]. In a model building attack, the adversary develops a
software model of the Physically Unclonable Function which gives the same
response as output as the real PUF would generate (for the same challenge in-
put). The model is built using the knowledge of several thousands of Challenge-
Response pairs (CRPs) generated from the real PUF. Consequently, XOR [3]
and Feedforward PUF's [8] were introduced. Several attacks have been reported
on XOR PUFs since then, with [I5] reporting attacks on up to 6-XOR PUFs,
and several works have shown that an exponential increase in the number of
challenge-response pairs (CRPs) is required for every additional XOR. Note that
it has been reported in [I8] that only a maximum of 12 XORs can be combined
to provide a reliable response. However, it was recently shown in [I] that us-
ing a combination of reliability and CMA-ES, only a linear increase in CRPs is
required to successfully clone XOR PUFs.

A statistical weakness prevalent in most of the Arbiter PUF variants has
been reported in [I4]. For an Arbiter PUF, there is a clear bias between the
responses of two challenges which differ at 1 or more positions. This shows that
the Boolean function, irrespective of the PUF construction, is weak in nature,
since an Arbiter PUF can be distinguished from a random source by collection
of very few samples. This gives a significant advantage to the adversary. This
bias affects the XOR PUF and Feedforward PUF as well. In fact, we go on to
show that the bias affects any general variant of Arbiter PUF. Based on this, we
then develop a new variant of Arbiter PUF exhibiting very good properties of
Strict Avalanche Criterion, while still maintaining reliability better than a XOR,
PUF with same number of Arbiter PUFs.

One of the first works to highlight a bias in the output for Arbiter-based PUFs
was [I4]. New Arbiter-based constructions were developed to mitigate bias and
improve reliability [16], albeit under two different constructions, cMPUF and
rMPUF. The authors in [16] also claim that the constructions withstand the



reliability-based attack presented by Becker in [I] and ML attacks like [I5].
Our Contribution. The primary goal of this paper is to analyze several ex-
isting PUF's and propose an improved construction of PUF. An overview of our
contribution is described below.

- We first discuss a theoretical derivation for a bias in an n-bit Arbiter PUF
and n-bit k-XOR PUF (in Section [3).

- Next we discuss how the bias prevails in a Feedforward PUF construction
(in Section [d).

- In Section |5, we provide a general framework to theoretically analyze bias
and reliability of any Arbiter-based PUF construction.

- In Section[6] we introduce a new construction, S-PUF, and theoretically prove
that the bias reduces significantly. We then combine several S-PUF's to build
S»-PUF with negligible bias and very high reliability and discuss its security
against conventional machine learning attacks and Becker’s reliability based
attack [I] in Section [7] showing that it is the best PUF construction as far
as we know.

2 Background

2.1 Description of Arbiter-based Physically Unclonable Functions
and their variants

Using variations in a manufacturing process, Arbiter-based Physically Unclon-
able Functions generate a pseudorandom output based on an n-bit input. The
input is commonly referred to as challenge, and 1-bit output as response. The
function is said to be reliable, if it can produce the same response for ev-
ery n-bit input. Several studies have discussed the reliability of Arbiter-based
PUFs [182JT6I1]. We are going to treat Arbiter-based PUFs from a Boolean
function perspective, but before that we will explore the construction of Arbiter-
based PUFs as known by the research community [3I8I15].

Arbiter PUF. A general Arbiter PUF consists of two symmetrically placed
electrical paths consisting of n switches. A common pulse is transmitted at the
same time on both the paths and received at the end by an arbiter. Every switch
has a 1-bit input. If the input supplied to a switch is 0, the paths are not affected,
whereas an input of 1 will swap the two paths (see Figure [1)). Due to process
variations, the pulse will traverse one path faster than the other. The arbiter
simply generates the output as 0/1 depending on which pulse arrives first - the
top or the bottom. Since the inception of Arbiter PUFs, they have been shown
to be vulnerable against modeling attacks. One can model an arbiter PUF using
machine learning techniques like Logistic Regression and Neural Networks [I5],
given enough challenge-response pairs. This prompted the introduction of XOR-
based Arbiter PUFs and Feedforward PUF's.

k-XOR PUF. An k-XOR PUF combines the output of k£ Arbiter PUFs, each
fed with the same challenge vector C, by a simple XOR (see Figure [2]). The
Arbiter PUF can be seen as a XOR PUF with k = 1.
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Fig.1: An Arbiter PUF with n inputs.
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Fig. 2: k-XOR n-bit Arbiter PUF

Feedforward PUF. Another approach to construct Arbiter PUFs is to use
additional arbiters as feedforward links [§]. The delay differences between the
two paths after stage ¢; are checked using an arbiter, the output of which is fed
as an input to an additional switch t5. The input to the switch ¢, is denoted as
C,. The construction has been described in Figure
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Fig. 3: Design of a Feedforward PUF



2.2 Modeling Arbiter-based PUFs as Boolean functions

Arbiter PUF. An Arbiter PUF can be represented as a function of the challenge
and path delays due to the n switches. Here we follow the similar modeling as
described in [9]. Let A(n) be the difference between the top and bottom paths
of an n-length Arbiter PUF. It is customary to map the challenge and response
bits using f : {0,1} — {—1,1} using the signature f(z) = (1 — 2 - x) for all
x € {C'Ur}. From here, we will assume C; € {—1,1} and r € {—1, 1} using the
same mapping. The time taken by the pulse to traverse the two paths, top and

Y Arbiter

Fig. 4: The four possible delays a switch can introduce.

bottom, will be denoted as d;0p(n) and dportom (1) respectively. At each switch i,
four fixed, different values are introduced into the circuit, as shown in Figure [4
We denote these four delay values as p;, q;,r; and s; respectively. These p;, g,
r; and s; are randomly selected from a same normal distribution. So if the delay
values d¢0p (%) and Spottom () are known for some intermediate switch 4, we can
write 0uop(7 + 1) and Sporom (7 + 1) as:

. 1+C; , 1-C; ,
Btopli +1) = ——5 (i1 + Guop(3)) + ——5 (i1 + Buowom (1)) (1)

, 1+ C; , 1-G; .
Bbottom (i 1) = = (i1 + Obottom (1)) + —— " (ri1 + beop(i)- (2)

The difference between the top and bottom paths is A(). Subtracting Equations
and will give us the following relation:

Al +1) = Ciyr - A@G) + i41Cit1 + Bita, (3)

where o; = (’”;q") + (”;si),ﬁi = (p'i;‘“) - (”;Si). To simplify our expression,
we denote the parity of challenge bits, Py as: P = [[\, 41 Ci. By iteratively
using integers ¢+ > 0 in Equation and observing the pattern, the n'” term can
be written as a function of parity bits and the delay values p;, g;, r; and s;:

A(Tl) = Oélpo + (042 + ﬂl)Pl + ...+ (Oén + ﬂn—l)Pn—l + ﬂnpn, (4)

where P, = H?:,Hl C;, fork=0,1,...,n—1and P, = 1. Thus, an Arbiter PUF

with n-bit input can be expressed as polynomial expression of the following form,



A(C) = (P, D). Here P and D are the two vectors of n+1 length and (-, -) denotes
the standard inner product. The explicit form of P, D are P = (Py, P, ..., P,),
D = (a1,az + Br,a3 + B2, .-, an + Br-1, Bn)-

In the Equation (4]) it can be observed that P; € {—1,1} fori =0,1,...,n—1.
Now if the sign of A(C) is negative the PUF outputs 0 and if sign of A(C) is
positive then PUF outputs 1. We use the transformation @Q; = % on Equa-
tion fori=0,1,...,n—1 and Q,, = P,. After substituting P; = 1 — 2Q); for
1=0,1,...,n— 1 in Equation we have the following.

A(C) = a1(1 = 2Q0) + (a2 + 1)(1 = 2Q1) + (a3 + f2)(1 — 2Q2) 5)
+- (an + ﬂn—l)(l - 2Qn—1) + 6nQn
The response bit, r, is simply the sign value of A(n), that is, r = sgn(A(n)).
From Equation it can be noticed that, after the above mentioned transfor-
mation, the PUF becomes a function which takes 0 or 1 as input and depending
upon the sign of A(C) it outputs either 0 or 1. Complete PUF with n input can
be seen as a Boolean function f : {0,1}" — {0,1} involving n variables. The
number of variables will be n as P, is always a constant equal to 1, so the total
number of variable @, is essentially n.
k-XOR PUF. The XOR PUF is equivalent to an arbiter PUF for £ = 1. The
response bit 7 can be represented as: r = @le sgn(At(n)).
Feedforward PUF. A feedforward PUF uses an arbiter over the first ¢; stages,
and feeds the input to the switch ¢o as C},. We can represent this relation as:
Cy, = sgn(A(Cy,Cy, ..., Ct,)). We denote the response bit as: z = sgn(A(Cx)),
where

A(Cy) = a1(C1Cy---Cyy -+ Cy - Cr) + (g + B1)(Co - Cy, -~ Cyy -+ - Cy)
+ "'JF(Oétl Jrﬂtl—l)(ctl ...OtQ...Cn)+...+
+ (aty + Bt —1)(Cry -+ Cn) + -+ + (n + Br—1)Crn + Bn (6)

3 Theoretical estimation of the experimental bias
observed on r XOR PUF in [16]

In this section, we provide the exact theoretical estimation of the bias observed
n [I6]. We first recall the algebraic expression of the PUF which is described
in Equation (), namely A(C) = (P,D) = a1 Py + (as + B1)P1 + -+ + (o, +
Bn-1)Pn_1 + BnPy. Here, P, = [[}, ., Ci fork=0,1,...,n—1and P, = 1.
In our model, we construct two inputs to the PUF by modifying the sign of Cj.
We use ACx, ACk to denote AC corresponding to x and X respectively. It can
be noticed that all the monomials of ACx and AC% have the same sign, except
the first one a1 Py, as C is only involved in aq Py. It can be observed that ACy



and ACx will be of same sign if the following condition holds:

|1 Po| < [(a2 + B1)P1 + (a3 + B2)Po + - + (an + Bn=1)Pr—1 + BnPal
= Ja1| < |[(aza+ 1)P1+ (a3 + B2)Pa+ -+ (an + Bn1)Pr1 + BnPn|l  (7)
= |a1| < |X|, where X = (g + f1)P1 + (a3 + B2) P

+ o+ (an 4 Br-1)Pu1 + BnP. (8)

Here, o = Bz 4 L% and f§; = BioL — Bissi and py, g, 74, i follows N (u, o)
(i.e., normal distribution with mean p and standard deviation o). As p;, ¢;,
r; and s; follows the same normal distribution N (i, ), so p; — q;, i — 8; will
follow N(0,v/20). Hence o, B; will follow N(0,v20). We use o1 to denote
V20, so a; and f; will follow N(0,01). From Equation it can be seen that,
P; € {—1, 1}, S0 (02 —|—,81)P1 + (043 +ﬁ2)P2 +...+ (an +/8n—1)Pn—1 + Bn P, will
follow N(0,v2n — 10y) i.e., X ~ N(0,v/2n — 1o7).

From Equation we need to find the probability Pr[|a1| < |X |} This is

equivalent to find Pr [| << 1] . In the following lemma we will find the required
probability.

Lemma 1. If a; ~ N(0,01) and X ~ N(0,+/2n — 101), then Pr[|%| < 1] =

2 -1 1
1—;tan (\/m)

Proof. Here a; ~ N (0,01) and X ~ N(0,v/2n — 107). Firstly, we are interested

to check the distribution of 5. For simplicity, we use o2 to denote v/2n — 1o;.

Now, the probability density functions of the distribution of a; and X, denoted
2

>3

. . 1 )

by fa, (1) and fx(x), respectively, are given below f,, (a7) = VoL 20—
12

o0 < ay <oo; fx(x) = 21“126 205 — o0 <z < 0o. We consider y; = S and

y2=X,s0a; =y1yeand X = yo. If —00 < a3, < 00, then —oo < y1,y2 < 0.
As the two distribution are mutually independent, the joint distribution of o, X

a2 2 )
— 71_’_-’27‘
will be fo, x(a1,z) = 2M11026 <2"% 273/ . The joint distribution of yq,yo will
py) -
be, fy,y,(V1,y2) = 2m,—11a2€ 201 292 ) 4o, where —o0o < y1,y2 < 0o. Now we

are interested to find the distribution of y; i.e., fy, (y1), which is described below,

(v ﬁ) o1
fyr 1) = [700 fyr e (1, y2)dy2 = 5 lelaze 271208 yadys = %m
Our aim is to find the probability Pr[|St| < 1] i.e., for that we need to find
Pr(ly1| < 1]. To find this, we do the following,

Prl |<1]]/1 I oy \—H{tan*l B R }‘
" R RGO & =

o2

2 _1 (02 2 1 2 1 1
= —tan — ) =—tan" " (vV2n—-1)=1— —tan —_— ),
m <01> U ( ) T Vvan—1




where 03 = v/2n — 10y. Hence Pr[|§t| < 1] = _%tan_l(\/zrlfl)‘ =

From the result of the Lemma [I] the following result follows.
Lemma 2. Letx and X be two inputs to an n inputs PUF, where the first coordi-
nates of x and X are of opposite in sign. Let z and Z be the outputs corresponding

tox and X. Then Pr[z =% =1— 2tan™! (\/271?1)

From the Lemma [2 we have Pr[z = z] = 1 — 2tan™! ( L > =1+ (% -

2tan~ (5= ) ).
Now let us observe the bias for flipping t** bit of the input. Revisiting Equa-
tion , we have (without any flips):
AC)=0a1(Cr--Cp--Cp)+ (aa+B1)(Co- - Cp-Cp) + -+
+ (w4 + Be—1)(Cr -+ Cp) + (41 + Be) (Cpy1 -+ - Cp) + - -
+ (an + Bn-1)Pn—1+ Bn Py

Flipping the t* bit results in the following expression:

AC) = ~[n(Cr -+~ Cr--Co) 4 (a2 + B1) (Co- - Co- - C) + - -
+ (ar + Be—1)(Cr- - Cn)] + (apq1 + Be)(Crgr - Cp) + - - -
+ (an + ﬁnfl)Pnfl + ﬁnPn

We know that o ~ (0,012t — 1) and X ~ (0,01v/2n — 2t + 1), where o =
ai(Cr-+-Cp--Cp) + (ag + 1)(Co -+ Cp - Cp) + (g + B—1)(Cy - - - Cp) and X
= (OZt-i,-l + Bt)(ct+1 e Cn) +...+ (an + Bn—l)Pn—l + Bn P

Thus, the bias can be written as:

2 [ 2t—1
Priz=3=1— "tan" '/ —— . 9
rlz =2] T a 2n —2t+1 )

tth

Lemma 3. For two inputs x and X differing in the coordinate, we have

Priz=2=1-2tan", /21

Further, we are interested in finding the bias of m-XOR PUFs. For that we
use a Piling-up lemma, which is stated in Lemma [4 below.

Lemma 4. [I3] If Pr[X; =0 =p; = %Jrei, fori=1,....r, then Pr[@Xi =

i=1
1 r—1 |TI
0] = 5 + 2 11 (&

For a single PUF, we obtained that Prlz = z] =  + (% —2tan~! ( L ) )
-1

V2n—1
ie, Prlz=2] = % + €, where € = <§ — = tan (ﬁ) ) Now if we consider
r-XOR PUF with n inputs, then the bias of the same can be calculated from

Lemma [ which is stated in the following lemma.

1 2



Lemma 5. Let x and X be two inputs to an n inputs r-XOR PUF, where the

first coordinates of x and X are of opposite in sign. If z and Z are the outputs

corresponding to x and X, then Pr[z = Z] = % + 27", where € = (l -

2
2,0 —1 1

= tan ( T—l) )

This theoretical bias obtained in Lemmal[f]is exactly the same as the experimen-
tal bias observed in [16] for several » XOR PUFs with n inputs.

4 Theoretical estimation of the bias in Feedforward PUF

Let us assume we have an n-bit feedforward PUF with a single feedforward link.
The challenge vector is denoted by Cx = (C1, Ca, ..., Cy). We will assume the
input to the feedforward loop is taken after ¢, stages, and fed to switch ¢y so that
Ct, = sgn(A(Cy,Cy,...,C4)). We denote the response bit as: z = sgn(A(Cx))

A(Cy) = a1 (C1Co -+~ Cyy -+ Chy -+ Cn) + (ag + B1)(Co -+ Cyy -+ Cyy -+ Ch)
+ "'+(0ét1 +6t1—1)(ct1 "'Otg"‘cn)+"'+
+ (atg + /Btzfl)(ctz e Cn) +--- 4+ (an + anl)cn + ﬁn (10)
We are interested in calculating the bias of Az = z @ z, where 2z corresponds to

the input x and z corresponds to the input X. Here x and x differ only at the
first position. The following lemma proves the result.

Lemma 6. Let X and X be two inputs to a feed forward PUF which takes feed-
back from the t1 stage and feds to switch to. If the first coordinates of x and X
are of opposite signs and the others are of the same sign, then

1
V2n —1

22 1
1 1 1 2n—2to+1 V2n—1

— —tan = —————=tan
2 V2t —1 / 2652 ’
T ! L+ (2n—2t2j-1)(2n—1)

where z and Z correspond to the output bit corresponding to x and X.

2
Prlz=2=1- =tan™!
T

Proof. Flipping the first bit we have, Cy = Oy x—1and Cy, = A(Cy,Cy, ..., Cy),
where x = (C1,Cs,...,C4,,...,Cy) and X = (C1,Cy,...,Cyy, ..., Cy). Hence,
the sign of C}, will be different corresponding to x and x as C changes its sign.

One may note that the sign of C;, will change with probability % tan—!( \/2;1771)

when the first bit C; changes its sign (see Lemma . We consider two cases.
Case 1 (The sign of C}, is altered). Here C; = —C; and Cy, = —C},. The
Equation becomes:
A(Cy) = a1 (C1Cy -+~ Cy, -+ Chy - - Cp) — [(ag + B1)(Ca - Cp, -+ C, -+ - C)
+ oot (a4 Bra—1)(Cry -+ Cn)] + (atp41 + B, ) (Crarr -+ Cn)



It can be observed that the sign of A(Cx) and A(Ck) will remain the same for
x and X iff |o| < |X|, where o = (g + $1)(Ca-+-Cpy -+ Cy---Cp) + -+ +
(ty + Bry—1)(Crp -+ Cyp) and X = a1(C1C2-+-Cyy -+ Cpy -+ Cp) + (41 +
Bi,)(Cryr1 - Cn) + -+ (n + Bn-1) Cn + Bn. If ay, Bi ~ N(0,01) then a ~
N(0,0,) and X ~ N(0,0x), where 0, = 01y/2ty — 2, 0x = 01v/2n — 2t3 + 1.

This leads to, 7o = == Vnz_t;;z_ﬂ Hence, under this scenario Pr[z = Z|Case 1 holds] =

1—2tan™! o % (see Lemma .

Case 2 (The sign of C, is not altered). Here C; = —C} and C, = Cy,.
Now Equation becomes:

A(Cy) = —[a1(C1Cy -+ Cy, -+ Chy -+ Cly)]
+ (042 +51)(02 Gy o Cyy - ..C’n) 4+ 4 (Oét2 +5t271)(ct2 .. .Cn)
+ (y1 + B, )(Cryq1 -+ Cn) + -+ + (o + Br—1) Cn + Bn.

Here we have a = a1 (C1C2 -+ - C, -+ Ct, -+ C) and X = (aa+51)(Cay -+ Cyy - -+
Ciy - Cp) 4+ -+ + Bpn. As we know a ~ N(0,01) and X ~ N(0,01v/2n — 1),
Pr[z = z|Case 2 holds] = 1 — 2 tan™* \/2711j (see Lemma [2)).

It can be observed that Pr[Case 1 holds] = 2 tan™! \/ﬁ and Pr[Case 2 holds]
1

N Combining Case 1 and Case 2 we have,
Prlz = Z] = Pr[z = Z|Case 1 holds] x Pr[Case 1 holds]
+Pr[z = Z|Case 2 holds] x Pr[Case 2 holds]

2, V-2 2 1
= 1— —tan p——— — tan (7
™ \/2n—2t2+1 ™ \/2t1—1

+ (1 2ta -1 ! 1 2ta*1 !
_Ztant—— _ Ztapnt—
™ Van —1 s 2t1 — 1

=1—2tan?!
T

2t LAy
=1——tan”" ——=+ S tan” " ——=tan= ———
m V2n—1 w2 V2n —1 2, — 1

L V22 L1

——tan N ————=tan T ——
2 \/2n—2t2+1 \/21?1—1
L2 ]
=1—-—tan = ——
T V2n—1

V25 =2 1 )

4 1 .
—— tan —————=| tan ————— — tan
™ 2t1 —1

V2n —2ty +1 va2n —1

252 1
1 1 1 2n—2t2+1 V2n—1

tan

4
ﬁ \/2t1 —1 1 + 2to—2

(2n—2to+1)(2n—1)

The lemma is shown. O



5 Theoretical proof for a bias in any Arbiter PUF variant

In this section we will show several results on biases in any variant of Arbiter
PUF. Here, we assume that the variant is constructed by placing k& arbiters in
parallel, each supplied by the same challenge input C' = {C4,...,C,}, whereas
the outputs 1,79, ...,r, are combined to give a singular output r by a combiner
function f. First, we will develop a more general form of Piling-up Lemma that
will give us a way to handle the weight of an Arbiter PUF.

Theorem 1. Let I = {I;};_; be a partition of a set of n independent vari-
ables, say, {x1,22,..., 2} = LHh Ul UIs... Ul such that Iy N I; = ¢. Let
f:{0,1}" = {0,1}, defined as f = >y [1;e;, @i and Prlz; = 0] = p; = ite,
where €; represents the bias in x;. Then we have: Pr(f(x1,x2,...,2,) = 0) =
Pr [22:1 Hielk Ti = 0] = % + 2571 szl €r,, where e, = Pp, — %v P, =
1- Hielk(l — i)

Proof. We denote Priz; = 0] = p; Vi € {1,...,n}. Now since z; and x; are
independent, Pr{z;,z; = 0] =1 — Pr{z;z; = 1] =1 — [Pr[z; = 1]Pr[z; =1]] =
1—[(1—pi)(1 —p;)]. Similarly,

Pr H:ci:O]zl—Pr Hmizllzl—HPr[xizl]
iely, iely, i€l
—1-J[0-Pris =0 =1- J[ (1 —p).

i€l i€l

In terms of bias, Pr [HieIk 2, =0]=1- Hielk(% —€).

We will now use mathematical induction on the sum of product terms to
arrive at our result. Let us observe the behavior for the sum of two product
terms:

Pr Hxi—Fij:O

iel jeJ

el

= Pr pPr|[[z =0 +Pr

jeJ

Hl‘iZI

icl

Pr ijzl

jET

1
:P]PJJr(l*P[)(l*PJ):17P[*PJ+2P[PJ:§+2€]€J.

Let us assume the following holds true for r product terms: Pr {25:1 [Lics, i = O} =
5+ 27 I}_, e, For the (r +1)" term we have:

j=1iel; iel,
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Hence, for s partitions on the set I, we have:
Pr (Y1 [lies, wi] = 5 +2° ' [I;_ €1,., and the theorem is shown. 0

Corollary 1. When Priz; = 0] = p, for all z;, 1 < i < n, then Pr[f(z1, 22,
x,) =0] = % + 257 Th_y €1, , where €1, = Py, — %, Py, =1—(1—p)ll

We next concentrate on finding the bias of the output of several PUF's combined
via a Boolean function under the assumption that the probability of output of
each PUF changes is constant p.

Theorem 2. Let f:{0,1}" — {0,1} be a Boolean function with the 0-support
of f at a € {0,1}" given by Ql(ck(z ={z € {0,1}" : Cf(a) = —2" + 2k}. Let

Q](Ji;w) ={z € Qj(ckg : wt(z) = k}. Further, we assume that the probability of
any two input changes is Pr[z; + Z; = 0] = p, for all i, where Z; = x; + a;, for
a; € {0,1}™. Then

1 2n+1

Prif(zy,...,xn) = f(Z1,. -, %) = 57 Dy ZZ:O kpn = (1—p)* 9}72 2k

Proof. We will start with an example to clear up the following argument. We
take f(x1,x9,x3,24) = T1x2 + 2324 + 123274, Which has the autocorrelation
spectrum (16,0,0,0,8,0,—8,0,8,0,—8,0,8,0,—8,0) (the domain is ordered lex-
icographically). Therefore, taking into account the changes in the output for ev-
ery possible value of a;, where &; = z; + a;, we see that for a = (0,0, 0,0), there
are 16 values of z where f(x) = f(), for a = (0,0,0,1),(0,0,1,0),(0,0,1,1),
(0,1,0,1), (0,1,1,1), (1,0,0,1),(1,0,1,1),(1,1,0,1), (1,1,1,1) since the auto-
correlation coefficient is 0, it means that there are 8 values of x (for each case),
where f(z) = f(2), for a« = (0,1,0,0), (1,0,0,0), (1,1,0,0), since the auto-
correlation coefficient is 8, there are 12 values of x, where f(z) = f(Z) (and
consequently, 4 values of « where f(x) = f(2)+1), for a = (0,1,1,0), (1,0,1,0),
(1,1,1,0), since the autocorrelation coefficient is —8, there are 4 values of x,



where f(z) = f(Z). Recall now that Pr{z; = &;] = p, and so partitioning the
set of vectors a into vectors of the same weight whose autocorrelation coefficient
is constant 24 — 2k € {—8,0,8} (observe that for the autocorrelation coefficient
—16 there are no values of = such that f(z) = f(Z)). Precisely,
— (7812) (7873) (7872) (071) (0’2) (0’3) (0’4) (871)
2y =12; U £2y U §2; U2, U277 U8 U2 U2y
(8,2) (16,0)
U2 u0y

where the first label represents the autocorrelation coefficient and the second is
the weight of the vectors, for example Q}—&?) ={(0,1,1,0),(1,0,1,0)}, we get

16 - Pr[f($1,$2,x3,x4) +f(®17:%27i.37‘%4)]

—4.p%(1— ‘9( 82)‘+4 (1 ‘Q( 83)‘+8 P —p ’9(01’
+8-p2(1-p)? |27 + 8- p(1 - p)? ‘9(0’3‘4-8- 1-p)t 2]
F12.p%(1 - )]Q(“ ]+12 P21 — ‘(281)‘—1—16 ‘95}6‘”\

= 40p*(1 — p) + 44p*(1 — p)? —|—28p(1— p)® 4+ 8(1 — p)* + 16p*.

Now, for the general case, we let, for k > 1 (recall that the autocorrelation

coefficients are all even) Q} 22k w) _ ={a : C¢(a) = —2" +2k,wt(a) = w}, and
reasoning exactly as in the example above, we get the probability

AN}

Prif(z1, .. an) = f(@1, ..., 5n) anzkpn w(y )w\n}”"“’““ﬂ .

k=1w=0

We will now conduct experiments and verify Theorem [2| on various combiner
functions.

5.1 Experimental verification with variants of Arbiter PUFs.

We have verified Theorem [2] for various combiner functions and few of them
are mentioned in this section. The experiments have been conducted using C
programming. One may note that theoretical parameters do not depend on the
delay parameters (i.e., distribution parameters), so for our experiments we have
considered standard pseudorandom generators like Irand(), srand().

PUF Type Combiner Function Experimental| Theoretical Bias
and parameters Bias (Theorem
k-XOR f=x14+x2+23+2x4,n=10and k =4 0.630 0.629
(n, k)-MPUF| f = z12506 + 220576 + T2Z5 + T3T5T6
[16] +x3T6 + TaX5Te + Taks + TaTe + T4 0.759 0.760
n=10and k=2




6 S-PUF construction: Improving the SAC property

In this section, we propose a new Arbiter-based PUF construction to improve its
SAC property, using only two Arbiter PUFs. The construction not only shows
a significant improvement in the SAC property over other PUF constructions
but also has a reliability of an 2-XOR PUF. We denote this new construction as
S-PUF, since it involves a circular ‘shift’ of the challenge vector.

The construction involves two n-bit Arbiter PUF's, where the input C =
{C1,C4,...,Cp} of the first Arbiter PUF is shifted by n/2 positions and fed to
the second Arbiter PUF as the input:

é:{Cn/27cn/2+17"‘7C’rLaCl7"'7077,/2—1}7 (11)

where C' is the input to the second Arbiter. The output of two PUFs is simply
XORed to produce the output.

6.1 Design rationale

The motivation arises from Lemma [3] where we try to find the value of ¢ with

i - A 1241 [ 2= _ 112, -1 [_2t—1
minimum bias: Pr[z = Z] = 1 — = tan Teiil — 33— 3 tan v
_ 1 ! r_ 1 2 -1 2t—1 : r_ R A
= 5 + ¢, where ¢ = 5 — =tan \ neiT Putting ¢ = 0 we have: ¢ =
12, -1 2—1  _ -1 2%-1  _ = _ [n+l ntl1
3 tan 241 — 0 = tan \Van—stri 1 T t=["5"]or [*5~].

For even n we have experimentally observed that ¢ = L"%’lj i.e., t = 5 provides

the lowest bias. For odd n the bias will be lowest for ¢t = ”TH As in general n is
even, we assume t = 4.

For a k-XOR PUF, when a challenge bit is flipped, the same bias is observed
in every participant Arbiter PUF contributing to the XOR. However, in the S-
PUF construction we move the flip position to a different location for the second
Arbiter PUF to reduce the bias as much as possible. Note that since it is not
possible to move every bit flip to (%) in the second Arbiter PUF, we choose
the next best available position for the same. This construction comes with no

additional requirement of hardware or memory, as shown in Figure

6.2 Bias in the S-PUF construction

Now let us observe the bias in the S-PUF, as proposed. Using the Piling-up
Lemma and Equation (3)), we have:

1
P?“[Z: ]:§+6162
1 /1 2, [ 2-1 1 2, [ %-1
== -y e I =t e
2+(2 oo \/2n—2t1+1)<2 Vo oty 11
1

We take to = ((t1 + (3) —2)modn) + 1.



I 4{ s ‘ o Arbiter
' i ' i ,
c,=0 c=1 c,=0 c,=1 Outpu)
I 4{ s ‘ o Arbiter
f f ¥ ¥
C.n=0 Copn=1 Ch2e2=0 Cipy=1

Fig.5: S-PUF construction with only two Arbiter PUFs
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7 Constructions of S,,-PUF's

An S-PUF construction consisting of 2 Arbiter PUF has very good SAC property,
but is very weak against model-building attacks. An S-PUF will have a similar
level of security as that of a 2-XOR PUF against linear programming and ML
attacks. Hence, we need to use multiple Arbiter PUFs to fend off model building
attacks. We will describe a special combiner function which will take inputs
from several S-PUFs and produce a 1-bit response. Combined together, we call
this new PUF construction, an S,,-PUF. Therefore, an S,,-PUF is composed of
n S-PUFs (where each S-PUF is as mentioned in Section @ For the following
combiner functions: f1 (x) =21 +T2X3+T4T5T6 + T7X8T9XL10 + T11L12L13L14L 15,
Ja(x) = Z122x324%5 + TeT7T3T9T10 + T10T11L12213%14T15, f3(T) = T14 + 215 +
T1ToX3T4T5 + TeXrTT9T10 + LT10X11T12213, the reliabilities have been described
in Table [I] We notice that the functions mentioned in Table [I] provide good
reliabilities. We also observe that other cryptographic properties of the functions
f1, fo and f3 are not very good. We mention some cryptographic properties
of these function in Table [2| Note that the functions fi, fo and f3 are either
highly biased towards 0 or do not have good nonlinearity even if they produce
good reliability. We need a function which has good nonlinearity and produces



Arbiters used|Combiner Function|Reliability of single PUF|Overall Reliability
30 fi 0.96 0.87
30 f2 0.96 0.97
30 f3 0.96 0.89

Table 1: Reliability for S-PUF with combiner

Function|Variables|Nonlinearity| Bias
f 15 11344 0.5
f2 15 2404 0.073
f3 15 3664 0.5

Table 2: Cryptographic properties of combiner functions

reasonable good reliability. We observed that the M-M (Maiorana-McFarland)
bent functions [I1] which have the highest nonlinearity produce reasonable good
reliability. The general algebraic normal form of an M-M bent function involving
2n number of variables is f(z,y) = ¢(z) - y + g(x), where z,y € {0,1}", ¢(y)
is a permutation and g is a Boolean function on n variables. For our combiner
function we assume g(y) = 0 (as it provides good reliability), i.e., the combiner
function is f(z,y) = ¢(z) - y. In Table [3| we provide reliabilities of different S-
PUFs, when we consider f(z,y) = ¢(z) - y as the combiner function. Here, our
prime assumption is that the input to the combiner function must be even.

Arbiters used|Input to the combiner|Reliability|Nonlinearity| Bias
24 12 0.81 2016 0.4922
28 14 0.78 8128 0.4960
32 16 0.76 32640  |0.4980

Table 3: S-PUF with f(x,y) = ¢(x) - y as combiner function

7.1 Security discussions on S,,-PUF's

All Arbiter-based PUF's are susceptible to model-building attacks through Ma-
chine Learning techniques like LR and SVM [15]. In [1], it was shown that only
a linear increase in the number of CRPs is required to build a robust model to
cryptanalyze XOR PUFs. Keeping these results in mind, we stand in the favor
of S,,-PUFs using a two-fold argument:

Security against Conventional Machine Learning Attacks. Note that
current ML techniques (apart from Becker’s reliability attack reported in [I])
have only been able to attack up to 6-XOR PUFs (as reported in [15]). Hence,
we choose S15 PUF (involving 24 Arbiter XOR PUFSs) to be sufficiently safe
against any modern machine learning attack known to us. A 24-XOR PUF will
have very low reliability, while S12-PUF performs very well in terms of reliability
(see Table [3) and the SAC property (see Section [6]).

Security against Becker’s Attack in [I]. Becker’s attack uses the random-
ness of CMA-ES algorithm to converge at a solution. The attacks proceeds with



measuring reliability values of each PUF in the n-XOR PUF as hg, hy,...,hp—1
and generating a random n-XOR PUF model and measuring the reliability of
each of its constituent PUFs as iLO,iLl, e hn_1. Note that we cannot obtain
reliability values of constituent PUF's in a n-XOR, PUF directly. For this, the

author explains in [I, Section 5.2]: “Let us assume for a PUF model « and for

a challenge 52 of one of the n Arbiter PUFs, the expected reliability is low, i.e.,
h = 0. Then the measured reliability h; should also be low, since a bit flip of one
of the response bits that are XORed directly results in a bit flip of the output of
an XOR PUF. Hence, in this case the measured reliability h; matches with the
computed reliability h;. If the computed reliability for the challenge ®; is high,
i.e., h; = 1, and the observed reliability is also high, the computed and observed
reliability vectors match each other.” Note that a “bit flip” in any constituent
Arbiter PUFs for an S,,-PUF does not mean a necessary effect in the output, due
to the nature of the M-M type construction. Thus the reliability parameters can-
not be obtained to mount the attack. Further, the reliability of each PUF is not
equally represented in the output reliability of S,,-PUF due to high nonlinearity
of the combiner function, making it even more difficult to model. Combining
this with several factors such as the ability to use as large number of Arbiter
PUFs (increasing n) is possible while maintaining very good reliability (PUFs
exhibiting higher reliability make Becker’s attack even more difficult), S,-PUF
can defend reliability based attacks quite well if not completely circumvent it.

8 Experimental results

The proposed S-PUF is implemented in Verilog with placement constraints. The
designed PUF is tested on Nexys-4 DDR, Artix-7 FPGA board. The responses for
a given challenge to the PUF are recorded using a serial communication UART
protocol. Next, we will discuss about the performance metrics of the PUF and
the implications of those in deriving a security key.

The main functionality of a PUF is it should be able to generate all possible
combinations of the output in the response. In an ideal case, for a PUF with
16-bit challenge should be able to produce different 2'6 combinations of out-
puts. That means each challenge should have a unique response. To validate this
behavior, the Hamming distance of the response is plotted to check the distribu-
tion of the response. A test case of challenges with a one-bit flip in consecutive
challenges are given to the PUF and the responses are recorded. This Hamming
distance is also known as the Intra Hamming distance and can be expressed as
Intra Hamming distance = Zle % % 100; here, k is the total number
of challenges given to the PUF, R; and R;; are the responses to the challenges
C; and C;41, respectively. Figure @ is the plot displaying the Hamming distance
of the responses with the iterations. The plot is like a Gaussian plot with a
maximum at the half of its response length. Moreover, the plot shows that the
proposed S-PUF is able to generate different combinations of the responses over
its length.



The response from the PUF is mostly used as a security key or as an encryp-
tion key. The key must have few properties such as the key must be uniformly
distributed in nature and it should be noise free. Based on these requirements, the
few parameters for the PUF are defined as uniqueness, uniformity, bit-aliasing
and reliability.

Intra chip Hamming Distances
2500

2000
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30 40

Amount of Similar Bit Differences
o
g

“"hr

60 0
Hamming Distance of 128-bit PUF

Fig. 6: Hamming distance of a 128-bit S-PUF on a Nexys-4 DDR Artix-7 FPGA

Uniqueness. The physical significance of uniqueness is how uniquely the PUF
can distinguish its output from one device to the other of same configuration.
That is, the same PUF design on two different chips (or devices) of the same
configuration should not give the same output. The uniqueness of the PUF design
is evaluated using the inter chip Hamming distance and the same is expressed
as Uniqueness = 251:11 Z?:iﬂ w x 100. Here, k is the number of chips
considered for experiment. The inter chip Hamming distance is calculated as the
Hamming distance between R; and R;, where R; and R; are the responses of
the PUF to the same challenge C' from two different chips (FPGA) FPGA; and
FPGA,. The ideal value of uniqueness is 50%, that is, half of the bits should
be different. From the plot it is clear that the proposed S-PUF has a maximum
Inter Hamming distance at half of its response length, therefore, the uniqueness
of the PUF is 50%. Uniqueness is calculated over two FPGAs of same family.
Uniformity. The response of the PUF should satisfy the condition of having
an equal number of 0’s and 1’s in the response, to use it as a security key. The
uniformity of a chip is calculated as Uniformity = %ZZ=1 R[k] x 100. Here, k
is the bit position and n is the length of the response. The ideal value of the
uniformity is 50%. Since all possible responses are considered to calculate the
average, the value might deviate slightly. The maximum, minimum and average
values of the uniformity can be considered, while evaluating the design.
Bit-aliasing. The physical significance of the bit-aliasing parameter is whether
any particular bit position in the response is permanently sourced to either 0 or
1. The response bit must be derived from the applied challenge and the physical
properties of the circuit. When bit-aliasing happens, different chips produce the
same response irrespective of the challenge given. The bit aliasing of a particular
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Fig. 7: Uniqueness of a 128-bit S-PUF on two Nexys-4 DDR Artix-7 FPGA’s
with same challenge set

bit position over different chips is calculated as bit-alising, = % Zle R;[p]. Here,
k is the number of chips used for experiment, R;[p] is the p‘"-bit of the response
(R;) of chip i. The ideal value of bit—aliasing is 50%, which indicates the equal
distribution of 0 and 1.

Reliability. Reliability is one of the main concerns in today’s electronic devices
and systems. Similarly, the reliability of the PUF is an important metric to use
PUF as a security primitive. The significance of the reliability of PUF translates
to how efficiently a PUF can reproduce the same response bits under different
situations. The situations can be the aging effect, the heating of the device or
variations in the voltage levels of the output. Since, today’s electronic circuits
are more prone to the noise, any variation in the response bits will not serve the
purpose of the PUF:

" HD(R;,R!
1D = L2 D@ R (13)
m n

reliability = (100 — IHD)%. (14)

The reliability of the PUF is calculated by using the intra Hamming distance
of the response for same challenge given for several iterations. The reliability
can be calculated from the Equations and ; here, n is the length of
the response R; and m is the total number of iterations. The ideal value of the
reliability is 100%. Usually, for a good PUF design, the reliability is varied by a
few error bits.

From the plot shown in Figure [8] it can be observed that the reliability of
the PUF is very good. The maximum error in a response is about 20 bits, which
can be recovered using some error correction mechanism. The error occurred
can be easily recovered using an error correction code scheme such as BCH, or
Reed-Solomon codes.

8.1 Comparison of the S-PUF results

The comparison of the PUF metrics studied above are summarized here with
few existing designs. The designs presented in [5] have two variations one with
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Fig. 8: Reliability of a 128-bit S-PUF on a Nexys-4 DDR Artix-7 FPGA

the post characterization(CHAR) and other one including the error correction
capability (CHAR & MAJ). Table [4] summarizes the metrics and it is evident
that the proposed S-PUF has a good performance.

Parameter |Proposed|Ring oscillator Original‘CHAR‘CHAR & MAJ
S-PUF PUF [17] Design [5]
Uniqueness| 50 % 49.22 48.52 | 45.60 45.60
Uniformity | 49.9% 48.5 51.06 | 50.60 50.54
Reliability | 92 % 99.99 92.00 | 98.87 99.58
Bit-aliasing| 51.7 % 47.89 43.52 | 43.52 43.52

Table 4: Comparison of the S-PUF with few existing designs; Reliability of the
design is without ECC while the other designs with ECC

9 Conclusion

In this paper, we have provided a theoretical estimation of the previously ob-
served experimental bias. We noticed that these biases do not depend on the
parameters of the distribution. These theoretical proofs of biases are also ex-
perimentally verified by doing several experiments in hardware, as well as in
software. From our theoretical estimates, the biases of several PUFs with large
inputs can be determined, which is not possible, computationally. Further, we in-
troduce a new construction of a PUF, which overcomes these biases. We want to
point out that our new construction is secure against existing attack techniques.
The proposed S-PUF is implemented in an Artix-7 FPGA and we observe that
the S-PUF has a good uniqueness, bit-aliasing and uniformity. The design also
has a good reliability of 92%, where the error can be recovered using some error
correction mechanism.
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