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Abstract

In this paper we define a notion of partial APNness and find various
characterizations and constructions of classes of functions satisfying
this condition. We connect this notion to the known conjecture that
APN functions modified at a point cannot remain APN. In the second
part of the paper, we find conditions for some transformations not to
be partially APN, and in the process, we find classes of functions that
are never APN for infinitely many extensions of the prime field Fs,
extending some earlier results of Leander and Rodier.
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1 Introduction

The objects of this study are Boolean functions and some of their differential
properties. We will introduce here only some needed notions, and the reader
can consult [2, 6, 7, 10] for more on Boolean functions.

Let n be a positive integer and Fan denote the finite field with 2™ ele-
ments, and F5,, = Fan\{0}. Further, let 4" denote the m-dimensional vector
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space over F5. We call a function from For to Fo a Boolean function on n

variables. For f : Fon — Fy we define the Walsh-Hadamard transform to be

the integer-valued function Wy(u) = Z (1) @+ TT W) ) € Fyn, where
(EGFQTL

Tr] : Fon — Fg is the absolute trace function, given by Tr(x) = Z:‘L;ol P

This transform satisfies Parseval’s relation Z Wi(a)? = 22m.

a€Fon
Given a Boolean function f, the derivative of f with respect to a € Fon

is the Boolean function D, f(z) = f(x + a) + f(z), for all z € Fan.

For positive integers n and m, any map F : Fy — TF3' is called a
vectorial Boolean function, or (n,m)-function. When m = n, F can be
uniquely represented as a univariate polynomial over Fon (using the nat-
ural identification of the finite field with the vector space) of the form
F(x) = Z?ia Ya;ix?, a; € Fon. The algebraic degree of F is then the largest
Hamming weight of the exponents i with a; # 0. For an (n, m)-function F,
we define the Walsh transform Wpg(a,b) to be the Walsh-Hadamard trans-
form of its component function Tr7*(bF(z)) at a, that is,

Wr(a,b) = Z (—1) BT OFENFT () - where a € Fan, b € Fom.
z€Fon

For an (n,n)-function F', and a,b € Fan, we let Ap(a,b) = #{x € Fan :
F(z + a) + F(x) = b}, where #S denotes the cardinality of a set S. We
call the quantity Ap = max{Ap(a,b) : a,b € Fan,a # 0} the differential
uniformity of F. If Ap < §, then we say that F' is differentially d-uniform.
If § = 2, then F is called an almost perfect nonlinear (APN) function. There
are many useful characterizations and properties of APN functions, some of
which are stated below (see [3, 7, 8, 15]).

Lemma 1.1. Let F' be an (n,n)-function. The following hold:

(1) we have Z Wi(a,b) > 23"1(3.2"71 1), with equality if and only
a,bEan
if F' is APN,;
(i4) if F(0) =0 and F is APN, then > Wi(a,b) = 2°"1(3.2"" 1 —1);
a,bGan
(1i1) (Rodier Condition) F is APN if and only if all the points xz,y,z sat-
isfying F(x) + F(y) + F(z) + F(x +y + z) = 0, belong to the curve
(+y)(z+2)(y+2)=0.

We next introduce the notion of a partial APN function.
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Definition 1.2. Let g € Fan. We call an (n,n)-function F' a (partial) xo-
APN function, or simply xo-APN function, if all the points u, v satisfying
F(z9)+ F(u) 4+ F(v) + F(z¢o +u+wv) = 0, belong to the curve (zg+ u)(zo+
v)(u+v)=0.

Alternatively, we can say that a function F' is z¢-APN if for any a # 0
the equation F(x 4+ a) + F(x) = F(x9 + a) + F(x¢) has only two solutions.
Certainly, an APN function is an z¢o-APN for any point xg.

A function F is called weakly APN if for any a # 0 the function F'(z+a)+
F(x) takes at least 2"~ 2 + 1 different values (see [5]). Note that the notion
of partial APN function differs from the notion of weakly APN function.
For example, it can be checked that F(z) = 22" 2 over Fan with n even is
weakly APN but not zg-APN, for zg € Fan. On the other hand, F(z) = z”
over Fai1 is 0-APN but not weakly APN.

Our proposal for the partial APN concept comes from a study of the
conjecture in [3], which claims that for n > 3 an APN function modified at
a point cannot remain APN. While the start of this work has some initial
study overlap with [3], our ultimate goal is to investigate the partial APN
concept.

Our paper is organized as follows. In Section 2 we introduce the one
point modification of an (n,n)-function and investigate its Walsh coeffi-
cients’ third and fourth moments as compared to the original function. We
further give a (local-global principle) characterization for the APNess of the
modified version of an APN function, which was the original starting point of
this investigation. A conjecture is proposed here, slightly strengthening the
original conjecture of [3]. Section 3 contains a standalone characterization of
the partial APN concept in terms of the third moments. In Section 4 we con-
tinue with some constructions and characterization of the pAPN property
for monomial functions (in particular, we show that for power functions, the
PAPN at a nonzero point will imply APNess, and, in general, the pAPNess
at a nonzero point will imply APNess for quadratic functions). In Section 5,
in the spirit of Rodier et al. we concentrate on the various linear transforma-
tions of some functions to show (non)pAPNess and in the process we show
a much stronger version of a result by Leander and Rodier [12]. Section 6
contains the conclusion and further comments.

2 Boolean functions modified at a point

Let F' : Fon — [Fon and consider an arbitrary point zg € Fon and some
nonzero € € F},. Denote yo = F(z0) and y; = yo + €. Then the function F’
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over Fon defined by
F if
F/(.T) — { (1:) nr # Zo (1)

Y1 if x = x9

is called a (single point) (zo, €)-modification of F.
It is rather easy to show that there are single point modifications of an
APN function F that are not APN.

Proposition 2.1. If an (n,n)-function F is APN for n > 1, then for any
xo € Fon there exists € € F5, such that the (xo, €)-modification of F' is not
APN.

Proof. Suppose F' is APN and xg € Fon is given. Take y, z € Fon such that
x0, y and z are distinct and let F’ be the (zg,e = F(y) + F(z) + F(zo +
y + z) — F(z0))-modification of F. Then we have F'(x) # F(zo) since F is
APN and F'(x¢) + F'(y) + F'(2) + F'(zo + y + 2) = 0 so that F’ cannot be
APN. O

Next, we find some necessary and sufficient conditions for an (g, €)-
modification of a given function to be partially APN.

2.1 Preliminary lemmas

Lemma 2.2. Let F be an (n,n)-function and F' be an (xq, €)-modification
of F for xzo,y1 = yo + € € Fan and y1 # yo = F(x0). Then,

Wei(a,b) = We(a, b) — (—1) T @otbyo) (1 — (—1)Tri(be)y,

Proof. We have

WF’ (CL, b) _ Z (_1)Tr?(bF’(a:)+a:n) _ Z (_1)Tr?(bF(x)+aa:) + (_1)Tr?(by1+aa70)
z€Fon TH#Xo
_ Z (_1)Tr?(bF(:c)+az) + (_1)Tr§‘(a,mo+by1) _ (_1)Tr?(azo+byo)’
zE€Fon
which justifies our claim. O

For any given elements a, b € Fon, we let Fr(a,b) = (—1)T7(@20+bv0) D (p),
where Dp(b) = 1 — (—1)T7 (€ Note that Er(a,b) depends on xg, 3o, y1.
The following lemma can be easily shown by induction.
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Lemma 2.3. Let F be an (n,n)-function and let xo,y1 € Fan with y1 #
Yo = F(z0) and € = yo + y1. Then for any integer m > 1 and any elements
a,b € Fon, we have

(i) E2m(a,b) =22""1Dp(b), and
(i) EF"(a,b) = 2°™Ep(a,b).

2.2 The third and fourth moments and an APN characterization
of a one point modification of an APN function

1 if2=0

In the following we make use of the Kronecker function dg(z) = )
0 if z#0.

Theorem 2.4. Let F be an (n,n)-function and F' be its (zo, €)-modification
for some xo,y1 = yo + € € Fon with y1 # yo = F(xo). Then the following
hold:

41 n
() 7 Y Whab) = Wh(ah) = > Wha,b)Br(a,b) - (3-2" -
a,beFqn a,beFan
22n+1);

(i) Y (Wi(a,b) = Whi(a,b) =3 > Wi(a,b)Ep(a,b) —3-2°""!
a,beFan a,belFon

+(80(F(0)) = doy1 — o + F(0))) + 22" 28g(x0) (8o (y0) — do(y1)) -

Proof. We show (i) first. Taking fourth powers in the identity W+ (a,b) =
Wr(a,b) — Ep(a,b) of Lemma 2.2 and applying Lemma 2.3, we get

> (Wh(a,b) = Wii(a,b))
a,belFon
= > (4Wi(a,b)Er(a,b) — 6WE(a,b)Ex(a,b) + 4Wr(a,b) E¥(a,b) — Ef(a, b))
a,beEFgn
= > (4Wi(a,b)Er(a,b) — 12W3(a,b)Dr(b) + 16Wp(a,b)Ep(a,b) — 8Dp (b)) .
a,bEFan

Thus,

1Y Wk b) - Whia,b)
a,bEan

= Z (Wi (a,b)Er(a,b) — 3W(a,b)Dp(b) + 4Wr(a,b)Ep(a,b) — 2Dp(b)) .
a,bG]FQn
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We now observe that Z Dp(b) =2" Z Dp(b) =27 Z (1_(_1)“?(176)) —
(l,bEan bGFQH belen

22" since > beFom (=1)T () = 0 when € # 0. Further, by Parseval’s identity

weget Y Wi(a,b)Dp(b)= Y Dp(b) > Wh(a,b)=2"" " Dp(b) =
a,beEFan beFon a€lFon beFon
23" Finally, we use the inverse Walsh-Hadamard transform to obtain

Y. Wr(a.b)Ep(ab)= Y (-1)T0EWRrat) pyp)

a,bEFon a,b,u€lFon

= Y | Delb)(—1)TEOE® ) T ()T (a(uro)

b,uclFon a€Fon
=2 ) (DF(b)(—1)Tr?(b(F($°)+y0>>) =2" )" Dp(b) =2°"
beFon

belFon
Combining the above results, we obtain

i > (Wi(a,b) = Whi(a,b)) = > Wh(a,b)Er(a,b) — (32" — 22"1),

a,beEFan a,beFan
and our first claim is shown.

By a similar argument as in part (i), we obtain

> (Wi(a,b) — Wii(a,b))

a,bEFQn
= Y (3WE(a,b)Er(a,b) — 3Wr(a,b)Ex(a,b) + E(a,b)) (2)
a,bEan
=3 ) Wh(a,b)Ep(a,b) =6 > Wp(a,b)Dp(b)+4 Y Ep(a,b).
a,beFon a,beFon a,beFon
Furthermore, with € = y; — yg, we compute
S" Wr(a,b)Dr(b)
a,bE]FQn
= (1_(_1)va<be>) S () TEOFm) T ()T ()
bEIFQ’n UEFQ'IL GGFQTL
_9n Z (1 _ (_1)Tr?(be)> (—1) BT OFO)
beFon

=" Z (—1) D1 (bF0) _ Z (—1) T8 (bv1—vo+F(0))

belFon belFon

6
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= 27" (8o(F(0)) — do(y1 — yo + F(0))),

and

S Eplab)= Y (—1)Pieotw) (1 _ (_1)Tr?(b(y1—y0)))

a,beFyn a,beFon

= 2260 (z0) (Jo(yo) — do(y1)).

Using these identities in (2), we obtain

> (Wi(a,b) = Wii(a,b))

a,bEFQn
=3 > Wi(a,b)Ep(a,b) —3- 2> (80(F(0)) — do(y1 — yo + F(0)))
a,bGIFQn
+ 22260 (x0) (d0(yo) — o(y1)) ,
and the theorem is shown. O

Corollary 2.5. Let F' be an (n,n)-function satisfying F(0) =0, and zo €
Fon, € € F5.. Let further F' be its (o, €)-modification. Then we have, with
y1 = F(xo) +e:

(a) if xo =yo =0 then y1 # 0 and

S Wh(ab) - Wh(a.h) =3 S Wh(a.b)Ep(a.b) - 22"

a,beFqn a,bEFan
(b) if xo # O then

> (Wi(a,b) = Wii(a,b)) =3 > Wi(a,b)Er(a,b) — 322",

a,bEFon a,bEFon

Proof. Follows easily from Theorem 2.4 (it). O

Corollary 2.6. Let F' be an APN (n,n)-function satisfying F(0) = 0. Let
xo = 0 =yo, and let F" be the (0, €)-modification of F. Then, F' is APN if
and only if

> Wi(a,b)(-1)T) = 0.

a,b€Fon
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Proof. By Lemma 1.1, Z Wi(a,b) = 23"T1(3.2771-1), and Z Wi(a,b) =
a,beFon a,b€Fyn
22713 9"=1 _1). Also, by the same lemma, F’ is APN if and only if
> Wii(a,b) =23 (3. 2771 —1). This, together with Theorem 2.4 (i),
a,beFon
implies that F”’ is APN if and only if

Z W?T(aa b)Er(a,b) =3 - 93n _ 92n+1
a7b6]F2n

On the other hand, since zy = 0 = 3o, Er(a,b) = Dp(a,b) = 1 —(—1)T1(9),
and

S Wia,h)Ep(ab) = Y Wia,b)— Y Wi(a,b)(—1)T 9

a,b€Fyn a,belFan a,belFon
_ 22n+1(3 Lon—l 1) o Z W})}(a, b)(_l)Tr?(be)_
a,bEFon

This, together with the previous corollary, gives the sufficient and necessary
condition Y, yer. Wi(a,b)(—=1)"1 ) = 0. O
2.3 A local-global principle of APNess

In this subsection we will show that a single point modification of an APN
function is APN if and only if is partially APN.

Theorem 2.7. Let F be an (n,n)-function and F' be its (xq, €)-modification,
y1 =yo+ €. For any x,y € Fan, let

Toy = {(u,0) €F: (uta)(v+a)(utv) £0,
F(u)+ F(v) + Flu+v+2z)+y =0},
Szy = {u€lFom:F(u)+ Flu+z)+y=0}
Then:

Z W?’(a7 b)Ep(a,b) = 22" (3-2" -2+ # Lo ,yo — #Twom) )
(l,bEFQn

> Wi(a,b)Ep(a,b) = 22" (#Sk.yy — #Sz0)

a,b€Fon
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Proof. To show (i), we write

Z W?:(a,b)EF(a,b) = Z (17(71)Tr?(b5))

a,bEFyn a,b€Fyn
$ (—) O @+ w)+50) (1) Te (a(uto-+wao))
u,0,wEFyn
= ¥ (1_(_1)Tr?<bs>) (—1) T O(F () +F () +F (w)+0)
b,u,v,wEFn

. Z (_ 1)Tr’f (a(utv+w+zo))

a€lFon
Y (1 _ (_1)%’{‘@6)) (1) (B F )+ F otz +n)
b,U,UEFQn
=2" Z Z (71)Tr?(b(F(U)+F(v)+F(u+v+ro)+yo)) (3)
u7UeF2" bEFQn
_ Z (_1)Tr’f(b(F(U)+F(v)+F(u+v+mo)+y1)) ' ()
beFn

Now, the inner sums in (3) and (4) will be zero unless one of the expo-
nents is zero, that is, unless F(u) + F(v) + F(u+ v + xo) + F(z9) = 0 or
F(u)+ F(v) + F(u+v +x0) +y1 = 0.

Since there are 3-2" —2 pairs (u, v) satisfying (u+xo)(v+xo)(u+v) =0,
the above equation becomes

Z Wl%'(av b)Erp(a,b) = 22" (3-2" =2+ #Lvoyo — #Txo,lh) )
a,bEan

and the first claim is proven. To show (ii) we write

Z W%(a,b)EF(a,b): Z Z (_1)Tr’f(a(u+v+mo)+b(F(u)+F(v)+yO))

a,beFon a,beFon u,v€EFgn

u,vEFon

_ Z (— 1)Tr?(a(u+v+ro)+b(F(U)+F(v)+y1)))

= Z Z ((—1)Tr?(b(F(u)+F(U)+yO))_(_1)Tr?(b(F(u)+F(y)+y1))>

beFon u,velFon
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- Y (1) auroreo)

ae]an
—9on Z Z ((_1)Tr?(b(F(u)—Q—F(u—l—mo)—&—yo)) _ (_1)Tr’f(b(F(u)+F(u+zo)+yl)))
u€EFon beFon
= 2% (|S€vo,y0‘ - ’S$07y1|) )

and the theorem is proven. O

Note that in the above theorem we in fact showed that

ST Wi(a,b)(—1) T emotbi) — 92n (3.0 _ g4 uT, ),
a,b€EFon

S Wi(a,b)(—1) D @rothu) — 92 (.
a,bEFQn

That is, for an (n,n)-function F' and its one point modification F’ at xo,
Theorem 2.7 gives

Z W??(a’ b)EF(a7 b)

a,b€F2n
= 3 Wha ()T S W, b))
a,b€Fan a,beFan
= 22" (32" = 24 # Ty o) — 2°" (H#Tnon) - (5)

By Theorem 2.4, we get

i > Wi(a,b) = Win(a,b)) = Y Wi(a,b)Ep(a,b) —2°*(3-2" —2)

a,b€Fon a,beFon
2
=2 n(#Two,yo - #Trmyl)?

where the last equality comes from the equation (5).
Therefore, we obtain the following equivalence:

D> (Wi(a,b) = Whi(a,b)) = 0 <= #Tu, 4o = # oo - (6)

a,beFon

The definition of xp-APN implies that F’ is 2o-APN if and only if (u +
zo)(v+z0)(u+v) #0 = F'(u)+ F'(v)+y1 + F'(u+v+x0) # 0. However,
when (u+zg)(v+xzo)(u+v) # 0, one has F'(u)+ F'(v)+y1 + F' (u+v+mz0) =
F(u) + F(v) + y1 + F(u + v + x¢). Therefore, F’ is xp-APN if and only if

10
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(u+x0)(v+2z0)(u+v) #0= F(u)+ F(v) + 11 + F(u+v+z0) # 0. In
other words, F” is xo-APN if and only if Ty, ,, is the empty set.

Now, the set Ty, 4, with yo = F(x¢) is empty if and only if F' is zo-APN.
By (6) and Lemma 1.1 we have:

Theorem 2.8. If F' is APN and its (xo, €)-modification F' with € # 0 is
x9-APN, then F' is APN.

Note that this can also be directly derived from the definition of one point
modification. Indeed, suppose to the contrary, that F’ is xo-APN but it is
not APN. Then for some a # 0 and some b the equation F'(x+a)+F'(x) = b
has more than 2 solutions. Let x1, s, x3 be three distinct solutions to this
equation. We consider two cases. If {x1, 29,23} N {xo,20 + a} = 0 then
F'(zi+a)+ F'(x;) = F(z; + a) + F(x;) for i € {1,2,3} and this contradicts
F being APN. If {z1, 22,23} N {x0, 20 + a} # 0, then it contradicts the fact
that F’ is zo-APN.

In light of Theorem 2.8, it follows that the conjecture from [3] can be
strengthened as follows:

Conjecture 2.9. An (xg, €)-modification of an APN function with € # 0 is
not xog-APN.

One way of showing that this is true would be to show {F(z¢) + F(u) +
F(v)+F(zo+u+v) : u,v € Fon} = Fon. Indeed, suppose that F” is an (zo, €)-
modification of F' with y; = yo + € # yg = F(zp) and that F’ is not APN.
This is true if and only if the equation F”(xo)+F'(u)+F' (v)+F'(zo+u+v) =
0 is satisfied by a pair of elements u, v € Fan with (u+xzo)(v+x0)(u+v) # 0.
Writing € = yo+y1, this is equivalent to F'(zg)+F(u)+F(v)+F(xo+u+v) =
€ or, in other words, € € {F(xg) + F(u)+ F(v)+ F(zo+u+v) : u,v € Fon }.
Thus, the difference € between F(xo) and F’(zo) must not be expressible as
Dy F(x0) + Do F(y) in order for F’ to be xo-APN.

Corollary 2.10. Let F be an (n,n)-function and let F' be its (xg, €)-modification
for xo,yo € Fon with € #£ 0. Then,

Z (W%(av b) — W%’(aa b)) =3.2% (#2050 — #Sz0,41)
a,belFon

=324 (8o(F(0)) = dolun — wo + F(0)) + 260 (0) (Bo(v0) — Foun)) -
Furthermore,
(a) If F(0) = 0 # wo, then,
Z (W%(a, b) — W?w(a’ b)) =3. 92n (#Sxo,yo _ #Sivo,w) _3. 22n+1;

CL,bG]FQﬂ

11
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(b) If F(0) =0 = xg, then
S (W) = Wi (@B) = 3227 (48 — #Sap) — 2271
a,beFon
— 22n+1(3 . 2n—1 _ 1);
(¢) If F is APN and F(0) =0 # zg, then
Za,beJan W%’(a’ b) = 22n+1(3 A 1) +3- 22”#5’%&1;

(d) If F is APN and F(0) = 0 = xg, then Z Wi (a,b) = 0.
a,beFon
Proof. The main claim, item (a) and the first equation in (b) follow easily
from Theorem 2.4 (i3) and Theorem 2.7 (i7). For the second equation of (b),
we suppose F'(0) = 0 = zg. Then, Sy, = {u € Fon|F(u) + F(u) + F(0) =
0} = Fan, 50 #8540,y = 2" Also, Sy, = {u € Fon|F(u) + F(u) + F'(0) =
0} =0, s0 #5545, =0.

To show (c), we assume that F' is APN with F/(0) = 0 # x¢. Then,
Szowo = 1 € Fon|F(u) + F(u+x0) + F(x9) = 0} = {0,20}. By Lemma 1.1,
we get D, per,n Wi(a,b) = 220+1(3.2"~1 —1). From this and the main
claim of this corollary, we have

22327 1) = > Wihi(a,b) =322 (2 — #Sk,y,) — 3- 271,
a,b€Fon
and so,
> Wii(a,b) =223 20— 1) + 32248, 4,
a,bG]an
To show (d), we now suppose that F' is APN and F(0) = 0 = . Then,
by Lemma 1.1 and point (b) of this corollary,

> (Wi(a,b) = Wii(a,b)) =2213- 21— 1) = >~ Wii(a,b)

(l,bEFQn a,bEan
— 22n+1(3 . 27’1—1 _ 1)’

which implies that Z W3 (a,b) = 0, and the claim is shown. O
CL,bEF2n

Note that Corollary 2.6 can also be deduced from Theorem 2.7. Further-
more, we can deduce the following corollary:

12
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Corollary 2.11. Let F be an (n,n)-function. Let xg = 0 = yo, and F’ be the
(0, €)-modification of F for some € € F3,. Then, 3, ey, ., W2 (a,b)(—1)T7 ) =
0.

Proof. Using the notation of Theorem 2.7, Sy o = F%, while Sy = (. Then,
by Theorem 2.7, > e, W2.(a,b)Er(a,b) = 23". On the other hand,

> Wh@bEp(®) = > Wi(a.b)— > Wh(a,b)(-1)T
a,beFon a,beFon a,beFon
—93n _ Z W%(CL, b)(*l)Tr?(be),
a,bE]FQn
which shows the corollary. O

3 A characterization of partial APN functions

We now provide a necessary and sufficient condition for a function to be x¢-
APN. As a consequence of our theorem we can obtain the APN conditions
of Lemma 1.1.

Theorem 3.1. Let F' be an (n,n)-function and xo € Fon. Then F is xo-
APN if and only if

Z W}Q’;(a, b)(_l)Tr?(a:vo+bF(zo)) — 22n+1(3 Lon—1 _ 1)

a,beFayn

Proof. We have
Z W%‘(CL, b)(_l)Tr?(aa;o—l—bF(xo))

a,b€Fn
= Z (—1)Trf (azo+bF (20) Z (—1) T (O(F () +F(0)+F (w)) +autvtw))
a,b€Fn u,v,wEFn
= Z (—1) T (O(F () +F (0)+F (w)+F (o)) Z (—1) T (a(utvtwtao))
byu,v,wEFan a€Fan
_on Z (— 1) T O () +F ()4 F (@0)+ Futv-+o)))
b,u,u€Fn
Z Z F(u)+F(v)+F(20)+F(utv+0)))

U/'UEFQ’VL be]an
= 22 f(u,v) € F3. : F(u) + F(v) + F(x0) + F(u + v+ x9) = 0}
=22 (32" — 24 #T0 o) -

Since Ty, 4, is empty if and only if F' is 2o-APN, the claim follows. O
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4 Monomial partial APN functions

For a monomial F(x) = 2™, the polynomial G(z,y,z) = F(z) + F(y) +
F(2) 4+ F(x +y + z) is a symmetric homogeneous polynomial of degree m,
and so, G(kz, ky, kz) = k™G (x,y, z) for all k € Fon. Using this property,
we show that a monomial F' is APN if and only if F is partial APN on a
subspace of dimension 1 (that is, it is partial APN at 0 and some zg # 0).

Proposition 4.1. Let F(x) = 2™ over Fon. Then:

(i) If xg # 0, then F is xo-APN if and only if F is x1-APN for all
r € ]F;n 5

(#9) F is APN if and only if F is 0-APN and x1-APN for some x1 € F5,.

Proof. Certainly, (ii) is a consequence of (¢). To show the first claim, it will
be enough to show the necessity part only. Now, we assume that F' is zg-
APN; that is G(zg,y, z) # 0 for all y, z with (y+ zo)(z +x0)(y+2) # 0, and
we want to show that F' is x;-APN for any other z; € [F5,. By absurd, we
assume that there is some x1 # 0, for which F is not z1-APN. Then, there
exist x1 # y1 # 21 # x1 such that G(z1,y1,21) = 0. Using the homogeneous
property of G, namely 0 = k" G(x1, y1, 21) = G(kx1, ky1, kz1) for any k # 0,
and taking k = z¢/x; # 0, then the condition can be written as G(20,y, z) =
0 for y = ky1, 2 = kz; and y, z with (y + z0)(z + x0)(y + 2) # 0, and that is
a contradiction. O

A partial APN concept on (n,n)-functions is also considered in [9]: F' is
said to satisfy the property (p,), a € F5,, if the equation F'(z)+F(z+a) =b
has either 0 or 2 solutions for every b € Fon. They showed that a mapping
F is APN if and only if F' satisfies (p,) for all nonzero a belonging to a
hyperplane. It is not clear if such a result is true in general for our notion of
partial APNness. From the result above, we see that a similar result is true
for monomials, i.e. F'is APN if and only if it is partial APN for a subspace
of dimension 1. Moreover, when F' is a monomial, the property (p;) implies
the property (pq) for any a # 0. Therefore our result on 0-APN has some
analogy with the property (p1), but 0-APN is a more general condition than
the property (p1), as the following examples will show.

We let (‘;)2 denote the residue modulo 2 of the binomial coefficient (‘;)
We next investigate and explicitly construct many classes of Boolean func-
tions that are 0-APN (but not necessarily APN).

14
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Theorem 4.2. Let Fon be the extension field of Fo corresponding to the
primitive polynomial f of degree n and let g be one of the (primitive) roots

of f. Then:

(1) if F(x) = 2™ over Fon, then F is 0-APN if and only if for 1 < i <
2" — 1, the minimal polynomial Pyi(z) = [[;ec,(z — g’) of g, where

Ci ={(i-2) (mod 2" — 1) : j = 0,1,...} is the unique cyclotomic

coset of i modulo 2" — 1, does not divide Zizl (”;’)2 gmi—k—1.

(13) if F(z) = 221 over Fon, then F is 0-APN if and only if ged(d —
1,n)=1;
(131) if F(x) = 22"+ (Gold exponent) over Fon, then F is 0-APN if and
only if ged(d,n) = 1.
Proof. If F(x) = 2™, then F is 0-APN if and only if the Rodier equation
Fly)+ F(z)+ Fly+2)=y™+2"+ (y+2)" =0,

has no solution y, z € 5, with y # z. Given two distinct elements y, z € 5.,
let z = ya, where o # 0, 1. Then, the equation above becomes

y" (1+a™ +(1+a)™) =0,

implying 1+ o™ + (1 + «)™ = 0. Then, if there exists o # 0, 1 satisfying the
previous equation, then there exists 1 <7 < 2™ — 1 such that

Lo s ety S0
k=1 2

T k

vanishes at g, that is, 1 4+ ¢"™ + (1 +gi)m = 0. Then it will vanish at
. . m . . 14

gﬂ, for all /, since 1 + g””ﬂ + (1 —|—g’22> = (1 + '™+ (1 —l—gz))2 =
0. Thus, the minimal polynomial Py(z) = [[;cq,(z — g’) of ¢g¢ divides
mi—1 .
Z <TZZ> 2™ k=1 The converse is certainly true, and the first claim is
k=1 2
shown.

To test whether F = 22"~ is 0-APN, one needs to check the (in)solvability
of the Rodier equation

0=F(y)+ F(z) + F(y + 2)
_ yzd—l 4201y (y+ Z)zd—l
Zde—l +y22d—1 B (azd—1 +a)22d
y+z z(a+1)

)

15
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where y = za,  # 0, 1. Therefore, when (and only when) ged(2¢ — 2,27 —
1) = 1, there is no a # 0,1 satisfying the above equation, that is, 22’1
is 0-APN. The condition ged(d — 1,n) = 1 follows form the known identity
ged(2% — 1,20 — 1) = 28°4(@9) _ 1 since 1 = ged(2¢ —2,2" — 1) = ged (291 —
1,2 — 1) — 9ged(d—1n) _ 1

In the same way, we consider F(z) = 221 over Fon. To test whether F
is 0-APN, one needs to check the solvability of the Rodier equation

0=F(y)+F(z) + F(y+ =)

_ y2d+1 420 (y + Z)2d+1

d d d d
= zy?" 4+ y2? = ( 2 +oz)z2 +1

where y = za,a # 0,1. Therefore, when (and only when) 1 = ged(2? —
1,27 — 1) = 28°ddn) _ 1 that is, for ged(d,n) = 1, there is no a # 0,1

satisfying the above equation, so 22"+1 is 0-APN. ]
’ n ‘ Exponents 4 ‘ Ap ‘
1-5 | - -
6 |27 12
7 7,21,31,55 6
19,47 4
15,45 14
3 21,111 4
51 50
63 6
7,21,35,61,63,83,91,111,117,119,175 6
9 | 41,187 8
45,125 4
15,27,45,75,111,117,147,189,207,255 | 6
21,69,87,237,375 4
51 8
10 93 92
105,351 10
231,363,495 42
447 12

Table 1: Power functions F(x) = z* over Fon for 1 < n < 10 that are 0-APN
but not APN
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Example 4.3. Table 1 lists the exponents i for which 2 is 0-APN but
not APN over Fan for 1 < n < 10. Only one representative from every
cyclotomic coset is given. There are no functions of this type for n <'5.

While there are power functions that are partial 0-APN but not APN,
this is not true for partial 1-APN power functions. The proof is, in fact,
rather immediate (we thank Dr. Namhun Koo for providing the included
short proof here).

Theorem 4.4. Any partial 1-APN power function F(z) = z* is APN.

Proof. By proposition 4.1, it will be sufficient to show that f is 0-APN.
Suppose, on the contrary, that F(z) = z* is not 0-APN. Then there exist
x,y € Fon with zy(z +y) # 0 satisfying F(0)+ F(z)+ F(y)+ F(z+y) = 0.
Since x # 0,

0=F(z)+F(y)+ F(z+y) =2+ 9"+ (z +y)F
=1+ (y/2)" + (1 +y/2)" = F(1) + F(y/z) + F(1 + y/x)
=F)+ F(a)+ F(b)+ F(1+a+0b),

where a = £, b =14+ %, 14 a+0b=0. Since F is 1-APN, one must have
(a+1)(b+1)(a+b) = 0. However,

0:(a+1)(b+1)(a—|—b):(%—i—l)-%-l.

Thus we get x = y or y = 0, contradicting the fact zy(z + y) # 0. O

This is not true in general, for non-monomials: we found over six million
polynomials over Fos that are 1-APN but not APN, for example, 7 42°. Out
of these, 64 have coefficients in Fy: 48 of them have the differential spectrum
{031,222 43} while the remaining 16 have the spectrum {0%?,27,67}. We
also found 6944 polynomials of this type over Fos with coefficients in o, for
example, z'? 4+ 27,

Nonetheless, it seems likely that if some (n,n)-function F' is z-APN for
all z € Fan \ {z0}, then it is 2o-APN (and hence APN) as well. This can be
easily observed to be true for quadratic functions. Recall that F' is zo-APN
if for any a # 0 the equation F(x¢)+F(z)+F(x+a)+F(zo+a) = Do F(x)+
D,F(x) = 0 has precisely two solutions, namely, z = z¢ and z = z¢ + a.
Since D, F is an affine function, this is equivalent to D, F'(x+2) = D,F(0)
having only x = x¢ and x = a + xg as solutions.

Proposition 4.5. Let F' be a quadratic (n,n)-function and xy € Fon. Then
F is xg-APN if and only if F' is APN.
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5 Classes of never 0-APN (hence never APN) for infinitely
many extensions of [F,

Building up on some of their earlier work on the function 3 +Tr7(2?), which
is APN on Fgn, for all dimensions n, Budaghyan et al. [4] generalized this
class to Ly (2®)+ La(2%), where L1, Lo are linear functions on Fan, and found
conditions under which this function is APN.

In a series of papers, Rodier and his collaborators [1, 11, 12, 14, 15]
concentrated on finding classes of functions that are never APN for infinitely
many extensions of the prime field Fo. Here we present classes of functions
that are never 0-APN (and hence never APN) for infinitely many extensions
of F9, and in the process even extend some of the existing results.

Theorem 5.1. Let L be a linear polynomial on Faon, g be a primitive element
of Fon and d > 1 be a positive integer. Furthermore, let F' and G be defined

over Fon by F(z) = L (de“) + Te(23) and G(z) = L <m2d+1+2d+1> +
Tep (z3). If ged(d,n) > 1, then neither F nor G is 0-APN.
In general, L (x™) + Tr}(x3) is not 0-APN if there exists some 1 < i <

m—1

2"—1, such that Pyi(x) = [[cc, (x—g7) divides Z (T/:>2 2R here
k=1

Ci={(i-27) (mod 2" —1)|j =0,1,...} is the unique cyclotomic coset of i

modulo 2" — 1.

Proof. The function F' is 0-APN if and only if there are no solutions x,y €
F5., x # y of the equation

0=F(x)+ F(y) + F(x +y)
.y <x2d+1 42 (x +y)2d+1) + T (2% 4 8+ (v + 1))
=1L <x2dy + wad) + T 22y + 23?).
Writing y = ax, this is equivalent to the equation
L (xzdﬂ(a + an)> =T} (2%(a + a?))

having no solution for a # 0,1. Now, if m = ged(d,n) > 1, we take
a € Fom \ Fy C Foa N Fon. Then 2 ta = 0, and for = 1 we have
Tr(23(a + o?)) = 0, since it is known that Tr7(u) = 0 if and only if
u = b? + b (in characteristic 2), which renders nontrivial solutions to the
above equation. The first claim is shown.

18



PARTIALLY APN BOOLEAN FUNCTIONS

We now concentrate on G(x). Once again we want to show that the
Rodier equation
Gx)+Gy) +Gx+y)=0
has no solutions z,y € F3, with = # y. Similarly to the case for F' above
and writing y = ax, we can easily see that this is equivalent to the equation

L (:p2d+1+2d+1(a + a2d)(1 +a 4 a2d+1)> =T} (*(a+a?) (1)

having no solutions with « # 0, 1. So, denoting m = ged(d,n) > 1, we can
take o € Fom \ Fy C Foa NFan. Then we have a + o2’ = 0 so that this «
along with = 1 constitute a solution to (7) implying that G is not 0-APN.

The last claim can be argued as in the proof of Theorem 4.2(z). O

Remark 5.2. The condition on d in the above theorem is important. Indeed,
we have computationally checked that if n = 5, then 2 + Tr(2?) is 0-APN,
and potentially there may be some other cases.

These classes of functions can be further generalized so as to encompass
even more functions that are not 0-APN.

Theorem 5.3. Let Ly and Lo be linear functions over Fon. If ged(d,r,n) >
1, then Ly(z2"+1) + Lo(z¥ 1) is not 0-APN.

Furthermore, if L1 is the identity and Lo is the absolute trace, then
22 T (22 1) s not 0-APN if ged(d,n) > 1 and ged(2"+1,2"—1) = 1,
or ged(d, r,n) > 1.

Finally, if ged(d, s,n) > 1, then Ly <x2d+1+2d+1) + Lo <x25+1+25+1> is
not 0-APN.

Proof. We consider first the function Ly (z2'T1) + Ly(22 1), As before, we
investigate the solvability of the equation

L, ($2d+1(0é + oz2d)> =Ly (2¥ ™ (a+a?)), (8)

where y = ax for z # 0 and « # 0,1. Denoting m = ged(d,r,n) > 1, we
can take a € Fom \ Fo C Foa NFar. Then 2 ta=a+a= 0, so that (8)
has nontrivial solutions and thus the considered function is not 0-APN.

In the particular case when L is the identity and Lo is the trace function,
it is sufficient to show that the function 21 + Tr? (22 +1) is not 0-APN if
ged(d,n) > 1 and ged(2" + 1,2™ — 1) = 1 since the other case follows from
the previously proven statement. The relevant Rodier equation is

x2d+1(a + agd) =Tr} (ac2r+1(a + azr)) .
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Denoting m = ged(d,n) > 1, we can find a € Fam \F for which the left hand
side vanishes. Now we argue that regardless of the value of «, there exists
an element z such that 22 1 (a+a?") = 82 + 8 for some 3. If a + a2 =0,
we are done since x can take any value. If o + o2 # 0, taking f = a +a?',
if 34+ 1 # 0, or any other nonzero element 3 of the finite field such that
B+1 # 0, the above claim is implied by the existence of solutions x such that
p? = ﬁ%ﬁ This in turn follows from the fact that ged(2"+1,2"—1) =1
and thus every element of Fan has a 2" + 1-st root (see e.g. [13]).

To show the last claim, we again examine the relevant Rodier equation which
in this case (by applying the same approach as above) takes the form

L4 ((a + a2d> (1 + azd +a2d+1>) =Ly ((a—i— 0425) (1 + o —|—a2s+1>> .

Denoting m = ged(d, s,n) > 1, we can find a € Fam \ Fo, so that , a+a? =
a+ a? = 0. The Rodier equation thus has nontrivial solutions and the
function in question is not 0-APN. O

Recall the following result (obtained using a combination of theoretical
and computational arguments) of Leander and Rodier [12].

Theorem 5.4 (Leander-Rodier, 2011). If n > 2 and d is a nonzero integer
which is not a power of 2, then the function

F(z) = 2" "%+ Ba*
over Fan is not APN for d <29 and any B € F}..

Below we find more classes of functions that are not 0-APN for infinitely
many extensions Fon. In the process, we extend the previous result of Le-
ander and Rodier.

Theorem 5.5. Let a > b be positive integers. Assuming that one of % and
z% are 0-APN on Fon and ged(a — b,2" — 1) = 1, the polynomial x4 (3 x°
is not 0-APN for any B € F5,.. Let ¢ > d be positive integers. In particular,
(i) if ged(c—1,n) = ged(e—d,n) =1, or ged(d—1,n) = ged(c—d,n) =1,
then the polynomial >~ + 5x2d*1 18 not 0-APN;
(ii) if ged(c,n) = ged(c — d,n) = 1, or ged(d,n) = ged(c — d,n) =1, then
the polynomial z>+1 + 3 22+ s not 0-APN;
(iii) if ged(c,n) = ged(2¢7! — 2971 4+ 1,2" — 1) = 1, or ged(d — 1,n) =
ged(2671 — 2471 11,27 — 1) = 1, then the polynomial 2>+ + ﬁa:Qd_l
is not 0-APN;
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(iv) if ged(c — 1,n) = ged(2¢7! — 2971 —1,2" — 1) = 1, or ged(d,n) =
ged(2671 — 2471 — 1,27 — 1) = 1, then the polynomial 2>~ + ﬁxzdﬂ
is not 0-APN.

Proof. Let F(x) = 2%+ B2’ (a > b). Then F is 0-APN if and only if
0= F(y) + F(z) + F(y + 2) has no solutions y, z with yz(y + z) # 0. The
relevant Rodier equation takes the form

0=F(y)+F(z) +Fly+2) =y + By’ + 2"+ 82"+ (y + 2)* + By + 2)°,

which, with y = za with a # 0, 1, becomes
0=2"(@”+ 1+ (a+1)") +B2° (ab—l—l—i-(a—l—l)b).

Note that the polynomial 2™ is 0-APN if and only ™ 4+ 1+ (x 4+ 1)™ has
no root x # 0,1, and such m can be classified by Theorem 4.2 (7). Assume
that at least one of % and 2 are 0-APN. Then one can always find o € Fon
such that

A+ 14 (a+1)"#0#a’+1+ (a+1)°.
For example, when 2 is 0-APN, one can choose any « # 0,1 outside the
roots of 2° + 1+ (z 4+ 1)” = 0. Therefore one has

a4+ 1+ (a+1)°
o+ 1+ (a+1)2

Za—b — ,8

When ged(a—b,2" —1) = 1, the above equation always has a unique solution
z for any oo # 0, 1, and one has y = za # z, since a # 1.

We now show the other claims. When a = 2¢ — 1 and b = 2¢ — 1, with
ged(c —1,n) = 1 or ged(d — 1,n), then by Theorem 4.2, one of =% or z? is
0-APN. One has a — b = 2%(2°=% — 1) and ged(a — b,2" — 1) = ged(2¢7% —
1,27 —1) = 28¢d(c=dn) _1 which becomes one if and only if ged(c—d, n) = 1.
Therefore, when ged(c — d,n) = 1 the polynomial z2°~! + BCUQd_l is not 0O-
APN by the first part of the proof.

When a = 2¢+1 and b = 2%+ 1 with ged(c,n) = 1 or ged(d, n) = 1, then
by Theorem 4.2, one of 2% or 2° is 0-APN. One has a — b = 2%(2°"¢ — 1) and
ged(a — b,2" — 1) = ged(207% — 1,27 — 1) = 28¢d(c=dn) _ 1 which becomes
one if and only if ged(c — d,n) = 1. Therefore, when ged(c — d,n) = 1, the
polynomial 2"+ + 822'*+! is not 0-APN.

When a = 2¢+1 and b = 2¢ — 1 with ged(c,n) =1 or ged(d — 1,n) = 1,
then by Theorem 4.2, one of 2 or z® is 0-APN. One has a — b = 2¢ — 29 42
and ged(a — b,2" — 1) = ged(2¢7! — 2971 + 1,27 — 1). Therefore, when
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ged(2¢7! — 2971 4 1,2" — 1) = 1, the polynomial 2>+ + Bx2d*1 is not
0-APN.

Lastly, when @ = 2° — 1 and b = 2¢ + 1 with ged(c — 1,n) = 1 or
ged(d, n) = 1, then by Theorem 4.2, one of % or 2% is 0-APN. One has a—b =
2¢ — 2% — 2 and ged(a —b,2" — 1) = ged(2¢~! — 2971 — 1,27 —1). Therefore,
when ged(2¢7! — 2971 — 1,27 — 1) = 1 the polynomial 22"~! + 3 22"+ is not
0-APN. [

From the above examples, one can find many binomials which are not
0-APN for infinitely many extensions of the prime field Fo. For example,
both 7 + 23 and 2° + 23 are not 0-APN for all finite fields Fon when n > 2.
We can easily generalize (for any odd n) Leander and Rodier’s result of
Theorem 5.4 [12] in our next corollary.

Corollary 5.6. Assume thatn is odd and d is a positive integer with ged(d+
1,2" —1) = 1. Then 22"~2 + Ba? is not 0-APN for any B € F3,.

Proof. Observe that 2" =2 is APN for n odd. By the previous theorem
2?72 4 B is not APN if 1 = ged(2" — 2 —d,2" — 1) = ged (2" — 1,d + 1)
and the proof is done. O

6 Conclusion and further comments

In this paper we introduce a partial APN (pAPN) concept, which may help
in understanding the APN property and its properties. We certainly just
scratched the surface in the investigation of the pAPN notion and there
are certainly many more questions one could ask. For example, we propose
further constructions of large classes of such pAPN functions, as well as
perhaps look into the construction of permutation pAPN, which may shed
light into the well known and quite difficult problem of the permutation
APN problem.
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