On symmetry and differential
properties of generalized Boolean
functions

Thor Martinsen', Wilfried Meidl?, Alexander Pott?,
Pantelimon Stanical

! Department of Applied Mathematics, Naval Postgraduate School,
Monterey, CA 93943-5216, USA; {tmartins,pstanica}@nps.edu
2 Johann Radon Institute for Computational and Applied Mathematics,
Austrian Academy of Sciences, Altenbergerstrasse 69,
4040-Linz, Austria; meidlwilfried@gmail.com
3 Institute of Algebra and Geometry, Faculty of Mathematics,

Otto von Guericke University Magdeburg, Universitatsplatz 2, 39106,

Magdeburg, Germany; alexander.pott@ovgu.de

Abstract. In this paper we investigate various differential properties of
generalized Boolean functions defined on F3 with values in Zyx, k > 2.
We characterize linear structures for the generalized Boolean functions
in terms of their binary expansion components, and find all symmetric
generalized bent functions. Next, we show that there are no symmetric
balanced functions defined on F} with values in a group of order 2F, k >
2, a contrast to the classical case for k = 1, commonly known as the
bisection of binomial coefficients. Further, we characterize the avalanche
features of a generalized Boolean function in terms of differentials. Lastly,
we show that a partially gbent function is plateaued.
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1 Introduction

In [27], Schmidt found a connection between words in multi-carrier code-division
multiple access (MC-CDMA) systems and generalized bent functions from Fj
to Zs, as well as functions from Fy to Z, were considered from the viewpoint
of cyclic codes over rings. Shortly thereafter, generalized Boolean functions be-
came an active area of research [I7I2T23I241272829]. Many authors [SI9/18]
have investigated linear structures of Boolean functions. However, thus far, little
has been written about linear structures, symmetry, balancedness and avalanche
features of generalized Boolean functions.



Let V,, be an n-dimensional vector space over the two-element field Fo and
for an integer ¢, let Z; be the ring of integers modulo ¢. By ‘4’ and ‘=’ we
respectively denote addition and subtraction modulo ¢, whereas ‘@’ denotes the
addition over V,,. We call a function from V,, to Z, (¢ > 2) a generalized Boolean
function on n variables and denote the set of all generalized Boolean functions
by GBZ and when ¢ = 2, by B,,. If ¢ = 2¥ for some k > 1 we can associate to any
f € GBI a unique sequence of Boolean functions a; € B, (i = 0,1,...,k—1)
such that

f(x) = ao(x) + 2a1(x) + -+ 28 Lap_1(x), for all x € V,,.

It has been observed, see [1422/23]30], that the Boolean functions a;, and fur-
thermore all Boolean functions of the form ay_1 ®cp_oar_2®- - D cpag, ¢; € Fa,
0 <1 <k —2, play an important role in the analysis of properties of functions
f € GBI. In accordance with the terminology for vectorial bent functions, we
call those Boolean functions components of f or component functions of f.

If V,, is F4, then the (Hamming) weight of x = (x1,...,2,) € V,, is denoted
by wt(x) and equals >, ; (the Hamming weight of a function is the weight of
its truth table, that is, its output vector). The cardinality of a set S is denoted
by |S].

For a generalized Boolean function f : V, — Z, we define the generalized
Walsh-Hadamard transform to be the complex valued function

’H;Q)(u) _ Z C§(X)<_1)u'x’
x€V,

27i

where (; = ¢« and u - x denotes a (nondegenerate) inner product on V,, (for

easy writing, we sometimes use ¢, H, instead of (4, respectively, H;Q), when ¢ is

fixed). If V,, = F%, the vector space of the n-tuples over Fy, then for u-x we use
the conventional dot product. For ¢ = 2, we obtain the usual Walsh-Hadamard
transform

Wrlw) = 3 (-1 (-1

x€evV,

The sum

Crq(z) = Z ¢fX)=g(x02)

x€eV,

is the crosscorrelation of f and ¢ at z € V,,. The autocorrelation of f € B, at
u €V, is Cy, s (u) above, which we denote by Cs(u). Recall [29] that if f,g € GB,
then

D Cpg(u)(—1)" = Hy(x)H,(x),

uev,,

Cro(w) =27" " Hy(x)Hy(x)(—1)"™.

xeV,



Taking the particular case f = g we obtain

Crw)=2""  [H;(x)P(~1)*,

xevV,,

A function f : V,, — Z, is called generalized bent (gbent) if |Hy(u)| = 27/2
for all u € V,,. We recall that a Boolean function f for which |W¢(u)| = 2"/2 for
all u € V,, is a bent function, which only exists for even n. Further recall that
f € B, is called plateaued if [W¢(u)| € {0,2"+9)/2} for all u € V,, for a fixed
integer s depending on f (we then also call f s-plateaued). If s =1 (n must then
be odd), or s =2 (n must then be even), we call f semibent.

Given a Boolean function f, the derivative of f with respect to a vector a,
denoted by D,f, is the Boolean function defined by

Dof(x) = f(x®a)® f(x), for all x € V,,.

For more on Boolean functions, the reader can consult the following excellent
references [T2I3I725131].

2 Derivatives and linear structures in the generalized
Boolean functions’ context

Given a generalized Boolean function f : V,, — Z,, we define the derivative
D.((lq)f of f with respect to a vector a € V, to be the generalized Boolean
function D;(iq)f 1V, = Z

DWW f(x) = f(x @ a) — f(x), forall x € V,,.
When there is no danger of confusion, we write D, f in lieu of D;q) f.

We say that a € V,, is a linear structure of a generalized Boolean function
[ € GBYL if the derivative of f with respect to a is constant, that is, f(x ® a) —
f(x) = ¢ € Zy constant, for all x € V,,. Observe that if a;, a, are linear structures
for f, then there are constants ci, co such that f(x®a; ®az) — f(xd az) = ¢y,
f(x®as)—f(x) = cq, for all x, which by summing renders f(x®a; ®as)— f(x) =
c1 + ¢ for all x. Thus, we see that the set of all linear structures (including 0)
forms a vector subspace in V,,, which we will denote by LS;(f) (and when ¢ is
fixed, we may write LS(f)). From here on, we let ¢ = 2*.

We begin with a characterization for the linear structures of a generalized
Boolean function in terms of the generalized Walsh-Hadamard transform. Let
Sy = {x €V, |Hs(x) # 0} (the generalized Walsh-Hadamard support) and
for a vector a, let a' be the orthogonal complement of a, that is, at = {x €
V. |a-x = 0}. This is a terminology widely used in linear algebra, although
there may be a nontrivial intersection between a subspace and its orthogonal
complement. From Parseval’s identity, we immediately infer that Sy # (.

We might be tempted to conjecture that linear structures for the components
transfer to linear structures for the generalized Boolean function, but that is not



true, as we argue next: for example, let n > 3,k > 2, and f(x) = ap(x) in

ngLk, where ag(z1,...,2,) = 1+ Tp—2(Tp_1 ® x,) in B,. We observe that
0,...,1,1) € LSy(ag), since f(z1,...,2n_1 ® Lz, ®1) = f(21,...,Tn-1,%n)
over Fo. However, f(21,...,2p—1®1,2,81) = f(x1,...,Tn_1,Tn)+221 - Tp_o

over Zqk, thus, D, f(x) = 221 - - - &,—2, and therefore (0,...,0,1,1) & LSox(f).
In reality, the next result settles the “score”, by completely characterizing

linear structures for the generalized Boolean functions in terms of their compo-

nents.

Theorem 1. Let f € gBik, with f(x) = Zf:_ol 2ta;(x), a; € B,,. The following

are equivalent:

(i) The vector a is a linear structure for f.
(i4) The vector a satisfies ¢f@ =0 = (—1)2W  for all w € S;.
(#i1) The vector a is a linear structure for a;, i > 0, such that a;(a) = a;(0),0 <
1<k-—1

Proof. We first show (i) < (ii). Let g(x) := f(x ® a) — ¢, for some constant
¢ € Zor, a €V,,. Then

Hy(w) = 3 I (1

xeV,
_ Z Cf(x@a)—c(_l)x‘w
xeV,
Y::;(@a Cfc(il)aw Z Cf(y)(il)yw

YEV,
= (=D Hp(w).

Now, if a is a linear structure, then (with the above notation) g(x) = f(x) (where
¢ = f(a) — f(0)), hence Hy(w) = Hs(w). Thus, (T(—1)2VHs(w) = Hs(w),
which renders Hy(w) (1 — ¢~¢(—=1)*") = 0. Therefore, taking any w € Sy # 0,
we get that (¢ = (—1)2%, and since ¢ is a primitive 2¥-root of unity, then
necessarily, ¢ = 0 or 2¥~!, depending on whether w € a*, or not. The converse
is also true. .

Next we show (i) < (iii). If f € GB2 with f(x) = Y21 2%a,(x), ap € By,
then it is easy to see (by reducing modulo 2) that if a is a linear structure for f,

k .

and consequently, DG )f(x) = Zf:ol 2" (a;(x ® a) — a;(x)) = ¢ € Zyr, then a is
a linear structure for ag whose derivative is D) f (x) =ap(x®a)®ap(x) =c
(mod 2).

Let f € GB2 and write f(x) = ag(x) + 21 (x), where ag € B, f1 € GB2 .
Assume that a is a linear structure for f and so, Daf(x) = ¢ € Z, (independent
of x). We compute D, f, and obtain (using (47))

Da(f)(x) = (ap(x @ a) —ap(x)) + 2 (fi(x @ a) — fi(x)) =ce€ {0,271}, (1)
Thus, ag(x) = ag(xPa), and from Equation (I, we infer that fi(x®a)— f1(x) =

3 e {0, 2k_2} in Zgk-1. Therefore, a is a linear structure for fi, in addition to



being a linear structure for ag. Inductively, we infer (by the uniqueness of the
binary representation) that for all x, a;(x @ a) —a;(x) =0, for 0 <i < k —2. If
ak—1(x®a)—ar_1(x) = 0, then f(x®a)— f(x) = 0, and if a1 (xPa)—ar_1(x) =
+1, then f(x@a) — f(x) = 281, Certainly, the reciprocal is true and the claim
is shown. a

Corollary 1. Let f € ngLk. Ifa is a linear structure for f, then either Sy C at,
or Sy C al (the set complement of at); also, if a is a linear structure for f,

then f(a) — f(0) € {0,2F1}.

Remark 1. It is immediate that if f is a generalized bent Boolean function then
f has no linear structure.

Next, we will use the method of Lechner [I9] and Lai [I8] to simplify the
algebraic normal form of a function admitting linear structures. The result is
similar and we give here the proof for the reader’s convenience. We shall use
below the observation that if a is a linear structure for f, then f(x®a)— f(x) = ¢,

where ¢ = f(a) — f(0).

Proposition 1. Let f € QB?: and 1 < dim LSox (f) = r. Then, there exists an
invertible n X n matrix A such that

fl(z1,.. . xy) - A) = Zaixi +9(Tpa1, - Tn),

i=1

2k
n—r

where a; € Zox and g € GB
structure.

s a generalized Boolean function with no linear

Proof. Since dim LSyx (f) = r, we let {ay,...,a,} be a basis for LSy« (f), which
can be completed to a basis for F%, say, {ai,...,a,,a,41,...,a,}. We now
define the matrix A to be the matrix corresponding to the change of basis
from the canonical basis {e; = (1,0,...,0),...,e, = (0,...,0,1)} to the ba-
sis {aj,...,a,}, that is, a;, = €;4, 1 < i < n. Note that if z € Fy, then
f(za) — f(0) = z (f(a) — f(0)). Further, using the fact that a; (hence a;x;, as
well), 1 < i <r, are linear structures for f, we obtain

(a1 @ - Da,x,. - ®a,x,)

(agro @ -+ © a, 2, © - + a,7,) + f(z121) — f(0)

(agxo @ --- ® a,x, © -+ a,7,) + 21 (f(a1) — £(0))

(azz3 @ -+ -+ apzy) + 21 (f(ar) — f(0)) + 22 (f(az) — f(0))

3

> w4+ f(@r18r @ - B nay),
i=1



where «; := f(a;) — f(0), 50 g(Tr41,...,2Tn) = f(Try18,41 B -+ © Tpay).

To show the last claim, observe that if (b,41,...,b,) is a linear structure
for g, then b = (0,...,0,b,41,...,b,) - A is a linear structure for f (and b is
independent of ay,...,a,), since 4 is invertible and

f(x-A®b)= Zaixi +9((Trg1y -3 2n) D (brg1y- ..y 0n))

i=1

= Z a;x; + g(Tri1, o xn) + 9(brg1, ..., 0n) — g(0)
i=1

= f(x-A)+ f(b) — f(0), for all x.
This contradicts the fact that dim LSy (f) = r, and the theorem is shown. O

3 Symmetric generalized Boolean functions

In this section V,, = F, the vector space of n-tuples over Fa. Savicky [26] (see
also [I3]) showed that for each even n, the only symmetric bent functions are
the quadratic symmetric functions S, 4(x) = s2(x) ® cs1(x) B d, ¢, d € Fy, where
s1, 89 are the elementary symmetric polynomials of degree 1, respectively 2. In
this section we show that for any (even or odd) n, the only symmetric generalized
bent Boolean function in gBi’ﬂ k > 2, is essentially the quaternary function
$1(x) 4 282(x). In the second part, we show that there is no balanced symmetric
generalized Boolean function in ngf, k> 1.

We shall be using the following result on generalized Boolean bent functions,

which for n even first appeared in [23] Theorem 18]. For odd n we may refer
to [22130].

Proposition 2. Let f(x) be a gbent function in ngLk, k> 1, (uniquely) given
as
f(x) = ao(x) +2a1(x) + - - 4+ 28 2a5_o(x) + 28 Lag_ 1 (x), (2)
a; €B,, 0<i<k—1.
(i) If n is even, then all Boolean functions of the form
ge(x) = coap(x) ® cra1(x) ® -+ @ cp—20k—2(x) ® ar—1(x),

c = (co,c1y...,Ck—2) € Iﬁ‘g_l, are bent functions. In particular, ag(x) +
2a1(x) is a quaternary gbent function if and only if a1 and a1 ® ag are bent.
(i) If n is odd, then all Boolean functions of the form

ge(x) = coap(x) ® cra1(x) ® -+ @ cp—20k—2(x) ® ar—1(x),

c = (co,C1,...,Ch_2) € ]Fg_l, are semibent functions. Moreover for every
u € V,, we either have Wy_(u) # 0 for allc = (co, c1, ..., ch—2) withcyz_o =0
or for all ¢ with cx—o = 1 (but not for both). In particular, ap(x) + 2a1(x) is
a quaternary gbent function if and only if a1 and a1 @ ag are semibent such
that W, (w) = 0 if and only if Wa,@a, (1) # 0.



By Proposition for a gbent function f in ngLk given as in , ag—1 +

(ag,...,ar—2) is an affine space of bent, respectively, semibent functions. As
pointed out in [I4], every gbent function for which the coordinate functions
{ag,...,ax—2} are linearly dependent, can be reduced to a gbent function in

gBi , for some k' < k and linearly independent coordinate functions. Con—

versely we can see f as a naturally lifted version of the gbent function in QBn
with a very restricted value set in Zyr. Hence for the classification of (symmet-
ric) generalized bent functions, it is essential to consider only functions for which
{ag,...,ar_2} are linearly independent.

A vectorial function f : Fy — F% given as f(x) = (ao(x), a1(x), . .., ax_1(x))
is symmetric if and only if every coordinate function a;, 0 < i < k, is symmetric.
A similar statement applies to generalized Boolean functions (we omit the proof).

Lemma 1. Let f : Fy — Zok, k> 2, and f(x) = Zi:ol 2'a;(x), a; € By,. Then
[ is symmetric if and only if all components a; are symmetric, 0 <i < k.

Since for odd n we require symmetric semibent functions, we will use the
methods of [26] to also investigate semibent functions. The standard examples
of semibent functions are partially bent functions with a one-dimensional linear
space. Recall that a partially bent function f is defined as a function for which
for all a € Fy, the derivative D, f is either balanced or constant. All quadratic
functions are partially bent, but by a construction in [32] there exist semibent
functions, which are not partially bent.

We start our analysis by observing that ss(x) = (th(x)) mod 2 and (s ®

51)(x) = (“”‘(x)) + wt(x) mod 2, hence

0 : wit(x)=0,1mod4
s9(x) = {1 : wi(x) = 2,3 mod 4 3)
O : wt(x)=0,3mod 4
(2@ 51)(x) = {1 : wt( y=1,2mod 4

Before we show that S 4 = s2 ® cs1 @ d, ¢,d € Fy, is semibent, when n is odd,
we recall that the Walsh transform of a symmetric function f : F§ — Fo is (see
[26, Equation (1)]),

n n

Wiu) = (D)% 3 (1" = (~1)*Py(wt(u),n), (4)

k=0 wt(x)=k k=0

where ¢, = f(x) if wt(x) = k, and Py is the Krawtchouk polynomial [20]. In
particular, if wt(u;) = wt(uz), then Wy(u1) = Wy(uz). We furthermore will
use the generating function of Py, which is given by (see |26l Equation (2)]),

(1 — 2)WH W (1 4 z)n—whW Z Py (wt(u (5)



Proposition 3. Let n be odd, and S; q(x) = s2(x) @ es1(x) & d, ¢, d € Fs.

(i) The symmetric function S q is a semibent function with linear space LS(S..q) =
{0,1}.

(1) A symmetric semibent function f : Fy — Fy cannot have the vectors of
weight (n — 1)/2 and the vectors of weight (n + 1)/2 in the support of its
Walsh transform.

(13) The functions S¢ q are the only symmetric semibent functions, which have a
vector of weight (n — 1)/2 or a vector of weight (n + 1)/2 in the support of
their Walsh transform.

Proof. We first show (7). Since s5 is quadratic, it is a partially bent function.
We have to show that LS(s2) has dimension 1. Observe that

Da(s2) = sa(x®a) @ sa(x @az@x]@c

i=1 j=1
J#i

Inserting the unit vectors e;, we infer that D,(s2) is constant if and only if a = 0
or (since n is odd) a = 1. This shows for all ¢,d € Fy that S, 4 is semibent with
linear space {0,1}.

We next show both (i¢) and (i#4). We determine the Walsh transform of a sym-
metric function f at a vector uy of weight wt(u;) = (n — 1)/2. With (), we
straightforwardly see that for k =2l and k =2l + 1,0 <1 < (n—1)/2, we have

> o= (7))

wt(x)=k

Consequently, by ,

=0

Similarly for a vector uy of weight wt(uz) = (n + 1)/2 we obtain

(n=1)/2 ot
Wit = 3 V(T ) (o - ),

=0

Suppose that Wy (uy) = £2(""1/2. Then we must have (—1)!((— )62’+( 1)c2i+1) =
2 for all 0 < I < (n — 1)/2 (then Wy(uy) = 2FD/2) or (=1)!((=1)°2 +
(=1)e2+1) = =2 for all 0 < 1 < (n — 1)/2 (then Wy(u;) = —2"+1/2), In the
first case, we have co; = coi41 = 0 if [ is even, and cop = o1 = 1 if [ is odd. (It

is the other way around in the second case.) It immediately follows then that



Wy (ug) = 0. Moreover, with (3) we see that Wy (u;) = +£2(+1/2 implies that
f=ssor f=s561.

If on the other hand Wy(us) = +2(n+1/2 " with the same reasoning we see
that Wy(u) =0, and f =sa @ sy or f=s2P 51D 1. a

Since for a symmetric function f : Fy — Fo we have Wy(u) = Wy(ug)
if wt(u;) = wit(uz) and the support of the Walsh transform of a semibent
function has cardinality 2"~!, a symmetric semibent function induces a bi-
section of the binomial coefficients, i.e., a subset S of {0,...,n} such that
>jes (’;) =D gs (?) = 2"~1 For odd n, the trivial bisections are the sets
S that contain exactly one of (7;) and (nﬁ]) for all 0 < j < (n—1)/2. Bisections
of polynomial coeflicients is a quite frequently studied problem [GITTIT2IT6]. It is
not known for what values of n, a nontrivial bisection exists.

We expect that the functions S, 4 are, unconditionally, the only symmetric
semibent functions. We have the following partial result.

Corollary 2. Let n be odd. The semibent function Sc 4 : Fy — Fo is the only
symmetric partially bent semibent function. If there is no nontrivial bisection of
the binomial coefficients (?), then S¢ 4 is the only symmetric semibent function
from Fg to Fy.

Proof. Suppose that f is a symmetric partially bent semibent function with
linear space {0,v}. Then the support of Wy is {0,v}1 or its coset. Observe
that if v £ 1, then there always exist two vectors uj,us of the same weight,
only one of which is in {0,v}*. This contradicts the symmetry of f. Hence
LS(f) = {0,1}, and the support of Wy consists either of the vectors of even
weight or of the vectors of odd weight. With Proposition [3] f = S, 4.

If n permits only the trivial bisection of the binomial coefficients, then every
symmetric semibent function f has either the vectors of weight (n — 1)/2 or
the vectors of weight (n + 1)/2 in the support of its Walsh transform. With
Proposition 3 f = Sc.a. O

Since there is only one symmetric bent Boolean function up to addition of
an affine function, there is no symmetric vectorial bent function for k > 1. As
we show next, there is essentially only one example of a symmetric generalized
bent Boolean function.

Theorem 2. There are no symmetric vectorial bent functions f : By — F& for
k > 1. The only symmetric generalized bent Boolean functions f € QBik, k>1,
are the quaternary functions f(x) = (s1(x) ® €) + 25¢.4(x) for some ¢, d, e € Fa
(and their natural lifts to functions in ng’ilc with only four values in their value
set in Zgx ).

Proof. Let f(x) = Zi:ol 2'a;(x), a; € B,, be a symmetric generalized bent
Boolean function. Hence all a; € B,, are symmetric. If n is even, then all com-
ponents ge(x) = cpap(x) B c1a1(X) B -+ B cg_2ak—2(X) ® ar_1(X) are symmetric
bent functions, i.e. go(x) € {S¢,4, ¢, d € Fo}. Consequently, we are left with the



1-dimensional space of bent functions S, 4(x)® (s1(x) ®e), ¢, d, e € Fy. Note that
by Proposition i), all quaternary functions (s1(x) @ e) + 2Sc.q4(x), ¢, d, e € Fy
are in fact generalized bent.

If n is odd, then for any ¢ = (co,...,cx—3,0), d = (do,...,dg—3,1), ¢;,d; € Fo,
the components

k—3 k—3
ge =ar1 & cia; and ga =ar 1 S ar_2 & Pdia;
i=0 =0

are symmetric semibent functions, with the additional property that for any
u € Fy we have Wy_(u) = 0 if and only Wy, (u) # 0. By Proposition [3{ii),
Wy, (u) # 0 if wt(u) = (n—1)/2 and Wy, (u) # 0 if wt(u) = (n +1)/2, or vice
versa. By Proposition zzz) then for all such ¢, d € Fg_l we have g¢(x) = s2 ®d,
d € Fy, and gq = sa®s1Pe, e € Fy, or vice versa. Therefore, the only candidate is
f(x) = (s1(x)®e)+25,,q(x) for some ¢, d, e € Fy. By Proposition[2ii) it remains
to show that the supports of Wy, and Ws,qs, are disjoint. With Proposition
the support of Wi, , respectively, the support of Wi, e, is {0,1}+ or its coset.
Furthermore, exactly one of Ws,, Ws,as, has the vectors of weight (n —1)/2 in
its support, which completes the proof. a

Remark 2. The possible lifts are described explicitly by f (x) = A+ Bsi(x) +
2F=1s5(x) for constants 0 < A, B < 2¥ — 1 if n is even, and if n is odd by
f(x) = C + 28251 (x) + 28718, 4(x) for some constant 0 < C' < 2~1 — 1 and
¢,d € {0,1}. Certainly those functions reduce to and are completely described
with the quaternary gbent function f : F§ — Z, given as f(x) = s1(x) + 2s2(x).

We next impose balancedness to the symmetry of a generalized Boolean func-
tion, f : F% — Zox (in fact, our result is true for any function from F¥ into a
group of order 2¥). We adopt the classical approach by embedding the problem
into one of multisection (not necessarily, bisection) of binomial coefficients. The
connection is rather simple: since the function is symmetric, its value is indepen-
dent of the weight of the input. Thus, the symmetric function f has constant
value ¢; for every weight j vector (of count (;L)) Imposing balancedness, it means
that each such c; will occur the same number of times, that is, we can split the
set of all binomial coefficients into 2% sets, whose sums are equal, namely 2" %.

As mentioned above, if k = 1, this is an older and quite studied prob-
lem [GUTTIT2UTHIT6]. While there always exist trivial bisections, it is not known
for what values of n, a nontrivial bisection exists. Many papers have been writ-
ten, which employ heavy computations to find values of n, for which we can

nontrivially bisect the binomial coefficients set {('.L)}(K o Thus, it is a nat-
n

ural question to ask whether a splitting of binomial CBjeﬁcients of size other
than two does exist. It was conjectured in [21] that no such 2¥-section for k > 1
existed. While this question originates from our attempt to investigate balanced
and symmetric generalized Boolean functions, it has an interest of its own. As
for the bisection, we say that we have a 2¥-section of a set of integers A (whose
cardinality is divisible by 2¥) if there is a partition of cardinality 2* of the set A
such that the sum on each partition set is 2% ZweA x, 1 <j <2k,



Theorem 3. There is no symmetric balanced function from Fy, n > 1, to any
group of order 2%, if k > 2. In particular, for k > 2, there are no 2F-sections of

binomial coefficients { (n) } .
1/ Jo<j<n

Proof. The result is easy to show for 1 < n < 10, so we assume that n > 10.
Freiman [I0] considered the system of equations

1121 + a12%2 + - + AT = by

a21x1 + a22T2 + - -+ + A2 Ty, = bo,

where (0,0) # (a1j,a2,;) € Z2, (b1,b2) € Z?, and he showed that the number of
solutions z; € {0,1} of the above system is exactly

) o1 )
Jb1,b2 —9m /G/6727Tz(xb1+yb2) H 5 (1 + e27m(xa1j+ya2j)> dl’dy,
j=1

where G = {(z,y) |2,y € R, 2] < 3, |y < 3 }.
Let n > 10 be fixed, and we assume that there is a 2¥-section, k > 2 (we take
k largest with this property). We consider such a 2*-section and partition the

binomial coefficients (?) in 2k (disjoint) sets A;,1 <14 < 2k guch that Z <n> =

JEA: J
2"~k 1 <i < 2%, Since we took k largest with this property (certainly, k < n),
one of the sets, without loss of generality, say Aj, cannot be bisected further.
We next consider the system

2 xj(?) + Dz 0=(2" -2

jeut, a; J€AL
n —
E LL‘j-O-‘r E {Ej(,>:2n k,
jEU?izAi JEA J

and by Freiman’s result there are exactly
/2 ,1/2

J(gk_l) on—k gn—k = 2n+1/ @72W2w'_k((2k*1)m+y)
—172)-1/2

[ 40e0) IT (om0 i

jGUfEQAi j€A

1/2 , e 1 - in
_ 2n+1/ 67(2k71)ﬂ-2 ktly H 5 (1 +627rzw(j))

—-1/2 .
/ jeufizA'i

1/2 . 1 o (n
/_ e ™2 kel H 5 (1+62ﬂ1y(j))

1/2 jEA,



= e () [ e ()

solutions of that system. By our assumption, Jior_1y gn—r on—+ > 1. We let (,)
be the regular Euclidean scalar product, and observe that

11 <”<?)> o =R cos (m<<19><<’;>>,4>)

oe{—1,1}1411-1
Observe that <(1 0), (( ))j€A1> = Z (n) = 2""% = (0 (mod 2), for all
J ; J
JEAL
6 € {—1,1}/411=1 Moreover, the scalar product <(1,9), ((?))jeAl> # 0, since

we assumed that A; cannot be bisected further. Therefore, the integral
[ Lo ()
H cos | mz| .
—1/2 jea, J
1 1/2 n
= S5lA -1 1,60 ;
g [, 2 eos(mr (00 (()hen))

Qe{_l 1}\A1| 1

_ ﬁ Z /11//22 cos( <(179), ((?) )j€A1>>

fe{—1,1}1411-1

- 2\A1\—17T<(1 19) (( ))JeA1> 2 - Sin< <(1 % ((3>)’€A1>) ‘1*/12/2

fe{—1,1}1411-1

=0,

since <(1 0), ((J> )J€A1> =0 (mod 2), which shows that our assumption that,

for k > 2, there are 2*-sections of binomial coefficients is false. The theorem is
shown. ad

4 Avalanche features in terms of differentials
Let f € gBik and ae€V,, c € Zy. We let

d(a,c) == [{x € Vi [ Daf(x) =},

and call the quantity Ay := max  ds(a,c) the differential uniformity of f
(a,0) €V XLy

(and f is a differentially Ag-uniform function). The multiset {d¢(a,c)|(a,c) €
Vi X Zgr } is called the differential spectrum of f. It is known that when f has
values in V,,, then Ay > 2 (in odd characteristic, A; can take the value 1), and



functions achieving this bound are called almost perfect nonlinear (APN). Recall
that bent functions f from a group A to a group B can be defined as functions
for which f(xz+a)— f(z) is balanced for every nonzero a € A, i.e. every b € B is
taken on the same number |A|/|B| times. A function f from V,, to Zy« is hence
bent if and only if Ay = 2"=F_In terms of character sum values a bent function
from V,, to Zqx is then a function for which

Hela,u)= > ¢ (—1)wx (6)

x€eV,

has absolute value 2/2 for all nonzero o € Zyx and u € V,,. We next investigate
differential properties of generalized bent functions from V,, to Zyx, which satisfy
the weaker property that |H ;(u)| = 2"/2 for all u € V,,, see Corollary [3| below.

IfV,, = F%, then we say that f € ngLk satisfies the (generalized) propagation
criterion of order £ (1 < ¢ < n), denoted by gPC(¥¢), if and only if the auto-
correlation Cy(v) = > v ¢fI=Fx@&v) = 0, for all vectors v € F3 of weight
0 < wt(v) <L If £ =1, we say that f satisfies the (generalized) strict avalanche
criterion (gSAC). With the standard calculations we see that f is gbent if and
only if C¢(v) = 0 for all v (in this case we do not require that V,, = F%).

Theorem 4. Let f € ngf, and AE-W) = {x|f(x®w)— f(x) =j}. Then f is
gPC(£) if and only if

A =27, | A = 0,]1A0) | = [AN) ) for0 <G <2V 11 S wit(w) < €.
Proof. First note that unconditionally we always have |Aéo)| = 2™, \A§0)| = 0.

For v € V,,, v # 0, with the notations in the statement of the theorem and
¢ = (¢! we have

2k 1 ok—1_1
Crv)= D (JOm1ee) = N~ AV = N (1A - AN, )
x€V, j=0 j=0

Since the set {¢7 : 0 < j < 2¥=1 — 1} is a basis of Q(¢), hence is linearly
independent, we have Cy(v) = 0 if and only if |A§V)| = |A§.:_)2k,1| for 0 < j <
2k=1 1. O

Corollary 3. Let f € gBik. Then f is gbent if and only if

AR = 27, [AP] = 0,] AT = [AY). ], forall 0<j<2bt -1 w0,

Recall that a Boolean function g : V,, — Fy is called partially bent if g(x @
a) @ g(x) is either balanced or constant for all a € V,,. Partially bent functions
from V, to Fy are always s-plateaued, where s is the dimension of the linear
space of g. In an analog way we can define (generalized) partially bent functions
from V,, to Zyx as functions f for which f(x @ a) — f(x) is either balanced or



constant for all a € V,,. With the standard proof for partially bent functions
one can show that generalized partially bent functions f : V,, — Zyr as defined
above, are plateaued with respect to their transform (o, u) of @

In Theorem [4] we characterized ghent functions via their differential prop-
erties. With this characterization the following definition of a partially gbent
function is natural. As in Theorem let A;W) ={x|lfxow) - f(x) =4} A

function f € QBik is called partially gbent, if for all w € V,, we either have
|A§w)\ = \A;vl)zk,1| for all 0 < j < 28=1 — 1, or the derivative f(x @ w) — f(x) is
constant.

Proposition 4. A partially gbent function f € gBik is s-plateaued, where s is
the dimension of the linear space of f.

Proof. Since Hyi.(u) = (“H(u), without loss of generality we can suppose that
f(0) =0. For u € V,, we have

Hf(u)’}-[f(u) _ Z Cf(z)(_l)u-z Z Cff(x)(_l)u-x

zeV, x€eV,
— Z C*f(W)(_l)u-w Z Cf(xéBW)*f(X)Jrf(W).
wev, x€eV,

Observe that f(x & w) — f(x) + f(w) = 0 if w is a linear structure of f (we
use that f(0) = 0). If w is not a linear structure, then by our assumption
EXEVn Cf(x®w)_f(x)+f(w) — Cf(W) ZXEVW, Cf(x@w)_f(x) — 0 Hence puttlng A —
LSor(f), Hy(u)Hs(u) =27 Z ¢ (1)"Y. Let z be any element of S; =
weA
{x € V,|H;(x) # 0}. Then by Theorem [I| we have ¢/(W) = (~1)"V for every
w € A. Therefore Hy(u)H(u) = 2" Z (—=1)E®Ww " (independently from the
weA
choice of z € Sy). Consequently, if z & u € AL, then |H(u)|? = 2", where
s = dim(A), otherwise H¢(u) = 0. O

Remark 3. Observing that #Hy(u) only depends on whether z® u € AL, inde-
pendent from the choice of z € Sy, we infer that Sy is a coset of AL (we also
use that by Parseval’s identity, | S| = 2"~*). This coincides with the situation
for conventional partially bent functions.

Similar as for conventional partially bent functions, cf. [4l5], we have the follow-
ing corollary for partially gbent functions.

Corollary 4. Let A = LSy (f) be the linear space of the function f € QB%k.
Then f is partially gbent (partially bent) if and only if for any complement A°°™P
of A in'V,,, the function f|A°™P is gbent (bent).

Proof. With D,f(x) = f(x @ a) — f(x),
’HDaf(O) - Z Cf(xéBa)—f(x) _ Z Z Cf(y@z@a)—f(y@z)'

x€V, yEA zg Acomp



Using that f(x®y)—f(x)+f(y) =0ify € A, we see that f(y®zPa)— f(yPz) =
f(z®a) — f(z), hence

Hpap(0) =Y 3 (Jeovi@ — g Y (fEaie), ™)

yEAzgAcomp z€Acomp

First suppose that f is partially gbent. Then for a ¢ A we have Hp, ¢(0) =
Y oxev ¢(fx®2)—f(x) = 0, and hence with @), > e Acomp ¢f(=8a)-f(z) — (. Con-

sequently, for f1§.a) ={z € A°"P|f(z®a)— f(z) = j} we have |f1§a)| = |A§.i)2k,1|
for all 0 < j < 2F~! — 1 and all nonzero a € A", By Theorem {4} f restricted
to AP is gbent.

Conversely let f|A%™P be gbent for any complement A“°™ of A. Let a ¢ A
and let A°°™P be a complement of A containing a. By assumption, with Theorem
we have Y, jcomp ¢f(z®2)=f(z) — (, hence by Equation @, Hp.r(0) = 0.
Therefore |A§a)| = A;?Qk,d for all 0 < j < 2¥=1 — 1, and f is partially gbent
by definition. a
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