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Abstract

In this paper we define a notion of partial APNness and find various charac-
terizations and constructions of classes of functions satisfying this condition. We
connect this notion to the known conjecture that APN functions modified at a point
cannot remain APN.
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1 Introduction

The objects of this study are Boolean functions and some of their differential properties.
We will introduce here only some needed notions, and the reader can consult [1, 3, 4, 7,
8, 11] for more on Boolean functions.

Let n be a positive integer and Fsn denote the finite field with 2" elements, and
F%. = Fon \ {0}. Further, let F5* denote the m-dimensional vector space over Fy. We call
a function from Fon to Fy a Boolean function on n variables. The cardinality of a set S
is denoted by #5S. For f : Fon — Fy we define the Walsh-Hadamard transform to be the
integer-valued function Wy(u) = Z (—1)/@HTT D) gy € Fyn, where Tt : Fon — Fy

z€Fan

is the absolute trace function, given by Tr'(z) = S0 2%,

Parseval’s relation Z We(a)? = 27"

CIEFQ'IL

This transform satisfies
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Given a Boolean function f, the derivative of f with respect to a € Fan is the Boolean
function D, f(x) = f(x 4+ a) + f(x), for all x € Fan.

For positive integers n and m, any map F' : F§ — F7' is called a vectorial Boolean
function, or (n, m)-function. When m = n, F' can be uniquely represented as a univariate
polynomial over Fan (using the natural identification of the finite field with the vector
space) of the form F(z) = Y7 'ax’, a; € Fyn. The algebraic degree of F is then
the largest Hamming weight of the exponents i, with a; # 0. For an (n, m)-function
F, we define the Walsh transform Wg(a, b) to be the Walsh-Hadamard transform of its
component function Tr{"(bF(x)) at a, that is,

Wr(a,b) = Z (—1) BT CF@)+TT(02) - where g € Fon, b € Fom.

[L'G]Fg’n

For an (n,n)-function F', and a,b € Fon, we let Ap(a,b) = #{z € Fon : F(z +
a) + F(x) = b}. We call the quantity Ar = max{Ar(a,b) : a,b € Fau,a # 0} the
differential uniformity of F. If Arp < 4, then we say that F' is differentially d-uniform.
If § = 2, then F is called an almost perfect nonlinear (APN) function. There are many
useful characterizations and properties of APN functions, some of which are stated below
(see [2, 4, 5, 10]).

Lemma 1. Let F be an (n,n)-function. The following hold:

(1) we have Z Wi(a,b) > 23"14(3.2"1 — 1), with equality if and only if F is APN;

a,bEFon

(ii) if F(0) =0 and F is APN, then Y Wi(a,b) =2"""(3-2"7" = 1);

a,beFon

(#7i) (Rodier Condition) F is APN if and only if all the points x,y, z satisfying F(z) +
F(y)+ F(z)+ F(x +y+ z) = 0, belong to the curve (x +y)(z + z)(y + z) = 0.

We next introduce the notion of a partial APN function. Let xq € Faon. We call
an (n,n)-function F' a (partial) xo-APN function, or simply zo-APN function, if all the
points u, v satisfying F(zo) + F(u) + F(v) + F(xo + u + v) = 0, belong to the curve
(o +u)(xog + v)(u+v) = 0. Certainly, an APN function is an zo-APN for any point x.

A function F is called weakly APN if for any a # 0 the function F(x+ a)+ F(z) takes
at least 272 + 1 different values (see [1]). Note that the notion of partial APN function
differs from the notion of weakly APN function. For example, it can be checked that
F(x) = 22" 72 over Fyn with n even is weakly APN but not zo-APN, for xy € Fan. On the
other hand, F(x) = 27 over Fyu1 is 0-APN but not weakly APN.

Our proposal for the partial APN concept comes from a study of the conjecture in [2],
which claims that for n > 3 an APN function modified at a point cannot remain APN.
While this work has some overlap with [2], our ultimate goal is to investigate the partial
APN concept.
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2 Boolean functions modified at a point

Let F': Fyn — Fon and consider an arbitrary point zy € Fon and some nonzero e € F5,.
Denote yo = F(x¢) and y; = yo + €. Then the function F’ over Fon defined by

) = {F(x) o )

Y1 if x = x.

is called a (single point) (xq, y1)-modification of F.
It is rather easy to show that there are single point modifications of an APN function
F that are not APN.

Proposition 2. If an (n,n)-function F is APN for n > 1, then for any xy € Fon there
exists € € F5, such that the (zo, F(xo) + €)-modification of F is not APN.

Proof. Suppose F'is APN and zy € Fan is given. Take y, 2z € Fon such that zg, y and z
are distinct and let F’ be the (xq, F(y) + F(z) + F(zo + y + z)) modification of F. Then
we have F'(xy) # F(xo) since F' is APN and F'(zo) + F'(y) + F'(2) + F'(xo +y+2) =0
so that F’ cannot be APN. O

Next, we find some necessary and sufficient conditions for an (z, y;)-modification of
a given function to be partially APN.

Lemma 3. Let F be an (n,n)-function and F' be an (o, y1)-modification of F for xg,y1 €
Fon and y; # yo = F(xy). Then, with € = yo + y1,

WF/(CL, b) — WF(G, b) o (_1)Tr7f(axo+byo)(1 _ (_1)Tr’f(be))‘

For any given elements a, b € Fan let us denote Ex(a,b) = (—1)T1(@@0+b0) Dy (b) where
Dr(b) =1 — (—1)™1®9, Note that Er(a,b) depends on x, yo and y;.

Lemma 4. Let F' be an (n,n)-function and let xo,y; € Fon with y1 # yo = F(xg) and
€ =1yo+y1. Then for any integer m > 1 and any elements a,b € Fon, we have

(i) E3"(a,b) =2*""'Dp(b), and
(i) E2"(a,b) = 2" Er(a,b).

1 ifz=0

In the following we make use of the Kronecker function dy(z) = .
0 if z#0.

Theorem 5. Let F' be an (n,n)-function and F' be its (xo,y1)-modification for some
o, Y1 € Fon with y1 # yo = F(xg). Then the following hold:

(@) = > (Wha,b) = Whi(a.b)) = > Wi(a,b)Ep(a,b) — (3-2°" — 22"+,

a,bEIan a,bEan
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(i) Y (Wi(a,b) = Wii(a,b)) =3 > Wi(a,b)Ep(a,b) — 32>+

a,b€Fon a,bEFan

- (60(F(0)) = 8oy — yo + F(0))) 4 22"*260(0) (S0 (yo) — o(u1)) -

Proof. We show (i) first. Taking fourth powers in the identity Weg(a,b) = Wg(a,b) —
Er(a,b) of Lemma 3 and applying Lemma 4, we get

> (Wi(a.b) = Wy (a.b))

a,bGan
= Z (AW} (a,b)Er(a,b) — 6Wi(a,b)Ef(a,b) + 4Wr(a,b)E}(a,b) — Ep(a,b))
a,beEFon
= > (4Wi(a,b)Ep(a,b) — 12W}(a,b)Dp(b) + 16We(a, b) Er(a,b) — 8Dp(D)) .
a,belFon
Thus,
1
1 > (Wila.b) = Wi(a,0)
a,beFon
= > (Wi(a.b)Er(a,b) — 3Wi(a,b)Dp(b) + 4Wr(a,b) Ep(a,b) — 2Dp(b)) .
a,beFon
We now observe that Z Dp(b) =2" Z Dp(b) =2" Z (1—(=1)T7C9) = 227 gince
a,belFyn beFon beFon
D beFan (— 1)T7(9) = 0 when € # 0. Further, by Parseval’s identity we get Z W2(a,b)Dp(b) =

a be]an

> Dp(b) > Wi(a,b) = 2 Y Dp(b) = 2*". Finally, we use the inverse Walsh-

bEFQn angn bEF2n
Hadamard transform to obtain

Z We(a,b)Ep(a,b) = Z (—1) T3 (B(F-+0)+aluwtao) p - (p)

a,bEFQn a,b,uEFQn
o e o )
b,uEFQTL GGFQn
=2" ) (Dp(b)(—1) @) = 9n N Dp(h) = 27"
beFon beFon

Combining the above results, we obtain
1
7 > Wilab) =Wi(a,) = > Wila.b)Er(a,b) — (327 — 2%,
a,beFon a,b€Fon

and our first claim is shown.
By a similar argument as in part (i), we obtain

Z (Wg’(av b) o W?;/(CL, b))

a,bGan
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= > (3Wi(a,b)Ep(a,b) — 3Wr(a,b)E7(a,b) + E}(a,b)) (2)
a,bEFon

=3 > Wi(a,0)Er(a,b) =6 > We(a,b)Dp(b) +4 > Ep(a,b).
a,belFan a,beFon a,beFon

Furthermore, we compute

> Wrl(a,b)Dp(b)

a,befFyn
— Z (1 — (—1)mi) Z (—1) i (OF W) Z (1) ()
beFon u€lFon a€lFon
—on Z (1 — (_1)Tr?(b6)) (_1)Tr?(bF(0))
beFon
—on ( Z (_1)Tr?(bF(0)) _ Z (_1)Tri‘(b(y1—yo+F(0))>
beFon beFon

= 22" (80(F(0)) — do(yr — yo + F(0)))
and

Z Er(a,b) = Z (—1)™ (azo+byo) (1- (_1)Tr?(b(y1_y0)))

a,bEFon a,bEFon

= 2""d0(x0) (80 (yo) — do(u1)) -

Using these identities in (2), we obtain

> (Wia.b) = Wi(a.b))

a,bEFgn
=3 Y Wi(a,b)Ep(a,b) = 3- 27" (6(F(0)) — do(tn — v + F(0)))
a,belFon
+ 2%"260 (xx0) (80 (y0) — do(y1))
and the theorem is shown. O

Corollary 6. Let F be an (n,n)-function satisfying F(0) = 0, and xy € Fon, € € Fi,.
Let further F' be its (xq, F(zo) + €)-modification. Then we have, with y; = F(xy) + €:

(a) if xg = yo =0 then y; # 0 and

Z (W?:(a, b) — Wi (a, b)) =3 Z W2(a,b)Er(a,b) — 22"+

a,beFan a,beFon
(b) if xo # 0 then

> (Wi(a.b) = Wii(a,b)) =3 > Wi(a,b)Ep(a,b) — 3 -2,

a,bE]FQn a,bEan
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Proof. Follows easily from Theorem 5 (i7). O

Theorem 7. Let F' be an (n,n)-function and F" be its (xo,y1) modification. For any
x,y € Fon, let

Toy = {(w,v) €F5: (uta)(v+a)(utv) #0,Fu) + Fo) + Flu+v+z)+y =0},
Sy = {u€Fon:F(u)+ F(u+x)+y =0}

Then:

> Wi(a,b)Ep(a,b) = 27" (3- 2" — 2+ # Ty — #Ts040) ;

a,bEFon

Z W%(av b)Er(a,b) = 2% (#:S, vo — a0, y1) .

a,bEan

Proof. We only show (i), since (i7) is similar. We write

> Wi(a,b)Ep(a,b) = Y (1 (=1)T¢9)

a,bEFan a,bE€Fon
S (1) TROU )40 ()T aluoutao)
w,v,wEFn

= 3 (1= (— 1)) (1) TP +0)

b,u,v,wEFon

. Z (_1)Tr?(a(u+v+w+x0))

ae]an
= 2" Z (1 — (_1)Tr?(be)) (—1) T CF @) +F @)+ F (utvtzo)+y0))
bu,v€lfon
=" Z ( Z (—1) T CF@)+F @) +F(utvtzo) +30)) (3)
u,vEFn beFon
_ Z Tr?(b(F(u +F(v)+F(u+v+xo)+y1))> (4)
bG]FQn

Now, the inner sums in (3) and (4) will be zero unless one of the exponents is zero,
that is, if F'(u)+ F(v)+ F(u+v+zo)+ F(xg) = 0 or F(u)+F(v)+ F(u+v+x9)+y1 = 0.

Since there are 3 - 2" — 2 pairs (u, v) satisfying (u + o) (v + zo)(u + v) = 0, the above
equation becomes

Z W?’(“? b>EF<a7 b) = 22n (3 2" =2+ #beoyo - #Twmyl) )

a,beFon

and the first claim is proven. O
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Note that in the above theorem we in fact showed that 3, ,cp  Wi(a, b) (—1)Tr1 (azo+byo) —
227 (32" = 2+ #Tuo o)y Yoper,, Wila,b)(—1)Tierottv) — 220 (L, ). That is, for
an (n,n)-function F' and its one point modification F” at xy, Theorem 7 gives

Z WF a, b EF a b Z WF a, b )Tr" (azo+byo)

abGIF'Qn abE]FQn
= 3 W(a,b)(— )Tt — 92 (3. 9m _ 2 T, )~ 22 ($T,,,) . (5)
abEIF'Qn

By Theorem 5, we get

111 Z (Wj;’(a? b) - W;l”(a7 b)) = Z WI%"(C% b)EF(aa b) - 22”(3 2" — 2)

CL,bGIFQH a,bGIFQn

= 22”(#Tx0,y0 - #Txo,y1)>

where the last equality comes from the equation (5).
Therefore, we obtain the following equivalence:

> (Wh(a,b) = Wii(a,b)) =0 <= #Tu 40 = # a0y (6)

a,beEFon

The definition of £o-APN implies that F" is xo-APN if and only if (u+ zo)(v+x0)(u +
v) # 0= F'(u)+F'(v)+y1+F'(u+v+xo) # 0. However, when (u+xz)(v+xo)(utv) # 0,
one has F'(u)+ F'(v)+y1+ F'(u+v+z9) = F(u)+F(v)+y1+ F(u+v+x). Therefore, F”
is £p-APN if and only if (u+x¢)(v+zo)(u+v) # 0 = F(u)+F(v)+y1+ F(utv+z0) # 0.
In other words, F’ is zo-APN if and only if T}, ,, is the empty set.

Now, the set T}, ,, with yo = F'(z¢) is empty if and only if F' is zo-APN. By (6) and
Lemma 1 we have:

Theorem 8. If ' is APN and its (xg,y1)-modification F' with y; # F(xo) is xo-APN,
then F' is APN.

Note that this can also be directly derived from the definition of one point modification.
Indeed, suppose to the contrary, that F’ is zo-APN but it is not APN. Then for some a # 0
and some b the equation F'(x+a)+ F'(x) = b has more than 2 solutions. Let xy, z9, z3 be
three distinct solutions to this equation. We consider two cases. If {1, z9, z3} N {z0, zo +
a} = () then F'(z; + a) + F'(x;) = F(x; + a) + F(x;) for i € {1,2,3} and this contradicts
F being APN. If {xy, x9, 23} N {x0, 20 + a} # 0, then it contradicts F’ being xo-APN.

In light of Theorem 8, it follows that the conjecture from [2] can be strengthened as
follows:

Conjecture 9. An (z,y1)-modification of an APN function with y; # F(xo) is not
xo—APN.

One way of showing that this is true would be to show {F(zq) + F(u) + F(v) +
F(zro+u+wv) : u,v € Fon} = Fon. Indeed, suppose that F’ is an (zg, y;)-modification

Sequences and Their Applications (SETA) 2018 7
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of F with y; # yo = F(zo) and that F”’ is not APN. This is true if and only if the
equation F'(xg) + F'(u) + F'(v) + F'(xo + u + v) = 0 is satisfied by a pair of elements
u,v € Fon with (u 4+ x0)(v + x¢)(u + v) # 0. Writing € = yo + 31, this is equivalent to
F(xzo) + F(u)+ F(v) + F(xo 4+ u+v) = € or, in other words, € € {F(zo) + F(u)+ F(v) +
F(zo4+u+v) : u,v € Fon }. Thus, the difference € between F'(z() and F’(xy) must not be
expressible as D, F'(xy) + D, F(y) in order for F” to be xo-APN.

Corollary 10. Let F' be an (n,n)-function and let F' be its (xq,y1)-modification for
20, Yo € Fon with y1 # yo = F(xo). Then,

> (Wi(a,b) = Wii(a, b)) =3+ 2°" (#5854 — #Sroun)

a,b€F2n

— 322" (80 (F(0)) — do(y1 — yo + F(0))) 4+ 2200 (0) (d0(yo) — do(v1)) -

Furthermore,
(a) [fF<O) =0 7£ Lo, then; Z (Wl?;<a7 b) o Wl%‘"(aa b)) = 3'22n (# 0,90 #Sxo yl)
. 22n+1; a,befFon

(b) [fF(O) = 0=, then Z (W??((L b) - WI%"<G’7 b)) =3.2% (# 0,90 #Sxo yl)

a,bE]FQn
227‘L+1 — 227‘L+1(3 . 277,—1 _ 1),

(¢) If Fis APN and F(0) = 0 # xo, then 3_, ycp, . Wii(a,b) = 2°"T1(3- 2" — 1) 43 -
22”#310,311;
(d) If F is APN and F(0) =0 =z, then Y _ Wi (a,b) = 0.

&,bEFQn

Proof. Ttem (a) and the first equation in (b) follow easily from Theorem 5 (ii) and
Theorem 7 (ii). For the second equation of (b), we suppose F(0) = 0 = xy. Then,
Sromo = {u € Fon|F(u) + F(u) + F(0) = 0} = Fon, 80 #5544, = 2". Also, Sy, = {u €
Fon|F(u) + F(u) + F'(0) = 0} = 0, s0 #5494, = 0.

To show (c¢), we assume that F' is APN with F(0) = 0 # xo. Then, S,,,, = {uv €
Fon |F(u) 4+ F(u + x0) + F(20) = 0} = {0,20}. By Lemma 1, we get 3, ,cp. . Wi(a, ) =
22nt1(3. 2771 — 1), By Theorem 5 (i7) and the main claim of this corollary, we have

> (Wila,b) = Wii(a,b)) =271 (327 = 1) = Y Wi(a,b)

a,bEFgn a,b€EFan

=32 (# 0,90 #Sxo y1) - 22n+1’

which is equivalent to 22"+*(3.2" 1 — Z Wi (a,b) = 322" (2 — 45,4, ) — 322",
a bE]FQn
and so, > Wi(a,b) =2 (32" — 1)+ 3. 2748, .
a,bEFQn
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To show (d), we now suppose that F' is APN and F(0) = 0 = xy. Then, by
Lemma 1 and point (b) of this corollary, Z (Wi(a,b) = Wii(a, b)) = 2*"+1(3- 2771 —
abG]FQn
Z Wi, (a,b) = 22"71(3. 2"t — 1), which implies that Z (a,b) = 0, and
a,bEFyn a,b€Fyn
the claim is shown. O

3 A characterization of partial APN functions

We now provide a necessary and sufficient condition for a function to be xo-APN. As a
consequence of our theorem we can obtain the APN conditions of Lemma 1.

Theorem 11. Let F be an (n,n)-function and x¢ € Fon. Then F' is xo-APN if and only
if
Z WF a, b )Trn azo+bF(z0)) 22n+1(3 Jon—1 _ 1)

a bEFQ'rL

Proof. We have

Z WF a, b ) T (azo+bF (z0))

a,b€Fyn

— Z (_1)T‘f{”(awo+bF(Io)) Z (_1)1‘r§‘(b(F(U)+F(v)+F(w))+a(u+v+w))
a,b€Fyn u,0,weFan

— Z (_1)Tr{b(b(F(u)+F(v)+F(’w)+F(mo))) Z (_1)Tﬂf(a(u+’u+w+mo))
byu,v,wERn a€Fan

—9on Z (_ 1)Tr’f(b(F(u)JrF(v)+F(zo)+F(u+v+m0)))
b,u,v€lFon

—9n Z Z TI‘1 F(u)+F()+F(x0)+F(utv+zo)))

u,vEFon bEFon
= 27" {(u,v) € F3, : F(u) + F(v) + F(x¢) + F(u + v+ x) = 0}
=22 (32" — 24+ #T0y00) -

Since T, ,, is empty if and only if F' is xo-APN, the claim follows. O

4 Monomial partial APN functions

For a monomial F'(z) = 2™, the polynomial G(z,y, z) = F(z)+ F(y)+ F(2)+ F(z+y+2)
is a symmetric homogeneous polynomial of degree m, and so, G(kz, ky, kz) = k"G (z,y, 2)
for all k£ € Fon. Using this property, we show that a monomial F' is APN if and only if
F is partial APN on a subspace of dimension 1 (that is, it is partial APN at 0 and some

Proposition 12. Let F(x) = 2™ over Fon. Then:

Sequences and Their Applications (SETA) 2018 9
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(1) If xg # 0, then F is xg-APN if and only if F is x1-APN for all z, € F%,;
(17) F is APN if and only if F' is 0-APN and x1-APN for some z; € F5..

Proof. Certainly, (i7) is a consequence of (7). For a proof of the first claim, note that F'is
xo-APN if and only if G(xo,y, z) # 0 for all y, z with (y + 20)(z + x0)(y + 2) # 0. Using
the homogeneous property of G, 0 # G(xo,y, z) = G(kxo, ky, kz) for any k # 0, so the
condition can be written as G(x1,y, z) # 0 for all 1 # 0 and y, 2z with (y+z1)(z+z1)(y+
z) # 0. O

Charpin and Kyureghyan [6] also considered a partial APN concept on (n, n)-functions:
we say that F' satisfies the property (p,), a € F., if the equation F(z)+ F(x+a) = b has
either 0 or 2 solutions for every b € Fon. They showed that a mapping F' is APN if and
only if F' satisfies (p,) for all nonzero a belonging to a hyperplane. It is not clear if such
a result is true for our notion of partial APNness. From the result above, we see that a
similar result is true for monomials, i.e. F' is APN if and only if it is partial APN for
a subspace of dimension 1. Moreover, when F' is a monomial, the property (p;) implies
the property (p,) for any a # 0. Therefore our result on 0-APN has some analogy with
the property (p;), but 0-APN is a more general condition than the property (p1), as the
following examples will show.

We let (2)2 denote the residue modulo 2 of the binomial coefficient (Z) We next
investigate and explicitly construct many classes of Boolean functions that are 0-APN
(but not necessarily APN).

Theorem 13. Let Fon be the extension field of Fy corresponding to the primitive polyno-
mial f of degree n and let g be one of the (primitive) roots of f. Then:

(1) if F(x) = 2™ over Fan, then F is 0-APN if and only if for 1 <1 < 2"—1, the minimal
polynomial Pyi(X) = [[;cc, (X —¢’) of ¢', where C; = {(i - 2/) (mod 2" — 1) :
Jj = 0,1,...} is the unique cyclotomic coset of i modulo 2" — 1, does not divide

Zz;l (721>2 l.mifkfl;

(i1) if F(x) = 2*~ over Fon, where ged(d — 1,n) = 1, then F is 0-APN:
(i) if F(x) = ¥ over Fon, where ged(d,n) = 1, then F is 0-APN.

Proof. 1f F(x) = 2™, then F is 0-APN if and only if the Rodier equation F'(y) + F(z) +
Fly+2z2) = y™+ 2™+ (y + 2)™ = 0, has no solution y,z € F}, with y # 2. Given
two distinct elements y,z € F5., let 2 = ya, where a # 0,1. Then, the equation
above becomes y™ (1 + o™ + (1 + «)™) = 0, implying 1 + o™ + (1 + o)™ = 0. Then,
if there exists a # 0,1 satisfying the previous equation, then there exists 1 < ¢ <

; ; me—1 .
1 X'Lm 1 X’L m i
2" — 1 such that + —;(( + X = ,;_1 (TZZ)Q ™~ %=1 vanishes at ¢, that is,

. . . . m
1+ +(1+ ¢")™ = 0. Then it will vanish at g2e, for all ¢, since 1—i—gzm2e—|— <1 + g”[) =
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(1+g¢™+(1+ gi))ﬂ = 0. Thus, the minimal polynomial Py:(X) = [[,., (X — ¢’) of ¢’
mi—1 mi
divides Z ( ) ) 2™ %=1 The converse is certainly true, and the first claim is shown.
k=1 2
To test whether F' = 22°~! is 0-APN, one needs to check the (in)solvability of the
zy2d*1 —|—yz2d*1

Rodier equation 0 = F(y)+F(z)+F(y+z) = y2d*1—|—22d*1+(y+z)2d*1 = - =
Y+ z

(a1 4 )z
z(a+1)
is no a # 0,1 satisfying the above equation, that is, z2°~! is 0-APN. The condition
ged(d — 1,n) = 1 follows form the known identity ged(2% — 1,2° — 1) = 28¢d(@5 1 since
1 =ged(2¢ —2,2" — 1) = ged (2471 — 1,27 — 1) = 28cdld=1n) _ 1,
In the same way, we consider F(z) = 22"t! over Fyn. To test whether F is 0-APN,
one needs to check the solvability of the Rodier equation

, where y = za, a # 0,1. Therefore, when ged(2¢ — 2,2" — 1) = 1, there

0=F(y) +F(z)+ Fly+2) =y + 22+ (y+ 2" = 2 +y2* = (0 + )2,

where y = za, o # 0, 1. Therefore, when 1 = gcd(2¢ —1,2" —1) = 28¢d(@n) _ 1 that is, for
ged(d,n) = 1, there is no « # 0, 1 satisfying the above equation, so 221 is 0-APN. O

’ n \ Exponents i \ Ap ‘
6 |27 12
7 7,21,31,55 6

19,47 4
15,45 14
o | 21111 4
51 50
63 6
7,21,35,61,83,91,111,117,119,175 6
9 | 41,187 8
45,125 4
15,27,45,75,111,117,147,189,207,255 | 6
21,69,87,237,375 4
51 8
10 93 92
105,351 10
231,363 12

Table 1: Power functions F(z) = z* over Fy. that are 0-APN but not APN

Example 14. Table 1 lists the exponents ¢ for which z¢ is 0-APN but not APN over Fyn.
Only one representative from every cyclotomic coset is given. There are no functions of
this type for n < 5. We also verified that there are no power functions F(x) = z* over Fan,
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n < 15, which are 1-APN but not 0-APN, suggesting that perhaps 1-APN-ness implies
0-APN-ness for power functions. This is not true in general: we found over six million
polynomials over Fys that are 1-APN but not APN, for example, 27 + 2%. Out of these,
64 have coefficients in Fy: 48 of them have the differential spectrum {0%',2%2 43}  while
the remaining 16 have the spectrum {0%2,27,67}. We also found 6944 polynomials of this
type over Fayu with coefficients in [y, for example, x'? + z7.
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