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Abstract. For cryptographic purposes, we generally study the charac-
teristics of a Boolean function in n-variables with the inherent assump-
tion that each of the n-bit inputs take the value 0 or 1, independently
and randomly with probability 1/2. However, in the context of the FLIP
stream cipher proposed by Méaux et al. (Eurocrypt 2016), this type of
analysis warrants a different approach. To this end, Carlet et al. (IACR
Trans. Symm. Crypto. 2018) recently presented a detailed analysis of
Boolean functions with restricted inputs (mostly considering inputs with
weight %) and provided certain bounds on linear approximation, which
are related to restricted nonlinearity. The Boolean function used in the
FLIP cipher reveals that it is actually a direct sum of several Boolean
functions on a small number of inputs. Thus, with a different approach,
we start a study in order to understand how the inputs to the composite
function are distributed on the smaller functions. In this direction, we
obtain several results that summarize the exact biases related to such
Boolean functions. Finally, for the nonlinear filter function of FLIP, we
obtain the lower bound on the restricted Walsh-Hadamard transform
(i.e., upper bound on restricted nonlinearity). Our techniques provide a
general theoretical framework to study such functions and better than
previously published estimations of the biases, which is directly linked
to the security parameters of the stream cipher.
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1 Introduction

The search for practical solutions to efficient homomorphic encryption schemes,
ushered in a new paradigm in stream cipher design, and received serious atten-
tion, recently. One important step in this direction has appeared in [1]. Shortly
thereafter, the papers [5,6] started analyzing the constituent Boolean function(s)
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in the FLIP stream cipher. An initial version of this cipher was cryptanalyzed
in [3]. In the FLIP stream cipher, the keystream bit is computed by using one
nonlinear filter function, which takes input from a restricted domain. Recently,
in [2,7], the properties of the Boolean functions in such a restricted domain [6]
were studied in detail.

In this paper we consider a different approach. It is evident that for the imple-
mentation of efficient homomorphic encryption schemes, the underlying stream
cipher must be simple. This requires Boolean functions with simple Algebraic
Normal Form (ANF) having many linear and low degree terms connected by
simple Fy addition. Further, the existing Boolean functions in the FLIP cipher
require each variable to be part of only one subfunction in the ANF. Given such
restrictions, it is evident that such functions will not have good cryptographic
properties. Thus, one requires a large number of variables, and consequently,
we want to get the required security with the least possible number of inputs.
The study of such functions is much easier using the standard Walsh—Hadamard
transform if we consider that the inputs appear independently and uniformly at
random. However, this is not the case here, since only the inputs of a specific
weight play a role. Quite involved mathematical techniques have been exploited
in [2,7] to study such functions. The analysis of FLIP, as a consequence of these
works, requires more attention, as specific numerical bounds on both sides are
not available.

Let us now discuss the issue from a more technical viewpoint (we refer to the
notations later in this section). Carlet et al. [2] observed that different properties
of a Boolean function F' defined over Fy degrade significantly when the inputs
come from a restricted subset £ C FJ. In the case of the FLIP stream cipher,
the inputs of the nonlinear filter function remain a 0/1 string of length n with
weight 7 for all rounds. So, the nonlinear filter function always takes input from
a restricted subset E C F3. Based on this observation, Carlet et al. [2] studied
several properties of a Boolean function in a restricted domain. Mesnager et al. [7]
further analyzed Boolean functions on restricted domains and proposed a lower
bound of the bias, although, the numerical computation of the upper bound of
the bias is practically not possible by that technique. The papers [2,7] consider
the properties of the complete function F' (see Sect.1.2), given that the input is
of fixed weight.

In this paper, we concentrate on this issue and first notice that if x =
x1||x2]| ... ||xn (concatenation) and x € E,j (the definition of E, j is pro-
vided in Sect.1.1) then xj, Xa,..., X, does not follow a uniform distribution.
This observation motivates us to study the restricted Walsh—Hadamard trans-
form by considering the exact probability distribution of x1, x5, ..., x,. In fact,
it is worth mentioning now that if the input x; of a Boolean function f; does
not follow a uniform distribution, then the original properties of f; (assuming
uniform distribution) changes significantly. Further, by considering the actual
distribution of the input (rather than a uniform one), we expect to achieve a
tighter bound for the bias given the nonlinear filter function used in the FLIP
stream cipher. Naturally a tighter bound will provide much better approximation
for the security parameters of the FLIP cipher.
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CONTRIBUTION AND ORGANIZATION. Our approach considers how the inputs to
the composite function are distributed on the smaller functions. In this direction,
we present some tools to start our analysis in Sect. 2. Then our main motivation
is to obtain more accurate linear approximations of nonlinear Boolean functions
when the inputs are restricted, which we discuss in Sect. 3. However, the formulae
that we arrive at are quite complicated to be directly compared with equally
complicated expressions of [2,7]. Thus, in this direction, numerical data will
provide better understanding of these results, as we discuss in Sect. 4. For that
we refer to the n = 530 variable Boolean function that has been considered
in [2]. Straightforward analysis of the Walsh-Hadamard spectrum shows that
when we consider that the inputs are uniform, such a function has maximum
absolute Walsh-Hadamard transform value in [277°,2778]. Thus, the bias to a
linear function looks quite low. However, our analysis shows that when the inputs
are taken of weight 5 = 265, then the restricted Walsh-Hadamard transform
is much higher. The maximum absolute value is in [2718-49 2713-59] We obtain
the upper bound by considering the idea of [2] and the lower bound is obtained
from our detailed analysis in this paper. That is, our work complements the work
of [2] to bound the maximum absolute restricted Walsh-Hadamard transform
value of a function on large number of variables used in the FLIP stream cipher.
Before proceeding further let us present some background material.

1.1 Boolean Functions

Let Fy and F3 be the prime binary field, respectively, the extension field over
Fy of degree n. Let FY = {x = (z1,22,...,2,) : x; € Fy,for alll < i < n} be
the vector space over Fa of dimension n. We denote the concatenation of two (or
more) binary strings x’,x” by x’||x”. The cardinality of a set S is denoted by
|S]. Any function f : F} — Fy is said to be a Boolean function in n-variables,
whose set is denoted by B,,. These functions can be represented in a unique way
(called the Algebraic Normal Form (ANF) of f) as

f(x) = Z Lha <H x;“> ,for allx € F}, where pa € Fo.
i=1

acFy

The Hamming weight of x € F% is defined as wt(x) = .., z;, where the
sum is over Z, the ring of integers. The algebraic degree of a Boolean function
[ € By, is defined as deg(f) = maxaery{wit(a) : pa # 0}. Let E,; = {x €
F% . wt(x) = i}, for all 0 < i < n. The support of f € B, is defined as
supp(f) = {x € F} : f(x) = 1}. A Boolean function is said to be balanced if
the cardinality of its support set is [supp(f)| = 2"~ !. If the algebraic degree of
a Boolean function f € B,, is at most 1 then f is an affine function, and its set
is A, ={la:: a€Fy,c €Fa}, where lo(x) =a-x+e¢, forall x e Fy. If e = 0,
then 5o is a linear function. The Hamming distance between any f,g € B,, is
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defined by dg(f,g9) = |{x € F} : f(x) # g(x)}|.- The correlation between two
Boolean functions f, g € B, is defined by

[{x: f(x) = g} — [{x: f(x) # g(x)} |
2n

corr(f,g) =

To measure the correlation between an n-variable Boolean function f and a
linear function [, o, we use the Walsh-Hadamard transform, defined by

Wy(a) = 5 3 (-1,

x€Fy

We observe that the absolute value of the Walsh—-Hadamard transform of f €
B, at a fixed point a € [} provides us the correlation between the Boolean
function f and the linear function la o, i.e., corr(f,la0) = [Wy(a)|, for all a € F3.
The multiset [Wy(a) : a € F3], which is the Walsh-Hadamard spectrum of f,
provides us the correlation between the Boolean function f and all possible
linear functions. From the Parseval’s identity for arbitrary f € B,

> Wia)? =1,

acFy

we obtain maxaery |Wy(a)| > 575

A Boolean function f € B, (n even) is said to be bent if and only if the
correlation between f and {laola € F3} is 57z, ie., corr(f,lag) = [Wy(a)| =
272, for all a € F3.

Now if we assume that an n-variable Boolean function f € B, takes input
from a restricted domain, then to calculate the correlation between f and a
linear function I, 0, we need to consider the inputs x only from a restricted
domain. Here we assume that f takes inputs of weight k, i.e., x € E,, , := {x €
F% : wt(x) = k}. Certainly, |E, x| = (7). Under this assumption, the (restricted
domain) correlation between the Boolean function f and a linear function I, ¢ is

_ ‘I{X =lao(¥)} — {x: f(x) # lao(x)}]
O |En,k| '

corr® f ) a,

Further, to calculate this correlation, we shall define the Walsh-Hadamard trans-
form W](pk) (a) of a Boolean function f in a restricted domain E, 5, 0 < k < n,

by
1
Wi (a) = > (—pfeore
‘En’k XEE, k

Here we define two more notations, which are used throughout the article.

Definition 1. Let x = (z1,...,2,) € Epr and n = nq + ng, and x' = (z1,. ..,
&

Tpy); X" = (Tpyg1,---,20). Then E)7 mAnek — I € Y | x € Eppyn =

ni 4+ ng and wt(x') = i} and E;;, ;“"'”2’ ={x"eFy? | x€ Eypp,n=mn+

ne and wi(x") = j}.
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Certainly, we can continue the splitting process, and if n = n; + ny + n3 then
Z1,n1+n2+n37 s B gnl+n2+n3’ and Ep=ritneztnsk can be inferred from the
above definition. More generally it can be extended ton =mny +ng+ -+ ng.

1.2 Design Specification of the FLIP Stream Cipher

In this section we describe the design specification of the FLIP family of stream
ciphers (initially, presented in [5]). The main motivation behind this proposal
was to construct a fully homomorphic encryption (FHE) scheme with the limited
error growth using a symmetric key primitive. Since block ciphers are based on
complicated round functions, it seems to be difficult to construct such a FHE.
After this proposal, Duval et al. [3] came up with an attack on the FLIP ciphers.
Shortly thereafter, Méaux et al. [6] modified the design specification of FLIP and
proposed the final modified version of the FLIP stream cipher.

The FLIP cipher is based on three components: one register of length n,
one pseudorandom number generator (PRNG), one nonlinear filter function F
involving n-variables.

The cipher stores the secret key K of length n into the register and a PRNG
is initialized with the initialization vector IV In each clock, the PRNG generates
a number which corresponds to a permutation. This pseudorandom permutation
permutes the state bits of the register. Finally, the nonlinear filter function takes
the current state as input to generate keystream bits. The pictorial description
of the FLIP stream cipher is described in Fig. 1.

v K

|

PRNG [ Register |

e G s

Fig. 1. Design specification of FLIP

The nonlinear filter function F' = f; + fo + f3 has three component functions:
f1 is a linear function, fo is a quadratic bent function and f3 is a special type
of triangular function. The ANFs of these functions are described below:

— L-type function. A Boolean function L, in m-variables is said to be of
L-type if it is of the following form L, (zo,%1,...,Zn_1) = Z?:_Ol x;.
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— Q-type function. The algebraic normal form of the Q-type bent function
an in 2n-variables is QQn(I07 Llyeeny ll?gn_l) = Z?:_()l T2iL2i+41-
— T-type function. For a positive integer n, the algebraic normal form of the

n(n+1)
2

n-th T-type triangular function 7,, in variables is

i—1
Tn(.%'o,xh . ,xn(n2+1)_1) = Z?:l H;:O wj_,’_zi—ée .

L=
Thus, the nonlinear filter function F' in n-variables is a direct sum of three
Boolean functions f1, fo and fs involving ni, ne and ng variables (such that
n = ny+na+ng), respectively, where the algebraic normal form of these functions
are as follows:

= fi®o, w1, ..., Xny 1) = Ly (0, T1,5 -+, Ty 1)
- fQ(xn17xn1+17 L axn1+n271> = an (xnlvmn1+17 ceey mn1+n271)-
— [3(Tny+n2s Try+natly - -« s Tngtnatns—1) 18 the direct sum of r triangular func-

tion T}, where each T}, involves independent variables.

The final algebraic normal form of the nonlinear filter function F is

F =1Ly +Qn+ Y Tk
i=1

The function that we concentrate on in this paper is the one with the notation
FLIP(42, 128, 8A?) as described in [6]. This means that n; = 42,ny = 264 =
128,n3 = 8- (1+2+---4+9) = 360. That is there are 42 terms in the linear
functions (L-type), 64 many quadratic terms in the quadratic functions (Q-type)
and further there are eight T-type functions each having terms of degree 1 to 9,
i.e., each one having 45 many variables.

The designers of the FLIP stream ciphers suggested that the weight of the
secret key of length n must be 5. In each round, one pseudorandom permutation
is applied on the register, which permutes the index of the secret key bits. The
nonlinear filter function F' takes the updated state of the register as input to
produce an output bit. It is then clear that the weight of the state of the cipher
in each round remains fixed (i.e., §). From the expression of the keystream we
can formally write F'(S}) = z;, where wt(S}) = %.

At Crypto 2016, Duval et al. [3] proposed an attack on the old version of
the FLIP stream cipher as introduced in [5]. The attack complexities for two
instances of FLIP, namely, n = 192 (n; = 47,ny = 40,n3 = 105) and n = 400
(n1 = 87,np = 82,n3 = 231), are 254, respectively, 2°%. The previously described
modified design has then been proposed by Méaux et al. [6] to counter this
attack.
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2 Tools for Our Analysis

Here we first review the existing techniques and then move forward to our new
ideas. One may note that given the simple structure of the Boolean function in
the FLIP cipher, it is not hard to study the nonlinearity under the framework
of Walsh—-Hadamard transform. One can easily verify that, in uniform domain
277 < mMaXy cp3so |Wf(a)| <2778,

However, the scenario is completely different in restricted domain. We will
actually see at the end of this paper, due to the restriction on inputs, this
maximum absolute restricted Walsh—Hadamard spectrum value is indeed much
higher, which is > r35. Following the work of [2] it can be calculated that this
is also less than 213% Thus, the bound obtained by simple Walsh-Hadamard
transform does not provide the actual picture and it is indeed much higher in
FLIP stream cipher when restricted inputs are considered.

2.1 Our Idea: Frequency Distribution of Concatenated Sub-strings
of a Fixed Weight Bit String

Recall that each element x = (z1,%2,...,2,) € E, k is an n bit binary string
with weight wt(x) = k. In x, if we consider the first n; components x;’s, then the
weight distributions may not be uniform. This may affect different cryptographic
properties of a Boolean function defined over the first n; number of variables
of x € E, . Carlet et al. [2] did not consider this issue, although they studied
several properties of the complete function F' = f1 + fo + f3, when the input is
restricted to a set. As the nonlinear filter function in the FLIP stream cipher is
F = fi+ fo + f3, we need to study the individual functions fi, fo and f3 by
considering the weight distribution of inputs for each of these functions.

For n = ny + ng + ng and x € F}, we Write x = X'||x"||x"", where x' €
F3', x” € F3* and x” € F3® with Pr(x) = 5, representing the probability of
plckmg any element x € F3. The cardinality of £, ; is equal to (Z)7 0<k<n,
which follows the normal distribution (when n approaches to oo). Also, if we
consider the first ny bits of F%, then all elements belonging to F5' of whatever
weight distribution will follow the normal distribution. However, ﬁxing k, that is,
by considering only one set E, y, the cardinality of E; f1+”2+"3’ 0<i<ny,
does not follow the normal distribution.

For example, let n = 4 and n; = 2. Then Ey;, 0 <17 < 4, satisfy the normal
distribution, as well as E4j2+2’i, 0<j<2 as |E§7:02+2’i| = |E4 2 —
|E4 221 /2, (|E4 227 = 8, as for each one weight element of length two
there are four posmbllities in the last two bits for 0 < ¢ < 4.) Let us consider
only the set E, o of cardinality 6 and, if we consider the first two bits then
B3>t =1, By 2?2 4 and |E4 22| = 1, then Pr(x’ = 00) = & =
Pr(x' =11), Pr(x' = 01) = £ = Pr(x’ = 10). The probability distribution is
provided in Fig. 2.




Tools in Analyzing Linear Approximation 289
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(a) All weight uniform case (b) Weight 2 uniform case  (c) For restricted case

Fig. 2. Probability distributions

Let P be any permutation of the set {z1,z2,...,z,}. Then P(x) € E,, , for
all x € Ey, . In the rest of the paper, we consider x = (z1,72,...,2,) € Ey 2
and X' = (y1,Y2,-.,Yn,) € Fy* where y; = x;, 1 < i < n;. We now calculate
the frequency distributions of x"’s with respect to their weights.

Case 1: Let ny = %. Then all possible elements x’ of F5" exist. We observe that
there are (?)(ﬁ_z) elements x’ such that wt(x’) =i, 0 < i < % and each bit
pattern of the SQame weight will occur an equal number of times.

Case 2: Let n; < 5. Again all possible elements x’ of F3" exist. We observe that
there are (") (”%7:1) elements x’ € F5! such that wt(x’) =4; 0 <i < ny.

Case 3: Let ny > %. Now we find the number of possible x with weight wt(x") =
i,n1 — % < i< %. We observe that the cardinality |{x' € F}*| wt(x') = 2}| =
("%1), where every such element occurs exactly once. In general, for each

Table 1. Frequency distribution of Fy* for ny = 2,3 and 4

razrsroT:|frequency
zoz1 |Frequency]| 0000 0
00 1 0001 1
o1 6 0010 1
10 6 0011 2
1 4 0100 1
0101 2
r3x2x |Frequency 0110 2
000 1 0111 1
001 3 1000 1
010 3 1001 2
011 3 1010 2
100 3 1011 1
101 3 1100 2
110 3 1101 1
111 1 1110 1
1111 0
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i, 0 < i < n — ny, such that wi(x’) = % — i, then x' occurs (."*,)("™)

5 7
times (0 < i <n—mny).

For example, let n = 6 and x € Eg 3, where |Eg 3| = 20. In Table 1, we display
the frequency of occurrence of each element in Fy* for ny; = 2,3 and 4.
In the remainder of the paper, we consider n; < n, 1 <i < 3, and the weight
n

of the input x € Fy is equal to 3.

3 Biased Walsh—Hadamard Transform

We define the Walsh-Hadamard transform of a Boolean function when the input
elements have different probabilities, not necessarily uniform. We shall call this
transform, a biased Walsh-Hadamard transform of a Boolean function (see [4],
for yet another definition), which is the same as the bias between a Boolean
function and a linear function over a non-uniform domain. If the input to a
Boolean function does not follow the uniform distribution, several properties of
the function change significantly.

Let p(a) be the probability of an input element a € F} in f € B,. Recall
that 0 < p(a) < 1, for all a € F%, and Eang p(a) = 1. For any f,g € B, we

let S(f,9) = {x € Fy : f(x) # g(x)} and S(f.g9) = F3\S(f,9) ={x €
Fg: f(x) = g(x)}.

The biased Hamming distance, d%(f,g), between two Boolean functions

f, g € By, when the inputs are not uniformly distributed, is defined by d% (£, g) =

Z p(x). Further, the biased Hamming distance between two Boolean func-

x€S8(f,9)
tions f,g € B, is

N | =

{ > - Y p(X)}

x€S(f,9) x€S(f,9)

dﬁ(f,g)—;{ STopx)+ Y p(X)}

In particular, dB(f,lac) = % — (*21)5 erFg p(x)(=1)fC+ax — % _
(71)51/\/}3(:1), where W}B(a) = Z p(x)(=1)fC)+ax is the biased Walsh-
x€Fy

2

Hadamard transform of f € B, at a € F5. The multiset [W}B(a): ac Fg}

is the biased Walsh-Hadamard spectrum of f € B,,. Note that Wfio(a) =1 and
for any other point, the value of this biased Walsh-Hadamard transform may or
may not be zero, which is not the case for the uniform domain.

Further, for the non-uniform case, we define the corr?(f, g) between f,g €
B, by
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cor(f,9) =] Y px)— > px)|.

x€S5(f,9) xeS(f,9)

Note that corr”(f,la0) = |WF(a)| .

3.1 The Biased Walsh—Hadamard Transform of a Direct Sum
of Boolean Functions

This section presents a convolution theorem in the biased domain and several
bounds related to a direct sum of Boolean functions. Let n = n; + ns, and
x = X/||x” € Fy, where x' € F3* and x” € F3?. Then, Pr[x] = Pr[x/,x"] =
Prix'/x"|Prix"] = Pr[x"/x'|Prix'], for any x € F%. The biased Walsh—
Hadamard transform of f(x) = f1(x') + f2(x”) at a = a’||a” is equal to

WP (a) = ) p(x)(~1)f 0+
x€eFy
17 17 17 ’ ’ ’ (1)
— Z p(x//)<_1)f2(x )+a’-x Z p(xl/x//)<_1)f1(x )+a ~x7
x' €Fy? x/€Fyt

where p(x'/x") = Pr[x'/x"]. From Eq. (1), it is clear that we are unable to
directly calculate the biased Walsh-Hadamard transform of f = f1 4+ f2 even
though we may know the biased Walsh-Hadamard transform of two component
functions f; and f5, as Pr[x’'/x"] # Pr[x’], in general.

Let now f = fi1 + fo on Fy, where fi, fo depend upon independent sets of
variables. If the domain is uniform, to calculate the Walsh—Hadamard transform
of f at any point a € Fy, we only need to calculate the Walsh-Hadamard trans-
form of the component functions f; and f, at the points a’ and a”, respectively.
Thus, we only need two tables of sizes 1 x 2™ and 1 x 2™ corresponding to
the Walsh—Hadamard values of f; and fs, respectively. However, for the biased
domain, we need more data to calculate the biased Walsh—-Hadamard value at
any point a, as it can be seen from Theorem 1 and Corollary 1 (under the
assumption that if wt(x) = wt(y), then Prx] = Pr[y]). To compute the biased
Walsh-Hadamard transform values of f at any point, we need three probability
tables Py, P> and Ps of sizes 1 x (n+1), 1 x (n;+1) and 1 x (n2+1) corresponding
to the probabilities x € Fy, x’ € F5* and x” € Fy?, respectively. We also need
two tables Ty, and T}, of sizes 2" x (n; 4+ 1) and 2™ X (ny + 1) (worst case)
corresponding to the restricted biased Walsh-Hadamard values of f; and fo,
respectively. Certainly, the complexity increases when the size of the partition
for n gets larger.

Further, we show a convolution theorem, which will depend on the Walsh—
Hadamard transform over the inputs of fixed weight. We want to compute wB®
(defined as in Eq. (1) but summing for x € E, ), where f = f1 + f2 and
0 < k < n. Here we use the fact that if x,y € F§* with wt(x) = wt(y), then
p(x) = p(y), and py,; = Pr[x], for all x € E,, ;, 0 <i < m. From the definition
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of the Walsh—Hadamard transform of a Boolean function in both uniform and
non-uniform cases, we infer the following relation

W@ = () )@, vac . @)

where 0 < k < n and p = Pr[x : wt(x) = k].

Theorem 1 (Restricted Domain Convolution). Letn =mn; +ns and f =
fi+ fa, where f; € B,,, i € {1,2}. Then, for anya=a’||a” € F} and 0 < k < n,

WPOa) = 3 () ([ o a)
=0

k
_ Pnk WBl(Z( )Wf ( //)7
i=0 Adny,iqns,k—i

)

where dni,i = ](C;)L s Ang k—i = (771)
k k

Proof. For any a = a’||]a” € Fy and 0 < k < n, we have

Wf(k)(a): Z P?" x)+ax_p & Z f(x)+ax

x€E, k x€E, k

Pk zk: > Yo () heDEan ()G el
i=0

x eEn rL1+n2 kx,,eEn thng K

= Dk Z Z (—1)f1)+alx’ Z (1) 26+l x"

=0 n= n1+n2 k 1 n=nqi+ng,k
x GE x EEnz k—i

n n i —i
= Pnk E ( i1> (k _2 z> W](el) (a/)W(f )(a”).
i=0

We can also rewrite the above in terms of the biased Walsh-Hadamard transform
by using Eq. (2), obtaining

B(k Pnk B(i k—i
WANCEDY T i Wi @)Wt @),
i—o In1,i9na,k—i

Hence we get both equalities in terms of the Walsh-Hadamard transform in the
uniform and biased domains. O

From Theorem 1, we obtain the next corollary.
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Corollary 1. Let n =ny +ng and f = f1 + fo, where f; € B,,, i € {1,2}. For
any a = a’||a” € F},

S 0 |

_ Z Z Pn.k fBl('L) (a/)Wflé(k'—z) (a//).
k—0 i=0 dn1,i9no,k—i

We observe that it is very difficult to compute the biased Walsh—Hadamard
transform for a direct sum of two Boolean functions, in arbitrary (large) number
of variables. So we have to find an appropriate bound for the biased Walsh—
Hadamard transform of f € B,,, where f = f1 + fo € B,, with f; € B,,,, i =1,2.

In the following theorem, we show that the biased Walsh—Hadamard trans-
form may help us obtain a better bound.

Theorem 2. For all 0 < k < n, the following inequality holds

ank max Z (_]_)fl(x1)+a1-x1 max Z (_1),f1(x2)+a2'X2

a; €F; ay€F,2

xleEnl,i 2 |%x2€En, ki
k
B(i) B(k—1)

> max |W a max |W a ‘

= ; a €FL f1 ( 1) as€F2 fa ( 2)
Proof. Using Vandermonde’s identity, (Z) ( )( ), or directly

i=
_— (&)

using Stirling’s formula, we infer that > 1, for all 0 < 7 < k.

() ()

Further,

k

an,k max Z (_1)f1(x1)+al'x1 max Z (_1).f1(x2)+a2'xz

,_ alngl aQE]F;2

=0 xX1€En, i X2 €y k—i

Pnk B(4) B(k—1i)

= —————— max |W a;)| max (W as ‘
Z thanch i a1 €Fyt h ( ) a,€lfy? f2 ( )

=y — ma;g Wﬁ(z)(al) ma;g W, B (a 2)'
Zopm ()

B(i) B(k—i)

= max w a max W a ’

Z 7111 ﬂfz ar€F)! f1 ( 1) as€F2 ( 2)
() B(k—1)

> max max W

ZmEF ( ) ar€lfy? ( 2) ’

i=0

and the result is shown. O
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From the above inequality we can theoretically claim that the bound provided
by Carlet et al. [2] is much higher than our bound

k
B(i B(k—i
G = Z max |Wf1( )(a1)| a?é%z”{’? (W 2( )(a2)|.

mn1
i=0 21€%2

It might be tempting to conjecture that G is smaller than maxacry |W}(ck) (a)l.
Experimentally, using some small functions, we found that in many cases
G < maxacpy \W)(ck)(a)|, but we also observed that under some conditions this
inequality will change its direction. Now we are interested to find such conditions

for which G > maxaery |W}k) (a)|]. We start with the following lemma.

Lemma 1. Let a; be positive numbers and b; be any integer numbers (positive

k k k
or negative), where i = 0,1,... k. If Z a;b;| — Z abj|| < Zaibi ,
i=0 i,j=0;i75=0 i=0
k k
and the sums Zaibi, Z a;b; have opposite signs, then
=0 1,J=0; i7#j
k k k
> > (o) [
i=0 i=0 j=0

k k
Proof. We start with the following simple observation (Z ai> ij =

k k k k
Z a;b; + Z a;bj. By our assumption, Z a;b;| — Z abj|| <
i=0 i,j=0; i#j i=0 i,j=0; i#j
k k k
Z a;b;|, and Z a;b;, Z a;b; have opposite signs, so,
i=0 i=0 i,5=0; i#£j
k k k k k
Z aib, Z Z Cl,ibi — Z aibj = Z aibi + Z Cl,'bj
i=0 i=0 i,5=0; i#] i=0 i,5=0; i#]
k k k k
() ()= () [
i=0 §=0 i=0 §=0

and the lemma, is shown. O

With the help of the above lemma we will prove that G > max \W}k)(a)|
acky

holds under some conditions.
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Theorem 3. Let f = fi+ fo € By, fi € By, i = 1,2, A; := Gn,,iQny k—i ond
Bi = leeEnl.i( l)fl(X1 A ZXZEE"Q,k—i( 1)f2(XQ)+aQ XQ7 fOT all O S Z S k

(he?‘e qm,i = (kn:l) ) qnz,k T = (7}:)) Then
() (%)

k
(k) ‘ B(1) B(k—1)
max [(W;"(a)| < max a max (W as)|,
acky | 7 ()] < Z;auEF;” ! (&) a€Fy? F2 (82)
k k k k
if ZA — ZAiBi — Dnk ZBj < ZAZ-BZ- , where py = (Tl), and,
i=0 i=0 j=0 i=0 k
k
the expressions Z AiB;i, Dk Z B; — Z A;B; have opposite signs.
i=0 §=0 i=0

Proof. We compute

k

max
ap E]Fnl

sz(k 1) (a2 ’ > max Z ’WB() 1)’ ‘Wg(k_i)(az)

aillaz

Wf(i) (a1)| max
1 no
i—0 ag€F,

k

Max > \guing pi p (FDTCDTRI ST (pfata) e
’ 1=0

x1€En, i X2€E, k—i

k

2112}3); qu,zqm k—i Z (—1)f1(x1)+31‘x1 Z (_1)f2(X2)+a2~x2

x1€En, i x2€E,, k—i

<Z qny,iqno k— 7,> max Z Z f1(x1)+a1 X1 Z (_1)f2(x2)+a2'x2 )
aj,as

1=0x1€E,, ; xX2€E,, k—i

Y

\Y]

k k
By Lemma 1, the last inequality holds if ZAiBi and Z A;Bj have
i=0 1,j=05ij

k k
Z A;B,

Z A;B;|.
1,j=0;i#j

=0
k

k k
Z A;B;| — Z AiB; — pn ik Z Bj|| <
i=0 §=0

=0

k

> AiBi| -

i=0

opposite signs, and We argue that

this last condition is equivalent to

k

‘Z AiB;

=0

, where p,, = (i) That follows from the observation that for any
k
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k k
j, 0 S j S k, we have Z AZB = ZAlB] - Aij = pkaj — Aij.
1=0;i#7 =0

k k na '\ (n1
Further, using Vandermonde’s identity, anhiqn27k_i = Z w = i ,
i=0 i=0 (k) (k) (k)

therefore,

k
> a7 ) |- e [ WO )
o & €ryt 2 €F52
> = f1(x1 )+ai-x; _1\f2(x2)+az-x2
mas Z > ! >, =D
i=0x1€En, ; X2€En, k—i
= max ‘Wf (a)|,
and the claim is shown. O

In our next result we show that under some conditions we could achieve the
lower bound of max |W](ck) (a)] in terms of the biased Walsh-Hadamard transform.
aclFy

_

Theorem 4. Let 0 < i <k, ¢c; € F3*, d; € F32, gy, s = (E;)), Qs k—i = Ak
k k

and
max Wﬁ(i)(al)‘:qnl,i Z (=1)frbe)Fesxa)
€yt
* X1€En, i
ma (WS @) = gupi| D (1)
a2 X2€En, k—i
If Z fl(xl)ﬂl X Z (—1)102("2)'*"11”x2 has constant sign, for all
Xx1€En, i X2€Fny i

0 <1<k, then,

Wﬁ(i) (ar)

max
a; €F;t

max
as G]Fnz

WEE= )’ <m%X’W(k)( )].
max
=0
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Proof. We compute

k
max WfB(i)(al) max |Wp, B (a 2)‘
o al€Fy! ! ar€Fy?
k
B B(k— B(i B(k—i
=S Wi en| Wit @ = 30 R eow P (a)
i=0

TSR DI EL UL D DIRCEICL S

i=0 X1€En, i X2€ B s
k
:Zin,iQng,k—i Z (_1)f1(X1)+Ci-x1 Z (_1)f2(x2)+di~x2 (3)
=0 X1€En, i X2€En, k—i
k k
< qu iQno k—i Z Z (,1)f1(x1)+ci.x1 Z (71)f2(x?‘)+di~x2
i=0 i=0 |x1€Ep, i X2€En, ki
1 k
= T)Z S (phltem ST (Cyfatardin ()
k) =0 |x1€Fn, X2€Eng e
1 k
:W Z Z (-1)f1(x1)+ci-x1 Z (_1)f2(x2)+di'x2 7
K/ |i=0 x1€En, s X2€En, ki
< o a. f1(x1)+b1 X1 _1)f2(x2)+b2x2
@ a“ﬁlﬁ‘bz ;x > >
1€En, i x2€En, k—i
< max (Wi (a)|,
aEF'L
and the theorem is shown. 0

4 More Accurate Calculations of Biases by Our
Technique and Comparisons with Previous Work

In this section we compare our bound with the one proposed by Carlet et al. [2].
We first consider a small Boolean function, then we further do the same for the
nonlinear filter function used in the FLIP stream cipher.

4.1 Comparison for a Small Boolean Function

Here, we consider a small Boolean function (of FLIP type), involving 12 variables
to compare our result with the one obtained from Carlet et al.’s technique [2].
The function f = f1+ fo+ f3 is a direct sum of three Boolean functions f;, fo and
f3, where f1(xg,21) = xo+x1 is linear, fo(xo,...,r3) = ror1+Tex3 is quadratic
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bent, and f3(xq,...,x5) = To + x122 + T3w4ax5 is triangular, respectively. Note
that out of 12 variables of f, fi depends on the first 2 variables, fo depends on
the next 4 variables and f3 depends on the last 6 variables. As before, we let
En = {x | wt(x) = k}. We here assume that f takes inputs from the set E126.

To obtain a bound for the bias of f, we consider the two types of Walsh—
Hadamard transforms. First, the classical Walsh-Hadamard transform Wg,
which is also used in the paper of Carlet et al. [2], and the second is our
newly defined biased Walsh-Hadamard transform W}B . We compute both types
of Walsh—Hadamard transform values for f1, fa, f3 for all possible weights of x;,
X3, X3. Here the functions depend on the variables X1, Xa, x5 and x = X ||X2||X3.
For each weight of x;, xo and x3 we find the maximum absolute Walsh—
Hadamard transform values of f1, f2, f3. From these maximum absolute Walsh—
Hadamard transform values we can compute the maximum absolute value of
Walsh-Hadamard transform of f = f; + fo + f3, when wt(x) = 6 is fixed. We
multiply those maximum absolute Walsh-Hadamard transform values (corre-
sponding to weights) when wt(x;) + wt(x2) + wt(x3) = 6 and add them. Finally,
the bias bound of the function f in the classical Walsh-Hadamard transform set
up can be found by dividing the maximum absolute value by (7). We provide
the bias comparison for the classical and biased Walsh-Hadamard transforms
with the original bias in Table 2.

Table 2. Correlation bound comparison

Original bias ~ 0.264069
Carlet et al. [2] | < 0.772727
This paper > 0.20857

The comparison of Table 2 clearly shows that our correlation bound is much
tighter than Carlet et al. [2]. For better understanding, we refer to Appendix A.

4.2 Comparison for the Actual Nonlinear Filter Function of FLIP

Here we compare the bound for the bias of the nonlinear filter function of the
FLIP stream cipher, by extending the ideas explained in Sect. 4.1. The nonlinear
filter function of the FLIPs530(42,128,360) stream cipher is a direct sum of a
linear function of 42 variables, a quadratic bent function of 128 variables and a
direct sum of 8 triangular functions each of 45 variables. Since in the triangular
part there are 8 terms of degree 1, the final linear function is of 50 variables.
Also, since there are 8 terms of degree 2 in the triangular part, the complete
quadratic function will be of 144 variables.

As in the toy example, we compute the bias by using the classical Walsh—
Hadamard transform and our biased Walsh-Hadamard transform. To compute
the bias of the complete function (in classical and biased domain) we break the
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function in the following form: 5 linear Boolean function involving 10 variables,
18 quadratic function involving 8 variables and 8 degree 3,4, ...,9 terms.

By following the same process, as described in Sect. 4.1 we compute the bias
bound value for the normal and biased domain for the Carlet et al.’s study [2]
and our study. For Carlet et al.’s case we get the bias bound G, = 213% and
for our biased case the bias bound is G, = 218% Now, this shows that the
computed bias value for Carlet et al.’s study [2], that is, G, will be an upper
bound of the original bias (which can be found in Lemma 3 of [2]).

Table 3. Correlation comparison

Carlet et al. [2] | < 5355
This paper >

1
518.49

Next, we show that G, is a lower bound of the original bias. To show this
we use our Theorem 4. In our computation, the product of the probabilities
(Gna,i» Gna,k—i Oof Theorem 4) will be the product of the probabilities correspond-
ing to the 5 linear Boolean function involving 10 variables, probabilities corre-
sponding to 18 quadratic function involving 8 variables, and probabilities corre-
sponding to the 8 degree 3,4, ...,9 terms. We have observed that the maximum

of this for all product terms is much smaller than (5—%0) So we replace all these

265

products of probabilities by st to get the inequality between Egs. (3) and (4)
265
from the proof of Theorem 4. Computationally, we found that all these functions

f1 = xo+x1+ 22t a3+ Ty +T5+ T+ 17+ T8+ 2y, fo = BT +ToT3+T4T5 + 2627,
f3 = moz1®2, f1 = woxT1T2T3, f5 = ToT1T2X374, fo = ToT1T2T3T4T5, fr =
TOT1T2T3TAT5Te, f§ = ToT1T2T3T4T5TeT7, fo = ToT1ToT3T4TsTer7xg sabtisfy
the required condition of Theorem 4. More specifically, in the case of all these

functions f;, there exists at least one point b for which > . Z_(fl)fj (x)+b-x

attains maxs, erEn.i(—l)fj(x)‘*‘a'x for all weights i (See Appendix B). Thus,

by Theorem 4 we infer that G, = 218% is the lower bound of the original bias
of the nonlinear filter function of FLIP. Table 3 summarizes the comparison of
the biases.

4.3 Computation Process

To compute the bias by using the normal and biased Walsh-Hadamard trans-
forms, we split each component function into very small functions and the choices
we made are simply dependent upon the power of the machine we ran the code
on. We first divide the 50 variables linear function into 5 functions each involv-
ing 10 variables. We divide the second function (which is quadratic) in 144 vari-
ables into 18 Boolean functions involving 8 variables and similarly, for the other
degree terms. We compute the Walsh—Hadamard transform for each component



300 S. Maitra et al.

function of the linear, bent, and the combination of the other degree terms,
separately. We find the Walsh-Hadamard transform values (corresponding to
each weight of the input) for all functions and save them in separate files. Now
we need to combine all these Walsh—-Hadamard transform values to calculate a
bound of the correlation value. We do the following to compute that bound.

1. For the linear function involving 50 variables, we do the following: from the
Walsh—-Hadamard transform value corresponding to each weight of the 10
variable linear function we compute the maximum absolute Walsh-Hadamard
transform value corresponding to each weight.

2. Now we compute the maximum Walsh-Hadamard transform values corre-
sponding to each weight of the quadratic function involving 144 variables.
We first compute the maximum absolute Walsh-Hadamard transform values
corresponding to each weight of the quadratic function involving 8 variables.
Then we evaluate the maximum absolute Walsh—Hadamard coefficients of the
16 variable function by using the data for the 8 variable function. By doing
this, we go up to a quadratic function involving 128 variables. After that we
merge 128 variables with a 16 variable function to obtain a similar type of
data for 144 variables.

3. Further, we need to do a similar analysis for the combination of degree
3 to degree 9 of the 8 triangular functions, each involving 42 variables.
We first compute the maximum absolute Walsh-Hadamard transform val-
ues corresponding to each weight of the 42 variable function by considering
each monomial as a separate Boolean function. From the maximum abso-
lute Walsh—Hadamard transform values corresponding to each weight of the
42 variable function, we compute the maximum absolute Walsh—Hadamard
transform values corresponding to each weight of the 84 variable function. By
following the same technique we can compute the maximum absolute Walsh—
Hadamard transform values corresponding to each weight of the combination
of the degree 3 to degree 9 of 8 triangular functions involving 336 variables.

4. Finally we combine all these absolute Walsh—-Hadamard transform values to
compute the bias of the complete function F' involving 530 variables which
takes input of weight 265, only.

Finally, let us summarize the theoretical formulae of our work as well as those
provided in [2,7]. Carlet et al. [2] showed the lower bound of the bias in restricted

domain is max |W}k)(a)\ > % <Z> + A (for a parameter A defined in [2, Prop.
8, p. 207]). Later, Mesnager et al. [7] improved the lower bound of the bias

to max | W\ (a)| > 1\j <n> + A + max (9, L'y - )\) (where A, v, 0 are defined

acky (o) \ \# ()
in [7, Thm. 16]). These two bounds are not related to the direct sum of functions
in restricted domain. In this paper we have shown that the bias of direct sum of
two functions f; + f> in a restricted domain can be expressed in terms of biased
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Walsh—-Hadamard transform of f1, fo. The lower bound of the bias under some

B(k—1i
WS (aa)|

k
. . k
constraints is max |W{*) (a)| > E max
n fi+rf2
ackFy i—p a1l €F, 2

Wﬁ(i)(m)’ max

az€l,

Carlet et al. [2] found an upper bound of the bias of a direct sum of two func-

tions in a restricted domain. The expression of the bound is max ‘W}kl f (a)‘ <
acky 12

k
%Z max Z (—1)frGIFax] Z (—=1)2® Py} - We note that
(k) izo \acr! xE€Bp, i beF, 2 YE€E,, ki

the paper [7] of Mesnager et al. does not contain any result related to
the direct sum of Boolean functions in a restricted domain. Here, we found
(under some technical conditions) an upper bound of the bias of a direct

sum of two functions f; + fo in a restricted domain in terms of the

biased Walsh-Hadamard transform of f; and f2, namely, m%x|W}’fﬂrf2 (a)] <
acFy
k
max Wﬁ(”(al) max Wfi(k_”(az)’.
i—o a1 E]F;l ag 6]1’32

5 Conclusion

In this paper we have proposed a non-uniform (biased) way to investigate the
cryptographic properties of a Boolean function, when the inputs to the Boolean
function do not follow a uniform distribution. To study this we first define the
notion of correlation (biased Walsh-Hadamard transform) for a non-uniform
domain, along with the necessary tools. Further, we show how this correlation
is related with our newly defined biased Walsh-Hadamard transform, which is
used to study several cryptographic properties of a Boolean function in a non-
uniform domain. As the computation using our theoretical convolution theorem
for the biased Walsh—Hadamard transform cannot be done in an efficient way for
Boolean functions with a large number of variables, we use several inequalities
for these coefficients. Consequently, we find a lower bound for the bias of the
nonlinear filter function of the FLIP stream cipher by exploiting the biased
Walsh—-Hadamard transform, and compare that with previous work. Certainly,
the properties when the domain of the Boolean function does not follow a uniform
distribution is worthy of investigation. In this context, our results provide a more
accurate calculation of biases related to Boolean functions. This is important in
the security evaluation of the stream ciphers, in particular, the ones used in
efficient homomorphic encryption schemes.
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A Biases for 12-variable Function

In our example, the function F' = xg + x1 + Tox3 + £425 + g + T728 + ToT10%11
takes input from FEj5¢. The bias of the function F in this restricted domain is
~ 0.264069. Tt is worth noticing that in the uniform domain (i.e., the function
takes input from Fi? instead of E126) the bias between the original function F
and the linear function l; = la, 0 = o + 21 + x¢ is high, as the monomial of the
form x;x; or x;x;x) is always 0 unless all variables involved in the monomials
are 1. It can be observed that, the bias between F' and [; in the domain Fi? and
E196 are [Wp(ag)| = 0.09375 and |W§,6) (a1)| = 0.099567, respectively.

The situation is different when the domain of the function F' is Eiz6
(restricted domain). In this domain, the bias between the original function F
and a linear function is highest for Iy = la, 0 = 0 + 21 + 22 + 23 + 24 + 25 + T6
instead of l% = 29 + z1 + xg. The bias between F' and [ in restricted domain

Ei26 is \WFG)(a2)| = 0.264069, but the bias between F' and [; in the restricted

domain Eqa 6 is \Wl(p6)(al)| = 0.099567. All the linear function for which the bias
is high in the restricted domain F2 ¢ are provided below:

1. la270 =ly = xo+T1+To+x3+x4+25+T6: |W‘£—ﬁ3) (a2)| = 0.264069, |WF<32)‘ =
0.09375.

2. la,0 = ls = Zo+11+ 2o+ T3+ 26 +27+28: W (A3)| = 0.264069, |Wr(as)| =
0.09375.

3. lay 0 =ls = xo+z1+24+a5+26+27+28" |W1(,6) (aq)| = 0.264069, |Wr(as)| =
0.09375. .

4. las,O =ls=x9+ 23+ T9g+ 210 + T11: |Wl(g~)(a5)|

5. lag,0 =l = x4 + x5 + 29 + 710 + T11: |W}(76)(aﬁ)|

6. la,0=1lr =27 + 28 + 29 + T10 + T11: |W1(w6)(a7)|

0.264069, |Wr(as)|
0.264069, [Wr(ag)|
0.264069, |Wr(az)|

0.
0.
0.

B Existence of a Point b Referred to in Sect. 4.2
This appendix describes the existence of a point b for each function f; at which

Z (=1)%CI+Px attaing max Z (—1)FiCI+ax| for all weight i.

XEFn, i XEE, i

1. First, let f1 = xg + 1 + 22 + 23 + x4 + x5 + 6 + 7 + 3 + x9. The
existence of a point b corresponding to each weight starting from weight
zero to weight ten is given below (points are provided in integer form):
0,1023,0,1023,0,1023,0, 1023, 0,1023, 0.

2. For fo = xgr1 + x23 + 2475 + T6X7, the existence of a point b corresponding
to each weight starting from weight zero to weight eight is mentioned below
(points are provided in integer form): 0,0, 0,63, 15,3, 0, 255, 0.

3. For fs = xpxixs, the existence of a point b corresponding to each weight
starting from weight zero to weight three is provided below (points are pro-
vided in integer form): 0,0,0, 1.
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4. For f, = woriwoms, the existence of a point b corresponding to each weight
starting from weight zero to weight four is mentioned below (points are pro-
vided in integer form): 0,0,0,0, 1.

5. For f5 = xox1z0T374, the existence of a point b corresponding to each weight
starting from weight zero to weight five is given below (points are provided
in integer form): 0,0,0,0,0, 1.

6. For fg = worizow3T475, the existence of a point b corresponding to each
weight starting from weight zero to weight six is provided below (points are
provided in integer form): 0,0,0,0,0,0, 1.

7. For f; = zox1x003242526, the existence of a point b corresponding to each
weight starting from weight zero to weight seven is mentioned below (points
are provided in integer form): 0,0,0,0,0,0,0, 1.

8. For fs = xori1w0w304750677, the existence of a point b corresponding to each
weight starting from weight zero to weight eight is given below (points are
provided in integer form): 0,0,0,0,0,0,0,0, 1.

9. For fg9 = zrorix07374752627 X8, the existence of a point b corresponding to
each weight starting from weight zero to weight nine is mentioned below
(points are provided in integer form): 0,0,0,0,0,0,0,0,0, 1.
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