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Abstract. HN-transforms, which have been proposed as generalizations
of Hadamard transforms, are constructed by tensoring Hadamard and
nega-Hadamard kernels in any order. We show that all the 2™ possi-
ble HN-spectra of a Boolean function in n variables, each containing 2"
elements (i.e., in total 2°" values in transformed domain) can be com-
puted in O(22™) time (more specific with little less than 22" arithmetic
operations). We propose a generalization of Deutsch-Jozsa algorithm, by
employing HN-transforms, which can be used to distinguish different
classes of Boolean functions over and above what is possible by the tra-
ditional Deutsch-Jozsa algorithm.
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1 Introduction

Hadamard spectrum (or, Walsh-Hadamard spectrum) is possibly the most
important tool in analyzing a Boolean function. This explains how a given
Boolean function is correlated with each linear function and thus provides non-
linearity as a summary data. High nonlinearity is an important property for the
Boolean functions used in cryptographic primitives for resisting linear crypt-
analysis [14] as well as correlation and fast correlation attacks [15,22]. Consider
Boolean functions on n-variables. For n even, the functions with provably maxi-
mum nonlinearity 2"~ —2% ~! exist [6] and such functions are called bent, though
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the complete characterization of such functions is not yet known for n > 8. For
n odd, consider the truth table of an n-variable function f constructed by the
concatenation of the truth tables of two (n — 1)-variable bent functions g and
hyie., f(xo,x1,...,Zn-1) =x09(T1,...,Tpn-1) ® (xo ® 1)h(21,...,xy—1) for all
(0,21, ...,Zn—1) € F5. One can then easily check that the nonlinearity of f is
on=1 _ 9”5 This is famously known as the bent concatenation bound, which
had been conjectured [10] to be the maximum attainable nonlinearity until dis-
proved [18] in 1983. The maximum nonlinearity problem is directly related to
coding theory also, since it corresponds to the covering radius of the first order
Reed-Muller codes of block length 2™.

There are several efficient methods in constructing Boolean functions with
reasonably good cryptographic properties. However, commercial symmetric
(stream or block) ciphers generally do not exploit Boolean functions on large
number of variables. Instead, the trend is to use Boolean functions or S-Boxes
on small number of variables (say 4 to 8) and then to introduce several rounds to
obtain high confusion and diffusion. One can certainly regard the complete algo-
rithm as a Boolean function on the key and IV bits, however, since we generally
use between 80 to 256-bit key or IV, these Boolean functions are in reality very
complicated to analyze. It is generally impossible to write the complete Truth
Table (TT) or Algebraic Normal Form (ANF) of such functions. At the same
time, it is well known that for randomly chosen Boolean functions the Hadamard
spectrum values are concentrated around a low value [12] (i.e., their nonlineari-
ties are high). However, it is not only the properties of the Boolean function as
a whole that need to be studied. One may consider some sub-functions of the
said Boolean function or the coefficient of certain monomials that may provide
substantially high values of the Hadamard spectrum (i.e., low values of non-
linearity). Such a situation is needed for differential [11] or cube attacks [1,7]
on heuristically designed stream ciphers. Thus identifying such high Hadamard
spectrum values for a Boolean function (or its sub-functions) on large number of
variables is an important question from cryptanalytic perspective. Apart from
classical algorithms, quantum algorithms are also considered for approximating
large spectrum values (and their positions). It has been observed [13] that in
the quantum domain Deutsch-Josza algorithm [5] can create a superposition of
states whose amplitudes are precisely the corresponding spectrum values.

The theory of linear approximations, which is based on Hadamard trans-
form of the functions, has been generalized by Danielsen and Parker [3,4] as
well as Riera and Parker [19,20], by introducing nega-Hadamard transforms
leading to a class of generalized transforms, referred to as HN-transforms, com-
bining Hadamard and nega-Hadamard kernels. It has been observed [19,20] that
the quantum error correcting codes with optimal distance appear to have most
flat spectra with respect to such transforms. In the context of HN-spectra, sev-
eral results and constructions of Boolean functions and cryptographically strong
S-Boxes had been studied in [4,8,16,17,19,21,24]. Surprisingly, while the HN-
transform has been used for several purposes, its algorithmic issues have never
been studied in detail. While it is natural that similar kind of ideas as for the
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traditional Hadamard transform might be applicable, there are specific details
that need to be worked out. The algorithmic issues also provide several general-
ized techniques and characterizations related to Boolean functions.

In Sect.3, we show that all the HN-spectra of an n-variable function can
be simultaneously computed in time O(2%") as opposed to the naive estimate
O(n2?") and we therefore design the corresponding algorithm. Note that the
computation of the Hadamard (or Walsh-Hadamard transform) of a Boolean
function on n-variables require O(n2™) time, by using the Fast Discrete Fourier
Transform algorithm. As we will explain later, there are 2™ different HN-spectra,
each containing 2" elements. One of them is the well known Walsh spectrum.
Similar to the algorithm of Hadamard spectrum, we may re-use the algorithm
for each of the HN spectrum and that would require O(2" - n2™) time. However,
while analyzing the algorithm for obtaining all the 2™ spectra, we note that the
structure of the transforms are of such a nice pattern that this can be executed
in O(2%") time, to be more specific, in exactly 22"+! — 2nF1 addition or sub-
traction operations. This is indeed a tight bound as 22" transformed values can
be computed using 227+! — 27+ arithmetic operations. Note that each trans-
formed value, which depends on all the 2™ values of the Boolean function, can
be obtained at an average cost of only 2 operations.

Next we consider quantum algorithms with respect to the HN-spectra. Sup-
pose that we have an oracle access to a Boolean function f in n variables which is
either constant or balanced. A classical algorithm will require 27! +1 queries to
determine whether f is constant or balanced. It is well known that Deutsch-Jozsa
algorithm [5] solves this problem in a single query. In Sect. 4, we generalize the
Deutsch-Jozsa algorithm by using HN-transforms and characterize larger classes
of Boolean functions that can be distinguished by exploiting these transforms.
We identify certain classes of quadratic symmetric functions that are related to
these separations.

2 Preliminaries

Let Fo be the finite field with two elements and Z be the ring of integers. For
any n € ZT (the set of positive integers), let [n] = {1,...,n}. The Cartesian
product of n copies of Fy is Fy = {x = (zp,...,21) : 2; € Fa,7 € [n]} which is an
n-dimensional vector space over F, with respect to element-wise addition
denoted by @, scalar multiplication defined by ax = (ax,,...,ax1), for all a € Fy
and x € F}. We define the inner product by u-x = ®i€[n] u;x; and intersection
by uxx = (UpTn,...,urx1), for all u = (up, ..., u1),x = (zp,...,z1) € Fy. For
any v = (vp,...,v1) € F3, we can associate a unique integer j = Zie[n] v; 2071,
When order is needed, we shall write v = u;. The (Hamming) weight of a vector
v € Fy is the integer sum wt(v) =}, (,; vi- The (Hamming) distance between
two vectors u, v € F} is d(u,v) = wt(u ® v).

Any function from F3 to Fy is said to be a Boolean function in n vari-
ables, whose set will be denoted by B,,. The character form of f € B, x;(x) =
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(—1)/®)_ for all x € F5. Let M denote the transpose of a matrix M. We asso-
ciate the column vectors (i.e., 2" x 1 matrices) f = (f(ug), ..., f(ug._1))7 and
xe = (xf(wo)s- .., xy(ugn_1))T to f € B,. The vector 7' € F2" is said to be
the truth table of f. The weight of a Boolean function f is wt(f) = wt(f7).
The Hamming distance between two Boolean functions f,g € B, is d(f,g) =
wt(fT@gT). The algebraic normal form of f € B, is f(x) = @ang Ia Hie[n] xt,
where p, € Fo, for all a = (ayn,...,a1) € FY. The algebraic degree of f,
deg(f) = maxaerp{wt(a) : pa # 0}. The Boolean functions of the form
f(x) = @Dcpy airi © ap = a-x @ ag, where a; € Fy for all i € [n] U {0}, are said
to be affine functions. Affine functions are said to be linear if pg = 0. The set of
affine functions and linear functions are denoted by A,, and L,,, respectively.

2.1 HN-Transforms as a Generalization of Hadamard Transform

Recall that the tensor (sometimes, called Kronecker) product A @ B, where
A = (aij)ij, B = (bre) ke are m x n, respectively, p x ¢ matrices, is defined by

a11B CL12B tee alnB
A®B=| SRR
a'mlB am2B o amnB

1 1 1 1 1 7
The Hadamard and nega-Hadamard kernels H = 7 [1 L N = AR

respectively, are unitary transformations over C®? = C ® C, where C is the field
of complex numbers. The set of all tensor products

1
{H,N}" = {®K =K,®--- @K :K;€{H N}ie [n]}
is a subset (its cardinality is 2") of the set of all unitary transformations overs

e
Definition 1. Let f € B,. Suppose ¢ = (cn,...,c1) € Fy and K € {H,N}"

H if ¢; =0,
is such that K = K, @ -+ ® K1 = ®,_,, K; where K; = ?fc . For
N ifc;,=1
0<j<2"—1, we define,
’C;(u]) = 27% Z (71)f(x)€911j'x ,L’ujt(c*x)7 (1)

x€EFy

which is referred to as the HN-transform of f at u; with respect to K¢ (cf. [8]).
The whole spectrum is denoted by Kx¢ and is referred as the HN-spectrum of f
with respect to K°.

For easy writing, let us denote ug by 0 and us~_; by 1. Then, IC?(u) =

2_% erFg(_l)f(x)@u-x and ]C}(u) — 2_% erFg(_l)f(x)@uxlwt(x) are said
to be the Hadamard and nega-Hadamard transforms of f at u and denoted by
H(u) and Ny (u), respectively. For a detailed theory of Hadamard transform in
the context of cryptographic Boolean functions we refer to [2,9,19,20,24].
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3 The Complexity of Computing HN-Spectra

Given any function f € B, we can apply transformations from {H, N}" to
obtain 2" HN-spectra. Time complexity of computing each HN-spectrum is the
same as the time complexity of computing the Hadamard spectrum of f, which is
O(n2™), using the fast Hadamard transform algorithm. Thus, naively computing
all HN-spectra will require O(n22") time if we calculate each of them separately.
In the following theorem we prove that this complexity can be improved.

Theorem 1. The time complexity of computing HN-spectra of f € By, is O(2%7).

Proof. For f € B, there exist two functions f1, fo € B,—1 such that f(x,y) =
(y @ 1) f1(x) ® yfa(x), for all x € FZ~* and y € Fy. Then 2*%IC§CC"’C)(U, u) =

Z (_1)u.x@fl(x)lwt(c*x)+(_1)v2wt(cn) Z (_1)u-x69f2(x)Zwt(c*x)7
x€Fy—t x€FP !

for all (v, ), (¢,,c) € Fa xF5 1. We denote by T'(n) the time complexity to com-
pute all HN-spectra of any Boolean function in n variables. We show our result
by finding a recurrence satisfied by T'(n). The computation of 2_%10}1 (u) =
z:XEIF;_l(_1)u~x€Bf1(x)zwt(c*x)7 27%’C;2 (u) = z:XEIFg_l(_1)u~XGBf2(x)zwt(c*x)7 for
all u,c € F3~!, will therefore take 2T(n — 1) time. For each ¢ € F3~ !, the
computation of 2*%IC(fC”"c) (v,u) where ¢, € Fy and (v,u) € Fy x Fy ! requires
4.27~1 = 2n+1 additions. If we vary ¢ over F5 ™! the total number of additions
to compute all HN-spectra is 271 .27+! = 227 Thus, we have the following first
order recurrence relation:

T(n) =2T(n —1) + 2%,

which by iteration renders

n—2
1
T(n) — 271—1T(1) + 22n Z ? — 2n—1T(1) + 227L+1 _ 2?’L+2 — 0(227L)7
1=0

and the theorem is shown. O

3.1 Fast HN-Transform Algorithm

Based on the above observations we design Algorithm 1 to efficiently compute
HN-spectra of a Boolean function f € B,. In Fig.1 we demonstrate the steps
of Algorithm 1 when f € Bs. It is clear from Fig.1 that the total number of
additions and subtractions required is T(3) = 8 x 2+ 8 x4 +8 x 8 = 23(2+22 +
23) = 24(23 — 1) = 2241 _ 2341 — 112, In general T(n) = 2"(2+ 2% + --- +
an=l 4 ony = 22ntl _gntl — (22" as discussed before.
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Input: A Boolean function f € B,, available in the form of the 2" length array
xr = (x7(wo),..., xs(uzn 1))
Output: All 2" HN-spectra of f, each containing 2" elements
1 Initialize a 2™ x 2" matrix h whose columns and rows are numbered from 0 to
2™ — 1. The entry in the ith column and jth row is denoted by h;, ;.
2 (ho,0, ho,1,- -+ ho2n—1) < (xr(wo), xs(u1),. .., xr(uzn—1))
3 for j=0ton—1do
4 for ¢=2"T1—1 downto 0 do
5 if =0 (mod 2) then
6 k=0
7 while k£ < 2" do
8 fori=ktok+2'—1do
9 tmp «— fL%Jﬂ'
10 f[,i — tmp+fL%J,i+2j
11 feiiai = tmp = fle) 40
12 od
13 k— k427t
14 od
15 fi
16 if (=1 (mod 2) then
17 k=0
18 while k£ < 2" do
19 fori=ktok+2 —1do
20 tmp — fL%in
21 foi — tmerZngLHQj
22 foiyoi — tmp — Zf\_gj,i.kzj
23 od
24 kE— k427t
25 od
26 fi
27 od
28 od

Algorithm 1. Fast HN-transform algorithm.

3.2 HN-Transform and Quadratic Symmetric Functions
on a Subspace Depending on ¢

In this section we describe the connection between HN-spectra and quadratic
approximations of a Boolean function as discussed in Gangopadhyay, Pasalic
and Stanica [8].

Consider any vector ¢ € FJ. The (n — 1)-dimensional subspace orthogonal
tocisct = {x € F§ : c-x = 0}. Let £, € L,, be defined by {.(x) = c - x,
for all x € F3. Let s € B,, be the symmetric quadratic bent function defined by
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fo+ Tl To+th
fo— i fo=th
R+l fot i
f=fs fo=ifs
fith futifs
it fi=tfs
fot 1y fot iy
H fe— 1 N H fo—f N
fe+ﬂ+// \Mﬂ+lfz+lfz fotifitfotifs fotifitth—fs
fomfi+fifa fo—Fi+ 1= fs fo—th+f,—fs fo—th+if: + fx
fothi—fifa fot hi—tf—fs fotihi—fa—tfs fotth—thths
fo-fi-foth fo-h—th+fs fo-th=h+f fo—th—th—fa
hthtlsth fitfs s+ 7 it i+ fotify it st o1
fi—ftli—fr fimfs+ s =y fim s+l fim s et fr
fitfs—f—fr fot fs = s —fr fot i fs—fo— i fitifs—tetfr
fi-fi—fstfr fifs— s+ 1fr fimtfs—fs+1fr fimtfs o= fr
H N H N H H N
(o] ] []  [Fa ][] ] ] [Fx]

Xt = (for fu for f3 fao 5 for f7)T - The vector u; = (uj3, wj1, Ujo) corresponds to the binary representation of 0 < j < 7.

K% xs=K, @K, @ Kyxs where K; = H, if uj; = 0 and K; =N, if uj; = 1, for all 0 < i < 2. The normalizing factors of ‘/%

1 . .
and Efor the first and second levels, respectively, are not shown.

Fig. 1. Fast HN-transform algorithm for a function in 5,,.

8(x) = @, ziz;, for all x € Fy. For each ¢ € Fy we define s¢ € B, by sc(x) =
s(cxx), for all x,c € F. We can think of s.’s as quadratic symmetric functions
on the variables z;’s for which ¢; = 1. Since (cf. [20,24]) wt(c*x) = 2sc(x)+c-x
(mod 4), we obtain from (1)

Q%K;(u) - Z (_1)f(x)@sc(X)@u‘x+Z Z (_1)f(x)®sc(x)€Bu-x.

x€ct x€F\ct

Suppose that f € B,, such that

Z (—l)f(x)GBsC(x)@u»x _ (_1)61(u,c) Z (_1)f(x)easc(x)@u.x and

x€ct xect

Z (_l)f(x)@sc(x)eaux :(_1)52(u,c) Z (_1)f(x)@sc(x)@u'x’

x€Fy\ct x€Fp\ct
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where €1 (u,c), e2(u, c) € Fy and c,u € Fy. Then

Z (— 1)f(X)€BSc (x)®er (u,e)® (€1 (u,c)Pez(u,c))c-xPu-x

x€eFy

— Z(fl)f(x)@sc(x)ﬂﬁl'x + Z (71)f(x)®sc(x)®u-x (4)

x€ct x€FT\ct
= [R2ELF ()] + [S(2F LS (u)].

The Hamming distance between f and sc @ €1(u,c) ® (e1(u,c) @ e2(u, c))le
T

2" - % (IR2EKG ()| +[3(2EKG(w))]) -

Given any Boolean function f € B, for all ¢ € [} we can obtain the spectra

[[R(22 K$(u)| + [S(22K§(u))| : u € F3] . (5)
by computing the HN-spectra. We then find
ma mae [[R(2% K5 ()] + 3 K5(w)] : u € F]. (6)

Suppose that the maximum value (6) is attained at u’,c’ € F3. Then by using
the HN-spectra the best possible quadratic approximation of f that we obtain
is s D er (v, ) @ (e1(0, ) B ea(0,c))le DLy

Ezample 1. The T7-variable, 2-resilient functions with nonlinearity 56 are consid-
ered to be cryptographically strong functions and in [23, Table 4], all such rota-
tion symmetric functions are listed. We have computed the spectra defined in

(5), namely, [|%(2%K?(u))| + |§(2%K;(u))| Tu € ]Fg} for all ¢ € F%. Since these

functions have nonlinearity the maxyery [22 Hy(u)| = 16 for each function f in
the list. Considering the HN-spectra for these functions we observe that for the

first 12 functions maxecry maxycry (|§R(2% K$(a)l + I3(2% K$(u))|:ue FS) =
72, and for the remaining functions
22 KS (22 K¢ cu € Fy) = 40.
e ma (R(2E K5 (w)| -+ 3(2% K )|+ w € ) = 40
This provides an example of how the HN-transforms enable us to obtain

quadratic approximations efficiently and it is very clear that the second set of
functions will have less correlation to the quadratic functions than the first ones.

Ezample 2. Parker [16] has computed the maximum of the square of the moduli
of the 2™ times the HN-transformation values for several S-boxes including the
AES S-box. This is related to peak-to-average ration (PAR) of the corresponding
functions. In this example we consider the PRESENT S-box which is a permu-
tation on F3. Let {f; : i = 1,...,15} be its 15 non-zero component functions.
For each ¢ € F3 we compute

max{2"|K$(u)|* : u € F3}.
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Table 1. HN-spectra analysis of PRESENT S-box.

Co |C1|C2|C3|C4|C5|Cs |C7|Cg |C9|C10|C11|C12|C13|C14 Ci5
fi 1641326432 64|32/128|64 /321632 |16 |32 |16 | 64|32
f2 |64/32/40(40 40|40| 32/32|40|40 32 |32 |32 32 | 40|40
f3 164324040 40|40| 32|32|32/64 40 |72 |40 72 | 32|64
fa 164324040 40|40| 32|32/40|40 32 |32 |32 |32 | 40|40
fs 164644072 40|72| 32|64 /40|72 |32 |64 |32 (64 | 40|72
fe 164324040 40|40| 32|32/32|32 /40 |40 |40 |40 | 32|32
fr |64/64]40|72 40 |72| 32/64|40|72 32 |64 32 64 | 40|72
fs 164323232 32|64 | 32|32/40|40 40 |40 |40 |72 | 40|40
fo 1641323216 32|16| 6432|3216 |64 32 |64 32 |128|64
fio|6432(32|6432|32| 32/32|40|40 40 |72 |40 40 | 40|40
f11164]32/32|32 32|64 | 32|32/40|40 40 |40 |40 |72 | 40|40
f1216432/32|16 32|16| 6432|6432 /32 |16 |32 |16 | 32|16
f13 1643213264 32|32 32|32/40(40 40 |72 |40 |40 | 40|40
f14 164324040 40|40| 32|32/32|32 /40 |40 |40 |40 | 32|32
fi564 3240|4040 40| 32/32(32|64 /40 |72 40 (72 | 32|64

Whether this provides us the best possible distribution of the HN-transformation
values among all the permutations on F3 is an open question. In Table 1 we
tabulate the values of max{2"|K$(u)[? : u € F3} for each ¢ € F5. For convenience
we write ¢; = (c3, ¢2, ¢1, ¢p) whenever j = 23¢3+4+22¢94+2¢1+1¢p. If F is the vector
Boolean function corresponding to the PRESENT S-box then define f; = ¢; - F
forallt=0,1,...,15.

4 Extended Deutsch-Jozsa Algorithm

The extended Deutsch-Jozsa algorithm is pictorially represented in Fig.2 and
described in Algorithm 2. If we consider the specific case H®" in place of K€,
then we obtain the traditional Deutsch-Jozsa algorithm [5]. Given f € B,, either
constant or balanced, if the corresponding quantum bit oracle implementation
Uy is available, Deutsch-Jozsa [5] provided a quantum algorithm that decides in
a constant number of queries which one it is. One can simply describe Deutsch-
Jozsa algorithm in terms of Hadamard spectrum values and it can be observed

that
x-2® f(x)

> VT ) = Y 2t ()l

zeFy xcFy zEFy

i.e., the associated probability for the state |z) is 272 H(z). In this regard, we
have the following technical result (see [13] for details).
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10) " v @ M
Uy
- v ¥ f@)

T T T T
%0) |11) [2)  [1b3)

Fig. 2. Quantum circuit to implement extended Deutsch-Jozsa algorithm

Input: A Boolean function f € B,, available in the form of the unitary
transformation Uy
Output: n-bit pattern
1 Take an (n + 1) qubit state |1o) = |0)®™[1);
2 Apply Hadamard Transform H®(t1) on |1o) to get
[91) = 2 ery on [%}3; Apply Uy on [th1) to get
1)) _
|12) = ZXGFS (G it} [%]4, Apply HN-Transform on the first

Nom
n qubits of |12) to obtain

—1)x 2D f (%) wi(exx), 0) — |1
= 32 37 U 0],

2€F} x€Fy

5 Measurement at M: measure the first n qubits of |13) in
computational basis;
6 After measurement, the state v such that wt(v) = 0 or v = c implies
that the function is in Se, else it is in T¢.

Algorithm 2. Extended Deutsch-Jozsa algorithm.

Proposition 1. Given f € B, Df|0>®” produces a superposition of all states
z € F3 with the amplitude 2~ % H(z) corresponding to each state |z).

In what follows, we trace the states through this circuit in the general case.
The input state is [1) = |0)®"|1). After applying H®("+1) and U; successively
we obtain as before

_ Ix) [10) —[1) _ (—=1)™x) T10) —[1)
1) = x%F:g‘ oo {\/?] and [1)g) = x%;g oD { NG ] :
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respectively. Finally we apply the HN-transform K¢ on the first n qubits of |1)2)
to obtain

[¢3) = ZZ

ze]F" xeF“

= Y 2 K5 (a)le) [“‘@”] .

zclFy

x z@f(x)lwt(c*x) ‘ > |:|0> _

L)
I

Consider the sets Se¢ = {sc(x), 1 ® S¢(X), Se(X) B le(z), 1 B sc(x) B le(x)} and

T.={g€By,: Z (71)g(x)®sc(x) _ Z (71)g(x)®sc(x) =0

xE€cL=0 x€FT\ct

Theorem 2. Suppose that f € B, is chosen from the set Sc U T, where

Se = {5¢(%), 1 B 8c(X), 5¢(X) B le(2),1 D sc(x) B le(x)} and

T.={geB,: Z (_1)g(x)€BSc(X) — Z (_1)9(X)€Bsc(X) =0, p,

x€ct x€FY\ct

for any c € Fy. Applying the extended Deutsch—Jozsa algorithm on f, as above,
and measure the first n qubits of |1s) as obtained in (7), if we observe n-bit
string v such that wt(v) = 0 or v = c, then the function is in Sc, otherwise the
function is in Tg.

Proof. Using Eq. (3) [¢3) is equal to

Z S e (—1)FE@se (0210 +’szng\cL(*l)XZ@sc(x)@f )|z) [|0> — |1>}
2n V2 |

zng

If f € Se, then f(x) = sc(x) @ a1le(x) @ ag, where (a1, a2) € Fo x Fy. Putting

z=20
Z (_1)sc(x)@f(x) +1 Z (_1)sc(x)@f(x)
x€ct x€Fy\ct
— Z (_l)allc(X)@aQ 41 Z (_1)a1£c(x)@a2
x€ct x€Fp\ct
= > (D= a(=0m Y (F)® = (=12 (L (1)),
x€ct x€FT\c+

Putting z = ¢, ercL (71)x-c€68c(x)®f(x) ) ZXEF;’\CL (71)x-c@5c(x)@f(x)

— Z (_1)a1€c(x)€9a2 +1 Z (_1)1€Baléc(x)®a2

x€ct x€Fp\ct
— Z (_1)a2 +Z(_1)a1@1 Z (_1)a2 _ (_1)(12271—1(1 + (_1)a1@1)-
x€ct x€Fp\ct
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Thus, if f € Se, then after measuring the first n qubits of |¢3) we will observe
the |0) or the |c) state each with probability 2. The probability is zero that any
other state is observed.

On the other hand, if f € T, then

Z (—1)FCI®se(x) — Z (—1)f®Bse(x) — ¢,

x€ct x€Fy\ct

The probability amplitudes of the first n qubits of |¢3) for the states |0) and |c)
are

Z (—1)S°(x)€9f(x) 41 Z (—1)8“(")@“") = 0410 and

x€ct x€FY\et

Z(_1)x~c€93c(x)69f(x)_i_Z Z (_1)x'c$sc(x)@f(x)

x€ct x€Fp\ct

= Y ()R, 3T (L1)eIes) 4 g0,
x€ct x€Fy\ct

respectively. Therefore, the observation of either the state |i3) or the state |¢3)
implies f € S;, otherwise f € T¢. O

Form this theorem we obtain Algorithm 2 which can distinguish Boolean
functions from a larger set than the set of constant and balanced functions. It
is to be noted that, if wt(c) = 0, then we obtain the traditional Deutsch-Jozsa
algorithm with all H gates.

5 Conclusion

In this paper, we have studied algorithms related to the HN-transform which
is a generalization of the well known (Walsh-)Hadamard transform. First we
presented an O(22") algorithm to obtain all the values in the HN-spectra. Then
we show that the Deutsch-Jozsa algorithm can be generalized considering the
HN-transform. These results have application in cryptology, coding theory and
related areas. While results related to HN-spectra have been investigated for
more than a decade, a disciplined study of the related computing algorithms
had not been attempted earlier, and that is the main goal of this paper.
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