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Abstract

The Gowers Uz norm of a Boolean function is a measure of its resistance to quadratic
approximations. It is known that smaller the Gowers Us norm for a Boolean function
larger is its resistance to quadratic approximations. Here, we compute Gowers Us norms
for some classes of Maiorana—McFarland bent functions. In particular, we explicitly deter-
mine the value of the Gowers U3 norm of Maiorana—McFarland bent functions obtained by
using APN permutations. We prove that this value is always smaller than the Gowers Us
norms of Maiorana—McFarland bent functions obtained by using differentially §-uniform
permutations, for all § > 4. We also compute the Gowers Us norms for a class of cubic
monomial functions, not necessarily bent, and show that for n = 6, these norm values
are less than that of Maiorana—McFarland bent functions. Further, we computationally
show that there exist 6-variable functions in this class which are not bent but achieve the
maximum second-order nonlinearity for 6 variables.

Keywords: Gowers uniformity norms, second-order nonlinearity, Maiorana—McFarland bent
functions, differentially §-uniform functions, APN functions.
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1 Introduction

1.1 Boolean functions

We denote by Fy the finite field with 2 elements and by F} = {z = (z1,...,2y) : ®1,..., 2, €
F2} the n-dimensional Fo-vector space consisting of n-tuples of elements of Fo. The n-degree
extension field of Iy is denoted by Fan, and I35, is the group of units of Fan. Any function
from F% (or, from Fon) to Fa is said to be a Boolean function in n variables and their set
is denoted by B,. Let Z and R denote the set of integers and real numbers, respectively.
Let Z* be the set of positive integers. The character form associated to F' € B, denoted
by the corresponding lower case letter f, is defined by f(x) = (—I)F(‘”), for all z € Fy. The

*Sections 1-2 were presented in Fqll, The 11th International Conference on Finite Fields and their Appli-
cations, Magdeburg, Germany, July 22-26, 2013.



weight of x = (z1,...,x,) € F} is wt(x) := Y ;" | x;, where the sum is over the integers. The
Hamming distance d : B, x B, — Z* U {0} is d(F,G) = |[{z € F} : F(z) # G(z)}|. The
algebraic normal form of a Boolean function F' € B, is

F(:El,..‘,l‘n): Z Ay (ﬁx?i>,)\uEF2,
) =1

u:(u17'~~7un

where the sum is over Fo. The algebraic degree, deg(F') of F' is the maximal value of wt(u)
such that A\, # 0. The inner product of x,y € 3, respectively, x,y € Fan, is denoted by z -y
and defined by z-y = z1y1+- - - + 2,y (the sum being over Fy), respectively, z-y = Tr}(zy),
where the trace function Tr] : Fon — [Fy is

Tri(z) =z + z° +22 4+ 2% for all @ € Fan.

For any a € F§, ¢, € B, is the linear function defined by ¢,(x) = a - z, for all € Fy. The
Walsh-Hadamard transform of F' € B,, at a € Fy is

F(P+ ) = 3 ()P0 = 3 )17

z€Fy z€Fy

The Fourier transform of f at a € F} is defined as

= o Y f —f(F + @a)-
zeFy
The Walsh-Hadamard spectrum of F' is the multiset [F(F + ¢,) : a € F4] and the Fourier
spectrum of f (or, of F') is [f(a) : a € FY].

Definition 1.1. A Boolean function F' € B,, (n even) is said to be bent if and only if there

exists another Boolean function F € B, such that F(F + ¢4) = (-=1)F@2% . The Boolean
function F is called the dual of F' and it is also a bent function.

The first generic technique for constructing bent functions was proposed by Rothaus [13].
The functions so obtained are referred to as Maiorana—McFarland bent functions.

Definition 1.2. Suppose m = 2n where n € Z*, 7 is a permutation on Fon and g € By,.
A function of the form F(z,y) = 7(x) -y + g(x), for all (x,y) € Fon X Fan, is said to be a
Maiorana—McFarland bent function.

Bent functions are interesting objects of study in coding theory and cryptography, since
they maximally resist affine approximations, being furthest away from the set of all affine
functions.

The derivative of a Boolean function is defined as follows.

Definition 1.3. The derivative of F' € B,, with respect to a € Fy, denoted by D,F', is defined
by
D,F(z) = F(x + a) + F(z), for all x € Fy. (1)
If f(z) = (—1D)F@® for all z € FY, then D,f(z) = (—1)PF@) = (—1)Flta)+F(z) —
f(x)f(x + a). By successively taking derivatives with respect to k linearly independent
vectors in [Fy we obtain the kth-derivatives of F' € B,,.



Definition 1.4. Suppose ui,...,u; are linearly independent vectors of Fy generating the
subspace V' of Fy. The kth-derivative of F' € By, with respect to uy,...,uy, or alternatively
with respect to the subspace V', is defined as

DyF(z) = Dy,,. uF(z)= Z F(zx 4 ajuy + -+ - + agug), forallz € Fy. (2)

(a1,...,ar) EFE

From the right hand side of (2) it follows that Dy F' is independent of the choice of
basis for V. The WalsthadamaLd transform of a bent function F' is related to the Walsh—
Hadamard transform of its dual I’ as we see next.

Proposition 1.5 ( [4, Lemma 2]). Let F' be a bent function on n variables and F be its dual.
Then, for any a,b € Fy, we have

]:(Daﬁ_i‘()pb) :F(DbF+(Pa)' (3)

1.2 Higher-order nonlinearities of Boolean functions

The (first-order) nonlinearity of a Boolean function F' € B,,, denoted by nl(F'), is the mini-
mum of its Hamming distances from all the functions in B,, having algebraic degree at most
one, i.e., the affine functions. The nonlinearity F' and its Walsh-Hadamard spectrum are
related by

nl(F)=2""1— % max | F(F + ¢q)l- (4)

(ZG]FQYL

The rth-order nonlinearity of F' € B,,, denoted by nl,.(F), is its Hamming distance from the
set of Boolean functions in B, with algebraic degrees at most r.
1.3 Gowers uniformity norms

Let f : V. — R be any function on a finite set V and B C V. Then E,cp[f(x)] =
ﬁ > wep f(x) is the average of f over B. The connection between the expected values
of F': F§ — Fy and its character form f is given in the lemma below.

Lemma 1.6. We have Eyep[f(2)] =1 — 2E,ep[F(x)].
Proof. Using the fact that (—1)? = 1 — 2b, for b € {0, 1}, we write

Eseslf(2)] = ’;' S ) = é' LG

rEB z€B
- |;| S (1 -2F(x)) = 1 — 2E,ep[F()].
zeB

O

Definition 1.7 ([7, Definition 2.2.1]). Let f : F} — R. For every k € Z*, we define the
kth-dimension Gowers uniformity norm (the Uy norm) of f to be

1

ok
HfHUk - Ex,xl,...,rkeﬂ*‘g H f <$+ ZZ’Z> . (5)
SCIK]

€S
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Gowers norms for k = 1, 2,3 are explicitly presented below (cf. [7, 15]):

£ lloy =| Baperp[f () f(z + B)] ['/2
=| Egzerg [f(2)] | -
£ lts =| Ea g hocrn [f (@) f(@ + ha) f(z + ha) f(z + b1 + ho)] [V4
=| En,ery | Eaerp [f (@) f(z + h1)] PIV4,
[l =| B h ho,hgery [f (@) f(@ + ha) f(z + he) f(z + h1 + ho)
X f(x+ h3)f(x + hy + hs) f(x + ha + hs) f(@ + hy + ha + h3)] |V/5.

It is not difficult (and we will encounter some instances of this claim later) to see that one
can recursively define the Gowers norms by

[fllvy = Becrg [f (@)]];

k \1/2H (6)
£l = (Buers 10 £12]) "

The connection between the Gowers uniformity norms and correlation of a function with
polynomials with a certain degree bound is described by results obtained by Gowers, Green
and Tao [11, 12]. For a survey we refer to Chen [7].

Theorem 1.8 ([7, Fact 2.2.1]). Let k € Z*, ¢ > 0. Let P : Fy — Fy be a polynomial of
degree at most k, and f : F} — R. Suppose |E,[f(2)(—=1)F@]| > €. Then ||f||v,., > €.

Theorem 1.8 implies that if a Boolean function has low Gowers Ujy1 norm, then it has
low correlation with all the polynomials functions on F5 of degrees at most k. In other words
it has high kth-order nonlinearity.

It is known that the Uy, for £ > 1, is a norm, that is, it is homogeneous, nonnegative,
nondegenerate and respects the triangle inequality. It is also known that the sequence of
norms {Uy }, is monotonically increasing, that is, || fl|v, < | fllu,., k > 0.

It is known that the Gowers Us norm of a function is the £4 norm of its Fourier transform,
more precisely:

Theorem 1.9 ([7, 11]). Let f : Fy — R. Then

I, = D Fla)*. (7)
z€lFy
The following is an extension of Theorem 1.9.
Theorem 1.10. Let k € ZT, k > 2. Let F € B,, and f(2) = (1)@ for all x € F}. Then
ov 1 - 4
£z, = St > > Dhy o o (@)™ (8)

i, hg_ o €FD w€FD

Proof. Let g = Dy ... h,,_,f, where hy,- -+ hy_o € F§. For any k € Z", the kth dimensional



Gowers uniformity norm of f is

k
112, = B meers | [] £+ he)

SCI] ieS

1
=somn O 9@+ hk)g(@ + hi)g(w + oy + hi)

@by, hp €FY

= 2(k41r1)n > D g@)gl@+he-1) Y 9@+ he)g(@ + heo1 + hi)

hi,hg— QE]F hyg_ 1€F xEF" thFg
1
= S Z Z Z 9(x)g(z + hi—1) Z 9(Y)g(y + hi—1)
hl,-",hk_QG]F” hk_leF" xGF" ’yE]F;
1 1) - hgo1-
SESEED YD ol o PSS S TR
hi, hp_o€FY hy_1 €FY x€Fy yelry

= D YD YD YD MR () S VR

hi, 7hk72€F; hr_1 E]F'S xGFg yE]F;

B 2(k}1>n Yoo > > d@Paw)? Yo (myher )

h17“~7hk_2€IFS QTEFS yGIFg hk_1€]Fg

1 —~
= S%-2)n Z Z g(x)*

hi, hg_o€FF z€FY

—srm X X Dumaf@

hi, - hy_o€FY a€Fy

where we used the fact (see [8]) that the autocorrelation
Cylu) = Y gla)g(w +u) =2" ) §(x)*(~1)"", u € F3,
xT

z€Fy

as well as [8, Lemma 2.6] giving ZuGFS(_l)u'w =2"if w=0, and 0, if w # 0. O

1.4 Gowers Us; norm of the dual of a bent function

It is known that the dual of a bent function is bent. However, it is not known whether a bent
function and its dual have the same second-order nonlinearity. We prove that the Gowers
Us norms of a bent and it dual are equal and therefore they provide equal “resistance” to
quadratic approximations.

Proposition 1.11. Let the character forms associated to a bent function F € By, and its
dual F be f and f, respectively. Then

£l = £l 9)



Proof. Applying (6), (7) and (3) we obtain

1715, = 5 3 1DuflE = 5 30 3 Dufla)' = o 30 3 FDWF + g0)?

heFy heFy} acF} heF} acF?

1 ~ ~
=g 2 > FDuF +en) = |flt,

a€Fy heFy

O]

2 Gowers Us norm of Maiorana—McFarland bents of the form
Tri(yz**)

Gangopadhyay et al. [9] employed the recursive framework developed by Carlet to identify
cubic Maiorana—McFarland bent functions having high second-order nonlinearities. Below
we describe the subclass of Maiorana—McFarland bent functions considered in [9] which was
originally constructed by Canteaut and Charpin [1]. It is shown in [9] that bent functions on
10 variables having maximum known second-order nonlinearity exist within this class.

Let m = 2n. We identify F3 with the finite field Fo» and F5* with Fan X Fon. In the next
theorem we consider cubic Maiorana—McFarland bent functions of the form

Fi(w,y) = Tr} (ya” ") (10)
where z,y € Fan, m > 6, i is an integer such that 1 < i < n, ged(2” —1,2° +1) = 1 and
ged(i,n) = e.

Theorem 2.1. If F; € B, is a function of the form given by (10) and f; is the associated

character form, then
2M 4 2nte(2¢ +1)(2" — 1)
1513, = 2 . ()

Consequently, the Gowers Us norm is minimum if and only if e = 1.

Proof. For any function F' € B, with f as the associated character form, the Gowers Us
norm can be written as

HfH?]s = |9am Z (=1)Pmnine @)

h,h1,he,w€FD

— % Z Z (_1)Dh(Dh1,h2F)($)
94m

h1,ho €F h,zcF

2

— 24% Z Z (_1)Dh1,h2F($)

h1,h2€]F5" IGFQ"

Let S(h1, ho; F) := 3 cpp (—1)Prim? @) We note that S(hy, ho; F) = 2™ if either hy = hy



or exactly one of A, hg is 0, so

1
£ = 2im > S(hi,hg; F)?

h1,ho€FT
1 2 2
= o |2 doa+ > 1+ > 1+ > S(hhyF)
h1€Fy? ha€FZ"\{0} h1€F7\{0} h1,h2€F5\{0}
h1=0 ha=0 h1#ha
1
= im 22M(3-2M —2)+ Y S(hy, g F)?|.

hi,h2€F5\{0}
h1#hs

Replacing F' by F; we note that, since F; is a cubic function, S(hi, he; F;) is either 0 or £2™.

Therefore we have to count the pairs (hy, he) for which S(h1, ho; F;) = £2™. Similar counting

is performed in [9] and [10, Theorem 4]. However, for completeness we recall the basic steps.
Let hy = (b,a) and hy = (d,c), where a,b,c,d € Fan.

D0y (a0 Fi(z, y) = Tri(((ad + cb) + (ad® + cb®)*)2*") + Tri((bd* + b*d)y)

+ Tri(ad® T + b T + Tri((a + ) (bd* + b*' d)).

Case 1: If b = d = 0, then D, o) (4,0)Fi(2,y) = 0, for all (z,y) € Fan x Fan. The number of
such points is (2" — 1)(2" — 2).
Case 2: If b= 0 and d # 0, then

Do) 0. Fi(,y) = Tri((ad + (ad®)?)2?) + Tri (ad® ),

which is constant if and only if

ad + (ain)Qi = ad + a2%d22i =0,
ie., a2lf1d221_1 = (ad**t1)? -1 =1, sinced# 0 and a # 0,
ie., ad*t!eTs., where ged(i,n) = e.

Thus, given any a € Fan \ {0}, ¢ and d can be chosen in 2" and 2¢ — 1 ways, respectively,
such that the second-derivative under consideration is 0. Therefore, among all the derivatives
of the form D) (0,a)Fi, exactly 2"(2" — 1)(2° — 1) are constants.

Similarly, if b # 0 and d = 0 among all the derivatives of the form D) (5.q)Fi, then

exactly 2"(2"™ — 1)(2¢ — 1) are constants.
Case 3: Suppose b # 0 and d # 0. Let b = d. Then D) b.a)Fi = D(0,c+a),ba)Fi =
D(q,¢),0,a+¢)Fi- In this case a # c, since otherwise (b,a) = (d,c) which is already dealt
with. Thus, among all the derivatives of the form D g ) 1,0y F3, exactly 2"(2" —1)(2° — 1) are
constants.

Suppose b # 0 and d # 0. Let b # d. The second-derivative Dq ¢ 5,a)Fi is constant if
and only if 4 o . .

(ad + cb) + (ad* +¢cb*)> =0 and  bd* +0*d=0.

From the second condition we obtain (b~'d)%~! = 1. Since b,d € Fon, (b~1d)¥"~1 = 1.
Combining these two we obtain (b~'d)?"~! = 1, which implies that b~'d € Fj.. Thus, d = vb



where v € F5.. Since b # d, v # 1. Therefore, for each choice of b it is possible to choose d
in 2¢ — 2 different ways. From the first condition we obtain:

ad+ cb+ (ad® + b*)? = b(ay + ¢) + (V¥ (ay + 0)* =0,
e, (BT ay+c)>L=1,ifay+c#0.

. i g
e, b*t(ay+c)=:179 €Fi, s0,c=ay+ =h

Note that a can be chosen in 2" ways, b in 2" — 1 ways, d in 2° — 2 ways and ¢ in 2° ways
(including the case for which ay + ¢ = 0). So the total number of ways in which (b, a), (d, c)
can be chosen is

2mte(Qm — 1)(2¢ — 2).

Combining all the above counts we obtain

o 2mante(2e 4 1)(2n — 1)
1 filler, = 2m :

It is observed from (11) that for e = 1, the Gowers Us norm of F;

7-2"—6
1A =

is minimum. It has been experimentally checked in [9, Section 3] that for m = 2n =10, 1 <
i < 4 (therefore e = 1), the functions F;’s have the largest known second-order nonlinearity.

3 Gowers U; norms of Maiorana—McFarland bent functions
constructed by using APN and differentially 4-uniform per-
mutations

A vectorial Boolean function ¢ : F§ — F74, also referred to as an (n,n)-function, is said to be
differentially §-uniform if

0(a,b) ={x € Fy : p(x) + p(x +a) =b}| <6

for all a,b € F4 with a # 0. We denote the set {x € F} : ¢(x) + ¢(x + a) = b} by A(a,b) for
all a,b € Fy with a # 0. If ¢ is differentially 2-uniform then it is said to be an almost perfect
nonlinear (APN) function. If ¢ is an APN function and a permutation then we refer to it as
an APN permutation on Fj. There are several applications of APN functions, but perhaps
the most significant is that if the S-box (vectorial Boolean function) is based upon an APN
function, the probability of success for the differential attack is minimized [6]. Certainly, in
block cipher design, invertibility is essential, so the S-boxes must be permutations. There
are very few classes of APN functions, like monomials APN, which are completely described,
and there are many APN questions still open (like the existence of APN permutations in all
even dimensions; in fact, we barely know of a single example in dimension 6). The connection
with linear codes is well-known via a result of Carlet, Charpin and Zinoviev [3], stating that
f :Fon — Fan with f(0) = 0 is APN if and only if the binary linear code with parity check
matrix of columns (af, f(af))?, 1 < i < 2" — 1, has minimum distance 5 (« is a primitive



element of Fan). We refer the reader to the huge body of literature on APN functions, listed
in this paper, and elsewhere.
Let
E; ={(a,b) € Fy xF5 : a # 0 and §(a,b) =i}, (13)

for all nonnegative integers i. It is easy to see that F; =0, if i =1 (mod 2).

Lemma 3.1. Suppose that ¢ : Fy — F3 is an APN function. Then the cardinality of
Ey = {(a,b) € F3 x F% : a # 0 and 6(a,b) = 2} is |Eo| = 2"71(2" — 1).

Proof. Let a € Fy \ {0}. We know that Dy¢(z) = Dap(x +a) = b € Fy, for all x € F5.
Therefore, the cardinality of the range of the function D,¢ is at most 2"~!. Suppose that
{;:i=1,...,2"1} C F¥ such that xj # x; and xj # x; + a, for all ¢ # j and Dyop(x;) =
Dy¢(z; +a) =b;, foralli =1,...,2" 1. Then

bz‘ = bj <:>Da¢(.%'i) = Da¢(a}j)
= Da(0le5) + B(a3)) = 0
=D, (¢d(x;) + d(x; + b)) =0, where b = x; + x5,
=D Dyp(x;) =0,
which is not possible, since ¢ is APN (cf. [6, p. 417]). Therefore, for each choice of a € F5\ {0}

we obtain exactly 27! distinct b’s in F% \ {0} such that §(a,b) = 2. Since a’s can be chosen
in 2" — 1 many ways, |Fs| = 2"71(2" — 1). O

Lemma 3.2. Let ¢ be a differentially §-uniform (n,n)-function, where 6 = 2k, and

Es = {(a,b) € Fy xF5 : a # 0 and §(a,b) = 2i},

k
for alli € {0,1,... k}. Then ) i|Ep| =2""1(2" - 1).
i=1
Proof. For each a € Fy \ {0}, it is possible to find a set {x1, ..., zyn—1} such that z; +a # z;,
whenever i # j, so that F§ = {x1,..., 201} U {(x1 + a),..., (zon-1 + a)}. We construct a
list of differences as follows:

’ No. \ Output differences ‘
1 p(x1) + ¢z +a) = b
2 d(x2) + plaa+a) = by
j P(zj) +o(xj+a) = b
271—1 ¢(132n—1) + Qb(xQn—l + CL) = b2n—1

Table 1: List of (not necessarily distinct) output differences when the input difference is a.

If 6(a,b) # 0, then (a,b) € Es; for a unique i € {1,...,k}, and we have a subset S((i)b) -

{1,...,2%71}, with [S(2), | = i, such that ¢(;) + ¢(x; +a) = b = b, for all j € S We

9



say that i rows of S(((?b) are covered by (a,b). If we consider the collection of all tables like

Table 1, one for each a € Fy\ {0}, then for each (a,b) € Es;, i rows of % ) are covered. It can

. § (a,b) = i
be checked that S((Z)b) = 8% if and only if : = ¢ and b = ¥/, otherwise, s® n S((Z )b,) = 0.

(a,b) (a,b)

The total number of rows covered (considering all the distinct 2™ — 1 tables, one corre-
sponding to each a € Fy \ {0}) if we vary (a,b) over the whole of Ey; is i|E»;|. If we repeat
this process for each i € {1,...,k}, eventually all the rows of all the 2! tables will be

exhausted and the claimed identity is shown. O

Theorem 3.3. Let F' € B, be a Maiorana—McFarland bent function of the form

F(z,y) = ¢(x) -y + h(z),

for all x,y € F5, where h € By, and ¢ is an APN permutation on Fy. Then the Gowers Us
norm of the character form f = (—1)f is

7-2"—6

1718, = 55

(14)

Proof. Using Theorem 1.10,

1 ——

171 = 5w D2 Y. Dapllab)

(,B)EFT XFY (a,b)€FY xFY

_ 257m Z Z Z (71)D(a75)F(ac,y)+a-x+b~y

(o, B)EFY XFY (a,b)€FE xFY \ (z,y)€FY xXFZ
1

A= Z Z (_1)D(070)F(1’,y)+a~$+b~y ’

(a,b)€FY XFL \ (x,y)€FY xXFY
4

— (_1)a-x+b-y — 24m

)

(a,b)eFY xFy \ (z,y)€Fy xFY

T YD YN I SRS

BEF\{0} (a,b)eFg xFy \ (2,y)€Fg xFy

= Z Z Z (—1)Fd@)taztby

BEFZ\{0} (a,b)eFg xFy \(z,y)€Fg xFy

— Z Z Z (_1)5-¢(x)+a-x Z (_1)b-y

BEFZN{0} (a,b)eFy xFy \z€Fy yeFy

4

10



= Y 2 S (cypetarien

BEFZ\{0} acFy z€lFy
4 4
AP D DUETECI I aD W DMEIE
BEFY acFy \ z€lFy aclFy \zeFy

= 22(3. 2% —2.2%" — 2%")  (cf. [6, p. 418))
— 23m+n+1(2n _ 1)7

Z Z Z Z (=1)PpF@y)taatby

a€F\{0} BEFY (a,b)eFy xFy \ (z,y)€Fy xFy

= Z Z Z Z (_1)a-x-{-ﬁ.(]ﬁ(x-‘roc)+h(a:)+h(a:+o¢)+(¢(1»)+¢(x+a)+b),y

a€F?\{0} BEFE (a,b)€FE xXF \ (z,y)€F} xF}

4
= Z Z Z Z (_1)a~x+ﬁ~¢(m+a)+h(x)+h(oc+a) Z (1)(¢>(2)+¢)(z+a)+b).y)

a€F5\{0} BEFY (a,b)€FE xF} \zcFy yeFy

4

— 92m Z Z Z Z (_1)a-a:+,8-¢(x+oz)+h(x)+h(x+a)

a€F\{0} BEFE (a,b)eFy xF2 \zeA(a,b)

— 92m Z Z Z Z (_1)a~x+ﬁ'¢(ac)+b~B+h(a:)+h(ac+a)

a€Fy BEFY (a,b)e€Es \z€A(a,b)

4
= 9%?m Z Z Z ( Z (1)a~z+ﬂ'¢(r)+h(m)+h(m+a))
€A (a,b)

aclFy BEFY (a,b)EES ={zap,Tap+a}

_ 92m Z Z Z ( a Tab+B-0(Tap)Hh(Tap)+h(Tapt+a)

a€Fy BEFY (a,b)EE>

4

4
+(-1)* (l‘ab+a)+ﬁ'¢(5Eab+a)+h(%b+a)+h(%b)>

= 22m Z Z Z ( _p)aetbBy 1)“~wab+/3~¢(m)+h(xab)+h(xab+a))4

a€lFy BeFY (a,b)EE>

23y % (8+8 aa+b.ﬁ>

aclFy BEFY (a,b)EES
A VD ID T MDD oE S
(a,b)€Es BEFY acFy (a,b)eEy BEFY ackFy
= 25m13 | By, since (o, b) # (0,0), the sum Z Z (—1)bPraa =,
BEFY acFy
From Lemma 3.1 we have |Ey| = 2"~ 1(2" — 1). So

7-2"—6

1112 = QQm(Qm +2"H (2" — 1) + 8|By|) = SETI

11



and the claim is shown. O

Corollary 3.4. Let ||fl||?]3 and ||f||?]3 be defined as in equation (11) and (14) respectively.
Hhen (2~ )2 +3)(2° — 2)
n__ ey e
150, — 1£15, = - .

Therefore, HfiH?]s > ||f||8U3, with equality holding only when e = 1, that is, ged(n,i) = 1.

Theorem 3.5. Let G € By, be a Maiorana—McFarland bent function of the form

Gz, y) = ¥(x) -y + h(z),

for all x,y € Fy, where h € By, and v is a differentially 4-uniform permutation and not an
APN permutation on F3. Then the Gowers Us norm of the character form g = (—1)¢ is

e T-2"—6
lgller, > o3

Proof. Using similar arguments as in the proof of Theorem 3.3,

1
H9H8U3 = 2571(141 + B1 + C1),

where

A SR (D SRR IR Ry

(a,b)EF xF2 \ (z,y)€FD xF2

By = Z Z Z (_1)D(O7ﬁ)G(:v,y)+a-x+b-y

BEFZ\{0} (ab)elFy <y \ (2,y)€Fy xFy

SR o D oEECE

BeFE\{0} a€Fy €y
> 23mantlon 1) (cf. [6, p. 415)),

4

4

4

Cy = Z Z Z Z (_1)D(a7ﬁ)G(w,y)+a-:p+b-y

a€FI\{0} BEFY (a,b)€FE xF2 \ (z,y)€FE xF2

2
— 92m Z Z Z Z Z (_1)a-x+,6’~1/)(:c)+h(x)+h(x+a)

aclFy BEFY i=1 (a,b)€E2; \z€A(a,b)

= Ci1 + Cro,
4

Chy = 92m Z Z Z Z (_1)a~:c+5'1/)(x)+h(a:)+h(ar+a) _ 23m+3|E2”

a€Fy BEFY (a,b)eEa \z€A(a,d)

Ciy = 92m Z Z Z Z (_1)a~m+6~w(w)+h(1’)+h(m+o¢)

acky BeFy (a,b)EEs \zE€A(aD)

12



For each (o, b) € E4, there exist four distinct elements x1,z1 + «, z2, 22 + a € Fy such that
Dotp(z) = Datp(zj + o) = b where j =1 and 2. For j =1 and 2,
S; = (—1)@ @i +Be(@)+hiw)thz;+e) 4 (_1ye-(ejta)+Bp(z;ta)thlz;+a)+hiz;)

= (1 (1) ) (-1)9,

where €; = a-x; + - ¥(x;) + h(z;) + h(zj + «). Further,

Cia =23 Y > (S1+ )

BEFY (a,b)EE4 a€Fy

=230 3T D ()T 4 (D))

BEFY (a,b)EE4 a€Fy

=2 YT T D 48T 4 (-1t

BEFY (a,b)EE, a€Fy

= 2O NN ST (4 (1)) (1 (-1 )

BEFY (a,b)EE4 a€FY

— 22m+6 Z Z Z (1 + (_1>a-a+6-b + (_1)61+62 + (_1)a~a+ﬁ-b+61+62)

BEFY (a,b)eEy a€FY
— 23m+6|E4|‘

We note that Z:aelgg((—1)“'0‘+5'l’4-(—l)elJr€2 4 (—1)ratBbtate) — 0 since o # 0, 21 +a2 # 0
and x1 + 9 + a # 0. Thus,

C1 = C11 + Crg = 2°"3(|Ba| + 8| E4|)
— 23m+n+2(2n o 1) + 3 . 23m+4|E4| > 23m+n+2(2n _ 1)
and the claimed inequality follows. O

Corollary 3.6. The Gowers Us norm of a Maiorana—McFarland bent function constructed
by using a differentially 4-uniform permutation is always larger than the Gower norm of any
Maiorana—McFarland bent function obtained by using an APN permutation.

Proof. The proof is immediate from the results of Theorems 3.3 and 3.5. O

Theorem 3.7. Let K be a bent function on F5' = Fy x Fy, m = 2n, defined by

K(z,y) = ¢s(z) -y, (15)

where ¢5 is a differentially d-uniform permutation on F%, where & = 2t. The Gowers Us
. 7-2"—6
norm of k(z,y) = (1)K, (x,y) € B x B, is [}, > T .

Proof. Using similar arguments as in Theorem 3.3,

1 ! ’ !
”kHSUg = 257m(141 + By + (),

13



where

4
f= X [ X cpreaneaen) g

(a,b)EF xF2 \ (z,y)€Fp xF2

B = Z Z Z (—1)Pos K@y+aatby

BEFFIN\{0} (a,b)eFy xFy \ (z,y)€Fy xFy

4

4

— Z Z on Z(_l)ﬁ~¢6($)+a'~’0

BEFZ\{0} acky z€Fy
> 282" — 1), (cf.[6,p415]),

Ci: Z Z Z Z (_1)D(a,ﬂ)K(r7y)+a-r+b-y

a€Fy\{0} BEF} (a.b)eFy xFy \(z.y)eF} xF}

4
— 92m Z i Z Z (_l)a-x-i-ﬁ'%(ﬂ?)
a,feFy i=1 (a,b)€F2; \z€A(a;b)
= Oy +Cho+ 0+ Cly,
where,
4

Cy=2" 30 3 | D (@) <<

CL,BGF? (a,b)EEgj €A (a,b)

Now we claim that C’ij > 23m+3 (4| Bys), for all j € {1,2,---,t}. Since C}; = 253 By and
C’iz > 23m+3(2| Ey|), for each (o, b) € E5j, there exist 2j distinct elements z1, 21 + o, x2, 22 +
a,...,xj,x; + a € Fy such that Dags(xs) = Dags(zs + ) =b, s € {1,2,...,j}. Let

Ss — (_1)a.xs+ﬁ.¢5(a}5) + (_1)a.(x5+a)+5-¢5(x5+a) _ (1 + (_1)a-a+b-,8> (_1)657
where €, = a- x5+ [ ¢ps(xs), for all s € {1,2,...,5}. Thus,

Cij=22m Z Z (Sl+S2+"‘+Sj)4
a,BEFS (L‘!,b)EEQj

=2 S S (1 D) () () e (-1)0)!

a,B€Fy (a,b)€Ea;

=22t NN (1 - (—1)“““"/3) (1) + (=12 4 -+ (=1)9)*.

a,B€FY (a,b)E€Ey;
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First,

(D) + (=12 4+ (=1)9)*
(1 ( 1)61+€2 +( 1)61+63 et (_1)€1+ej)4
1+4 ( 61+62 4 ( 1)61+63 NI (_1)61+6j)
(=
(-1

+6 ( Date p(—)ate g (_1)61+€j)2
( €1+€2 _|_ 1)51+e3 S (_1)e1+ej)3

+ ((_1)61+62 (=)t 4t (_1)61+e]’)4'
Next,

(—1)Fe 4 (—1)F g (—1)2F9)

= (14 (=159 4 (—1)He o (—1)2ra)?
_1+4( DEFa 4 (1) 27 e (-1)279)

6 ((—1)2F 4 (~1)2F o (—1)2 )

4 ()T ()T e (<))
+((—1)ete g (m1)eta g (c1)eta)t

After (j — 2) similar steps, we get,
((_1)ej,2+6j,1 + (_1)6j72+6j)4 _ (1 + (_1)5j,1+6j)4 — 8+ 8(_1)6]'71“1’6]'.

Therefore, ((=1)' 4+ (=1)2 + -+ (=1)%)* = (j = 2) + 8+ P, = j + P, where P = P| +
6 is the sum of some positive integer and terms of the form (—1)Xier%, E C [j] with
some multiplicity. Since for any E C [j], ZGGFS(—U(ZZGE”)'“, ZaeFS(—l)(ZleExl“‘“)'a,

deFg(—l)(zleE #s(@))B and 256F§L(_1)(Z’EE ¢5(21)+b)# are nonnegative integers,

Cij — 92m+3 Z Z (1 + (_1)a~a+b~,3) (j+ P)

a,ﬁE]Fg (Oé,b)eEQj

— 92m+3 Z Z (] _|_P+j(_1)a~a+bﬂ +P(_1)ava+bﬂ)

a,ﬁEFn (Oé b)EEQj

— 92m+3 Z Z j+22m+3 Z Z <P+P )a-aer-ﬁ)

a,B€FY (a,b)EEy; a,B€FT (a,b)€Ey;

> 22t NN = 2| By,

a,ﬁE]FS (Oé,b)EEQj

as Zaelﬁ‘g Zﬂe[ﬁ‘g (P + P(—l)a'aer'B) > 0. Thus,

C,=Cy +Cpp+-+Cy
> 233 (| By| + 2|Ey| + - - - + t|Foy|)
— 23m+n+2(2n _ 1)

and the theorem follows. O
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The proof of the next corollary follows directly from Theorem 3.3 and Theorem 3.7.

Corollary 3.8. The Gowers Us norm of a Maiorana—McFarland bent function defined as in
Theorem 3.7 is always larger than the norm of a Maiorana—McFarland bent function obtained
by using an APN permutation.

4 Gowers Us norm for a class of cubic monomial function

This section is aimed at demonstrating how we envision the use of Gowers Us norm to
identify the classes of functions with potentially high second-order nonlinearity. This section
also shows that the largest second-order nonlinearity may not be observed within the class of
bent functions. We consider a class of cubic monomial function similar to those considered
by Canteaut, Charpin and Kyureghyan [2].

Theorem 4.1. Let m = 3r, r > 1 be a positive integer. Let F, € By, be a cubic Boolean
function defined by ,
Fp(x) = Tr} (A 21, (16)

for all & € Fom where A € F5. and f.(x) = (=1)@), for all x € Fom. Then the Gowers Us

norm of f, is
2M 4 27(2™m — 1)
rlloy = =,

Proof. The Gowers Us norm of f, can be written as

1 x
”fT’”?]S = 247’#1, Z (_1)Da,b,hFr( )

a,b,h,(IIGFQm

:% S Y (1) PesFr@rDaskiath)
2m

a,bEFom h,xEFom
2

g X[ X e

a,bEFom \z€Fom

e DR D IR T SENY FUD SR (b SRS IS

GEFQ'm bEanL\{O} ae]F2’"L\{O} a,bEanL\{O} JIEFQ'm
0 b=0 a#b

a=
2

1
= oim 92m (3. 9m _ 9) 4 Z E (—1)PasFr(@)

a,bGFQm\{O} z€Fym
a#b

Since deg(D, pF) is at most 1, D, F;. is either balanced or constant. We find those nonzero
a,b € Fom with a # b such that D, F,.(x) is constant for all x € Fom.

DapFr(x) = Tr(Aa? b+ab? )a)+ T <>\ ((awz)?*+1 a2 ) 4+ (0 + b)) (¥ b+ ab2’°)))
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Dy Fy(x) is constant for all z € Fom if and only if

2"—-1
T T T T b
A(a*b+ab®) =0 a* b+ ab? :0<:><> =le - eFr\Fy & b=4pa

a

where 3 € Far \ Fy. Thus, given any a € F5,., b can be chosen in 2" — 2 ways. Therefore, the
total number of ways in which a,b can be chosen is (2™ — 1)(2" — 2). Thus,

2 4 27 (2™ — 1)
Wrllon = =0,

which shows the theorem. O

We compare Gowers Us norms of a cubic Maiorana—McFarland bent function, f say,
constructed by using APN permutations as in Theorem 3.3, and cubic monomial Boolean

functions considered above. Let m = 2n = 3r, i.e., n = 5.

om 4 2r(2m — 1)  7-2"—6

HfrH?]g, - ||f||?]3 = 22m - 23TL
M 4 QmAT _ 9T _ 7. 9™m 1 6. 2N
= 22m
6.2" +am(2r ) —2r
pr— 22m .

It can be directly checked that if r = 2, then | f,[|f;, < [|f]|;, and if r > 3, then || f-||;, >
Ilf ||8UB. This suggests that the second-order nonlinearity of f, is greater than the one of f if
m = 6 and for m > 10 such is not the case.

There are three known affine inequivalent classes of cubic bent functions in 6 variables [13].
It is also known that all the cubic bents are affine equivalent to Maiorana-McFarland bent
functions. By direct computation we have found that their second-order nonlinearities are 8,
12 and 16. Motivated by low Gowers Us norm of Fj, obtained by substituting » = 2 in (16),
we have computed the second-order nonlinearity of F». We find that while it is not bent,
having nonlinearity 22, its second-order nonlinearity has the maximum possible value in Bg,
namely 18. However, the reversal of the inequality sign for » > 3 indicates that this trend
will not extend to 12 variables, i.e., for r = 4.

5 Further comments

The problem of constructing Boolean functions in n variables with highest possible second-
order nonlinearity is connected to the covering radius problem of second-order Reed—Muller
codes. Both these problems are difficult and remain far from being settled. In this paper we
locate some functions with low Gowers Uz norms, since this is also a measure of resistance to
second-order approximation of a Boolean function. This norm seems to be dependent more
on the differential uniformity of the permutations associated to the Maiorana—McFarland
bent functions rather than the algebraic degrees. Similarly, in the recent past, Tang, Carlet
and Tang [14] have demonstrated that lower bound of second-order nonlinearities of the
Maiorana—McFarland bents obtained by using APN permutations is greater than or equal to
the functions considered by Gangopadhyay et al. [9]. It should be interesting to check whether
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the Maiorana-McFarland APN-based functions have the largest second-order nonlinearity
among the class of bent functions.
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