On weak and strong 2"-bent Boolean functions

Pantelimon Stanica

Department of Applied Mathematics
Naval Postgraduate School
Monterey, CA 93943-5212, U.S.A.
Email: pstanicalnps.edu

Abstract—In this paper we introduce a sequence of discrete
Fourier transforms and define new versions of bent functions,
which we shall call (weak, strong) octa/hexadeca and in general,
2*.bent functions. We investigate relationships between these
classes and completely characterize the octabent and hexade-
cabent functions in terms of bent functions. We further find
relative difference sets based upon these functions.
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I. INTRODUCTION

Let IF, be the prime field of characteristic 2 and let V,, :=
F3 be the n-dimensional vector space over F,. A function
from F5 to Fo is a Boolean function on n variables, whose
set is denoted by 3,,. The addition over the set of integers Z,
real numbers R and complex numbers C is denoted by ‘+°,
and the addition over V,, for all n > 1, is denoted by ‘@®’.
If x = (21,...,2,) and y = (y1,...,Yyn) are two vectors
in V,, we define the scalar (or inner) product, by x -y =
T1Y1 D X2y @D - - - D xpYn. The scalar/inner product x © y in
C x C is defined in the same way, although the sum is over C.
The intersection of two vectors X,y in some vector space is
xxy = (T1Y1, T2Y2, - - -, TnYn). We write a = R(z),b = J(2)
for the real part, respectively, imaginary part of the complex
number z = a+bi € C, where i> = —1, and a, b € R. Further,
|z|= va% 4+ b? is the absolute value of z, and Z = a — b4
denotes the complex conjugate of z.

An important tool in our analysis is the discrete Fourier
transform, known in Boolean functions literature, as Walsh,
Hadamard, or Walsh—-Hadamard transform, which is the func-
tion Wy : Fy — C, defined by

Witw — 27 Y (1o
xeV,

Any f € B, can be expressed in algebraic normal form
(ANF) as

D

a=(a1,.,an)EV,,

f(xlax27~-~>xn) =

Ca <H:vf> , Ca € Fo.
i=1

The character (sign) form of some binary vector x =

(1,...,my) 18 (=1)* = ((=1)*,...,(=1)*). The char-

acter form of a function is the character form of its truth

table (output values). The (Hamming) weight of x € V,, is

wt(x) := Y., ;. The algebraic degree of f, deg(f) :=

maxacy, {wt(a) : ca # 0}. Boolean functions having alge-
braic degree at most 1 are said to be affine functions. For any
two functions f,g € B,,, we define the (Hamming) distance
d(f,9) = [{x : F(x) # g(x),x € Fan }|= wt(f @ ).

The maximum nonlinearity of a Boolean function
f € B, defined by ni(f) = max{d(f.{)|l €
A, the affine functions in n variables} known to be equal
to nl(f) = 2"7' — L maxy|Wy(u)| is achieved when the
maximum absolute value in the Walsh spectrum is minimized.
For even n, such functions are known as bent functions [15],
[8], [17] and the magnitudes of all the Walsh values in
the spectrum is constant, that is, if |[Wy(u)|= 1 for all
u € V,. If f is bent, then for every u € V,,, we have
Wyi(u) = £1 = (—1)9™, for some function g, which is
also bent and called the dual of f. A function f € B, is
called semibent, if the Walsh transform of f takes the values
{0, :I:\/i} when n is odd, or {0, £2}, when n is even.

The sum Cy 4(z) = ervn(fl)f(x)@g(x@z) is the cross-
correlation of f and g at z. The autocorrelation of f € B,
at u € V, is Cy (u) above, which we denote by Cy¢(u). It
is known [3] that a function f € B, is bent if and only if
Cs(u) =0 for all u #0.

We refer to Carlet [1], [2], and Cusick and Stanica [3] for
more on cryptographic Boolean functions and to [8], [17] for
more on bent functions.

Another transform on Boolean functions was introduced
by Riera and Parker [14] (see also [10], [18]), and dubbed
nega—Hadamard transform of f € V, at any vector
u € V, as the complex valued function Nj(u) =
278 Y oy (—1)/CIPux WG A function is said to be
negabent if the nega—Hadamard transform is flat in abso-
lute value, namely |Ny(u)|= 1, for all u € V,. The
sum Cyg(z) = 3oy, (—1)/CIHICD2) (1) g the nega—
crosscorrelation of f and g at z, and the nega—autocorrelation
of fatueV,is C¢(u) = ervn(—l)f(x)@f("@“)(—l)x'“.

Let (or = e3F be a primitive 2¢-complex root of 1. In
this paper we consider yet an entire sequence of (normalized)
transforms depending upon k: let the 2¥-Hadamard transform

be the complex valued function 'H;Zk) : F§ — C defined by

k n x ~Wt(x
HE () =278 7 (—1)fCoFex g,

xeV,

Certainly, if ¥ = 1,2, and so, (o = —1,{4 = i, we get
the Walsh-Hadamard, respectively, the nega-Hadamard trans-

27i ; 27i
forms. If k = 3,4, and so, (s = e s = 1—\}%’ (16 = €16 =




: 2—2“/5 41 22_\/5, then we shall call the corresponding trans-
forms, the octa-Hadamard transform, respectively, hexadeca-
Hadamard transform and denote them by O (u), respectively,
X (u). We note the relationship between these transforms and
the constaHadamard transforms as defined in [9] (pointed out
by one of the referees), and used in an investigation of Golay-
Davis-Jedwab sequences.

The 2F-crosscorrelation of f,g,
autocorrelation of f are defined by

respectively, 2F-

2" x x®z) , xOz

CFy) () = D (-1 0abx0m) e,
xevV,,

2" x x®z) , xOz

€ (w) = D (-1 eI X0z,
xeV,

where p1 = (2 is a 2F~! complex root of 1 (recall the scalar

product x ® z is computed over C). When £ is fixed we shall
use Cy,q,Cy, instead.

We call a function octabent, hexadecabent, and in general
2k _bent if and only if the octa-Hadamard, hexadeca-Hadamard,
respectively, 2k_Hadamard transform are ﬂzit in absolute value,
that is, [Of(u)|= 1, [X;(u)|= 1, K (w)|= 1, for al
u € V,,. Since it is relevant below, we call a function f
a strong 2*-bent function if and only if f is 2‘-bent for
all £ < k. Also, a function f is a weak 2k _bent function
if and only if f @ sox—1 is a strong 2F~!-bent function,
where s4(x) = @1<; <. <i,<nTiy * T4, is the (modulo 2)
elementary symmetric polynomial of degree t.

In this paper, we will give some of the properties of the
transform and we will investigate functions that are both bent,
octabent, hexadecabent and in general 2k bent. In the case
of octabent and hexadecabent, we will find a necessary and
sufficient condition in terms of “lower-ladder” level of such
functions and find some relative difference sets based upon
these functions. The reader may find other generalization of
bentness in [5], [8], [16], [17].

II. PROPERTIES OF THE 2°-HADAMARD TRANSFORM

Certainly, such transforms to be of any use, they have to be
invertible.

Lemma 1. Let f € B,,. Then
no—w k
(_1)f(y) =27%¢, t(y) Z 7-[;2 )(u)(—
uev,,

Proof. Let dp(x) be the Dirac symbol, which is 1 at x = 0
and 0, elsewhere. We then have

278 0 H -1

Hye (1)

uev,

=9 n Z Z X)GBuxCWt(X)( 1)y
ueVv, xev,

—9n Z( f(x Wt(x) Z u-(xPy)
xeV, uev,,

=27 3 (1) ans, (x & )
xeV,

:(,1)f(y)<;f(3’)’

and the lemma follows. O

We next compute the 2¥-Hadamard transform of various
combinations of Boolean functions (as in [18]). For easy

writing, when k is fixed, we shall use # ; instead of chzk). We
will make use throughout of the well-known identity (see [6])

wt(x Dy) = wt(x) + wt(y) — 2wt(x * y). (2)

i}

Theorem 2. Let f,g,h be in B,, ( = e and w = e3* a
square root of C. The following statements are true:

(3) If bac(x) = a-x @ cis affine (a € V,,c € Fy), then
Hiwe,.(u) = (=1)Hs(a @ u). Moreover, Hy, (1) =
(12 e (£))" (itan ()"0 -

(#6) If h(x) = f(x) ® g(x) on F3, then for u €
F, Hp(w) = 2723 e H(V)Wy(u & v) =
27/ Zvew Wi (vV)H,(u s v).

(#i) If h(x f(QOx then Hj(u) = Hp(Ou), where O is
an n >< n orthogonal matrix over Fy (and so, oTo =
I,).

(i) Ifh(x,y) = f(x)Bg(y),x,y € Fy, then Heg(u,v) =

Hy(w)Hg(v).
(v) If f € B, g € By, and h(x,y) = f(x)g(y), then
Ag1(v) + 0" ¢V Ao (v),

252945, (0, v) = H ()
Ag1(v) + AgO(V) = _1)c2m (COS (%)>m

‘ ( : tam ( ™ ))W“V) ()
2k

where Ago(v) = > 1YV vt Ay (v)

()o(

=l

Zy,g(y) (=1)YV Y i) Moreover, if k =
then  2Y°H,p () = (=1)°CHp(u) +
2n/2 (COb (ka))n (_’L tan (%))Wt(u) wn—th(u)’

22 H (1) 1) (W, V) = Hiw) +

(1) (cos () (itan ()" e

Proof. To show (i), write

Hige, (1) = Z (,1)f(x)@£a,c(x)@x.ucwt(x)
x€V,

(71)0 Z (71)f(x)€Bx-(a€Bu)<wt(x)

x€eV,
= (=1)Hs(a® ).

Next, for ( = 6227; and w = eﬁ a square root of ¢, then
1+C—1+cos<2k 1)+iSiIl<%)
= 2 cos? (;)—i—%sm(;)cos(;)
—2cos<;> = 2cos (;)w
1— ¢ =2sin? (%) —215111(27;) cos (27;)
— _9%sin (2%) Wl

x-‘j




With notations a = (a, ...
easy writing, b;

,an), w = (uq,...,uy), and for

=a; Du;, 1 <i<n, we write

Hfa,c(u) = (-1)° Z (_1)x'(a@u)cwt(x)
x€eV,

n

= (=D JT (1 +¢=n)™)

k=1

= JJa+o JTa-9

br=0 b=1

= (1) (2eos () wriesw
2

wt(adu)
. (—2i sin (%)) w ™ Whadw)

- oz s (3)°

wt(adu)
(—z' tan (%)) W 2wt(adu)

Next, we show (i7). We write

> Hiv)

vev,
—9n Z (f1)f(y)®g(2)®V~(y®Z)€Bu-zth(y)

Wy(ud v)

v, y,zEV,
—9n Z (1) MB9(2)Duz (Wi(y) Z v-(y®z)
y,zGV vev,
— Z Y)®g(y)ouy th _ 2"/2’Hf@g(u).
yev,

The second identity is similar.
For (7i7) we use a similar argument as in [18], and get

Hp(u) =272 Z(_ YISy (wily)

2—n/2 Z

T T
— 9 n/2 Z(_ )f(z)EBuO ZCWt(O z)

— 9 n/2z

(OTZ) (0Tz) = z21'(00T)z = 2Tz =

f(Oy duy th(y

f(z)EBOu z th (z) _ er (Ou)

since wt(OTz) =
wt(z).

Claim (7v) is straightforward, and for claim (v), exactly as
in [18] for the nega-Hadamard transform, we see that

2(n+m)/2th (u, V)

- 2(4

ntk
(X;Y)G]Fz

_ Z (71)y»v th(y) Z(il)f(x)@x-u th(x)

)f(X)g(y)@xu@yv CWt(X)JrWt(y)

y,9(y)=1 x
+ Z y v CWt Z(il)xu th(x)
y,9(y)=0 x
= 2"/2%{ ;(u) Z (—1)YV M) poon (cos(&))n
¥,9(y)=1

T wt(u)
(i ()

wn72wt(u) Z (71)y-v th(y)

v,9(y)=0

from which we obtain the claim. In particular, for m = 1,
if g(y) = y, then Agp(v) = 1,445 (v) = (1) ¢, and if
g(y) =y®1, then Ay (v) =1, Ago(v) = (—1)" ¢, and so the
claim follows. O

Theorem 3. Let f, g € B,,. The 2*-crosscorrelation of f, g is

kY Z) _ th(z) Z Hf(u

uev,

)Hg(0)(=1)™*.

Furthermore, the 2*-Parseval identity holds

S My ()= 2m

ueVv,,
Moreover, f is 28-bent if and only if Cy(u) = 0, for all u # 0.
Proof. Using [3, Lemma 2.6] and identity (2), we write

¢S M (a)Hy (w)(—1)*

uev,,

Z (_1)f(x)€Bg(y)th(x)—i—wt(z)—wt(y)
X, yeV,

) Z (_1)u-(x€9y@z)

ueVv,
— Z (71)f(x)@g(x@2)c2wt(x*z)
x,y€Vy
xeV,

:2_n

k
— c}?g>(z).

If f =g, then we get

"
C;Q )(Z) _ Z (71)f(u)€Bf(u€Bz)'uu®z
uev,

_ <wt(z) Z |Hf(u)|2(*1)u.z,

uev,,

and by replacing z = 0, then we get the 2-Parseval identity.
The last claim is also implied by the previous identity. O

III. COMPLETE CHARACTERIZATION OF OCTABENT AND
HEXADECABENT BOOLEAN FUNCTIONS

We start with a straightforward lemma, whose proof is
immediate going through the cases s = 0, 1.

Lemma 4. Let z be a complex number. If s € Zo, then

1+ (-1 1—(-1)°
s = . 3
z 9 9 z 3
We let
= @xi,SQ(x) = @ xilj,
i=1 1<i<j<n
s3(x) = @ Tk, Sa(X) = @ TiTTRT

1<i<j<k<n 1<i<j<k<l<n

D o

1<i1<...<it <n

and, in general, s;(x) = Ti,s

be the symmetric polynomials of degree 1,2,3.4,t, etc.,
respectively, all reduced modulo 2 (we use the convention that
s¢(x) = 0, if x € F, and ¢ < t). The following lemma will
be used later, and has an interest on its own.



Lemma 5. Let x = (21,...,2,) € V,,. Then

wt(x) (mod 8) = s1(x) + 2s2(x) + 454(%)
wt(x) (mod 16) = s1(x) + 282(x) + 4s4(x) + 8sg(x),
wt(x) (mod 2F) = wt(x) (mod 2¥71) 4 28 "1s, 1 (x)

k—1
= Z 2'89i (%)
i=0

Proof. We will be using Newton’s identities for symmet-
ric polynomials: with the notations x = (z1,...,z,),

pi(X) = D on_, m};, eo(x) = 1, e1(x) = D20 ) ok, e2(x) =
Z1gk<j§n TRxj, e3(x) = Zl§k<j<s§n TRT;Ts, etc., then
k
hew(x) = S (=1) ey (x)pi(x).
i=1

Taking k = 3, we get 3es = eap1 — e1p2 + p3. Reducing this
identity modulo 2 and observing that p;(x) (mod 2) = s1(x),
for all 7 > 1, we can write,

s3(x) = s2(x)s1(x) ® sf(x) @ s1(x) = sa(x)s1(x). (@)

In general,

2%k
Sop+1(X) = (@ sz(x)> s1(x).

i=2

We show our lemma by induction on mn. The claim is
certainly true for n = 1,2. Let x = (x/,zp41), X € F5.
If 2,41 = 0, then

wt(x) (mod 8) = wt(x’) (mod 8)
= 51(x) + 2s9(x") + 4s4(x’) (mod 8)
= 51(x) + 252(x) + 454(x) (mod 8).

If 2,41 = 1, then s1(x) = $1(X")P1, s2(x) = s2(x')Ds1(x'),
84(x) = 84(x") B s3(x') = s4(X') ® 51(x')s2(x’), using (4).
We distinguish several cases.
Case 1. s1(x') = 0 (thus wt(x’
(mod 8) = wt(x’) (mod 8) + 1
=1+ s1(x') + 252(x") + 4s4(x")
= 51(x) + 252(x) + 4s4(x).

) (mod 8) < 7). Then

wt(x)

Case 2. s1(x') # 0, s2(x') = 0 (thus wt(x') (mod 8) < 7).
Then,
wt(x) (mod 8) = wt(x’) (mod 8)+ 1
= 1 —+ Sl(X/> —+ QSQ(X/) —+ 454(X’)

= 51(x) + 282(x) + 4s4(x),

since s2(x) = s1(x’) and s1(x) = 0.
Case 3. s1(x") # 0, sa(x’) # 0, sa(x
(mod 8) < 7). Then,

') = 0 (thus wt(x')
wt(x) (mod 8) = wt(x’) (mod 8)+1
=1+ s1(x') + 252(x") + 4s4(x")
= 51(x) + 252(x) + 454(x),

since s4(x) = s1(x')s2(x’) =1 and s1(x) = s2(x) = 0.

Case 4. s1(x") # 0, sa(x’) # 0, s4(x’) # 0 (thus wt(x')
(mod 8) = 7). Then,

0 =wt(x) (mod 8)
= 51(x) + 282(x) + 4s4(x),

since in this case s1(x) = s2(x) = s4(x) = 0.

The remaining claims can be shown in a similar way,
although there are more cases to be considered, however an
alternative inductive argument can be used. Let wt(x) =
2kt 4+ 2F=1s 4+ p, where s = 0,1 and p < 2871 If s = 0, then
wt(x) (mod 2F) = p = wt(x) (mod 2*~1), so we just need
to show that s,x—1(x) = 0 in this case. Certainly, sor—1(X) is
exactly the parity of the number of terms in this polynomial,
when the variables are taken from the nonzero positions of x.
That is, we simply need to consider the parity of the binomial
coefficient (Q;tf ), which is zero by a corollary to a Theorem
of Kummer (the binomial coefficient (*}) = 0 (mod 2) if
and only if there is a carry when ¢ and m — ¢ are added in
base 2, which is equivalent to the statement that m has no
0 in its binary expansion every time ¢ has a 1). Similarly,

k k—1
if s = 1, then sor-1(x) = (2 tﬁ,l *P) = 1, by the same
argument. Thus, we get the first equality of the last identity
of our lemma, and by induction, the second one is shown, as
well. O

2mi

Theorem 6. Let f € B,, and ( = e”s . The octa-Hadamard
transform of f can be written as a combination of Walsh-
Hadamard transforms in the following way:

4Of(u) = ale@&; (U.) + a2Wf®S4 (ﬁ)
+ a3Wf€Bsz@S4 (11) + O‘4Wf69326984 (ﬁ)a

where o =14+ C+C+C as=1-C+C - a3 =
14+¢—C2 =3, ay = 1=C—C2+(3. Furthermore, f is octabent
if and only if: for n even, f@® sy is bent-negabent (that is, both
f®sa, [ Psa@sa are bent) and Wygs, (W) Wigs,ms, (1) =
Wies,(WWias,@s, (0); for nodd, f & s, f @ sz @ sy are
both semibent such that |Wias,(0)|= [Wies, (0)|= V2,
Wf®82@84 (u) = Wf@sz@&; (ﬁ) = 0 or W,f@sz; (u) =
Wies, (1) =0, (W)= Wigses ()= V2.

Proof. Usmg Lemmas 4 and 5, we write (recall that in this
case ( = e =t )

4Of 72 242 Z f(x du- XCWt

x€eV,

_ 277+2 Z f(x Du- x<51 (x)+2s2(x)+4s4(x)
x€eV,

_ 277+2 Z f(x du- x<51 (x) SQ(X)( 1)54(x)
xevV,,

242 Z f(x Psa(x)+ux

xeV,,

(A (1)) 4 (1= (—1) )
(A (10 + (1= (~1) i)

=a2°2 Z (= 1) )@sa(Bux
xev,



+ a22_% Z (_1)f(x)6981(x)6984(x)69wx
xeV,,

+ 0432_% Z (_l)f(x)@52(x)®84(x)@u'x
x€Vy,
+ a427% Z (_1)f(x)€981(X)@Sz(x)@84(x)@u'x
x€V,
= aiWras, (1) + a2 Wras, @5, (1)
+ asWras,@s, (1) + 0aWres, ass0s, (1)
= aWigs, (1) + axWygs, (1)
+ a3Wf@$2€BS4 (u) + a4Wf€BS2@S4 (ﬁ)v
where a1 = 14+ C+CC+C3, a0 =1-C+C - a3 =
1+¢—-¢C = aa=1-¢-C+¢
Denoting X = Wsgs,(u), ¥ = Wigsas,(u) =
Wias, (w), W = Wras,@s4 (), Z = Wres, @s:@s4 (u) =
Wigs,ms, (1), we further obtain
40;(u) = (W + X +Y + 2) +V2(W - 2)
+i(X+Y W - 2)+iV2(X - Y),
and therefore,
16|0f(u)P= 4(X? + Y2+ W2 + Z?)
+2V2AX2+ W2 —Y2 - Z2 4 2WY —2X 7).

If f is octabent, that is, [O¢(u)|= 1, for all u, then, we
obtain the following system of equations
X2+ Y24+ W24+ 22 =4
X2 4 W?—Y?2 - Z2 4 2WY - 2XZ = 0.
If n is even, then by Jacobi’s four-squares theorem, we

obtain the solutions (X,Y,W,Z) = (-1,—-1,-1,-1),
(-1,-1,1,1), (-1,1,-1,1), (-1,1,1,-1), (1,—-1,-1,1),

(1,-1,1,-1),  (1,1,—1,-1),  (1,1,1,1).  Thus,
f @® s4,f ® sy @ sy are both bent such that
Wrgs, (WWras,as (1) = Wras, (W)Wras,es,(0). I
n is odd, then the same system will have solutions
(X,Y,W,2) = (=v2,-v2,0,0), (—v2,v/2,0,0),
(0,0,—v2,=v2),  (0,0,—v2,v2),  (0,0,v2,—v?2),
(0,0,v2,v2), (v2,-v2,0,0),  (v/2,v2,0,0).  Thus,

for n odd, f @ s4, [ D s2 ® s4 are both semibent such
that |Wf@84(u)‘: ‘Wf@&;(ﬁ)': 1 and Wf@52@54(u) =
Wrgsyws, () = 0, or Wyas, (1) = Wigg, (1) = 0 and
|Wf€BS2€BS4 (u)|: |Wf€BS2€BS4 (ﬁ)|: L

A simple computation shows that for these values, f is
octabent, and the theorem is shown. O

Remark 7. For even n, we see that f is octabent if and only
if f @ s4is a strong negabent function, together with some
conditions on the Walsh coefficients.

Corollary 8. If f is octabent, { = e, then the octa-
Hadamard spectrum of f is {¢F|0 < k < 8} =
{41, £, &, =¢3}. If f is a weak octabent, then its spectrum

in absolute value belongs to {1, ,/1+ %}

Proof. The proof is a straightforward computation running
through the set of values for the Wash-Hadamard coefficients

described in the previous theorem, respectively, all &1 coeffi-
cients for the second claim. O

Corollary 9. Let n be odd and f € B,,. Then f is octabent
if and only if g1(x,y) = F(x) & s1(x) B ys>(x), ga(x,) =
Fx)@s4(x) By (52 (x) B3 (%)) and g3 (x, y) = F(x) D4 (x)@
s1(x) @ ysa(x) are all bent in Byy;.

Proof. We compute the Walsh-Hadamard transform of g; by

W,, (u,v) =275 Y (1)f (I 0@y (O DuxBye
yeks
_ 9" Z (—1)f W) @sa(x)@ux
xeV,
+ 2—”’7“ Z (_1)f(><)eas4(><)@s2(x)@u‘x@v
xeV,
= 75 Won () + () Wysnan(w).

Similarly,

W, (1,0) = % Wroms (W) + (—1)"Wyoa,0m, (1))

Wy, (1,0) = % Wyon (@) + (~1)"

(We note that g3 is a linear offset of g1, so if one is bent,
then the other is bent, as well. We simply use g3 so that
we match the functions of Theorem 6.) If g1, g2, g3 are bent,
then Wy, (u,v), Wy, (u,v), Wy, (u,v) € {£1} which implies
(by solving the corresponding systems for every possible +1
value) that the Walsh coefficients of f & sg, f P so & s4, etc.,
are all in {0, :l:\/ﬁ} and so, these functions are semibent. If,
Wies, (u)|= V2, then Wygs,es,(1) = 0, and so (using
Weo), |Wf@52€954 (ﬁ)‘: 0, which forces |Wf@s4(ﬁ) = \/5
A similar argument works if W;qs, (u) = 0. By Theorem 6,
then f is octabent.

Conversely, if f is octabent, then f @ so, f @ so @ s4 are
semibent and either |Wyas, (u)|= V2 and Wigs, a5, (1) =
0, or Wf@84 (11) = 0 and |Wf€984@82 (11)|: \/i and
thus, [Wyas,(0) £ Wras,as (1)l = V2, Wy, (u) £
Wf'@34@52 (ﬁ)|: \/5 and |Wf€BS4 (ﬁ) + WfEBS4€BS2 (ﬁ)|: \/2
that is, g1, g2, g3 are all bent. O

It is known that (when n is even) f is negabent if and
only if f @ so is bent. Thus, our condition in the theorem can
be rewritten (when n is even) as f is octabent if and only
if f & sy is both bent-negabent (along with the constraint
on the spectra). From previous work [10], we know that
T1T2 @ x2x3 @ x374 is both bent-negabent. This quickly
gives us our first example of weak octabent function, namely
flxy, e, w3, 24) = T120 B X223 B T3T4 D T1T2x324. In
reality, it is not difficult to give examples of weak octabent
functions. Let 7 be a permutation on F} such that 7(y) @y is
also a permutation (see the discussion on complete mapping
polynomials from [4], [18], [19]). On F3", let the Maiorana-
McFarland type function f(x,y) = x-(y) ® g(y), for some
g, and f'(x,y) = f((x,y) - O® a) +a-x D¢, where O is
an orthogonal matrix. We know that f’ is bent-negabent and



therefore f' @ s4 is a weak octabent. However, it is not that
straightforward to construct (full) 2*-bent functions.
Next, we characterize hexadecabent functions.
2mi

Theorem 10. Let f € B, and ( = e7i6. The hexadeca-
Hadamard transform of f can be written as a combination
of Walsh-Hadamard transforms in the following way:

8Xf(u) = BiWrass (1) + B2 Wiass (1)
+ BsWrassass (1) + BaWrgs,qss (1)
+ BsWiasiass (1) + BsWrgs,ass (1)
+ B Wrass@simss () + BsWrassosi@ss (),

where By = 1+(+C+C+C+C+E+, B =
1=+ =C " =+ =T Bs=1+¢-C -+
== =1+ P+ ==+,
B = 14+¢+¢2+¢P =1 =P (0= (T, Bo = 1-C+(*— %=
A=+ Br=14+C-C == =+ + (T
Br =1—=C—C2+ =+ ¢+ ¢ = (7. Furthermore,
f is hexadecabent if and only if conditions (i), for n even,
respectively, (i), for n odd hold, where:

(i) f@ss is bent-negabent-octabent with the conditions that
(WfGBSS (u)’ Wfﬁ%s (ﬁ)’ )/\if@Sz@SB (ll), Wf@b'z@é‘s (ﬁ)’
Wigsiass(), Wras,oss (1),

Wigss@si@ss (1), Wigs,@si@ss (1))
(1,1,1,1,1,1,1,1) % (=1)%, where £ € As, and
Ags is the set of affine functions in three variables.
f®ss,f®soDssg, fdssDss, fDsa®dss®sg
are all  semibent and ~(Wpyass(0), Wrags,s (1),
Wf@32@88 (u), Wf@S2EBSs (ﬁ)) = (\/Z \57 \ﬁ’ \/i) *
(—1)%, ¢ € Ay, and A; is the set of affine functions in
two variables, and Wigs,@ss(0) = Wigs,oss(0) =
Wigs,osimss(0) = Wias,as,ass(1) = 07 or
(Wf®846938 (u)7Wf€BS4€BSS(7) Wfﬁ%z@«mﬂ%a( )

Wf@SQ@M@Ss (ﬁ)) - (\[ \[ \[ \f) ( ) ’
{ € Ay and Wf@53( u) = Wf@Ss( u) =

Wias,@ss (1) = Wras,ese (1) = 0.
Proof. As in the previous theorem, we write (here, we set

(= (g =eT0)

SXf —9-% n43 Z f(x)®u- XCWt(X)
x€V,
_ 277+3 Z f(x)®u- XCSI(X +2s2(x)+4s4(x)+8ss(x)
xev,
—9—%+3 Z
xeV,
o 277+3 Z f(x)®ss(x)Pu-x
x€evV,,

- ((1 (=1)709) + (1= (1) )¢)

A+ ()2 (1= ()20

A+ (D)) (1= () )i)
= B27 % Z (_1)f(X)®Ss(x)eBu~x

xeV,

+ 522_% Z (_1)f(x)®51(x)@58(X)®u'x
xevV,,

+ 532—% Z (_1)f(X)®sz(X)®SS(X)GBu~x

xeV,

+ﬁ42_% Z (_1)f(x)€BS1(X)®Sz(x)@ss(x)€9u'x
xev,

Lt Y (e
x€evV,

627 E D (~1) e EIEmbISn o
x€evV,

+raTE Y (SO bIEn s sux
x€evV,,

4 B2 % Z (_1)f(x)€BS1(x)®52(X)®84(X)@Ss(x)@“‘x
x€eV,,

= PiWrass (1) + foWias, (1)
+ BsWiassawss (1) + BaWrgs,@ss (1)
+ BsWrasi@ss (1) + BsWrasiass (1)
+ B Wiass@samss (0) + BsWrams,@simss (1),

where 1 = 1+ ¢+ +C++C+C+T =1+
z(1+\/§+ 2(2+\/§)>,52=1—<+<2—<3+<4—
<5+<6—<7=1+i(1+\f— 2(2+ﬁ)),63=1+<;—
GGt =1+VA = 2240 (1 = V2), B =
1—(=C2H¢P 41 == +(T = 1-v4 = 2V2+i (1 - V2),
Bo=1+C+C+ === =(T=(1-0)+V2+
V2RHV2). B=1-C+ ===+ (T =

Q=) +vV2—4/2(24V2), Br=1+(—-C - - -
A+ =1-Va+i (-1- VA= 2V3), fy =1-( -

G- T =1-v2+i (VA-2/2-1).
Set A = Wf@38 (u), B = Wias(n), C =
fEBS2€B88( ) X = @54@58( l

Wf@sz@ss ( ) D
Y

= Wf@54€BSs( ) W= Wf@$2€954€9ss u)
Wigss@ss@ss (1). Taking the complex norm and arranging the
coefficients (as in [7]), we get

64|Xf ()|’ =8(A* + B>+ C* + D* + W? + X? +Y? + Z7)
+4V2(A* + B* = C° = D* = 2AW — W? + 2CX + X* + 2DY

+Y?-2BZ - Z*) + 4\/4+2V2 (A* — B® = AW + DW
+BX +CX +X? - AY - DY —-Y?+ BZ - CZ)

F(x)@u- XCSI(")C?(X) 5100 (_1)58(%) +2y/4-2v2 (A* - B? + 2BC + C* — 2AD — D* — 4DW

+W?+ X2+ 2WY - Y? 4407 - 2XZ — Z°).

We now assume that f is hexadecabent, so |X;(u)|= 1, for
all u € V,,. We obtain the following system of equations with
solutions in 2-"/27,

A+ B+ D AW+ XY+ 27 =38

A+ B® -0 — D - 2AW — W’ +2CX + X*
+2DY +Y?-2BZ -7 =0

A* —~B? —~ AW + DW + BX + CX + X° —
-DY -Y*+BZ-CZ=0

A? -~ B® +2BC + C°® — 2AD — D* —4DW + W? + X?
+2WY —Y?44CZ —2XZ - Z* =0.

AY



By a similar method as in [7], we can show that
if n is even, then the above system has the solutions

(-1,-1,-1,-1,—-1,-1,—1,-1),  (=1,—1,—-1, —1,1,1,1,1)
(-1,-1,1,1,—-1,-1,1,1), (-1,-1,1,1,1,1, -1, —1),
(-1,1,— 1,1, 1,1,-1,1), (- 1,1, 1,1,1,— 1,1,71),
(-1,1,1,-1,-1,1,1,-1), (-1,1,1,-1,1,—1,-1,1),
(17—1,—1,1, 1,1,1,-1), (1,—-1,-1,1,1,—1,—1,1),
(1,—1,1,—1,—1,1,—1,1), (1,—1,1,—1,1,—1,1,—1),
(1,1,-1,-1,-1,-1,1,1), (1,1,-1,-1,1,1,—1, 1),
(1,1,1,1,— 171 -1, 1),(1,1,1,1,1,1,11,1).Similarly,ifnis

odd, the system has solutions (—2%,—257—2%,—2% 0,0,0,0),
(— 22 —22 2%,2% 0,0,0,0),  (—22,22,—2% 22,0,0,0,0),
(—22,22,25 23, oooo), (0,0,0,0,—2%,—2%,—2%,—2%),
(0000 2%—22 27),  (0,0,0,0, 2%2§—2% )
(0000—22 22 —22), (0,0,0,0,22, 22 —2% 22)
(000022 722 22 722), (0,0,0,0,22,2%,72%,72%),
( ( )
( )

25 R
25 R
000022 23 22 ,22), 23,-23,-2%,22.0,0,0,0
22 —22 22 —22 ,0,0,0,0), (2%,2%,—2%,—22,0,0,0,0
(22 , ,0,0,0,0). Consequently, if n is even,
f@587f@32@587f@54®38,f@52®54@88 are
all bent with the conditions that (Wpygss(u), Wiass (1),
Wias,ass (1), Wras,ass (1), Wrasiass (1), Wras,oss (),
Wf@52®54@58(u)’ Wf@SzEBS4€BSS(ﬁ)) (17171’171 1,1 1)*
(—1)*, where £ € As, and Aj3 are the affine functions in three
variables.

If n is odd, then f @ ss,f & sy & sg,f &
S4 D sg,f D s9 @ s4 D sg are all semibent and
(WfEBSs (u)7 Wf@ss (ﬁ)a Wf@S2EBSs (u)7 Wf@szﬂ%s (ﬁ)) =
(V2,V/2,V2,V2) % (=1)Y, £ € A,, and Ay are the
affine functions in two variables, and Wygs,as(u) =
Wrgsiwss (1) = Wrgsosioss (1) = Wrosmosess (1) = 0;
or,  Wresiess(0):  Wresias: (1), Wrasas,ess (1),
Wigsmsson () = (V2 V2, V2. V/2) 5 (1), £ € Ay, and
OVVf@SS (u) = Wrass (u) = Wrgssoss (u) = WfGBSzEBSs( u) =

>
)

It is a simple computation to check that these values of the
Walsh-Hadamard coefficients will render f hexadecabent, and
so, the reciprocal is true, as well. [

Corollary 11. If f is hexadecabent, = ¢76, then the
hexadeca-Hadamard spectrum of f is {¢¥|0 < k < 15}.
If f is weak hexadecabent then its spectrum in absolute value
belongs to a 32 element set.

Proof. The proof is a straightforward computation running
through the set of values for the Wash-Hadamard coefficients
described in the previous theorem, respectively all £1 Walsh-
Hadamard coefficients and removing duplicates, for the second
claim. O

While the concept is interesting to investigate from a math-
ematical perspective, we describe below its connection with
another well-studied object in combinatorics, namely, relative
difference sets.

Let G be an abelian group of order a3, N be a subgroup
of order §, A subset R of G of cardinality |R|= k is called a
relative («, B, k, \)-difference set of G relative to N if every
element g € G\ N can be represented in exactly A\ ways as

a difference 1 — ro, 71,72 € R, and no nonzero element of
N (this is usually called the forbidden subgroup) has such
a representation. It is known [11] that relative difference sets
can be described in terms of characters. Recall that the identity
(called principal character and denoted by ) of the group of
characters is the homomorphism that maps each group element
to 1.

Proposition 12. Let G be an (abelian) group of order o3 and
let N be a subgroup of G of order (3. A subset R of G with
|R|= k is a relative («, B, k, \)-difference set of G relative to
N if and only if for every character x of G

2 k2 le = X0,
> x(z)| =4 k—=AB ifx # xo, but x(g) = 1,Yg € N,
zER k otherwise.

In particular, R is a relative (2™,2,2",2"~1)-difference set
of G relative to N if and only if \Z x(z)]?= 2", for every

zER
character x of G that is nontrivial on N.

From our characterization of octa/hexadecabent functions,
we can show that the following theorem is true.

Theorem 13. Let n be even and f € ngLk, k=3,4.1If [ is
octa/hexadecabent, then the sets Ry = {(x, f(x)®s4(x)) |x €
F%}, respectively, Re = {(x,f(x) ® ss(x))|x € F3}
and Rs = {(x,f(x) ® s4(x)) ® ss(x))|x € Fy} are
all relative (2",2,2",2"1)-difference sets in G relative to
N ={(0,y)|y € Fa}.

Proof. To show that a set (related to octa/hexadecabent func-
tions) in a group is a relative difference set, is would be
sufficient to construct the set in such a way that the sum in
Proposition 12 above is in fact the value of an octa/hexadeca-
Hadamard transform at some vector (which the character
depends upon).

In a similar fashion as in [12], where it was shown
that negabent functions f : F§ — Fy are in fact relative
(27,2, 2", 27 1) difference sets, relative to N = {(0,y) |y €
Fy}, we take the group G = {(x,y)|x € F},y € Fo} with
the operation (x,y)®(x’,y’) = (x®x’, yDy’ ®x-x’). One can
easily see that the characters of this abelian group (that are triv-
ial on ) are then y,, where xa(x,y) = (—1)2*®¥{"¢X)_for
a € 5. The character sum condition from Proposition 12 is
in fact the (unnormalized) octa/hexadeca-Hadamard transform,
which we know is flat for octa/hexadecabent functions. [

IV. THE GENERAL CASE OF 2F-BENT FUNCTIONS

As in the case of negabent functions, one can characterize
the 2*-bent functions in terms of codimension one subspace
decomposition.

Theorem 14. Let h € B, and h(x,y) = f(x)(1Dy)®
Then h is 2%-bent if and only if |H¢(u)|*+|Hg(u)|>=

RIOM (1 ()7 + 3(0) (s (0T () = 0

y9(x).

2 and




Proof. We first find the 2k _Hadamard transform of h,

Hh(X,y) -9~ "f_,rl Z (_1)h(u,v)€9u-x®vy<wt(u)+v
uev,,
vEF,
— 2—"7“ Z (_1)f(u)@u-xcwt(u)
uev,,
F2 () Y (o
uev,,
1 1 y
—=H(u) + —=((=1)YHy(u).

V2 V2

Taking complex norms (with notations ( = a + 43, H(u) =
z1 + iz2, Hg(u) = wy + tws), squaring and simplifying the
expressions, we get

2[Hn(x,0)]* = [Hyp(u)*+[Hy(w)?
+ 2a(z1wy + zows) + 28(wiz2 — z1w2)
2[Hn(x, 1)|* = [Hy(u)*+[Hy(w)?

—2a(z1w1 + zows) — 28(w122 — z1W2).

If h is 2-bent, then we immediately get (by adding the above
expressions) that |Hy(u)|?+|Hy(u)l*’= 2, and a(zjw; +
zowy) = fP(wez1 — zowq). The reciprocal is also true and
the theorem is shown. O

It turns out that the bent ladder we previously observed
is preserved in general (we shall be more precise below),
although, we are only able to show a sufficiency criterion.
Let £;_1 be the set of all linear functions in & — 1 variables
and let ¥ := (1,¢,...,¢270).

Theorem 15. Let f € B, and k > 3. The 2*-Hadamard
transform and Walsh-Hadamard transforms are related by

k—14,(2")
2 H Z Ba f@s P 1652] —0 €58aj (u)7 (5)
la€Lyp 1
where ly = Zn,Ol €jx; € Ly_1, for ¢ € {0,1}, and
Ba = W - (—=1)%. Moreover, if n is even and all f @ sqn—1 @

Zf;g €;59i are bent with their Walsh-Hadamard transforms
+ sign matching the character forms of the linear functions
in k — 1 variables, then f is 2*-bent. If n is odd and all f &
Zk_ €;S9i are semibent, with the extra condition that either
the Walsh-Hadamard transforms of f @ sqor—1 & ijo €;59i
match the signs of the linear functions in k — 2 variables,
and the rest of the 25~2 Walsh-Hadamard transforms of
[P Ssor—1 P Sgr—2 B Z;:g €;89; are zero, or vice-versa, then
f is 2*-bent.

Proof. By Lemma 5, we compute (we let ¢ := (ox)

_ ok X)Pu-x ~wt(x
ok 17_[; )(u) Z4k-1 Z f( )® ¢ t(x)
xeV,
T+k—1 Z f(x Bsyr—1(x)Bux
xevV,

. Ca(x)@Z@(x)@--*@%k—l (x)

_n

— 9% Z (,1)f(x)@s2k-1(x)®u-x
((11@2 1-Q(-1))
((1+g _g2>(_1)s2(x>)

((1 +¢h - C4)(—1)S4("))
((1 +" Y- g2’“‘1)(_1)82k71<x>)

which, by expansion, renders our first claim.

Now, if we consider all f @Zf;ll €;52i bent with the Walsh-
Hadamard transforms having the signs of the character forms
of some linear function in k& — 1 variables, say ¢, € Lp_1,
then we see that the right hand side of equation (5) becomes

k
U (W) = (Ba)racry - (—1)
=v. (_1)éa®eb = Zﬁa = 2k_1;

since multiplying by (—1)% has the effect of permuting the
sum of (,, and moreover, every coefficient of ( i §>1, has
the same number of £1 in such a sum. A similar argument
holds for n odd. The theorem is shown. O

We challenge the community to construct classes of weak
and strong 2*-bent functions or show that they do not exist
for various values of the parameters.
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