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Topics 
What is the MMOWGLI game? 

• Collaboration on stimulating topics 
• Brainstorm ideas, build action plans, let’s play! 

How did we build it? 
• Lots of open source software,  
• Lots of testing and learning through practice 

Conclusion:  crowd sourcing is practical 
• Lots of lessons learned, we are happy to share 
• MMOWGLI support for more games forthcoming 

 



Goal Outcomes 

Establish Relationships  

Build “Community of Communities”  
using MMOWGLI Game 

Find Effective, Balanced Approaches 
Against Piracy 



Who built MMOWGLI? 

Credit where credit is due 



Naval Postgraduate School 
Diverse U.S.  University 
•   300 faculty 
• 1500 students 
 
Expertise in many areas 
• Technical, political 
 
International Students 
• 300-350 active duty 
• Many nations 
 
Qualified naval officers 
with experience in piracy 
 

http://www.nps.edu 

http://www.nps.edu/


NPS MOVES Institute 

 Modeling, Virtual Environments, and 
Simulation (MOVES) Institute 

 

http://www.movesinstitute.org 

Masters and Ph.D. 
programs 

Independent research 
Analysis, visualization, 

networked VEs, Web 
 

http://www.movesinstitute.org/
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U.S. Office of Naval 
Research (ONR) 

 
Office of Innovation 

 
 
 
 

www.onr.navy.mil  
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http://www.onr.navy.mil/
http://www.iftf.org/


ONR Office of Innovation 

http://www.onr.navy.mil/Science-Technology/Directorates/office-innovation.aspx  

http://www.onr.navy.mil/Science-Technology/Directorates/office-innovation.aspx
http://www.onr.navy.mil/Science-Technology/Directorates/office-innovation.aspx
http://www.onr.navy.mil/Science-Technology/Directorates/office-innovation.aspx
http://www.onr.navy.mil/Science-Technology/Directorates/office-innovation.aspx
http://www.onr.navy.mil/Science-Technology/Directorates/office-innovation.aspx
http://www.onr.navy.mil/Science-Technology/Directorates/office-innovation.aspx




Game inspiration 

There must be better ways of working together. 





what is mmowgli? 



Where is mmowgli? 

intellectual capital: “out there” 

intellectual capital: “in here” 

data insight 



scale & diversity of players 



invisible hierarchy 



It looks like you want to playtest an 
interactive geopolitical scenario! 
 
Would you like… 
• a 3-Move game? 
• a Blue Team / Red Team? 
 
Who is participating? 
 
What are your goal outcomes? 

For internal use only by Center for Applied Strategic Learning. Contact: Garth Jensen, garth.jensen@navy.mil 

repurposeable platform 



knowledge accidents 



designed with wicked problems in mind 



Motivation 

Some problems are wicked hard 
 

Working together can uncover new solutions 



Wicked problems 

Wicked problems are difficult or impossible to 
solve because of incomplete, contradictory, 
and changing requirements that are often 
difficult to recognize. 

The term ‘wicked’ is used, not in the sense of 
evil, but rather its resistance to resolution. 

Because of complex interdependencies, any 
effort to solve one aspect of a wicked 
problem may reveal or create other problems. 

http://en.wikipedia.org/wiki/Wicked_problems


Piracy as a wicked problem 

Has occurred for many centuries, thrives in 
ungoverned spaces between countries, 
resilient despite diverse attempts to resolve 

Cuts across many communities of interest 
• Naval, maritime, insurance, law enforcement, 

(inter) governmental, diplomatic, others 

Can coordinated, comprehensive solutions help? 
• Hard to say without dialog among stakeholders 

 



(Source: Google Images) 
International piracy remains a growing problem 



Root Causes of Somali Piracy 

Indian Ocean 
Tsunami 2005 

IUU Fishing  

Regional Instability 

Terrorism 
(Al-Shabaab) 

Other African 
 Interests 

Famine 

Poverty 

Failed  
Foreign Policies 

Weak governance 



International Response:   
Separate Communities of Stakeholders 

Military 
Legal 

Financial Insurance industry 

Merchant marine industry 



Problem Statement 

Somali piracy is complex 
 

Existing methodologies are hampered by  
compartmentalization among various stakeholders,  
and have yet to provide a comprehensive approach. 

Is piracy always a “wicked 
problem” that rapidly 

changes to defy all 
solutions? 

Or, a bigger problem that 
needs multiple communities 

to build cooperative 
solutions? 



Current Costs of Complexity 

No diversity of solutions 

 Limitations 
Money 
Mobility 
Bureaucracy 

Conference fatigue?! 

Few meaningful changes in root 
causes of piracy 

Pirates are beaten?! 



What if…  better dialog was possible? 

Military 

Legal 

Financial 

dialog occurs between 
individuals, not organizations 



How can we collaborate? 

These communities of interest are different 
• Naval, maritime, insurance, law enforcement, 

governmental, diplomatic, others… 

Participants are not always incentivized to share 
• Sharing economic considerations might reveal a 

competitive advantage or even tactical weakness 
• Collaboration is time consuming and difficult 

Can social networking tools help us go beyond 
 challenges to work together effectively? 



Boarding party 
How to get where we need to go? 



What is in the MMOWGLI game? 

Participant registration 
Call to Action 

Idea brainstorming 
Action plan generation 



What is it, how does it work? 

The MMOWGLI game is designed to let groups 
of anonymous people remotely work together 
on generation new ideas and action plans 

Players can establish their own “game persona” 
while keeping their identity private 

MMOWGLI game plays in any Web browser, so 
no software installation is ever required 

Game products are collected, published online 



Knowledge accidents word cloud 



Design Goals of Piracy Games 

2011.1 - open 
• Can we brainstorm ideas together to fight piracy? 

2011.2 - open 
• How to transition from playing Idea Cards 

towards team collaboration on Action Plans? 

2011.3 - open 
• What Action Plans can players build together? 

2012 - private 
• Building a community for long-term collaboration 



Stages for how the game works 

New user registration 
• Can login to observe: user guest  password guest 

Call To Action 
• Getting motivate on the key issues of interest 

Idea Cards 
• Thinking as a group, exploring new ideas 

Action Plans 
• Translating ideas into actionable paths forward 



New user registration 

Let players keep their actual identities private 
while speaking openly in community space 
• Privacy for personal security and independence 
• Opinions unbiased by corporate policy or bosses 
• Defuse possibility of personality-based arguments 

Players create a game persona for others to see 
• Establishes frame of reference for their 

experience and goals 
• This is a “serious game” after all 



User agreement terms and conditions 

https://portal.mmowgli.nps.edu/game-wiki/-/wiki/PlayerResources/Terms+and+Conditions


New user 
registration 

 Some fields are 
private, while 

other fields are 
observable by 
other players 



Additional information requests 



E-mail confirmation 

E-mail confirmation 
• Provides confidence in player identity 
• Prevents masquerading as another person 
• Allows filtering to specific audiences 

• for example, counter-piracy professionals 

• Discourages potential spam or other abuse 
 

Once player responds, a new account is unlocked 

yourName@address.com 



Registration confirmation 



User Profile 

PIRACY 



You are now logged into the game! 



Call to Action 

Problem statement to focus and motivate players 
helps everyone work towards a common goal 



Game design: preparing a  
Call To Action video 

Multiple options 
• Prepare a slideset (i.e. storyboard) description 

and then animate it 
• Video interview with key leader describing what 

needs to be accomplished 
• Detailed video scenarios telling a story 

 

Key attributes:  motivation and clarity about the 
problem of interest, for all potential players 



Piracy Call To Action videos 

See Piracy MMOWGLI Games for details and links 

2011.1 
fictional 

2011.3 
fictional 

2011.2 
fictional 

2012 
actual 

https://portal.mmowgli.nps.edu/game-wiki/-/wiki/PlayerResources/Piracy+MMOWGLI+Games
https://portal.mmowgli.nps.edu/game-wiki/-/wiki/PlayerResources/Piracy+MMOWGLI+Games
http://www.youtube.com/v/0WLrMFwMOog?version=3&amp;hl=en_US&amp;rel=0
http://www.youtube.com/watch?v=c81UlaQu2fI?version=3&amp;hl=en_US&amp;rel=0
http://www.youtube.com/watch?v=h8-4qJZBSb4?version=3&amp;hl=en_US&amp;rel=0
http://www.youtube.com/embed/licvam4EX1Y?version=3&amp;hl=en_US&amp;rel=0
https://portal.mmowgli.nps.edu/game-wiki/-/wiki/PlayerResources/Piracy+MMOWGLI+Games
https://portal.mmowgli.nps.edu/game-wiki/-/wiki/PlayerResources/Piracy+MMOWGLI+Games
https://portal.mmowgli.nps.edu/game-wiki/-/wiki/PlayerResources/Piracy+MMOWGLI+Games
https://portal.mmowgli.nps.edu/game-wiki/-/wiki/PlayerResources/Piracy+MMOWGLI+Games


Idea Cards 

Each Idea Card is 140 characters of text 
• Any subject, one or two sentences 
• Suitable for any web platform (someday mobile) 

Players get to “say what they think” 
• Long enough to be meaningful 
• Short enough to encourage clear thinking on one 

point at a time 

Point/counterpoint dialog creates thoughtful   
 Idea Card Chains on meaningful topics 
 



Top-level idea cards focus dialog 



Idea cards have 4 types of response 



Thoughtful 
idea chains 



Many active dialogs 



Search 

Idea Cards 
Action Plans 
Players 



Action Plans 

Creation of thought-provoking Idea Card Chain 
can identify authors who might collaborate 
• “OK folks, now tell us what you really think!” 

Action Plan describes a possible path forward:  
the essence of who, what, when, where, how… 

• Authors can take turns editing their plan 
• Authors can chat to help collaborate 
• Authors can add image, video, map annotations 
• Players can rate (1-2-3 thumbs up) and comment 



Card chains lead to Action Plans 



Action plan collaboration 



Players can comment and rate plans 



Authors can chat to collaborate 



Authors can request expertise 
from other players who can help 



Adding images to action plan 



Authors can add images, videos and 
annotated maps to Action Plans 





Small boat search 
But how does a player  

know what to say? 



Hey everybody, be yourself 

Say what you think, tell what you know! 
• “Wisdom of the crowd” can often help show which 

ideas have best merit (biggest impact) 

Conversation across traditional organizational 
divisions  or “union lines” can be surprising 
• Unexpected combinations of ideas can lead to 

innovative new concepts and investments 

ONR interested in technical solutions that help 
improve Navy effectiveness against piracy 

 
 

Help turn the tide! 
 



User portal provides further info 

We have set up a “piracy portal” to provide 
additional social networking capabilities 
• LifeRay open source server, Web based, Java 
• Public visibility, separate set of user accounts 

 
 Informed conversation is 
especially important when 
discussing hard problems 
without easy solutions 
 



Lots of 
resources 
to collect.. 

Portal 
approach 

can enable 
community 

efforts 



Why is MMOWGLI a game? 

Because players can get points and win 
• Analytic, resembles a collaborative war game 
 

Note that scoring is indirect 
• Players only get points for responses by 

other players, not their own 
• Thought leaders and good ideas will emerge 

 
Thus, biggest game value is group collaboration 

and “crowd-sourcing” intelligent responses 



What is a wargame? 

War game (plural war games) 
• (Military) A simulation, by whatever means, 

of a military operation involving two or more 
opposing forces using rules, data, and 
procedures designed to depict an actual or 
assumed real-life situation. 

• A game that simulates or represents a 
military operation. 

 

http://en.wiktionary.org/wiki/military
http://en.wiktionary.org/wiki/simulation
http://en.wiktionary.org/wiki/rules
http://en.wiktionary.org/wiki/data
http://en.wiktionary.org/wiki/procedures
http://en.wiktionary.org/wiki/depict
http://en.wiktionary.org/wiki/actual
http://en.wiktionary.org/wiki/assumed
http://en.wiktionary.org/wiki/real-life


What are common products  
from group-play wargames? 

Here is a characterization of wargames at NPS. 
Your percentages may vary… 
• 80% of time we get common knowledge 

• OK since it shows people are paying attention 

• 15% of time we get unusual, unusable ideas 
• OK since it shows people thinking  outside the box 

• 1% to 3% of time we get “golden nuggets” 
• New ideas from unplanned crosstalk banging on a 

problem that might never have occurred otherwise 



 Game Statistics 2011 
Piracy 2011.1 
(Move 1-2-3) 

Piracy 2011.2 
(Move N-Alfa) 

Piracy 2011.3 
(Move N-Bravo) 

Total 

Dates 31-May-3 June, 
21-23 June, 

5-8 July 

7-9 November 10-13 
November 

- 

Days duration 11 3 3.5 18 

Signups 16,000 31,000 31,000 31,000 

Invitees   2,200   7,500   7,500 15,000 

Players     832 920     413 ~2,100 

Signup %   30.7% 12.3% 5.5% 14% 

# Idea Cards 5142 5608 4228 14,978 

# Action Plans    28   18    22   68 

# Game Master 
   Accounts 

   29   50   46 ~60 



 Game Statistics 2012 
energyMMOWGLI piracyMMOWGLI 

2012 
Dates 21-27 May 2012 18 June - present, 

ongoing 

Days duration 5 40 

Signups - 
 

- 

Invitees 797   Several hundred 

Players     561     115  

Signup %   70.4% Slow increase 

# Idea Cards 5121 432 

# Action Plans    37     8 

# Game Master 
   Accounts 

   47   10 



So what does it mean for you, today? 

How can the counter-piracy community  
best take advantage of this shared resource? 



Implications for 
Anti-Piracy Efforts 

No longer waiting for ideas 
to be “ put on the agenda” 
 
Few barriers or limitations 
 
“Bank” of ideas ready for 
further consideration  

 
Holistic, creative solutions 
can be explored in depth 



Oceans Beyond Piracy (OBP) 

Oceans Beyond Piracy is our partner in the 
current Piracy MMOWGLI 2102 Game 
• http://oceansbeyondpiracy.org  

 
We’re examining eight Line of Efforts from the 

recent OBP Independent Assessment Report  
 

http://oceansbeyondpiracy.org/
http://oceansbeyondpiracy.org/independent_assessment


OBP Lines of Effort, 1 thru 4 

http://oceansbeyondpiracy.org/independent_assessment  

http://oceansbeyondpiracy.org/independent_assessment
http://oceansbeyondpiracy.org/independent_assessment


OBP Lines of Effort, 5 thru 8 



Independent Assessment Report abstract 

This independent assessment was conducted to describe and 
evaluate the extensive international and regional efforts to 
address piracy in the Gulf of Aden and the Indian Ocean. The 
study was conducted in an atmosphere of increased visibility and 
awareness of the economic and human cost of piracy, as well as 
growing concern amongst stakeholders over the utility and 
direction of regional and international counter-piracy efforts.  

 

To date, these efforts have largely focused on mitigating the 
symptoms of piracy, which has been successful in limited areas, 
but there are multiple costs associated with ongoing efforts. It 
would be advantageous for planning efforts - which currently 
focus on mitigation and containment - to shift planning efforts 
towards deterrence and suppression. Similarly, the study 
recommends that resources shift from individual protection 
towards investment in collective solutions. 



The More Complex the Environment…. 

The greater the potential security risk! 
Source: International Maritime Security Certificate Program, NPS 



“We may be dealing with a 17th Century crime, but we 
need to bring 21st Century solutions to bear.” 

- US Secretary of State Hillary Clinton, 2009 

We’re hoping MMOWGLI helps counter-piracy dialog 



Proposed next steps:  play the game 

This group is invited to a dedicated MMOWGLI game. 

Goal is to continue dialogue from this conference.  
How can communities best combat piracy together? 

Consider past game results 
• 15,000 idea cards 
• 68 action plans 

Consider new ideas together 
• Known identification of players 
• No sensitive information posted 



Slow but steady game growth since June 2012… 

… but more is needed 



What would it take for  
this group to participate? 

Play the game, change the game! 

https://mmowgli.nps.edu/portal  

https://mmowgli.nps.edu/portal


You are invited to play ! 



How did NPS build the game? 

Lots of open source software 
 

Lots of testing and learning through practice 



Infrastructure 

3-tier architecture:  client, server, database 
Runs through web browser  
Scalable, repeatable, open source codebases 



Software development 

Java programming for robustness 
• VAADIN graphical user interface (GUI) toolkit 
• Google Web Toolkit (GWT) for cross-browser use 

BUT output is html, javascript, .war archives 
• So results are high quality and consistent across 

all flavors of Web browsers 
• Internet Explorer, Firefox, Chrome, Safari, Opera 

Numerous open-source tools used  
• Building, loading, monitoring, testing, reporting 

 



Deployment lessons learned 

Akamai Content Delivery Network (CDN)  
• Necessary for Navy Marine Corps Internet (NMCI) 
• Otherwise merely helpful for us 
• Contracted service, http://www.akamai.net  

Load testing essential 
• Spiral process, heavy lifting, time consuming 
• Inside (Jmeter), outside (Selenium, BrowserMob) 
• MySql database highly configurable, performant 

 

http://www.akamai.net/


Optimization lessons learned 

Logging within a cluster is challenging 
• Ganglia for Apache and cluster monitoring 
• JMelody for tomcat container statistics 

Users frequently provide “surprises” 
• Practice games helpful 
• Looking to support 24 x 7 x whatever 

Multiplayer design options 
• Messaging, database locking, object caching 
• Dial-able interaction via server “push” to user 

 
 



Akamai Content Delivery Services, 
http://www.akamai.com (contract by 
ONR) 

Apache secure http server, http://apache.org  
Apache ActiveMQ message queue for intra-

cluster synchronization, 
http://activemq.apache.org 

Apache Tomcat servlet containers, 
http://tomcat.apache.org  

AWStats free real-time logfile analyzer to get 
advanced statistics 
http://awstats.sourceforge.net  

BrowserMob cloud-based load tests for 
multiple browsers, 
https://browsermob.com (contract) 

Client Web browsers supported:  Chrome, 
Firefox, Internet Explorer, Opera, Safari 

Eclipse Integrated Development Environment 
(IDE), http://eclipse.org  

Google Web Fonts, 
http://www.google.com/webfonts  

Google Web Toolkit (GWT), 
http://code.google.com/webtoolkit   

Hibernate Java-based relational database 
persistence API, http://www.hibernate.org 

Java programming language, 
http://java.oracle.com 

JMeter load testing and performance 
measuring, http://jmeter.apache.org  

LifeRay Community Portal, 
http://www.liferay.com  

Linux operating system by CentOS, 
http://www.centos.org  

Mailman GNU archived list server, 
http://www.list.org  

MySQL database, http://www.mysql.com  
Netbeans Integrated Development 

Environment (IDE), http://netbeans.org  
Selenium unit testing for Web browser clients  

http://seleniumhq.org  
Subversion for version control, 

http://subversion.apache.org  
Squid caching proxy for Web server 

optimization, http://www.squid-cache.org  
Vaadin GUI framework, https://vaadin.com 
Vaadin Testbench, https://vaadin.com/add-

ons/testbench (license)  
 

http://www.akamai.com/
http://apache.org/
http://activemq.apache.org/
http://tomcat.apache.org/
http://awstats.sourceforge.net/
https://browsermob.com/
http://eclipse.org/
http://www.google.com/webfonts
http://code.google.com/webtoolkit
http://www.hibernate.org/
http://java.oracle.com/
http://jmeter.apache.org/
http://www.liferay.com/
http://www.centos.org/
http://www.list.org/
http://www.mysql.com/
http://netbeans.org/
http://seleniumhq.org/
http://subversion.apache.org/
http://www.squid-cache.org/
http://www.squid-cache.org/
http://www.squid-cache.org/
https://vaadin.com/
https://vaadin.com/
https://vaadin.com/add-ons/testbench
https://vaadin.com/add-ons/testbench
https://vaadin.com/add-ons/testbench


Public portal page, piracy 2012 
https://portal.mmowgli.nps.edu/piracy-welcome  

https://portal.mmowgli.nps.edu/piracy-welcome


Portal wiki page 



Public portal page, energy game 
https://portal.mmowgli.nps.edu/energy-welcome   

https://portal.mmowgli.nps.edu/energy-welcome
https://portal.mmowgli.nps.edu/energy-welcome
https://portal.mmowgli.nps.edu/energy-welcome
https://portal.mmowgli.nps.edu/energy-welcome


Public affairs media kit, energy game 
https://mmowgli.nps.edu/mediakit  

https://mmowgli.nps.edu/mediakit
https://mmowgli.nps.edu/mediakit


Idea card publication, html/XML 



Action plan publication, html/XML 



Game-master portal 

Open Source Codebase 
is available on request 



MMOWGLI design plan 2012 

Three phases 
• Energy MMOWGLI game 

• Stability, scalability, preparation and support 

• Public release of MMOWGLI codebase 
• Ensure secure and repeatably usable so that 

potential partners don’t fork the source 

• Additional games and improved features 
• Multiple adaptations and uses, stable growth 
• Data mining and analysis capabilities 

 



2012 phases of work 
I. Reliability, testing and execution of next games  

• Phase I to ensure that the MMOWGLI game platform has 
sufficient reliability and scalability to support the even-
larger levels of game play expected for Energy MMOWGLI. 

II. Public release of repeatable open-source project  
• Complete software capabilities needed for repeatably 

configure/administer new MMOWGLI games, complete 
public release of open-source software & documentation. 

III. Developing additional analytic capabilities 
• Capitalize on the value of crowd-sourced data being 

collected by adding a variety of new features. 



MMOWGLI 2012 design priorities 

Multiple games for multiple communities  
• MMOWGLI Energy, ongoing piracy, maybe STEM? 

Sharable game platform for multiple sponsors 
• Full baseline, security scrub, publish, governance  

Improved game capabilities 
• Analysis tools, team play, mobile pads/phones 

Repetition and growth 
• Build, test, diagnose, evaluate, repeat 

Policy and access issues 
• Engaging minors, CAC or classified access, IRB release 

 



Current work:  Lexical link analysis (LLA) 

 Advanced techniques for cause-and-effect and 
information-flow analysis have shown excellent value at 
finding semantic relationships within chat data for other 
domains. 
 These techniques can be applied to large 
corpuses of plain-text data such as chat.  Even greater 
semantic results are expected when we apply LLA to 
the structured data produced by MMOWGLI games. 
 If careful evolution of game-database schemas is 
sustained, then these capabilities can be applied both to 
past and future games.  Thus the benefits and insights 
arising from semantic analysis have the potential to be 
cumulative across multiple games. 
 



Future work:   
Lexical Link Analysis (LLA) 



Future work:  
LLA Features Shown as Word Pairs 



LLA report on 2011 Piracy Games 

energyMMOWGLI Lexical Link Analysis (LLA) report 
provides significant additional information on this 
emerging technique for game-play analysis. 

https://portal.mmowgli.nps.edu/game-wiki/-/wiki/PlayerResources/Lexical+Link+Analysis


Human research constraints 

This work contributes to generalized human 
knowledge using human subjects 
• Governed by formal research protocol with prior 

review by NPS Institutional Research Board (IRB) 
• Social media involves new policy issues  

Key issues:  privacy, lessen potential for abuse, 
adults versus minors 

Related issue:  vulnerability to disclosure of 
sensitive or classified information 
• how to recover if needed 



IRB human subjects alternatives 

Approved protocol:  optionally hidden identity 
• Also suitable for known-identity population pool 

Navy or government only 
• Identity known to other participants 
• Restrict access via CAC, hostname or password 

STEM, minors 
• Special considerations for protecting participants 
• More work planned 



Where are we going next? 



Play the game, check the game 
Game Assets Online Addresses 

(password protected as appropriate) 

Game portal, public and game master  https://mmowgli.nps.edu/portal  

piracyMMOWGLI, June 2012 - present https://mmowgli.nps.edu/piracy   

energyMMOWGLI, May 21-25 2012 https://mmowgli.nps.edu/energy  

Initial rounds 1-2-3, June-July 2011 http://mmowgli.nps.edu/piracy2011.1   

Move November-Alfa, November 2011 http://mmowgli.nps.edu/piracy2011.2   

Move November-Bravo, November 2011 http://mmowgli.nps.edu/piracy2011.3   

https://mmowgli.nps.edu/portal
https://mmowgli.nps.edu/piracy
https://mmowgli.nps.edu/energy
http://mmowgli.nps.edu/piracy2011.1
http://mmowgli.nps.edu/piracy2011.2
http://mmowgli.nps.edu/piracy2011.3


Preparing for a new game 
 

Theming preparation 
 

What is main topic?  Who is audience?  What are intended outcomes?  
Checklist documents are available to explore all options. 
 

Game-specific content Customized for each game, captured and archived in a unique database 
• Game name and game theme 
• Call To Action video or slideset, linked 
• Call To Action and Situation Report message prose 
• Logo and page background 
• Top-level card names, descriptions (e.g. Innovate vs. Status Quo) 
• Color scheme (~10 complementary/contrasting colors) 
• Customize initial exemplar action plan on “how to do it” 

User profile Personality profile questions of interest that players can answer 
• Location 
• “Areas of expertise,” “Hope to learn about piracy,” etc. 

Other possible additions 
 

• Eight award categories are built in, either awarded by moderators or else 
calculated from the game database as it is played 

• Other categories are feasible, via database queries or user awards 
• Pre-game and post-game survey questions 
• Data-collection hooks for special analysis needs 

Optional layout changes 
 

Some further tweaking is an option for customized look and feel 
• HTML Cascading Stylesheet (CSS) for layouts and spacing 
• Web fonts selection http://www.google.com/webfonts  
• Special images prepared for selection buttons 

http://www.google.com/webfonts


Labor estimates for game life cycle 

Tasks 
Work-
weeks 

Task descriptions, often performed in parallel (continuing to drop) 

Theming 1-2 
Define project goals, participant profiles and desired game outcomes.  
Effective game themes and messaging are then decidable. 

Video 1-4 
Video can effectively communicate game themes and player goals.  
Game themes must be clear and storyboarded before production. 

Game Setup 1 
Configuring game database, embedding data assets, public-facing 
portal.  Gain IRB permissions based on player age and identities. 

Training 1 
Experienced participants selected as game moderators also need 
familiarization training in order to perform their roles effectively.  

Conduct 2 
Technical support, trouble report handling, game monitoring and 
system maintenance.  Coordinate external network operations. 

Analysis 1-2 In-stride and post-game analysis of information provided by players. 

1-week game: 
goal effort 

4-12 Single week of game play, which can be continued if needed. 

Longer games: 
goal effort 

1-2 
Incremental cost:  approximately 2-3 work-weeks support for each 
added week of play, assumes consistent theming 



Conclusions 

Customizable crowd-sourcing is practical 
• Large scale and small scale, more work to follow 

Enterprise networking capabilities are essential 
• NPS has high-performance .edu, .mil networks 
• Interaction, performance, reliability are critical 
• Characteristics are similar to other endeavors, 

coordination is essential 

Protections and due diligence are necessary 
• Privacy, human-subjects research, security 
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Backup details 

for you “know it all” individuals… 



NETWORK INFRASTRUCTURE 



Network infrastructure overview 

Classic three-tier architecture  
• client, server, back-end database 
• Open source, repeatable, best practices 
• It works 

Complicated set of interrelationships 
• Optimization or upgrade of one part affects others 
• Testing is essential, spiral process 



End-user experience:  Web browser 

Game software design plays in any browser 
• Internet Explorer, Firefox, Chrome, Safari, Opera 
• Avoids need for special installation or access 
• Avoids software security validation requirements 

necessary for installation on NMCI systems 
• Broadest possible player access 
• HTML, javascript, images, video 
• Excellent user experience, feels like native app 

Testing is tricky but possible 
• Multiple techniques used 



Akamai.net CDN 
Content delivery network (CDN) 
Servers at 18,000 internet service providers (ISPs) 

worldwide with private network 
• Intercepts requests to mmowgli.nps.edu 
• Static content is cached, returned immediately 
• Dynamic database queries etc. passed through 
• $6K/month at low traffic levels 

Made our 700KB pages playable on NMCI 
• Interesting security benefits (“black hole” for servers) 
• No problems on other networks, extensive testing 



Firewall, routing, external cache 
Enterprise firewall and routing by NPS ITACS 

• Information Technology Academic Computing 
Services 

• Administers both nps.edu and nps.navy.mil 
• Controlled external visibility when operating with 

Akamai since routing tables are modified 

Squid content cache can relieve load on Apache 
servers for heavyweight static content 
• Not needed with Akamai, otherwise may be useful to 

restore if video content is maintained 



Content portal mmowgli.nps.edu/portal 

Open-source LifeRay server 
• Big community, excellent feature set, high quality 
• Also used within NPS enterprise 
• Good granularity of user access permissions 
• Easy to update content, e.g. Game Blog 

Public-facing portal has three components: 
• Game info:  blog, training, help, trouble, etc. 
• Subject-matter resources regarding piracy 
• Moderator-only information about game details 

 

https://mmowgli.nps.edu/portal


Public portal page 

https://mmowgli.nps.edu/portal  

https://mmowgli.nps.edu/portal


Apache https game servers 
Most widely used codebase, open source 

• Many performance parameters can be tuned 
• Purchased commercial security certificates 

Load-balancing switch splits traffic to improve 
throughput and avoid bottlenecks 
• Past problems with hardware switch, plan retest 
• Otherwise can replace with software, tested OK 

https servers themselves are virtualized 
• Monitoring tools including ganglia, Nagios, others 
• Performance under load has been excellent 



Game access and locking 

https username, password can lock access 
• Username fuzzy    password walrus 
• Can be turned on or off by server administrator 
• Game administrators can also set “read only” game 

 

Player must then use personal login 
• Initial visit:  answer questions, create account 
• Different user database for each game 
• Naming convention:  gm_firstname for game 

masters 



Player-submitted images, video 
Images maintained/cached on NPS server 

• Also can be cached by Akamai 
• Used for annotating player Action Plans 

Video submissions made via YouTube url links 
• Simplifies compatibility issues with various file-format 

encodings 
• Provided best performance on NMCI systems 
• Could be cached within infrastructure otherwise, 

which would eliminate possibility of loss 
 



Game cluster 

CentOS Linux, 8 blades, also virtualized 
Java servlets for client-server communications 
Tomcat container for multiple players 

• Currently the bottleneck point for capacity 
• Can have multiple game containers on one box 

Hidden internal LAN for maximum throughput 
• Also increases security 



Message queue and message push 
Shared message queue reflects all database 

additions, player status, etc. among servers 
• ApacheMQ open source 
• Keeps game play synchronized 
• Opportunity for further monitoring, reliability 

Message push adds to game interactivity 
• Players are more aware of other player activity 
• Can reduce player interaction if too aggressive 
• Continued testing of both browser performance and 

user experience is important, find balance 



DATA INFRASTRUCTURE 



Sets of data collected by game 
Game configuration assets 
User profile 

• Personal Identifying Information (PII), encrypted  
(name and email address optional, maybe correct) 

• In-game user name, background, questions of 
interest, modifiable by each player 

Idea cards:  plain text, parents/children, tags 
Action plans:  text, authors, multimedia assets 
Computed results:  awards, leader board, etc. 

 



Human research constraints 

This work contributes to generalized human 
knowledge using human subjects 
• Governed by formal research protocol with prior 

review by NPS Institutional Research Board (IRB) 
• Social media involves new policy issues  

Key issues:  privacy, lessen potential for abuse, 
adults versus minors 

Related issue:  vulnerability to disclosure of 
classified information, how to recover if 
needed 

 



Data access 
Access rules set by IRB formal protocol 

• Game masters can hide or decorate cards 
• Only game administrators (3 people) are allowed to 

decrypt PII, set permissions, restart game, etc. 

Once game is closed, access rules allow formal 
request and release of sanitized game data (no-
PII) to other researchers 



MySql database 

Open-source, high-performance, popular 
• many tools and software APIs available 

One database per overall game interval 
• multiple tables for different sets of data 

Viewable via game itself or by admin tools 
New feature:  export Idea card and Action Plan 

data into HTML, XML for easier presentation 
and analysis 

 
 



Search 
Search implemented using Apache Lucene engine 

• Powerful, open source, highly configurable 

Simple interface:  enter keywords 
• Searches idea cards, action plans, user profiles 
• Word cloud shows list of most popular terms 
• Implemented using word roots, e.g. pirate/piracy 
• Scrollable results for fast network response  
• Selecting a result brings user to that resource 

Links included, inserted for text throughout 
• Encourage rapid brainstorming, idea synthesis 



No problems with user inputs (yet?) 
We have careful design, protocol, procedures 

• Independent review by SPAWAR privacy officer 
No problems noted in MMOWGLI games 1,2,3 

• No personal abuse was found or reported 
• No advertising spam or indiscriminate profanity 
• No sensitive or classified information 

Reasons for social success 
• Users have ability to report problems 
• Overhead to hide bad words is easy for game masters 
• Sense of community, awareness of partial identity are 

sufficient motivators to play game constructively 
• Daylight encourages good behavior! 



Hibernate database API 
Java open-source API for database access 

• There are many such APIs 
• Can be adapted to other databases, if ever needed 

Special support for persistence 
• Gives users consistent state throughout 
• e.g. if connection dropped, return to right page 
• All information sent by users is saved immediately 

Performance is excellent 
• Must catch all possible exceptions for reliability 



Reliability, performance design issues 

We do not delete any database record 
• But they can be “hidden” 
• This avoids broken database integrity pathologies 
• After-action analysis then has full trace capability 

TODO: save action plan editing history 
• Allow rollback or retrieval of prior entries 
• Perhaps offer diff capability to authors 

Database reliability, performance exceptional 



SOFTWARE ARCHITECTURE 
 
MONITORING AND TESTING 



Vaadin toolkit 

Java-based open source GUI programming 
• Classic approach.  Requires special skill and care. 

Compiles into HTML, javascript, .WAR archives 
• Does not produce standalone applications 
• Internals use Google Web Toolkit (GWT) which 

deconflicts the widespread problem of display 
inconsistencies between different browsers 

• Testing is tricky, however 
Runs well on different browsers, few “gotchas” 

• IE 7/8, Firefox, Chrome, Safari, Opera 
 



Game update, deployment 

Developers check test server before going live 
• .war Web Archive file is built and copied 

Deployed to one or more cluster servers  
• Each supports 1 Tomcat container per game 

Failure recovery 
• Daily updates have been helpful for bug fixes 
• Can also selectively reboot one container at a time 

without having to restart entire game 



Deployment prerequisites 

NPS has a highly expert team doing all this 
• Work requires exceptional attention to detail 
• Usually performed via console command line 

System configuration and administration is 
performed in tandem with code development 
• Hard to quantify the effort but significant 
• Configuration documented on game master portal 

As final architecture stabilizes, some tasks can be 
exposed within the game admin menu 
• Unix command-line expertise still remains essential 

 



Error-correction principles 
Process for robustly handling all exceptions, errors 

• Detection 
• Logging 
• Notification reports 
• Reproduce the problem , when possible 
• Fix software or configuration 
• Test and revise until fixed 
• Add diagnostics and unit tests, when possible 
• Recovery, when possible 
• Deploy new build, repeat 

“You get what you inspect, not what you expect.” 
 



Key points 

Experience continues to bear out that current 
limits must be surpassed before new limits 
(meaning new problems) become evident. 

#1 project need:  continuous game play 
• Because players stress the system 
• Because players do unexpected things 

We perform two types of testing: 
• Interface testing, load testing 

 



User interface testing 

Primarily by developers 
Limited success getting test reports from others 
Scrupulously reporting, recording bugs 
Once a certain page is stable, an automated 

test can easily be recorded by using Firefox 
• Repeatable by humans or test tools identically 

Goal:  build a suite of tests for each game page 
• Need test refresh as part of development cycle 



Load testing by tools 
Vaadin Testbench uses Selenium toolkit to record 

example sessions and play them back 
• Can launch 30-60 sessions in NPS lab spaces, but: 
• Easy to create/update tests, tedious to perform 

BrowserMob 
• Commercial service ($$) that runs tests on demand 

from a cloud architecture 
• Tedious to program and tune tests, but possible 

Apache Jmeter injection of session playbacks 
• Open source, configurable, under investigation 



Load testing by people 

Professional load testers 
• $20-$50 per hour contracts available 
• Maybe time consuming to administer and digest 
• Hard to generate large numbers of players, which 

is what we most need 

Prefer hiring game moderator 1-2 days / week 
• Proven performer, track bugs, assist developer 
• Also moderate anti-piracy game with controlled 

population, providing regular focused feedback 
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