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ALGORITHMS

The last few decades have 
experienced very serious 
development in the do-
main of qua nt u m com-

put i ng and communications. In 
the 1960s, certain ideas related to 
the quantum paradigm started re-
volving in academic and research 
circles (for example, the develop-
ment of theories in the early 20th 
century when the formal models of 
classical computation were visual-
ized). It took almost half a century 
to bring together mathematics and 
physics and achieve technological 
competence to have commercially 
working classical computers in the 
1960s. Given that several research-
ers provided formal models of 
quantum simulators barely four 
decades back (for example, one may 
look at Feynman’s work14), we are 
still in the early days of this tech-

nology. Thus, to understand the timeline, we should note 
the following points:
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›› The physicists understood the 
basics of quantum mechanics 
in the early 20th century. This 
is almost the same time frame 
when the formal models of the 
classical computers could be 
understood.

›› The classical computers were 
reasonably developed from the 
technological viewpoint around 
1960, and we saw commercially 
performing ones being de-
ployed. This is the time when 
researchers started discussing 
problems related to quantum 
information and computing, but 
the formal materials could be 
produced only in the early 1980s.

›› The 1980s and 1990s provided 
tremendous research output 
in the domain of quantum 
computing and communica-
tions but mostly in theory. The 
outcome of that research effort 
includes Shor’s algorithm,30 
which explained a solution to 
the factorization problem in 
polynomial time on a quan-
tum infrastructure. On the 
other hand, solutions could be 
provided in terms of quantum 
key distribution (QKD) protocols 
by Bennett and Brassard.5 We 
must point out that the intellec-
tual development that we have 
experienced during those two 
decades is unmatched in terms 
of fundamental development in 
quantum paradigm.

›› The current century concentrates 
toward the actual development of 
equipment in terms of quantum 
computing and communica-
tion. Unfortunately, marketing 
gimmicks sometimes misdi-
rect the community to what is 
exactly achievable in technolog-
ical terms. The main challenge 
presently is to understand and 
interpret the actual development 

of commercial products so that 
the business potential in the near 
future can be predicted.

INTRODUCTION
We refer to Nielsen and Chuang19 as a 
textbook for the basics of quantum  
information, computing, and communi-
cation. The understanding of the present  
quantum computational scenario may 
be well understood from the blogs of 
Scott Aaronson.1 As we will mostly 
explain the issues using the basics of 
Boolean functions, one may have a look 
at Carlet7 and Cusick and Stănică11 as 
reference materials. A detailed back-
ground on cryptologic techniques is 
available in Stinson,32 for example.

The organization of this column is 
as follows. In the section “A Partial List 
of Relevant Quantum Algorithms,” 
we discuss the most relevant quan-
tum algorithms that are crucial for 
cryptanalytic purposes. Then, in the 
section “Limitations in Implementing 
Quantum Algorithms,” we consider 
the actual limitations in applying such 
techniques for actual cryptanalysis. 
We conclude that while the commer-
cial world should be prepared for quan-
tum adversarial situations, we do not 
see immediate danger in the existing 
security products given the current 
hardware development in this domain.

A PARTIAL LIST OF 
RELEVANT QUANTUM 
ALGORITHMS
In this section, let us first explain a 
few basic quantum algorithms. The 
Deutsch–Jozsa problem12 is one of the 

most celebrated algorithm as it is easy 
to understand and provides the initial 
result to explain the power of quantum 
computation. Given a black box that 
takes n bits as inputs and outputs only 
one bit, the quantum algorithm pro-
posed by Deutsch and Jozsa can distin-
guish whether the black box produces a 
balanced (no bias: the same number of 
0 and 1) Boolean function or a constant 
one using a linear amount of quantum 
resources over n and in constant time. 
Note that to understand whether a 
function is constant or balanced, one 
needs to query the function 2n−1 +  1 
times in the worst case for the classical 
domain. In fact, this is quite an easy 
problem, and we can obtain solutions 

with a randomized algorithm up to a 
very good accuracy using a polyno-
mial with many queries in n. However, 
when we talk about the deterministic 
classical algorithm, the worst case re-
quirement is exponential. Thus, this 
algorithm demonstrates the power of 
the quantum paradigm over the clas-
sical one. In fact, one may note that 
the Deutsch–Jozsa algorithm actually 
produces the superposition of states 
with the Walsh spectrum coefficients 
as the amplitudes. This is explained 
clearly in Maitra and Mukhopad-
hyay.18 In this direction, such types of 
techniques may be exploited in linear 
cryptanalysis as the Walsh spectra 
are related to the approximation of 
linear functions.

The next important technique to 
discuss is Grover’s algorithm.16 Con-
sider as above that a black box con-
tains a Boolean function on n variables 

We must point out that the intellectual development 
that we have experienced during those two 

decades is unmatched in terms of fundamental 
development in quantum paradigm.
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having a single output. Say the func-
tion outputs 1 only for a single input, 
and the rest of the outputs are zero. 
Naturally, for a classical algorithm, 
it will require 2n queries in the worst 
case. Grover’s algorithm solves this 
in O(2n/2), which is a square-root im-
provement, which is achieved in the 
quantum framework. This algorithm 
has several implications. First of all, 
this can be used to reduce the search 
effort in an unsorted list of N elements 
to a time of O( N) through quantum 
algorithms. The other consequence 
of this is that the security of all of the 
symmetric ciphers is reduced to half 
the key size in a generic manner. As-
sume that the secret key size of a ci-
pher is k in bits. Then a generic attack 
in the classical domain will require 
an exhaustive search over all of the 
keys, that is, a O(2k) effort. On the other 
hand, using Grover’s algorithm, this 
can be achieved in O(2k/2) queries. For 
all practical purposes, handling this 
situation is not a problem as the key 
size needs to be doubled. The proper 
designs of stream and block ciphers 
are possible keeping this in mind, and 
the overall hardware requirement or 
the software clocks required for ex-
ecution will increase only by a con-
stant proportion.

Let us now explain Simon’s algo-
rithm.31 The setting of this algorithm 
is almost the same as the above algo-
rithms, with the difference that here 
we consider multiple output Boolean 
functions. That is, for the function f, 
the number of input bits is n, and that 
of output is k ≥  n/2. The promise is 
that for any two arbitrary n-bit inputs, 
f(x) = f(y) if and only if x = y ⊕ s for some 
fixed s ∈ {0, 1}n. Naturally, the all-zero 
s is the obvious solution, but the non-
trivial question is to obtain the non-
zero s. While in classical domain, such 
solutions can be achieved in O(2n/2) 
queries to the black box, Simon’s al-
gorithm solves this in O(n) quantum 
queries only. This problem is relevant 
in differential cryptanalysis against 
a symmetric cipher, as well as obtain-
ing collisions of a Hash function. A 

detailed discussion of the above three 
algorithms and their implementations 
in Qiskit17,23 are available in Tharrma-
shastha et al.33

We next refer to the concept of For-
relation.2 This was used in the seminal 
paper by Aaronson and Ambainis2 
to show that the Forrelation problem 
demonstrates constant versus expo-
nential separation of query complex-
ity in the bounded error quantum and 
the probabilistic classical model. It has 
also been noted recently13 that these 
types of techniques may be exploited 
to obtain different properties related 
to the Walsh transform as well as auto 
and cross-correlation of Boolean func-
tions. In fact, the Forrelation problem 
estimates the correlation between a 
Boolean function and the Walsh spec-
trum of the other. Choosing the func-
tions properly, an efficient quantum 
algorithm can be devised to obtain the 
weaknesses of Boolean functions that 
can be exploited in linear as well as dif-
ferential cryptanalysis.

Certainly, the most impactful result 
in this domain of research is Shor’s 
quantum factorization algorithm.30 
Whi le subexponentia l a lgorit hms 
are known for factorization on classi-
cal machines, they are intractable for 
large instances. That is why they form 
the basis of several public key cryp-
tosystems. On the other hand, Shor’s 
tech n ique solves t hese ef f ic ient ly 
with a polynomial number of gates on 
a quantum computer. In fact, an n-bit 
integer, which is a product of two large 
primes, can be factorized using Shor’s 
technique in an effort of O(n2 log n). A 
similar situation happens for different 
variants of the discrete log problem, 
where the classical algorithms are 
subexponential, making them secure 
in the classical paradigm. However, 
following Shor’s technique, all such 
classical algorithms are insecure 
against quant um adversaries. The 
core of this algorithm is related to an 
efficient computation of the quantum  
Fourier transform.

Before proceeding further, we want 
to point out two issues:

›› Following on the algorithms dis-
cussed above, a tremendous ef-
fort has been put forward in this 
domain, and several other crypt-
analytic algorithms have been 
developed. In fact, combining 
these techniques and with some 
related advancements, several 
attacks on symmetric ciphers 
have been proposed in the last de-
cade. A summary of such attacks 
is available in Tharrmashastha 
et al., chapter 5.33 To resist such 
attacks, new cryptosystems are 
being designed keeping quantum 
adversaries in mind. There are 
two main directions. One is pro-
ducing classical algorithms that 
can resist quantum attacks. For 
example, classical algorithms re-
lated to public key cryptosystems 
have passed through a stringent 
public evaluation to provide a 
portfolio as available in the Na-
tional Institute of Standards and 
Technology (NIST) suite.21 In the 
other direction, there are quan-
tum strategies, such as QKD,5 
that can resist such attacks. The 
development of QKD equipment 
has reached a good commercial 
standard, as evident from the 
products of ID Quantique.26,27

›› The other issue is an application 
of the quantum algorithms in 
different areas such as machine 
learning. These algorithms are 
not in the scope of this discus-
sion, but one may refer to the 
Quantum Algorithm Zoo25 for 
an updated list of various quan-
tum algorithms.

LIMITATIONS IN 
IMPLEMENTING QUANTUM 
ALGORITHMS
Since the beginning of this millennium, 
researchers have initiated a long-term 
plan toward the implementation of a 
quantum computer. It must be noted 
that certain theoretical concepts such 
as a Turing machine can be used as a 
mathematical model. However, trans-
forming the necessary physics to 
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actual technology requires decades to 
perhaps centuries to actually design 
and implement the machines. The 
development of classical computers 
succeeded at an outstanding pace in 
less than a century. We are not sure 
whether a similar development could 
be achieved for commercial quantum 
computers or even if it might be faster. 
Experimentalists are mostly concen-
trating on technologies exploiting 
trapped ions3 or superconductors.4 
While in this column, we will not get 
into those experimental details, it is 
important to highlight that the main 
technological bottleneck is to obtain 
a noise-free environment in quantum 
computers. A detailed idea in this re-
gard may be available from Preskill,22 
containing a survey on noisy inter-
mediate-scale quantum (NISQ) tech-
nology. The most important comment 
from the abstract of that survey is 
quoted below:

“Quantum computers with 
50–100 qubits may be able to 
perform tasks which surpass 
the capabilities of today’s classi-
cal digital computers, but noise 
in quantum gates will limit 
the size of quantum circuits 
that can be executed reliably.”

Thus, the most important question 
is related to reliable and noise-free 
computation. The technology will 
only be able to compete with high-
speed classical computers having mul-
tiple cores when the errors during the 
preparation, processing, and measure-
ments of the qubits can be minimized. 
Each of these parts might have noisy 
behavior, but the idea of fault-tolerant 
quantum computation may guarantee 
scalability under certain conditions. 
Several concepts related to fidelity 
need to be studied in this regard.29 
That is the reason the concept of quan-
tum supremacy is being demonstrated 
only on a few benchmark problems. In-
deed, that has an impact on the future 
planning for the quantum industry 
(see, for example, technologies based 

upon quantum annealing), but so far, 
we are yet to experience any public 
domain commercial demonstration 
that can transparently convince the 
common people of a better result than 
a classical setup.

Quantum attacks on 
symmetric ciphers
With this context, let us now concen-
trate on the present cryptanalytic 
efforts on symmetric ciphers. The 
symmetric ciphers have a key of n bits, 
where generally, n is taken as 128, 256, 
384, or 512 bits. For some lightweight 
stream ciphers, it may be as low as 80. 
A design is generally accepted through 
some process of evaluation (such as 
public competitions9 or peer reviews). 
The designs of symmetric key cryp-
tosystems are generally not provable, 
and they are adopted, based on assess-
ments of cryptanalytic techniques by 
the community. If one can produce an 
attack in less time than the exhaustive 
key search effort of O(2n), then gen-
erally, that cipher is deprecated. One 
may refer to the history of the RC4 in 
this regard.20 Thus, if there exist sub-
stantial cryptanalytic results against 
a cipher, either in the classical or in 
the quantum domain, then the cipher 
should not be used further (although 
there are exceptions to the rule: for ex-
ample, still using 3DES, after its retire-
ment about 20 years ago, since some 
countries do not have the resources to 
upgrade their security infrastructure).

On the other hand, the parameter 
of O(2n) that appears from the exhaus-
tive search in the classical paradigm is 
not the benchmark given a quantum 
adversary. As we have discussed in 
the section “A Partial List of Relevant 
Quantum Algorithms,” exploiting 
Grover’s algorithm,16 we can have a ge-
neric attack on a symmetric cipher in 
O(2n/2) time complexity. Thus, to have 
m-bit security against the quantum ad-
versary, we need to employ 2m-bit-long 
keys to attain a security of O(2m). This 
is achievable with new designs based 
on the current works. That is, to have 
512-bit security using some models of 

Advanced Encryption Standard (AES), 
one requires a design with a 1,024-bit 
secret key. Naturally, the hardware cir-
cuit size will increase, or the software 
will take a little more time, but the de-
sign is achievable without much hassle. 
The main problem is the vast deploy-
ment of such a new algorithm, which 
we will discuss in the conclusion.

Now it is important to understand 
the resource required to mount a Gro-
ver’s algorithm-based16 generic at-
tack as explained in Bonnetain et al., 
lemma 3.6 The authors pointed out 
that using Grover’s search and three 
classical queries to an eight-round 
AES-256 oracle, the key can be recov-
ered in approximately 2138.04 revers-
ible S boxes with approximately 1,500 
qubits. Surely, given the present NISQ 
technology, such an attack is not prac-
tically possible. On the other hand, 
such a clear description of the attack 
shows that we need to be careful re-
garding the future, and thus, it is bet-
ter to be prepared with symmetric key 
algorithms with larger key sizes.

Quantum attacks on public 
key cryptosystems
The most significant results related to 
the quantum algorithm are those of 
Shor.30 Naturally, the famous RSA and 
other key agreement algorithms us-
ing elliptic curves will be completely 
attacked with this theory. The next 
question is related to actual imple-
mentation that can identify the effect 
in the commercial space. A very de-
tailed analysis in this regard is avail-
able in Gidney and Ekera,15 where it 
is argued “how to factor 2048 bit RSA 
integers in 8 h using 20 million noisy 
qubits.” Thus, it is quite clear that we 
need to wait for quite some time be-
fore such hardware is available. How-
ever, the threat has persisted since 
1994, when Shor’s factorization was 
published. Thus, during 2010–2015, 
the U.S. National Security Agency 
kept releasing major policy state-
ments on the need for postquantum 
cryptography.10 One of the excerpts is 
as follows:
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“For those partners and vendors 
that have not yet made the tran-
sition to Suite B algorithms (El-
liptic curve cryptography), we 
recommend not making a sig-
nificant expenditure to do so at 
this point but instead to prepare 
for the upcoming quantum re-
sistant algorithm transition …”

In this regard, NIST recently se-
lected some (quantum-resistant) algo-
rithms21 as follows:

›› public key encryption and key 
establishment algorithms, 
including CRYSTALS-KYBER, 
submitted by Peter Schwabe, 
Roberto Avanzi, Joppe Bos, Leo 
Ducas, Eike Kiltz, Tancrede 
Lepoint, Vadim Lyubashevsky, 
John M. Schanck, Gregor Seiler, 
Damien Stehle, and Jintai Ding

›› digital signature algorithms, 
including CRYSTALS-DILITH-
IUM, submitted by Vadim 
Lyubashevsky, Leo Ducas, Eike 
Kiltz, Tancrede Lepoint, Peter 
Schwabe, Gregor Seiler, Damien 
Stehle, and Shi Bai; FALCON, 
submitted by Thomas Prest, 
Pierre-Alain Fouque, Jeffrey 
Hoffstein, Paul Kirchner, Vadim 
Lyubashevsky, Thomas Pornin, 
Thomas Ricosset, Gregor Seiler, 
William Whyte, and Zhenfei 
Zhang; and SPHINCS+, submit-
ted by Andreas Hulsing, Daniel J. 
Bernstein, Christoph Dobraunig, 
Maria Eichlseder, Scott Fluhrer, 
Stefan-Lukas Gazdag, Panos 
Kampanakis, Stefan Kolbl, Tanja 
Lange, Martin M. Lauridsen, 
Florian Mendel, Ruben Nieder-
hagen, Christian Rechberger, 
Joost Rijneveld, Peter Schwabe, 
Jean-Philippe Aumasson, Bas 
Westerbaan, and Ward Beullens.

Note that these are all classical al-
gorithms and so far considered to be 
secure against quantum adversaries. 
It is important to clarify one more is-
sue here. In the same move, NIST listed 

four additional algorithms as potential 
replacements pending further testing 
with the idea that some of them may 
also be suitable encryption alternatives 
in a postquantum world. Unfortunately, 
one of the additional algorithms, Su-
persingular Isogeny Key Encapsulation, 
was broken quite early,8 which under-
lines that experts should be more care-
ful in analyzing the new cryptographic 
algorithms designed for the postquan-
tum world.

However, after the effort taken by 
NIST,21 the world is now equipped with 
a portfolio of quantum algorithms, and 
the main issue relates to efficient im-
plementations. Noting that these are 
only classical algorithms that can resist 
quantum adversaries, efficient imple-
mentations are already geared up, and 
presently, there is a lot of effort in this 
direction. One may refer to another sur-
vey28 in this regard. We close this part of 
the discussion with a general question 
in laymen’s language: “Should we be-
lieve that quantum computers will crack 
the Bitcoin blockchain? If yes, when?” 
This question actually takes care of the 
postquantum effect of a very popular 
application, and hence, this is import-
ant for market-related issues. Based on 
the discussion so far, the answer should 
be as follows. The present blockchain 
technology mainly uses two cryptologic 
primitives: 1) Hash function SHA-256 
and 2) ECDSA Public Key Cryptosystem 
based on elliptic curves. Theoretically, 
SHA-256 is relatively secure, but ECDSA 
is completely broken against quantum 
adversaries. However, for all practical 
purposes, the actual implementation of 
the attacks on a commercially available 
quantum platform is still elusive. On 
the other hand, given the availability of 
postquantum algorithms, there might 
be certain replacements of the above 
two cryptographic primitives, and then 
the modified blockchain framework 
will be completely secure against the 
quantum adversaries.

Quantum equipment
We have so far discussed recent de-
velopments of classical cryptographic 

primitives that can resist quantum 
attacks. However, since the 1980s, the 
world has experienced a huge amount 
of development of systems that came 
out of quantum phenomena. The sim-
plest circuit in this regard is the quan-
tum true random number generator 
(QTRNG) with applications in different 
domains such as the generation of one-
time pads, in different kinds of lotter-
ies, etc. Low-cost QTRNGs (we refer to 
ID Quantique,24 for example) are avail-
able at a cost of around US$2,000 or 
less that can be connected to classical 
computers in obtaining data. However, 
there are several research questions re-
lated to quantumness as well the true 
randomness of such devices.

The most important among those is 
the domain of QKD, which was initiated 
in Bennett and Brassard.5 It provides a 
method so that two parties can agree 
to a shared random secret key avail-
able only to them, which can be used 
to encrypt and decrypt messages later 
with a symmetric key cryptosystem. 
This outlines a public key kind of infra-
structure based on quantum phenom-
ena such as superposition, no-cloning, 
and entanglement. The main idea here 
is achieved through the inherent prop-
erty of a qubit, that any attempt to gain 
information by an adversary will be 
understood by the two communicating 
parties. The initial demonstration of 
QKD could be presented in the last cen-
tury itself, and for more than a decade, 
such equipment has been available in 
the commercial domain.26,27 Different 
directions are being considered, and 
the recent trend is to study device-inde-
pendent schemes, which are popularly 
known as DI-QKD.34 Various experi-
mental demonstrations of QKDs have 
been studied for very long distances 
and even for space applications. In a re-
lated topic, there are concepts of quan-
tum repeaters that are integral parts 
of long-distance quantum networks. 
Quantum secure communication is 
showing a lot of promise based on dif-
ferent quantum equipment, but we 
limit our discussion as this is not the 
main focus of this column.
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To conclude, we want to high-
light that the research and de-
velopment related to quantum 

information has reached a juncture 
with huge investments, and it seems 
that it will continue for at least one 
more decade. Less excitement might 
be generated if the development of 
computing infrastructure becomes 
slow. However, as we already have a 
lot of classical cryptographic algo-
rithms that can resist quantum attack, 
those will be deployed in the near fu-
ture. That is, irrespective of whether a 
quantum computer arrives soon, these 
cryptanalytic results will drive the 
community to accept new algorithms. 
That deployment, in any case, will keep 
the domain of postquantum cryptogra-
phy running. In the case where we have 
a commercial quantum computer 
that is substantially noise-free, the 
world may see revolutionary changes 
in technology. It would have a much 
larger impact than even what we have 
seen in classical computing and com-
munication in the last half century. 
Due to huge computational efficiency, 
new quantum algorithms will appear 
in the market for all kinds of appli-
cations. Correspondingly, new secu-
rity questions will arise. The field of 
quantum communication has already 
matured to some extent, and thus, it 
seems that the quantum technology, if 
it advances in the domain of computa-
tion quite quickly, will not be limited 
by the communication counterpart. 
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