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Abstract provided. Seeral of the projects eaged in hilding the

Enforcement of a high-lel statement of security policy middlevare to create these netiks are pursuing the inte-
may be diicult to discern when mapped ¢ligh func- gration of security [6] [10] [23] and quality of service [1]
tional requirments to a myriad of possible security ser- [17] into these systems. The need for virtual eked
vices and méwmnisms in a highly comple networled systems to both adapt tarying security conditions, and
environment. A method for articulating network security offer the user a range of security choices is apparent.

functional equirrments, and their fulfilment, isgeented. In the netwark computing conte, users or user pro-
Using this method, security in a quality of servinfe-  grams may request thexezution of “jobs, which are
work is discussed in terms of “variant” security rhae scheduled by an underlying control programxeceite on
nisms and dynamic security policiegr Rlustration, it is local or remote computing resources. TReaaition of the

shown how this method can be usedefmasent Quality of  job may access or consumeaigty of netvark resources,
Security Service (QoSS) in a networkexiuler benefit  such as: local /O déce bandwidth, internetwk band-
functiont. width; local and remote CPU time; local, intermediate
(e.g., routing bffers) and remote storage. The resource
usages may be temporary or persistent. As there are multi-

1 Introduction ple users accessing the same resources, there are naturally
various allotment, contention, and security issugarceng
use of those resources.

The body of rules for resolving netvk security issues
is called the netark security polig, whereas the body of
rules for resolving netark contention and allotment com-
prise a netwrk management poljc(which is sometimes
taken to include the netwk security polig). These poli-
cies consist of broad poligurisdictions, such as schedul-
ing, routing, access control, auditing, and authentication.
Furthermore, these jurisdictions can be decomposed, typi-
cally, into functional requirements, such as, “users from
network domain A must not access sit¢ Bnd “user C
must receie a certain quality of serviéeThe network
management and security policies, as mapped through the
functional requirements, may be manifested in mecha-
nisms throughout the netrk, including: host computer
operating systems, netwk managers, trG€ shapers,
schedulers, routers, switches and combinations thereof. As
fthese mechanisms are distibd and are often obscurely
' related, there has been some interest in the ability to

express and quantify theMel of support for security polc

and Quality of Security Service (Q0SS: managing security
1. This work was supported by theARPA/ITO Quorum program. and security requests as a respansservice” for which

Several eforts are underay to deelop middlevare
systems that will logically combine netvk resources to
construct a “virtual” computational system [4] [7] [8]
[15] . These geographically distuted, heterogeneous
resources arexpected to be used to support a heteroge-
neous mix of applications. Collections of tasks with dispar-
ate computation requirements will need to biciehtly
scheduled for remotexecution. Lage parallelized compu-
tations found in fields such as astrggies [14] and meteo-
rology will require allocation of perhaps hundreds of
individual processes to underlying systems. Multimedia
applications, such a®ice and video will impose require-
ments for lav jitter, minimal packt losses, and isochronal
data rates. Adapte applications will need information
about their evironment so thg can adjust to changing
conditions.

User acceptance of these virtual systems, for eithe
commercial or military applications, will depend, in part
upon the securityadaptability and useresponsieness




quantitatve measurement of service fiefengy” is possi- 2.1 Notation
ble) pravided in netvarked systems.

The purpose of this paper is to present the systewi-de The set of all jobs is representeddbyrhe set of all for-
oped for the MSHN resource management system [8] formats is represented byThe notatior§; identifies a ector
describing netwerk security polig functional require-  containing the portions d that are applicable to jgbin
ments, to sh@ hov QoSS parameters and mechanisms canformati, and S;.c identifies a gien componentd] of §;.
be represented in such a system, and taiggean @ample  The relation ofSto §; is clarified furtherbelaw. The fol-

of the use of this system. The remainder of this paper iSowing are some informal xamples of securityactor
organized as follars. Section 2 discusses a “securigcy components:

tor” for quantifying functional support of nebrk security
policy. Section 3 describes Wwathe security gctor can be
used for &pressing the é&fcts of QoSS in a netwk-

S.1: user access to resource is equal to read/write; based

scheduling benefit function; and a conclusion feioin on table t
Section 4. * S.2: % of packts authenticated >= 50, <= 90; inc 10
2 Network Security Vector * S.3: clearance (user)secreg/integrity (resource)
* S.4: length of confidentiality encryptiomk>= 64, <=
A network security policy can be viered as an n-dimen- 256; inc 64

sional space of functional security requirements.répre- ) o .
sent thiz multidimensional space v(\q/ith vactor (gpof S.5: authentication header transfdm{HMA C-MD5,
security components. Each component (S.c) specifies a HMAC-SHA}
boolean functional requirement, whereby the instantiatione S 6: packts from domain A to domain B must be
of a netvork job either meets (possiblywially) or does encrypted
not meet each of the requirements. Byvamtion, a secu- )
rity vectors components are ordered, soytban be refer- * S-7: packts from domain A cannot be sent through
enced ordinally (S.3) or symbolically (S.c). A component ~ domain C
may indicate posite requirements (e.g., communications
via node n must use encryption) as well agatiee con- Here, “inc 10" indicates that the range from 50 through
straints (e.g., users from subnet s may not use node n0 iS quantized into increments of 10, viz: 50, 60, 70, 80,
Components can also be hierarchically grouped. [22]90. therwe will need to |nd|cate_ the number of qugntlzed
Requirements for a gén security service may be repre- steps .ln_the component; to do this, one more notational ele-
sented by one or more components (indicating a servicénent is introduced gc]. In the abse examples, §1] = 1,
sub-vector), and a security service may utilize functions and §2] = 5.
and requirements of other services and their components.

Some jobs can produce output infeliént formats, 2.2 Variant Security Components
where a gien format (e.g., high resolution video) might be
more resource consumyei than another format (e.g.wlo When [S.c] > 1, the underlying control program has a
resolution video). &rmats may heae differing security range within which it may alle the job to ®ecute with
requirements, \v@n within the same jolFor example, a  respect to the poljcrequirement. & refer to this type of
video-stream format may require less packuthentication  policy, and component, as &viant! Security-\ariant poli-
[19] , percentage-wise, than a series cédixmages based cies may be used within a resource managementxtpnte
on the same data. A “quality of service” scheduling mecha-for example, to d&ct adaptation toarying netvork condi-
nism might choose one format for a joleo another tions. [18] Also, if the polig mechanism is ariant, the
depending onarying netvark conditions (e.g., tr&€ con- control program may t#r QoSS choices to the users to
gestion). Furtheradaptve applications may select formats indicate their preferences with respect to @egijob or
depending upon changing conditionsr Example, IPSec, jobs. Wthout variant mechanisms, neither security adapt-
security association (SA) processing using ISAKMP under ability by the underlying control program nor QoSS are
IKE can permit compbe security choices through an SA possible, since fed poligy mechanisms do not allofor
payload; and the payload recipient may begitransform  changes to security within a éa job/resource @iron-
choices rgarding both Authentication Header and Encap- ment. While the xgression S.c may contain a compound
sulating Security Protocol [13] . boolean statement (see Sect®8 ), by comention it may

contain only oneariant clause.



2.3 Component Structure mal, impacted, emgeng, etc.), where M is the set of all
modes. There is, conceptually separateector for each
For use in thexamples in this discussion, a component operational mode, represented a8°% Access to a pre-

has the fo||w|ng Composition (Seea'b|e]_ for deta"s): defined set of alternate security poIiCieS\aﬂdheir func-
tional requirements and implementation mechanisms to be

* component ::= boolearxpression, ariant-range-spec-  examined with respect to theverall policy prior to being
ifier ; modifying-clause fielded, rather than depending @d hoc methods, for

* boolean _gpression ::= boolean_statement [(or | and) &@mple, during an emgeng.

boolean_statement]*

Initially, every component of S has the sanadue in

each of its modes. Ultimatelycomponents may be
* boolean_statement ::= LHS boolean-operator RHS  assigned dférent \alues, depending on the neik mode.
For example:

Note that it is not the focus here to elaborate on aypolic
representation language. See othdoref and verks in
progress [2] [3] [5] [16] .

A given poligy component has ealue which is a bool-
eanexpression. This component may alsoveaninstanti-
ated value with respect to a specific job and format, which
is either “true” or “Alse’ A component has a left hand side
(LHS), which is the item that is being tested; of course thee
LHS has avalue as well as aimstantiated value. A compo-
nent also has a right hand side (RHS), which is what the
LHS is tested agjnst, as well as zero or more modifying °
clauses. Similarly to the LHS, the RHS mayda \alue
(or values) which is dependent on the instantiation of the |
component.

2.4 Dynamic Security Policies

With a dynamic security polt the \alue of a ector's
components may depend on the r@tw'mode” (e.g., nor-

gormal 5: o5 paclets authenticated >= 50, <= 90; inc 10

gmeacted - o4 of paclets authenticated >= 20, <= 50;
inc 10
Note hav [Sa] changes from 5 to 4 under the
impacted mode

shormaly- yser access to neivk node = granted; based
on table t

smpactedyy: yser access to nedvk node = granted:;
based on table t, OR UID in set of administrators

SEMEBENY h: UID in set of {administrators, polfenak-
ers}
Or, for example, polig makers might decide that the

policy should remain in force gardless of netark mode:

gormal o - gmpacted o - SPMENGENCY - clearance (user)
= classification (resource)

Table 1: Simple Component Elements

Element Name Example S.1 Example S.2

Value user access to resource rWhbased | % of paclets authenticated
on table t >= 50, <= 90; inc 10

Instantiated &lue false true

Value of LHS user access to resource r % of paclets authenticated

Instantiated &lue of LHS w 70

Boolean operator = >=

Value of RHS RW 50

variant range specifier none applicable <=90

Modifying clause based on table t inc 10




If a mode is not specified for a component (e.g., “S.a"), resource usage. [10] [12A network job scheduler should
normal mode is assumed. This will be the case (i.e., theeceve more credit in the benefit function for scheduling
mode is unspecified) for the remainder of this discussion. high priority and high preference jobs, as opposeduo lo

priority or low preference jobs. That is to sayscheduler
2.5 Refinements to Security &ctor is intuitively doing a better job if important jobs, as judged
by priority and preference, regei more attention than

Ris the set of resourcesy{. r,}. R; is the subset dR unimportant jobs. H® much weight the priorities and

utilized in executing jobj in formati. preferences are \g@n is a matter of netwk scheduling
Tj is the requested completion time of job j. policy. _ _ _ _ _

cipals (usergroup or role, etc.,), applications, data sets B, 10 measure vo well a scheduler meets the goals of user

(both destination and source), formats, etc., as well agreference and system priorities (see [4] , [12] and [21]

resources ;. for other approaches). This functiomesages preference
The definition of§; is finally refined as folles: §;isa  (P) and priority P) (use of a priority and preference in

vector that is an ordereserving projection & such that ~ measuring net_wrk efectiveness ha been introduced for

a component from Sis in§; if and only if the wlue ofc ~ the MSHN project [10] ).

depends on format job j, or ary r in R;. The number of

components in a securitgetorS; is[S;]. n om
)(..(P.. + p..)

2.6 Summary of Security \éctor izlizl A

B= I———

, . _ 2n
Sis a general purpose notational system suitable for o o _ o

expressing arbitrarily comptesets of neterk security Where the characteristic functiofis defined foi, j as:
mechanismsS can epress ariant policies, to allw secu- Xij = 1 if format i vas successfully detered to jolj
rity expressions of quality of service requests, and cae ha within time T;, else 0
dynamic security elements to accommodate multiple situa-  and at most one format is completed per job:
tion-based policies. In particulg8 can represent both (1) m;

system, as well as (2) the results of running a particular job = 0

static security requirements that may be implemented in a 0j O JDZ X.. < 1%
or set of jobs agnst such static requirements. The latter qz 1

usage will be xamined in the nd section, to ®press Jobs and formats are defined asvabo
QoSS in a resource management system benefit function. Pj is the priority of jold
O<P j <1
3 Network-Scheduler Benefit Function The formats for a job are assigned preferenppdy
the user such that:

As discussed alve, \arious mechanismist for man- O<=p<=1
aging contention fgrand allotment of distrited netwark m is the number of {format, preference} pairs
resources. One class of these mechanisms attempfs to ef  assigned for jop
Ciently schedule thexecution of mUltlple (pOSSlbly simul- p” is the preference the user has assigned to format

taneous) jobs on multiple disttited computers (e.g., the
MSHN project [8] [23] [24] [11] [17]), where each job
requires a determinable subset of the resources. Of interest

jobj
the preferences for a job add up to 1:

is a benefit function for comparing thefesftiveness of 0j0J: g po=1
such job scheduling mechanisms wherythee presented 'i ) N
with real or lypothetical “data sets” of jobs. This approach assumes that users will assign preference

Jobs are assigneioritiesfor use in resolving resource  ya|yes that correspond to resource usage, sinceanetie
contention and allocation issues. In some systems, 8 job’henefit function to indicate a highealue when the sched-

priority may depend upon the particular operatimagle of uler succeeds in scheduling “harder” jobs [12] .
the netverk. [8] Also, the diferent data formats of a multi-

ple-format job may hae different preferences (e.g.,
assigned by a user or “hard wired” as part of the applica-
tion or job-scheduler databasend diferent levels of



3.1 Adding Security to the Benefit Function again (0< A;<1)

In the final &pression of the netwvk benefit functionA

We wish the benefit function to reflect théeefiveness is added to the numeraiqm’o/iding an aerage of Securiw
and restrictions of the security polidirst, we define the  priority and preference.

characteristic security functidf) fori andj:

Z;j = 1 if the instantiatedatue of all components noom
are true, else 0 X..Z (P + Do + A
The numerator of the benefit function is multipliedzy z Z 2 'J( iR 'l)
so that no credit is gen for jobs thatdil to meet the secu- B= L=1li=1
rity requirements: 3n

0<B<1, where 1 indicates the maximum
nom scheduling déctiveness.
> 2 XiiZi(Pi+ py)
B= L=1li=1 3.2 Applicability
2n

This technique for quantifying theasiant security

Now, for variant components, we wish to be able i®gi  jnstantiated by a resource management system is being
less credit to the scheduler for fulf”“ng less futifilt” used in the MSHN project as actor in representing the
security requirements. One algorithm fapeessing this is  effectiveness of its resource assignments [10] . In the
for each instantiated componenj {n §; to be assigned a  pMSHN design, the security requirements of rwtw
security completion tan @) whereO<g<1. g will resources (represented I8 are stored in a Resource
indicate the completion tek corresponding to component Requirements Database. This database is consulted during
S.c g is defined to be the “percentage” &.4 met or  the resource scheduling phase tie@ifvely match jobs to
exceeded by thenstantiated valueof the component’  resources. W expect that this measurement technique

LHS (notated a$.c”): could also be applied to other resource management sys-
gc=S.c"/[Sd tems, such as Condor [15] and Glslj7] .
To illustrate the calculation @f;, for component S.1: While different schedulers could be compared with

S.1 % of paclets authenticated >= 50, <= 90; inc 10  respect to the indidual components oB, a summary
[S.] =5 (the number of quanta$1), S’1=3 (the function such a8 would be useful to automate and nor-

job achiees the 3rd quantum (70)) malize the comparison process. Additionallye epect
0,=3/5=0.6 that the security component (viX) in an operational sys-
For invariant componentgy = 1 org = 0. A tolen (@) tem would be compbe enough to eade efective manual

whose @alue is 0 represents a jolaiting” the componensg analysis.

security polig. Recall thaZ will be 0 when the job/format

fails to meet the requirement ofyasecurity component, 4 Discussion and Conclusion
meaning that the function returns no benediue for that
job/format. W introduce a functiomd) which averages the

A security \ector has been presented for describin
tokens of a job: y P g

functional requirements of netk security policies. It has
been shan that this ector can be used for representing

Aj =@+ g+ . +g/n security with respect to both quality of service and a net-
where n =§;] -- the number of components &) work scheduler benefit function.
and(0< A;<1) We are inolved in ongoing wrk to oganize the secu-

Averages, such a& over may different elements can ity vector into a “normal form” with subectors or hierar-

tend to minimize the diérence that is seen betweerfatif chies corresponding to security pgligurisdictions (such

ent data sets. Therefore, we weight theetek()) assigned ~ @S: access control, auditing, and authentication) and to

to individual security components tovgimore credence to  Incorporate a costing methodology for security compo-

components that are “more important” than others, e.g.,"€Nts, such as can be pided to a resource management

reflecting netwrk management policies. Eaghhas a cor- ~ System [9] . W are verking to deelop a means of adjust-

responding intger weight W), w.> 0. SoAij becomes: ing the preferencexgression with a notion of the corre-

' c— " : . . .
Ay = (GaWy + GoWp + ..+ G (W + Wy + .. + W) sponding resource usage [12] e‘&fe considering loto

expand the security benefit functiofy) (o reflect user qual-



ity of security service choices within the range allowed by
variant security components, and to reflect performance
implications of redundant security mechanisms.

The organizational security policy [20] governing the
network may allow individuals or principals representing
them to override rules represented by invariant security
vector components. For example, a military commander
might decide to forgo cryptographic secrecy mechanisms
for ajob in an emergency (e.g., to improve network perfor-
mance), even though the system has not been configured
with “dynamic” or “variant” security mechanisms, as
defined herein. From the perspective of the security vector
S and the benefit function, this is a change to or violation
of the computer security policy. It is recommended that this
type of policy change be audited.
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