CONGESTION-INDUCED COLLAPSE IN NETWORKS:
MANAGING FAILURE CASCADES IN COMPLEX
SYSTEMS AND INFRASTRUCTURE PROTECTION

A DISSERTATION
SUBMITTED TO THE DEPARTMENT OF MANAGEMENT SCIENCE & ENGINEERING
AND THE COMMITTEE ON GRADUATE STUDIES
OF STANFORD UNIVERSITY
IN PARTIAL FULFILLMENT OF THE REQUIREMENTS
FOR THE DEGREE OF

DOCTOR OF PHILOSOPHY

David L. Alderson
May 2003



(© Copyright by David L. Alderson 2003
All Rights Reserved

il



I certify that I have read this dissertation and that, in
my opinion, it is fully adequate in scope and quality as a

dissertation for the degree of Doctor of Philosophy.

Nicholas Bambos
(Principal Co-Advisor)

I certify that I have read this dissertation and that, in
my opinion, it is fully adequate in scope and quality as a

dissertation for the degree of Doctor of Philosophy.

William J. Perry
(Principal Co-Advisor)

I certify that I have read this dissertation and that, in
my opinion, it is fully adequate in scope and quality as a

dissertation for the degree of Doctor of Philosophy.

Peter W. Glynn

Approved for the University Committee on Graduate
Studies.

il



Preface

The national infrastructure systems of the United States form a complex mesh of
interdependent networks. While technology advances in these infrastructures have
brought great efficiencies to modern life, our economic and social welfare have become
inextricably dependent on them. Over the last decade, there has been growing concern
over the vulnerability of national infrastructure systems to accidents, failures, and
attacks. While there is significant evidence to support the belief that catastrophic
cascading failures can and will happen in the future, there is so far little theory to
understand how and why these failure cascades occur and propagate. There is even
less known about what to do about them.

This thesis lends perspective and insight into this problem through the study
of congestion-induced network failures. The objective is to develop a framework
through which a comprehensive treatment of this broad and important problem will
be possible. Particular attention is placed on the identification tensions and tradeoffs
in complex network management and design, as well as on the development of robust

management strategies for critical infrastructure systems.

v
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Chapter 1

Network Infrastructure

Vulnerability

Networks are the fabric of the modern world around us. When we turn on the lights,
or talk on the phone, or drive on the highway, or surf the Internet, we are using a
system that was designed and built as a network. In fact, nearly all of our national
infrastructures, from telecommunications to transportation, are built in this manner.
There are good reasons for this. Networks have the economic property that allows
increasingly efficient sharing of resources as the size of the network grows. How-
ever, network structures are inherently complex. The possible number of interactions
within a network grows rapidly in the number of components and the number of
relationships between components. The resulting complexity creates significant chal-
lenges for the design, prediction, and control of network behavior. Complexity may
even contribute to network fragility. This tradeoff between efficiency, complexity, and
fragility in networks is particularly evident in the infrastructure systems that connect

our nation.

1.1 National Infrastructure Systems

Throughout our nation’s history, the development of infrastructure networks has

brought great advances in efficiency. The completion of the trans-continental rail-
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road in 1869 reduced the travel time between New York and San Francisco from ap-
proximately five months to approximately five days. Along with it came the comple-
tion of transcontinental telegraph service that ushered a new era in communications.
Over the last 100 years, there have been enormous achievements made in connect-
ing the United States both physically and informationally. Some of these include
transcontinental postal service, the public telephone network, modern air transporta-
tion, overnight delivery, the commercialization of the Internet, and wireless voice and
data services. Indeed, much of the economic and social life of this country is based
upon these infrastructures.

The success in these infrastructures has led to a critical dependence upon them.
In fact, our reliance on these infrastructures is so great that the systematic disruption
of any one of them can have catastrophic economic and social consequences. Despite
the obvious nature of this dependence, large-scale failures within these systems have
already happened, and there may even be good reason to believe that such failures

will continue to happen in the future.

1.1.1 Evidence of Large-Scale Failures

In the last decade alone, most of the aforementioned infrastructure systems have
experienced major disruptions of some form. Consider the following examples from

data communications, transportation, and electric power.

Failures in Data Networks

In February 2001, a switch malfunction within AT&T’s Asynchronous Transfer Mode
(ATM) data network led to the overloading of 7% of their switches and a disruption
to 5% of all virtual circuits within the network [87]. ATM is a technology that uses
virtual circuits to transmit data packets of information and achieves high bandwidth,
low delay performance for applications such as streaming media and video conferenc-
ing. The cause of the switch malfunction was attributed to a traffic aberration that
the switch experienced following a cut in a fiber optic line earlier in the day [38]. As

a result, the errant switch repeatedly sent out messages to its neighbors that net-
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work trunks were available and then unavailable, a situation known as “thrashing”.
The switch did this until it eventually overloaded its CPU and memory, when it ulti-
mately crashed. In response to this failure, other switches tried to reroute the traffic
but became overloaded as well. The incident disrupted the network for four hours
and affected an undisclosed number of customers, some of whom did not receive the
“all clear” message from AT&T until the next day [88].

AT&T also suffered a major disruption to its frame relay network in April 1998.
In contrast to ATM technology, frame relay is a packet-based technology used to
transmit bulk data, such as in backoffice business operations. This incident was
initiated by a bug in a software upgrade to one of AT&T’s Cisco switches [39]. The
software bug created a fault that generated a tremendous number of administrative
messages to the other switches. As a result, the network became overloaded and
stopped routing data for up to 26 hours. The incident affected 100% of AT&T’s then
6,600 customers (an estimated 45% of the total market) and seriously disrupted the
business operations of customers such as Wells Fargo Bank, Wal-Mart, and Unisys
Corporation [119, 102].

A similar incident affected MCI’s frame relay network in August 1999. Again,
the cause was a bug in a software upgrade (this time to a Lucent switch). In this
case, the incident affected only 30% of MCI’s frame relay network (the network was
partitioned), but the incident was not resolved for a total of ten days [25, 26, 116].
More than 3000 customers were affected, including America Online and the Chicago
Board of Trade, who lost more than 250 trading workstations in Paris, Toyko, London,
and at sites throughout the United States [96, 95, 51].

It is perhaps obvious that large-scale disruptions to data networks can have serious
economic consequences to businesses that rely upon them. Even so, it is worth noting
the magnitude of such events. While it is hard to estimate the impact of disruptions to
internal operations, such as were experienced in the aforementioned cases, there have
been estimates of the impact of downtime to externally facing business operations,
such as those used in e-commerce. According to a study published by Dataquest, the
range of costs associated with an hour of downtime varies from as low as $14,500 per

hour to more than $7 million per hour depending on the particular business sector [43].
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The Stratus Group! estimates that one minute of downtime at Federal Express costs
the company $1 million. At Visa, which averages approximately 5,000 transactions

per second, Stratus estimates the cost of downtime at $10 million per minute [40].

Union Pacific Service Crisis

From June 1997 to December 1998, the Union Pacific Railroad? experienced a severe
disruption in its ability to provide timely service to its shippers. Initially triggered
by a single derailment within a critical train yard outside of Houston, the disruption
was fueled by a number of complicating factors including extreme weather conditions,
unusual operating conditions among competing railroads, labor troubles, and polit-
ical conditions in Mexico. The net result was the buildup and eventual spread of
congestion from the Houston and Gulf Coast area to the Central Corridor (Kansas-
Nebraska-Wyoming) and eventually Southern California. During this time period the
economic impact to Union Pacific was tremendous. UPRR’s parent company, Union
Pacific Corporation, reported a swing in its income from continuing operations of
more than $430 million in FY 1997 to losses of more than $630 million in FY 1998
[1], and media reports estimated the losses to UP’s shippers at several billions of
dollars [122].

Electric Power Outages

In November 1965, an overcurrent relay on a single transmission line triggered a
major electric power outage throughout the Northeastern United States, including
New York City, and Canada. More than 30 million people were left without power
for up to 13 hours. The incident became known as the Great Northeast Blackout and
incurred losses of an estimated $100 million [36, 112].

During the summer of 1996, local faults on two separate occasions led to major

outages within the Western Systems Coordinating Council® portion of the national

IThe Stratus Group is a technology consulting firm, part of Stratus Technologies.

2Union Pacific is the largest of four cargo railroad transportation companies currently operating
in the United States.

3The WSCC is one of three major interconnet regions that partition the electric power grid of
the continental United States.
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power grid. On July 3 of that year, a tree fell onto a major power line in Idaho, causing
power failures across a 15-state area, including Canada and Mexico, and affecting
more than 2 million people [92]. Then, just weeks later on August 10, another incident
near the California-Oregon border led to wide-spread outage over a seven state area
and affecting more than 7.5 million people [113, 45]. The economic losses for this
second outage were estimated at more than $100 million to electricity producers and
more than $1 billion to consumers [24]. In both cases, record heat throughout the
West was a contributing factor, as the power grid was already operating near critical

load when the failures occurred.

2001 Baltimore Tunnel Accident

In July 2001, a train carrying industrial solvents and corrosive chemicals wrecked
inside the 1.7-mile Howard Street Tunnel below downtown Baltimore [81]. The train
caught fire and began issuing hazardous smoke into the Baltimore Harbor [97, 72].
The train was also carrying plywood and paper that provided ample fuel for the fire
that lasted for more than 5 days [15, 99, 98]. The wreck affected nearly all rail traffic
on the eastern seaboard, causing major delays and rerouting of trains [90]. However,
there were a number of other consequences. The accident cut through three major
fiber-optic lines for the East Coast that also ran through the tunnel (WorldCom Inc.’s
UUNet, Metromedia Fiber Network and PSINet Inc.) resulting in the worst internet
congestion in more than 3 years time [65, 49]. The wreck also caused a water main
break above the tunnel that flooded a major intersection within the downtown area
for more than 100 hours, shutting down all automobile and train traffic [70]. At the
time of the accident, the Baltimore Orioles, whose home field of Camden Yards is
directly above the tunnel, were in the middle of a doubleheader game. The stadium
had to be evacuated, and because all traffic out of the downtown area was shut down,
thousands were stranded without hotel space [108]. People who did find space in
hotels around the harbor couldn’t flush their toilets, and brown water ran from their
faucets. More than 1,200 downtown Baltimore Gas and Electric customers were left

without power, of which two nearby office towers were shutdown for several days.
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1.1.2 Similarities Among Infrastructures

The above incidents are examples of large-scale failures in infrastructure networks.
Each of the affected systems is very different—they have dissimilar structure on many
scales and are often based on entirely different physical principles. There is no reason
to believe a priori that their behavior should look anything alike. Yet, it is interesting
to note the qualitative (if not more substantial) similarities in the failure behavior

observed among all of them.

1. The initiating event for each incident is a seemingly minor, local disturbance.
There is no reason to suspect in advance that such a local event could have
systemwide consequences. Such disturbances are well within the design specifi-

cations for the system and are to be expected.

2. The large-scale nature of the incident is not because of a single point of failure
for the entire system. Instead, it is the connectivity within and between these
systems that allows the failure to propagate. That is, connectivity allows for

the possibility of a cascading failure.

3. The failure spreads quickly, before repairs can be made. In general, it is this

interaction of time scales that allows it to spread, as we will discuss later.

4. Once the large scale failure behavior has been initiated, it takes a life of its own.

Usually, fixing the initiating failure does not fix the larger scale problem.

From these similarities, we hypothesize that there is something in the common net-
work structure of these systems that contributes to the similarities in their failure

behavior.

1.1.3 A Common Information Infrastructure

All of the aforementioned infrastructure systems have “grown up” in a manner that
was largely independent of one another. However, with the growth of the Internet
and the advent of a common “information infrastructure”, there has been an ongoing

drive to increase the connectivity within and between these systems. The motivation
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for this ongoing drive is to leverage efficiencies between these systems. Although this
effort has been successful in realizing many of these new efficiencies for daily life, it
has come at a cost of greater overall system complexity.

Whether the former independence of these infrastructure systems was a historical
artifact or part of an intentional design is irrelevant. The point is that separation
between systems provides natural protective barriers between them, and the removal
of these barriers through their systematic interconnection may be cause for concern.
Indeed, many researchers and policy makers are questioning the extent to which the
perceived fragility for these systems is a direct consequence of their interconnected

nature.

1.1.4 Government Interest in Infrastructure Protection

Within the last several years, there has been growing interest by the federal gov-
ernment in the extent to which these national infrastructure systems are at risk to
large-scale failures. In particular, one of the key issues has been the extent to which
the interdependence between infrastructure systems makes them vulnerable to acci-

dents, failures, and attacks.

Presidential Commission on Critical Infrastructure Protection

One of the first and best known initiatives within the United States for the assess-
ment of large-scale vulnerability to interconnected infrastructures was the Presidential
Commission on Critical Infrastructure Protection (PCCIP)*. Based upon the premise
that national security is a shared responsibility, the PCCIP was a committee of experts
from private industry, academic research communities, and government agencies. In
their published report, submitted in October 1997, they concluded that while there is
no imminent danger of catastrophic failure, the evolving complexity of these systems

is creating an increasing number of threats [85]. The report also emphasized the

4The PCCIP was established in July 1996 by Presidential Executive Order 13010 and given a
charter to formulate a comprehensive national strategy for protecting national infrastructures from
physical and ”cyber” threats.
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growing research and development challenges associated with the design and control
of large-scale networked systems.

The PCCIP had a number of direct outcomes on the perspective of the federal
government toward infrastructure protection. Most notably, two new agencies were
created by Presidential Decision Directive 63 (PDD-63) to address specific needs
outlined by the PCCIP. PDD-63 established the National Infrastructure Protection
Center (NIPC) to within the FBI to serve as the “government’s focal point for threat
assessment, warning, investigation, and response for threats or attacks against our
critical infrastructures”.® In addition, PDD-63 established the Critical Infrastructure
Assurance Office (CIAO) within the Commerce Department as an inter-departmental
policy coordination agency.

The efforts of the PCCIP have also directly impacted academic and industry
research initiatives. In its final report, the PCCIP recognized a need for “improved
simulation and modeling capability to understand the effects of interconnected and
fully indepdendent infrastructures”.® In particular, during the formal workshops both
before and after the submission of the PCCIP report, there was a stated need for
better understanding of the causes and behavior of cascading failures [5]. Some of
these needs have started to be addressed through recent interdisciplinary research

initiatives targeted at the large-scale behavior of network systems [7, 69].

Aftermath of September 11, 2001

In the wake of the terrorist attacks on the United States on September 11, 2001,
there has been renewed attention on the protection of our national infrastructures.
Initiatives such as the creation of the Department of Homeland Security are evidence
of a fundamental change in the way we think about protection from terrorism—the
responsibility for protection has shifted from local policing to the authority of the fed-
eral government. As our national adversaries obtain greater sophistication, it is clear
that we must consider a range of possible threats. While protecting ourselves against

the use of weapons of mass destruction will remain a high priority, it is becoming

See NIPC web site, http://www.nipc.gov
6See [86], page 8.
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apparent that we must also protect ourselves against the intentional exploitation of

fragilities in our interconnected infrastructure systems.

1.2 Research Objectives

This research has been motivated by a desire to understand the extent to which the
network structure of these systems contributes to their vulnerability. This thesis is
meant to be a first step toward this broad, ambitious goal by achieving the following

objectives.

1. Frame the the large-scale failure and recovery behavior of infrastructure systems

as a problem in network dynamics.

2. Identify and model the issues of load sensitivity in network components. De-
velop an analytical framework that enables the quantitative and qualitative
understanding of how network components can fail from overloading. Estab-
lish control mechanisms that optimize component performance while guarding

against collapse.

3. Identify the issues of network connectivity and load sensitivity that lead to cas-
cading failures. Extend the single component model to address canonical forms

of network systems.

4. Identify and develop domain-specific applications for further study.

Throughout this this thesis, a number of reoccurring themes will emerge, including
the operating and design tradeoffs between efficiency and robustness, the use of global

versus local control, and the role of information for achieveing near-optimal solutions.

1.3 Outline for this Document

This thesis is organized in the following manner. Chapter 2 develops the methodolog-

ical perspective for this study based on ideas from network dynamics and problems
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in flow networks. In Chapter 3, we present the basic model for understanding the
behavior of a congestion-sensitive network component. We use a dynamical systems
approach to thinking about component behavior, and develop a qualitative under-
standing of congestion collapse. In Chapter 4, we assume complete predictability and
deterministic operation of the stand-alone network component in order to develop
policies for its optimal control. Then in Chapter 5 we extend this framework to in-
clude stochastic component behavior—that is, we consider cases when the inputs or
behavior of the system can only be characterized probabilistically. We characterize
the form of an optimal control policy for this uncertain case. In Chapter 6, we discuss
birth-death processes as a specific type of stochastic model that yields insight into
the behavior and optimal control of our system. In Chapter 7, we consider basic
models for network systems. We consider network systems comprised of components
in parallel, and show how such models appropriately represent certain types of load
balancing computer systems. We also examine systems comprised of components in
tandem, and we show how such models are appropriate for transportation systems
like the Union Pacific Sunset Route. We conclude in Chapter 8 with a summary of
our contributions and an outline of ongoing and future research initiatives in this

area.



Chapter 2
Methodological Background

Traditional concepts from the theory of networks provide a convenient foundation for
the study of network infrastructure behavior and the potential for cascading failures.
Even so, addressing the large-scale vulnerability of national infrastructure systems is
a daunting task. Each of the aforementioned systems (e.g. transportation, telecom-
munication, electric power) has a great deal of specialized structure that makes them
dissimilar at highly detailed levels of comparison. So while it is clear that most na-
tional infrastructure systems exhibit strong network characteristics, it is not clear a
priori that these characteristics have a decisive role in their vulnerability or robustness
to cascading failures.

The purpose of this chapter is twofold. First, we introduce more formally the
concept of cascading failures, and we review some of the previous efforts to understand
their behavior. Second, we show that these previous efforts have been incomplete,
since they have not addressed the large class of problems represented by network flow
models. As a result, we will show that there is a need for the development of an
analytical framework for the investigation of cascading failure behavior in network

flow systems.

11
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2.1 What is a Cascading Failure?

The notion of cascading behavior is a familiar one—one often thinks of a cascading
waterfall, or the domino effect. That is, an initial disturbance causes a local failure,
which leads to another failure, and then another, and so on. But what exactly is
a cascading failure, and what is required to model it? In order to investigate the
behavior of cascading failures, it is important to be precise in our definition. In

particular, we must do the following.

1. Define our network components and what it means for them to faul.

2. Describe the interdependence between components, as well as the mechanism by
which the failure of one component can lead to the failure of another. In general,
we assume that this mechanism is part of the normal interaction of components
within the system, so the cascading behavior is a natural by-product of this

interaction.

3. Characterize the large-scale behavior of the cascading phenomenon.

Any model for casacading failures should do these three things. Thus, a cascading
failure starts with an initiating event, and in most cases it does not matter whether
this event is the result of an accident, internal failure, or explicit attack. Notice also
that by this definition, a cascading failure is not any of the following: (1) a single
point of failure; (2) the occurrence of multiple, concurrent failures; or (3) a contagion
phenomenon, such as might be exhibited by a computer virus, that changes the
behavior of the system as it spreads.

In the next section we review some previous work in modeling cascading failure
behavior. Before doing so, however, it is worthwhile to frame cascading failures within

the broader context of network dynamics.

2.1.1 Network Dynamics

In this study of cascading failures, we are interested in the dynamic properties of
the network. But what does one mean by network dynamics? Network dynamics

generally means one of two things: (1) dynamics on networks, or (2) dynamics of
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networks.! In the context of dynamics on networks, one generally assumes that the
network topology is static, and the feature of interest is the behavior of the system on
top of that fixed topology. In contrast, when considering the dynamics of networks,
the topic of interest is how the network topology itself evolves over time.

Where do cascading failures fit in the context of network dynamics? Cascading
failures are a by-product of the interaction between dynamics on networks and dy-
namics of networks. If it is reasonable to take the perspective that the failure of a
network component is equivalent to its removal, then a component failure is a change
to its topology. However, a change in topology undoubtedly also affects the behavior
on top of that topology. If that modified behavior in turn leads to yet another com-
ponent failure (say, from overload), then the behavior on the network has affected its
topology as well. In the case where this process repeats itself again and again, we
say that a cascading failure has occurred. In this manner, a cascading failure can be
interpreted as a positive feedback loop between changes in the dynamics on and of

the network.?

2.2 Previous Work in Cascading Failures

The literature specifically focused on cascading failure behavior is rather sparse, and
most of the previous investigations have been limited to specific application domains.
Foremost among these is the electric power industry, where cascading failures have
been of great interest since the 1960s.® More recently, in the aftermath of the Western
Power Outages of 1996, there have been several directed efforts to gain insight into
the large-scale fragility of the electric power grid to cascading failures. For example,
the use of simulation models to investigate the swing-equation dynamics of electric

power systems has shown that the distribution of failure sizes is well-approximated

IThis distinction was previously made by Duncan Watts and Jim Crutchfield at the Santa Fe
Institute.

2 A complementary perspective can be taken for the process of network recovery and growth, where
it is possible for feedback to accelerate the process by which repaired or new nodes join the active
network topology.

3The Northeast Blackout of 1967 led to the formation of the North American Electric Reliability
Council (NERC), which is chartered with the overall prevention of cascading failures within the grid.
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by a power-law [47], a result that is consistent with the empirical data for outages in
the U.S. over the last 100 years [6]. A separate investigation has focused on pinpoint-
ing the most vulnerable locations in a real power system, determining appropriate
measures of vulnerability, and evaluating various solutions for economical protection
systems upgrades [125].

In the following sections, we review several past efforts to investigate real (and
theoretical) cascading failure behavior. Our focus in on the models proposed and the
results obtained, as these investigations will be the starting point for the development

for our own modeling framework.

2.2.1 A Binary-State Threshold Model

The simplest model for a network component is a binary representation, in which the
state of the component can have one of two discrete values. A simple model of this
type was used by Watts [126] to characterize cascading behavior in power grids and
the propagation of fads in social networks. This approach had been used previously
to model ’bandwagon effects’ in social behavior, particularly the collective behavior of
consumer demand (see [55] and references therein). In this modeling framework, the
binary state of a network node is affected only by the collective state of its immediate
neighbors. The specific relationship is given by a threshold function, which specifies
how many neighboring nodes need to be in a certain state to induce a node to be in

the same state.

e In the context of electric power grids, each node represents a piece of equipment
and a link between them represents the presence of a physical wired connection.
The binary state of a node represents its {normal, failed} state. The threshold
function represents the number of neighbors that need to fail before the node

fails.

e In the context of social networks, nodes represent individuals, links between
nodes represent social relationships between them, and the state of each node

represents some social choice, for example the choice between {Coke, Pepsi} for
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cola preference. The threshold function indicates the number of one’s friends

that must be of the other type before one will switch brand loyalty.

Using a mathematical framework from random graph theory and problems in perco-
lation, Watts focuses on developing measures for the probability that a cascade will
result from the change in value of a single node as well as measure for the expected
size of a cascade once it is triggered. His results show that cascades tend to be infre-
quent, yet large when they occur. Also, large cascades in these models are generally
hard to predict, a result that is consistent with previous results (again, see [55]) that
show the propensity of these types of models to chaotic dynamics.

While interesting from the theoretical perspective, this framework is of limited
practical value to the study of critical infrastructure systems. A primary reason
for this is that it is doubtful that real infrastructure systems are subject to the
same type of threshold mechanism except at perhaps a phenomenological level. In
addition, the nature of the mathematical results of this approach are derived from
an assumption that the network topology is consistent with that of a random graph.
Real infrastructure networks, like other highly engineered systems, do not satisfy
this assumption. Nonetheless, this framework successfully illustrates that cascading
failure behavior is possible even from simple interactions among network components,
and it supports the need for careful treatment of the qualitative and quantitative

aspects of complex network systems.

2.2.2 A Finite-State Probability Model

Another approach to modeling the behavior of an individual network component
is to consider a probabilistic representation, such as afforded by a Markov chain.
Using this perspective, the state of a component can vary among a finite number of
possible values, and the transition between these values is governed by the probability
of “jumping” from one value to another. This approach allows for a great deal of
modeling flexibility in terms of the number of states and the parameters affecting the
behavior which can be incorporated into the probabilities. It is possible to use this

type of model to consider systems of networked components, however the drawback
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of such an approach is that it requires complete specification of the probabilistic
interactions between states. Since the total complexity of the framework increases
as a product of the number of network components and the number of states per
network component, even systems of moderate size can become fairly unmanageable.

A novel framework called the Influence Model was introduced in the PhD disser-
tation by Asavathiratham [9] to represent the discrete-time dynamics of networked,
interacting Markov chains. By imposing certain constraints on the nature of the in-
teraction between network components, the method allows for tractable analysis of
large-scale network behavior. In particular, the model assumes that each node is rep-
resented by a Markov chain whose transition matrix is dynamically influenced by the
state of its neighbors. The nature of this influence for a given network node in a single
iteration of the method is as follows. According to a predetermined probability vec-
tor, either the node or one of its neighbors is chosen, and then the transition matrix
for the original node is influenced by the state of the node that was selected. Since
a node that influences itself behaves exactly as an isolated Markov chain, the Influ-
ence Model natually allows for the consideration of varying levels of interdependence
between network components.

The Influence Model has been used effectively to investigate a number of aspects
of cascading failure behavior. In a network of simple binary {Normal, Failed} com-
ponents, the model dynamics under certain parameters have shown that network
connectivity is two edged sword [10]. In particular, the presence of neighboring nodes
can be helpful (in that it allows failed nodes to recover more quickly), yet also harmful
(in that it may cause Normal nodes to fail more quickly). It is believed that similar
tradeoffs are present in electric power grids, where the load carried by electric com-
ponents depends on the availability of neighboring components, and overloading of
components can lead to failure. The Influence Model has been applied to networks of
homogeneous and nonhomogeneous network components [10], it has also been used
to examine the large-scale dynamics of network growth and failure in general complex
systems [105]. A recent case study of the Influence Model was used to investigate

the tradeoffs in policies for allocating resources for optimal maintenance and repair
of nodes [106].



2.2. PREVIOUS WORK IN CASCADING FAILURES 17

The challenge in the practical application of the Influence Model is identifying the
appropriate influences at work for real infrastructure systems. Again, the approach
gives up some flexibility in the type of interactions that it can represent in exchange
for greater analytical tractability. Nonetheless, it has been shown to be an effective,
yet general framework for answering questions about the nature of the global network

behavior that arises from spatial and temporal interactions among its components.

2.2.3 Other Related Work

Survivable Networks

Within the telecommunication and computer networking communities, significant
attention has been giving to the study of “survivable networks” or “fault-tolerant
networks” [2]. Generally speaking, the underlying assumption in this work is that
network failures occur indepedently of one another. Then the focus is to study the
likelihood and consquences of particular failure scenarios, with a goal of designing
networks that are protected for all likely scenarios. This work is very interesting
and has yielded many contributions to the resilience of computer and telecommuni-
cations networking technologies. However, it precludes by assumption the possibility

of cascading failures and is therefore of limited value for this study.

Vulnerability and Robustness of Complex Systems

Within the last decade, there has been tremendous interest from the scientific commu-
nity in understanding the large-scale vulnerability of complex systems. This interest
has been motivated by numerous observations that failure event sizes in natural and
engineered systems exhibit great variability—that is, the size and frequency of these
events can often be described in terms of power laws which indicate that catastrophic
events are likely to occur, albeit rarely.

Currently there are at least two possible explanations for the presence of these
large failure events. The first is called self-organized criticality (SOC) [14] and is a
product of the physics community. The focus of SOC is on the phase transitions

that occur between order and disorder in natural, random systems. SOC postulates



18 CHAPTER 2. METHODOLOGICAL BACKGROUND

that there is a direct relationship between the presence of these phase transitions and
overall system complexity. Using the methods of statistical mechanics, advocates of
SOC have demonstrated a tendency for many random systems to self-organize at these
critical thresholds, at which one can observe power-law behavior (for an example in
the context of forest fires, see [77]). This viewpoint has represented the conventional
perspective of the physics community over the last decade.

An alternative explanation, known as highly optimized tolerance (HOT) [30],
claims that the commonly-observed highly variable event sizes in systems optimized
by engineering design are the result of tradeoffs between yield, cost of resources, and
tolerance to risk. As a result, HOT systems are characterized by high performance,
highly structured internal complexity, apparently simple and robust external behav-
ior, and have the risk of hopefully rare but potentially catastrophic cascading failures
initiated by possibly quite small perturbations [31]. By emphasizing the importance
of design, structure, and optimization, the HOT concept provides a framework in
which robustness in complex systems is a constrained and limited quantity that must
be diligently managed. To date, the HOT concept has proven to be a powerful and
predictive theory for generating power law event sizes [130].

Several other approaches have proposed qualitative explanations for the presence
of large failure events. One such explanation is the concept of normal accidents [89]
and has evolved from the sociology domain. The notion of normal accidents says
qualitatively that systems with complex (nonlinear) interactions and tight coupling
are more apt to experience system-level failures that disrupt the ongoing ability of the
system to perform its intended task. The suggestion from this type of analysis is that
organizations or infrastructure systems whose failure can have catastrophic potential
(e.g. nuclear power plants, petrochemical manufacturing) should be abandoned or
restricted until such time as their design and management can be improved so as
to minimize this potential. Most of the other work on cascading failures has been
phenomenological, rather than technical—particularly in the public policy work on
protecting critical infrastructures [74, 85].

In all of the aforementioned theories, the general consensus is that there is a strong

association between the growing complexity in our large-scale systems and a growing
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vulnerability to catastrophic events.

2.2.4 A Need for Something More

While the aforementioned models for cascading failures provide a useful starting point,
they are of limited use for the investigation of critical infrastructure systems. Most
of the quantitative models have been developed specifically for application to electric
power systems. However, the physics of electricity dynamics are rather different than
the “physics” of other infrastructure systems. As a result, there is a need for an
alternative approach, particularly one that addresses the needs of transportation and
telecommunication systems. One promising approach for doing this comes from the

perspective of network flow models.

2.3 Network Flow Models

This section reviews some of the basics of network flow models and outlines a frame-
work for studying cascading failures in this context. In particular, we argue that
congestion is a primary mechanism by which cascading failures can occur in flow

networks.

2.3.1 Resource Allocation in Networks

Networks allow the sharing of distributed resources. Typically, these resources provide
services in the form of transport and processing. For example, the telephone network
enables the sharing of telephone circuits (providing transport of voice, data, and
control signals) and telephone switching equipment (providing call setup and route
processing). While it is prohibitively expensive for an individual to build her own
telephone lines to place her calls, the network allows her to share a collection of
circuits with millions of other users in a manner that reduces the overall cost.

In the context of a network, we often measure a resource in terms of its capacity
and its use in terms of the load that is placed upon it. By extension, a network has an

aggregate capacity and its total usage can be measured in terms of its aggregate load.
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Observe that this total load is distributed among the individual resources within the
network. In fact, many networking problems are concerned with finding a “good” dis-
tribution of load among the resources within the network. Thus, one can equivalently
think of load distribution or resource allocation.

In general, a network structure becomes increasingly cost efficient as sharing en-
ables higher utilization of expensive resources. Therefore, if minimizing the operating
cost of a network is of primary concern, the network manager is going to have in-
centive to maximize its utilization. In the absence of disruptions, such policies are
obvious. However, most real networks are susceptible to the occasional failure (loss)
of a resource. One strategy for handling the occasional loss of network resources is
to maintain some reserve capacity in the network, thereby allowing for redundancy.
The choice of optimal amount and distribution of reserve capacity will depend on the
operating policy of the network manager, the traffic characteristics of the network,

and her beliefs about potential failures.

2.3.2 Congestion in Networks

Most networks have a finite number of available resources. Often, this is the result of
high resource cost or resource scarcity. (As noted before, it is these properties that
motivate the sharing of resources via the network structure in the first place.) Recall
that the use of a resource is measured in terms of its load, and the maximum amount
of load that can be handled by a resource is its capacity. What happens when there is
more demand for a resource than capacity? The typical convention in network systems
is that a resource will accept load up to its capacity, then any additional demand will
either be blocked or forced to wait until the resource becomes available at some time
in the future. When this occurs, the resource is said to experience congestion. This
type of time-sharing means that critical resources are fully utilized under conditions
of congestion. Along these lines, the severity of congestion is typically measured
in terms of the quantity of load that is waiting. As a result of having a limited
number of finite capacity network resources, a key issue for networks is the extent to

which contention for these limited resources results in large-scale congestion within
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the system.

Congestion is a key challenge for network managers. When there is contention
for critical network resources, the performance of the entire network can seriously
deteriorate. The congested resources act as bottlenecks preventing other parts of the
network from being completely utilized. The deterioration of network performance
can occur even in the absence of failures in the network components themselves. This
phenomenon is simply the result of the combinatorial nature of resource dependence
in network structures, and a great deal of attention in the study of networks has been

devoted to understanding this aspect.

2.3.3 Hierarchy of Network Flow Models

In order to answer key operational and network management questions, engineers
and applied mathematicians have developed many types of network flow models.
Network flow models are sometimes called “stock-and-flow models” because they are
interested in a particular quantity (the stock) and its movement (the flow) through
the network. In this context, utilization of network resources comes in the form of
storage, processing, and transport. Network flow problems are a particular type of
resource allocation problem in which there is a notion of conservation of flow within
the network. That is, stock is neither created nor destroyed as it moves through
the network. Our convention in this study will be to refer simply to network flow
models or flow networks when speaking of this broad class of models. Flow network
modeling has been successfully used for many applications including transportation,
telecommunications, production planning, and inventory control.

There is a hierarchy of network flow models that has been used to investigate
phenomena at different levels of granularity.* Some of these models and their corre-

sponding uses are listed in the table below.

4This taxonomy has been adapted from that in [48].
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Model Granularity Quantity of Interest Model Type
coarse long-term averages static flow
1 time-dependent averages flow approximation
medium averages and variances | diffusion approximation
l probability distributions queueing
fine event sequences simulation

Table 1. Hierarchy of network flow models.

Often, models at different levels of granularity are associated with network manage-
ment decisions on different time scales. Generally speaking, decisions for operations
on short time scales, such as real-time processing and routing, are modeled using
fine granularity. Conversely, decisions for management on long time scales, such as

network capacity planning, are modeled using coarse granularity.

2.3.4 Failures in Flow Networks

While the relationship between congestion and large-scale network performance has
been a key issue in the study of flow networks, there has been no treatment of an
explicit relationship between congestion and failure in individual network components.
That is, while the performance of the network may degrade with congestion, the
individual components are generally assumed to continue to function properly.® In
this study, we will consider congestion-induced failure in network components, and
show that this mechanism is sufficient to induce cascading failures in flow network
systems.

Although cascading failures in flow networks have not received explicit treatment
within the aforementioned hierarchy of models, it should be intuitively clear that
large-scale network failure and recovery occur over medium time scales. That is, we
expect the spread of component failures from congestion to occur on time scales that
are longer than the movement of individual flows and shorter than the time scales

on which the network can be provisioned with additional resources. The point is

°In cases where the resulting performance degradation is severe, the appearance to the network
user may be that the system has indeed failed even in the absence of individual component failures.
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that failure and recovery sits in the middle of this model hierarchy, and we will use a
number of these models in the course of this investigation. These notions will become

clearer as we begin to build our model of cascading failures.

2.4 Cascading Failures in Flow Networks

We need to answer the following questions en route to the development of a framework
for cascading failures in network flow systems.
1. What is the mechanism that leads to the failure of a network flow component?
2. How does the failure of one component lead to the failure of another?
3. Under what conditions will failure actually spread?

The following sections provide an overview of the approach and set the stage for the

introduction of a quantitative model in the next chapter.

2.4.1 A Simple Model of Component Failure

We will assume that network nodes can fail as a result of overload. The details of
how this happens is the subject of the next chapter. In the meantime, it is sufficient

to characterize a component as being in one of the following states.

e normal—the component is uncongested and has spare capacity for additional
load

e congested—the component is overloaded and does not have any spare capacity,

performance may also be suffering

e failed—the component has ceased operating and will remain so in the absence

of repair

In the context of the finite-state models mentioned earlier in the chapter, we have
a simple model for the lifecycle of an isolated network component. The possible

transitions from one state to another is illustrated in Figure 2.1.
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> (Congested) —» [ Failed

\/

Figure 2.1: Simplified failure state machine.

2.4.2 Component Interdependence

In a network flow system, individual network components are inherently linked by
the flow conservation principle. The total system load must be distributed among
all components, and it cannot be reduced by changes in the operating policy. If a
component fails, its load must be redistributed among the other components. A key
challenge for network management is the manner in which load is distributed (and
redistributed) among the network resources. In the event that this (re)distribution
leads to additional overload in other parts of the network, then additional failures

may result.

2.4.3 Conditions for Failure Cascade

Cascading behavior starts with the failure of a single network component. In order
for the cascade to occur, however, the failure of must spread to another node before
the failed node can recover or is repaired. Consider the following simplified scenario.
When the single failure occurs, the network begins to redistribute the total system
load over the remaining components. At the same time, the failed component may
also begin the process of repair. If the repair happens quickly, it may be possible for
the network as a whole to return to its original allocation of load. If the repair takes
a relatively long time, then the network as a whole must find a different distribution
of load. If the new distribution results in other congested nodes, then other failures

are possible, and a cascade may result.
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2.5 Chapter Summary

By extending existing network flow models to include congestion-induced failure of
network components, it is possible to develop a comprehensive framework for the
study of cascading failures. As indicated above, a key challenge for network man-
agers is load allocation and redistribution among network resources in the presence
of a failure. As we develop our understanding of cascading failure behavior in flow
networks, our interest will be focused on issues of network operation, control, and de-
sign. Of particular interest will be the tradeoff between efficiency and robustness for
individual components and the network as a whole. Our objective will be to identify

and develop appropriate management policies that lead to desired performance.



Chapter 3

The Congestion-Sensitive Network

Element

The purpose of this chapter is to develop the basic model of the congestion-sensitive
network component. In this chapter, we will restrict our attention to models in which

all system dynamics and inputs are deterministic.

3.1 Basic Model

Consider an input-output system whose state is characterized in terms of its current
amount of work, denoted in continuous time as x(t). The behavior of this system is
relatively simple: work arrives, work is processed, and work departs. Mathematically,

the system evolves in continuous time according to the following equation.

Here, z(t) is the amount of work in the system at time t and A(t), D(t) are the
respective arrival, departure rates of work in the system at time t. We will denote
such a system a processing system or generically just a processor. The setup of the
system is illustrated in Figure 3.1 below.

Dynamical systems of this type have been studied for more than 50 years. Some-

26
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At) —_] x(t) [ — DO

Figure 3.1: Basic input-output processing system.

times, these systems are known as stock-and-flow systems [50]. Such input-output
systems have been used to model system behavior in production systems, population
dynamics, fluid flows, queueing behavior, and many other important phenomena in

economics and engineering [76, 34].

3.1.1 Workload Functions

The departure rate for a system of this type depends on the system state and system
time; that is it is of the form D(t) = w(x(t),t). The physical interpretation is
that the system output is a function of both the current work and the current time.
For the purposes of this study, we will restrict ourselves to stationary systems, so
D(t) = w(x(t)). We will call the function w a workload function. It relates the amount
of work (or load) in the system to its output rate. Although it is not required by the
mathematics, we generally assume that a workload function satisfies the condition
0 < w(x) < z for z > 0, which corresponds to a physical notion that the system
cannot output more work than it has. In such cases, clearly w(0) = 0.

Input-output processing systems can be characterized in terms of their workload
function. For example, if the workload function has a finite maximum, then we say
that the processor is capacitated, meaning that there is a finite limit to the amount of
work than can be processed per unit time. A common form of a capacitated workload
function is w(z) = min(x, K), where K represents the finite capacity of the system.
An example of a system with this form is the K-server queue, in which each server
processes work at unit rate. The corresponding workload function is is illustrated in
Figure 3.2.

To say that a workload function is capacitated or uncapacitated is an incomplete

characterization. Of equal (or greater) concern is the manner in which the output
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w(X)
K

Figure 3.2: The capacitated workload function w(z) = min(z, K).

rate changes with the amount of load on the system. If for any range of x, dw/dx < 0
we say that the processor is sensitive to congestion. For the purposes of this study, we
will consider workload functions that are quasiconcave in x. For univariate functions
w(z), this means that there exists a point z* such that when x < z* the function
w(z) is nondecreasing and when = > x* the function w(z) is nonincreasing.

Our particular interest is in processors that are susceptible to congestion collapse.
That is, we are interested in cases where the workload function has the limiting
behavior w(z) — @ > 0 as * — oo. Quite often, we can identify a finite state
M < oo for which w(M) = Q. We call M the collapse point of the system. In many
practical systems, M represents the point at which operator intervention is required
to return the system to normal operation. For example, consider the case of a busy
roadway or intersection in which police officers need to direct traffic out of a traffic
jam. An alternative example occurs in the context of a computer network whenever
a system administrator needs to reboot a computer server or other piece of data
communications equipment. In these cases where the collapse point M is known, we
are interested in the evolution of the system on the restricted state space [0, M]. If
at some time ¢t* > 0, we have z(t*) = M, then we say that the system has collapsed
at time t*.

Of particular interest for this investigation are the following three congestion-

sensitive workload functions.
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Workload Function 1

The first workload function of interest is defined by the following relationship.

wy () = ze

This function is continuous with continuous first derivative on the interval 2 > 0.
Observe that it satisfies our definition for a valid workload function (since xe < g

for x > 0 and i ze b = 0). Furthermore, the first derivative of this function is

wi(z) = z(=b)e™™ 4t

= e (1—bx).

The function attains a maximum when z* = 1/b and acheives a corresponding value
wy(z*) = 1/(eb). See Figure 3.3 for an illustration. Observe that when x < 1/b then

W, (X
1/(eb)

» X

b

Figure 3.3: Workload function w,(x) = ze=".

wi(z) > 0 and when x > 1/b then wj(z) < 0, so the function w; is a quasiconcave

function.

Workload Function 2

The second workload function of interest is defined as the following.

(2) = (1 — (x/M)P) 0<zx<M
= 0 x>M
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Observe that this function satisfies the conditions for a valid workload function. The

first derivative of this function is

, d 1
wy(z) = e {a: ~ pr]

= 1—(p+1) (%)p.

1

1/p
The function attains a maximum when x* = M (ﬁ) and acheives a corresponding

. 1 1/p n . 1/p )
value wq(2*) = M (ﬁ) [1 — m}. Clearly, when x < M (ﬁ) then wh(z) > 0

and when x > M <$> o then wi(z) < 0, so the function wsy is quasiconcave. The
point M is the finite collapse point of the system.

Note also that when p = 1 the function is a parabola, and it attains maximum at
x* = M/2 at value we(z*) = M /4. Now consider the limiting behavior of wq(z) as

p — 00. Since

it is easy to see that

Pt T (1 - (%)3 =2 (1—0y(x)) where &y(z) = { (1) i =M

and
Sz =M and M we(z¥) = M.

This limiting behavior is summarized in Figure 3.4 below.
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M /4T
p= s

» X
M

Figure 3.4: The limiting behavior of workload function we(x) as p — 0o.

Workload Function 3

The third workload function of interest is defined by the following relationship.

gx 0<z<a
ws(x) = c—§(r—a) a<z<a+b
0 r>a+b

This piecewise linear function is illustrated in Figure 3.5 below. The first derivative

of this function obviously is

< 0<z<a
wy(z) = ¢ —¢ a<z<a-+b
0 r>a+b

and the function attains a maximum at z* = a with value ws(z*) = ¢. Clearly, this
function is quasiconcave and has finite collapse point M = a + b. Provided that

c/a < 1, this function satisfies our conditions as a valid workload function, namely
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W;(X

c

: —p X
a a+b

Figure 3.5: Piecewise linear workload function ws(x).
ws(x) <z for all x > 0 and wsz(z) — 0 as x — oo.

Comments

These three functions are continuous and they all have the same basic unimodal shape,
however each provides distinct insights. The function w; is continuously differentiable
for the entire state space x > 0, and its shape has made it an attractive candidate for
modeling of many processes in computer science. This function has been of particular
utility in the analysis of random access network protocols [20, 100], most notably the
ALOHA and ethernet protocols for which the system throughput is modeled using
the functional form w(z) = G(z)e”%®. The parameterization of the function ws
makes it of great use in modeling a number of real-world processes. A number of
transportation systems can be modeled using variations of wy, and for the value p = 1
this function corresponds to the classic Greenshields model for transportation [84, 78].
However, the analysis of this function suffers because it is non-differentiable at the
collapse point M. The piecewise linear nature of the function ws allows for convenient
analysis within each of the intervals, but again suffers because of the discontinuity in
its derivative at interval boundaries.

Collectively, these functions provide a flexible framework for the study of congestion-
sensitive processors. Depending on the application under study, one of the above
functions may be more appropriate than the others. For the remainder of this study,
we will assume that all real-world processors of interest have workload functions that

are reasonably approximated by one of these three forms.
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3.1.2 Research Questions

The objective of the remainder of this chapter is to formalize these notions and to

provide mathematical insight into the following research questions.

1. What is the behavior of a congestion-sensitive system under arbitrary known
input?
2. Under what conditions will a system collapse? Or, what conditions will ensure

that the system does not collapse?
3. What forms of control need to be applied to prevent collapse?
4. What should be done to optimize the performance of such a system?

The remainder of this chapter is organized in the following manner. Next in Section
3.2, we provide a qualitative analysis of the workload function and develop some
basic intuition for the use of input rate control for managing system behavior. In
Section 3.3 we obtain specifc results for the behavior of uncontrolled systems. This
understanding is fundamental to the development of optimal control strategies in the

next two chapters.

3.2 Qualitative Analysis

Before proceeding with the formal analysis of systems with congestion-sensitive work-
load functions, it is worthwhile to provide a qualitative summary of their behavior.
There are two reasons for this. First, some of the the aforementioned research ques-
tions can be answered immediately using a straightforward qualitative approach. Sec-
ond, this qualitative analysis will help to motivate our interest in its study and provide

insight into the tensions and tradeoffs inherent in these systems.

3.2.1 Constant Input

Consider the steady state behavior of a processor under constant input rate A\. Again,
we assume that the processor has a workload function consistent with the unimodal

shape described previously. While a thorough treatment of the equilibria and stability
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of systems under constant input will be treated later, there is tremendous insight that
is immediate. Specifically, this insight can be obtained by simultaneously plotting the
workload w(z) and arrival rate A(z) = A (in this form to indicate that the arrival
rate does not change with the state of the system) and examining their intersection
points. Again, let * be the point at which w(x) is maximized (i. e. w(z*) > w(z)
for x > 0).

The first observation is that if A > w(z*) then the system is unstable—the constant
arrival rate is always greater than the amount of work that can be handled by the
processor. We therefore consider the case where 0 < A < w(z*). Given the unimodal
nature of the workload function, it should be apparent that there will be two points of
intersection, x1 and x5, satisfying the general relationship 0 < z; < 2* < x5. We can
gain additional insight by considering the overall behavior of the system for different
values of z. Specifically, for 0 < x < z1, we observe that w(z) < \ so x is increasing
in that interval. Similarly, for x; < x < x2, w(x) > A so x is decreasing. Finally, for
T > T, w(x) < A so xis increasing. Figure 3.6 illustrates this analysis. We therefore
conclude that z; is a stable equilibrium point and x5 is an unstable equilibrium point.

We summarize this system behavior as follows. For a constant input intensity
A < w(z*), if the initial system state x(0) satisfies 0 < 2 < x9 then the system will
evolve to x1. However, if 2(0) > x5 then x will grow without bound and the system

will collapse.

Sable Unstable
b "
W(X)A equilibrium equilibrium
\ / Congestion
A -~ — collapse
«
X1 X2

Figure 3.6: Congestion-sensitive system under constant input rate.
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3.2.2 Operating Regimes

This preliminary analysis has implications for the operation of congestion-sensitive
processing systems. Consider the case of an operator who has the ability to select the

input level A. From the previous analysis, it should be clear that

e there is a maximum allowable constant input rate, and

e whether or not a given input level leads to good (stable) behavior or bad (un-

stable) behavior depends on the current system state x.

In other words, the operator must choose an operating policy that depends on the
current state of the system. One natural characterization of system state is to consider

the following intervals (or zones) illustrated in Figure 3.7.

Caution
W(x) A ZSa fe Zone Danger
one Zone
1 < <
— —
X v X — X

Figure 3.7: Operating zones.

e Safe Zone, 0 < x < z*. In this interval the system is uncongested. Increases in
the input level result in increases in the overall system output rate. The system
is stable to most perturbations in system state and tends to return to the stable
equilibrium point ;.

o Caution Zone, x* < x < x5. In this interval, the system is slightly congested.
Additional increases in the input level result in decreases in the overall system
output rate. The system tends toward the stable equilibrium point x;, however
large perturbations that take the system above the unstable equilibrium point

x5 will result in unstable behavior.
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e Danger Zone, x > x5. The system is severely congested, and increases in
the overall input rate will dramatically reduce the overall system output rate.
Furthermore, the system is unstable and will tend to the point of overall system

collapse without a reduction in the input rate.

Based on this preliminary analysis, it is reasonable to believe that input rate control
may be an effective means of manging the overall behavior of the system. Specifically,
for cases when the system state is beyond the unstable equilibrium (x > z5), the only
way for recovery to occur is to severely restrict the input rate. Such strategy works
because changing the input rate also changes the equilibrium points. For example, a
change in the input rate from A to )\ results in a change in the equilibrium points

from 27 and x5 to z and 2. Figure 3.8 illustrates this below.

W(X) A Current
Sate

/

A
v
A

] 4— — v
X1 X X" Xy

Figure 3.8: System recovery via input rate reduction.

3.2.3 Efficiency vs. Robustness

There is another caveat to the use of input rate control in this system. Consider a
system under constant input rate A < w(z*) and operating near the stable equilibrium
point x;. Now, assume the objective of the system operator is to maximize the
efficiency of the system. It should be clear that the current operating point z = x;
is inefficient, since the system has additional output capacity. If the system operator
decides to increase the input level to X’ > A what happens? The stable equilibrium

point increases from x; to 2 and the system output rate increases. However, there
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is another effect of this change. Recall that if the system state is perturbed such
that x > x9, then without a corresponding change in the input rate the system
becomes unstable. Thus, for a system operating about the stable equilibrium point
x1, the distance xy — x1 can be thought of as the safety margin—it represents the
maximum perturbation that can be absorbed by the system without losing stability.
For example, define ¢(\) to be the safety margin, and observe that ¢(\) \, 0 as
A/ w(x*). Thus, an increase in the input rate results in a decrease in the safety
margin. If the size of the safety margin is a measure of system robustness, then it is
clear that the price for increased efficiency is a loss of robustness. Figure 3.9 illustrates
this tradeoff.

Current New
Sate Safety Sate Safet_y
W(X) o .M, W(X) o Mﬂg' :
A!
A
Xq X5 > X X’i X', > X
Less Efficiency Less Robustness

Figure 3.9: Increasing input rate to raise efficiency results in a loss of robustness.

The qualitative analysis presented here provides a great deal of insight into the
behavior of congestion-sensitive systems under constant input. Furthermore, it illu-
minates some of the tradeoffs and tensions inherent to an operator who has the ability
to set the input rate. However, in many real world applications a system operator
will not be able to select this rate but must deal with a stream of external arrivals. In
general, the arrival patterns for this incoming work may be irregular, and the opera-
tor may have limited ability to control the system under this input. Understanding
the overall system behavior in the presence of arbitrary arrivals is the subject of the

next section.
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3.3 Uncontrolled System Behavior

Consider a congestion sensitive input-output system that does not use input control.
This type of system according to the relation

dx

— =A(t) —w(x

= A1)~ w()
where w(x) is the workload function and A(¢) is the arrival stream. This uncontrolled
system will evolve deterministically as a function of its initial state 2(0) and the arrival

stream {A(t),t > 0}. Given a particular workload function, we would like to answer

the following questions.
1. For which input streams is an exact solution x(t) available?

2. As a step toward input control, consider the ability to accept or reject the
entire arrival sequence {A(t),t > 0}. We call the sequence A(t) admissible if it
does not result in congestion collapse; that is, if z(t) < M for all t > 0 under
input A(t). The relevant question then becomes can we obtain conditions on

admissibility of input streams?

3.3.1 General Solution

Under the assumption that w(z) exhibits the type of congestion sensitivity described
previously and A(t) is arbitrary, we have a system described by a nonlinear first order

ordinary differential equation of the form
P(z,t)dt + Q(z,t)dx = 0

where P(x,t) = w(z) — A(t) and Q(z,t) = 1. Using the standard approaches for
integration, we observe that an equation of this type is solved exactly by a function
R(z,t) = k (for an arbitray constant k) if

OR(z,t)

OR(z,
# = P(x,t) and 0 Q(z,1).
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This is true if and only if 0P/0x = 0Q)/0t. In our case, 0P/0x = w'(x) and 0Q /0t = 0
so this equation is not exact. However, its relatively simple form may allow for the

identification of an integrating factor p(z,t) so that the equation
) {P(a,)dt + Q(a, t)d} = 0

is exact. Thus, we require

0 [

5y W ) {w(z) =AY = o [u(z.t))
M(xat)w/(ﬂf)ﬂLW{w(x) —A@)} = a“g”t’t)

Thus, we can find the general integrating factor by solving this nonlinear, first-order
partial differential equation. In general, this task is quite difficult, and we must look

at specific arrival and workload functions for convenient structure.

3.3.2 Solution for Piecewise Constant Input

In cases where one can reasonably assume input to be piecewise constant, then the
solution is simplified. For any constant input value A, the system is governed by the

ordinary differential equation (ODE)

2—? =\ —w(x).

This equation is separable, and can be solved by integrating both sides.

[5=a=]

The extent to which this approach is convenient depends on the form of the workload

function.
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3.3.3 Solution for Workload Function 1

Recall that under this workload function the dynamical system of interest evolves

according to

dr_ A(t) — ze™™

dt
for z(t) > 0. Alhtough this workload function has the nicest shape from a modeling
perspective, this ODE is the least tractable. In particular, consider the seemingly
simple case of zero input (A(t) = 0). Under this assumption, the ODE simplifies

greatly to

ebz

— dr = —dt
x
which can be solved by integrating both sides. However, the integral of the LHS has

a power series solution of the form

e br  1(bx)> 1 (bx)?
Codr =1 2 -
P T S P SRS
=1 (bx)’
= logz + -
;J J!

Unfortunately, this form does not lend itself nicely to an analtyical solution for x(t).
However, it is possible that other variations of this functional form might yield to

simplified analysis. For example, all functions with the more general form

will exhibit the same qualitative shape of w; (x). While it is possible that a convenient
functional form might be obtained during the normal course of modeling a specific
application, it is beyond the scope of this study to exhaustively explore and analyze

all possible functions.



3.3. UNCONTROLLED SYSTEM BEHAVIOR 41

3.3.4 Solution for Workload Function 2

Recall that under this workload function the dynamical system of interest evolves

=40 - (- (57))

on the interval 0 <z < M. This system can be rewritten in the more familiar form

{m (1 - (%)p) - A(t)} dt + dz = 0.

However, the general solution to this ODE is also difficult to solve. Fortunately, there

according to

is much that can be said about the behavior of the system for particular values of
A(t) or p.

Zero Input Case

When A(t) = 0, the ODE simplifies greatly to

i (-G

and can be solved explicitly. With initial condition x(0) = z, we obtain the following.

l’oM
(ah+ (M7 — afyer) "

x(t) =

Observe that in the case where p = 1, this is the familar form of logistic decay.

ZL‘QM
xo+ (M — zg)et

w(t) =

Quadratic Case (p = 1)

It is perhaps not surprising that additional analysis is possible when the system is
quadratic in  (when p = 1). Before proceeding with this analysis below, we remark

that it is convenient to rescale the system by letting y = x/M. Then, substituting
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x = My and dz/dt = Mdy/dt, we obtain

dy 1
S A =y (1 =P
= (t) —y(1—=19")

where 0 < y < 1. It should be clear that this form is equivalent to our original
system. We therefore restrict the subsequent discussion of this system to be defined

by y. This system can be analyzed for constant input A(t).

Dynamics Under Constant Input

Note that when p = 1 the function is a parabola, and in the rescaled system the
workload function attains maximum at y* = 1/2 with value wy(y*) = 1/4. Let A
represent the rate of constant input, rescaled so that a value A = 1 corresponds to
the maximum feasible arrival rate. Specifically, for p = 1 and a constant arrival rate
for the original system of A(t) = k, then A = k/M and the system evolves according
to

where the state space is restricted to 0 <y < 1 and 0 < XA <1 correspond to feasible
arrival rates.

It should be clear that A > 1 corresponds to arrival rates that are greater than the
maximum achievable output rate of the system, so the system is unstable whenever
A > 1. Next, we discuss the equilibria and stability of this system under a constant
arrival intensity A, where 0 < A < 1. Equilibrium occurs whenever dy/dt = 0, that
is, when

A 2
Z_ =0
1 yty

which corresponds to the fixed points y* = % + %\/1 -\
One approach to calculate the stability of this system is to linearize around the
fixed points and inspect the first derivative of the linearized system. However, from

our previous analysis we already concluded that

*

o Y = % — %\/1 — ) is a stable equilibrium point, and
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o ys = % + %\/1 — A is an unstable equilibrium point.

Furthermore, recall that we defined the safety margin as the distance between the
equilibrium points and that this safety margin was a function of the arrival rate.
Thus, define ¢(\) to be the safety margin, and observe that for p = 1 it has functional
form ¢()\) = /1T — X. These relationships are illustrated in Figure 3.10 below.

w(y) 4

14 ]
A -

>

A
v

1-/

Figure 3.10: Equilibrium points and safety margin for the normalized parabolic work-
load function ws.

In order to obtain relationships that describe the exact dynamics of this system
under constant input, we must consider three cases. In all cases, we only consider

dynamics of the state variable on the interval 0 < y < 1 with initial state y(0) = yo.
Casel.0< <1

gy = BTN =5+ 5vI- D (s _L/TTN) VR
(yo—%—i-%vl—)\)—(yo—%_% 11— eVi-At

Observe that when A = 0 this reduces to the previously discussed logistic decay

—_
|
>
—
—~
<
(=)
|
N |—

function.

Yo
t) =
y(t) xo+ (1 —yo)et

Case 2. A\=1
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Case 3. A > 1

1
+ =

1 1 a1
y(t) = §m tan lim t + tan—l (%_2) 2

WI-2X

The derivation of these relationships is rather tedious and therefore omitted here.

Input Admissibility

Recall that our interest is in knowing whether or not a particular input stream is
admissible. In the case when p = 1 under constant input A(t) = A\, we know that
the unstable equilibrium point occurs at y5 = % + %m Thus, if the system is
currently at point y > 1/2 an input rate is admissible if it satisfies A < y(1 —y?). Of
course, if y < 1/2, then we require only that A < 1.

3.3.5 Solution for Workload Function 3

Recall the piecewise linear form of this workload function.

fl:n 0<z<a
wy(x) = ¢—§(x—a) a<r<a-+b
0 r>a+b

The advantage of this function is that the behavior of the system within each interval
is linear and can be analyzed completely. The drawback is that one must keep track
of how the system switches between one interval and another. For the time being, we

consider behavior of the system within each interval.

Behavior on 0 <z <gq

In this region of state space, the system is governed by

dx c
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which for z(ty) = x¢ is solved by the following system trajectory.

t
B(t) = g e /N0 | e/ / A(r) e/ dr

to

For constant input rate A(t) = A this further simplifies to the following.

2t = A+ [mo _4 A} e (c/a)(t—to)
C

Behavioron a <z <a-+b
In this region of state space, the system is governed by

dx_

g—A(t)—c—i—— (x —a)

b

which for x(ty) = ¢ is solved by a similar system trajectory.

t
x(t) = a+b+ (xg—a—0b) el&Vit) 4 e(c/b)t/ A(r) e” V7 dr

to

For constant input rate A(t) = A this further simplifies to the following.

b b
r(t) = a+b—- A+ {xo—a—b—l—— )\} ele/b)(t=to)
c c

Constant Input

The preceeding analysis can be clearly understood if we examine the particular case

when A(t) = A. Consider the equilibrium points for the system.

e For z € [0,a], dz/dt =0 when X — (¢/a)x* = 0. So we have z} = (a/c)\.
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e For z € [a,a + V], dz/dt = 0 when A — ¢ + (¢/b)(z* —a) = 0. So we have
x5 =a+b— (b/c)A\.

Recall that z7] is a stable equilibrium point and 3 is an unstable equilibrium point.

This function is illustrated in Figure 3.11 below.
Ws(x)A
c+

A

T ; T a+:b » X

@c)h  at+b-(blo)a

Figure 3.11: Equilibrium points for piecewise linear workload function ws(x) under
constant input.

Now, using our previously derived results we observe that for A(t) = A the system

evolves on the interval [0, a] according to this equation.
c c

Observe that the first term of this expression is the equilibrium point xj, and the

second term represents the distance away from the equilibrium. Observe that this

distance decreases exponentially in time, consistent with our notion of its stability.
Similarly, on the interval [a,a + b] the system evolves according to the following

equation.
b b\ elermi—to)
z(t) = a+b—-A+|(zp—a—b+-X]e 0
c c

Again, the first term is the equilibrium point and the second term is the distance
away from it. Observe that here, this distance increases in time, consistent with our

notion of the instability around x3.
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Input Function Admissibility

To ascertain whether or not a particular input sequence A(t) is admissible, we need

to answer two questions.

1. If z(tp) € [ 0,a], when and under what conditions will the sytem reach z(t) = a

and cross into the interval [a, a + b]?
2. If z(t) € [a,a+ b] what guarantees that the system will not reach z(t) = a+ b?

We address these question below.

Hitting Time to z(t) = a

Assume that the system starts at z(ty) = zo € (0,a). Let t* be defined as the first time

the system reaches x(t*) = a. We know that the time t* satisfies this relationship.

t*
2(t*) = o e ) 4 o=(c/ar / Ar) e/ dr

to
t*

0 = e/t [xoe(C/a)to n / A7) e(c/awdT]
to

This equation can be solved for ¢t* for any given function A(t) that is integrable. The
condition that ¢* < co means that the system will enter the interval [a, a + b] under

input A(t). Again, if we assume that A(t) = A (a constant) then we obtain

a a—*%
S | —(c/a)to c )
=]

Note that if A < ¢ then t* = co.

Admissibility for a <z <a+0b

The condition for admissibility is that z(t) < a + b for all ¢ > 0. Assume that the
system starts at z(ty) = xo € (a,a+b). Admissibility requires that the following hold
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for all values t > 0.

t
(20 — a — b) el/Mt0) 4 e(c/b)t/ A(r) e “M7dr < 0

to

This simplifies to the following.

t
/ A(T) e O dr < (a+b—x) e~ (/0o

to

Again, assuming A(t) = A\, we have the requirement that

Collectively, the above workload functions provide a reasonable family of congestion-
sensitive behaviors that may be of use in modeling real input-output systems. While
their analysis is not always convenient, they share the same basic qualitative behavior.
Depending on the domain-specific application under study, it may be worthwhile to

pursue further the type of analysis presented here.

3.4 Chapter Summary

In this chapter, we have developed a simple deterministic model for a congestion-
sensitive input-output system. We have shown that a key to understanding the be-
havior is the shape of the workload function. Using qualitative and quantitative
analysis, we have developed a basic understanding of the response of the system to
varying levels of input, and we have characterized the behavior when the system ex-
periences congestion collapse. We developed conditions under which arrival sequences
can be admitted without modification. For cases in which an arrival sequence is not
admissible, we identified input control as a primary means by which overall system
behavior can be managed. In the next chapter, we will continue in this direction
and develop adaptive measures based on input control to achieve optimal system

performance.



Chapter 4

Deterministic Models

4.1 Optimal Control for Deterministic Input

Our previous analyses for the qualitative and quantitative behavior assumed that
system input was constant, and moreover that the system operator could choose this
constant level of input. For most real systems, however, it is more likely that the
input stream A(t) is exogenous and time varying. A system operator may be limited
in her ability to control the arrivals to the system.

In this section, we consider the case of an external arrival stream A(t) that is
deterministically known in advance by the operator. In general, we assume that the
input stream A(t) is piecewise continuous. In addition, we assume that the system
operator can influence the behavior of the system by choosing from a set of admissible
controls. Following the convention in [110, 19], we define an admissible control u(t)
to be a piecewise continuous function on [0, 7] satisfying u(t) € U(t). Here, we define
U(t) = [0, A(t)] such that u(t) represents the instantaneous rate of admitted arrivals
to the system, subject to the condition 0 < u(t) < A(t). Depending on the context,
other control rules may also reasonable.! In applying this type of control, we assume

that all restricted arrivals are lost to the system. The system evolves according to

'For example, one could define the control as restricting the proportional input to the system.
To do so, one would define U(t) = [0,1], and then the system would evolve accoring to ‘fi—f =

u(t)A(t) — w(x).

49
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the simplified dynamics
dr

= =

where 0 < wu(t) < A(t). Again, we assume that u(t) is piecewise continuous and

u(t) — w(z)

therefore admissible.

There are several system objectives that may be of interest depending on the
application. Generally speaking, two primary quantities of interest for processing
systems are delay and throughput, and it will be on the latter that we will focus.
Specifically, we will consider maximizing the output rate w(x(t)) over a finite time

horizon T'. The deterministic optimal control problem is given as follows

0<ultyLA() Jimo w(x(t))dt
st (1) = u(t) — w(x(t))

z(0) and {A(t),t € [0,T]} given

where 2(t) = dx/dt. In words, the challenge is to choose the optimal input rate u*(t)
that maximizes the output rate of work over the finite time interval [0, 7]. In general,
we may be interested in maximizing some other function of system output, denoted
R(x) = r(w(z)), in which case the objective function changes accordingly.

The above formulation is not completely rigorous. Since the control function
u(t) can have discontinuous jumps, the system trajectory will not be differentiable
everywhere. This condition will be exacerbated if the workload function w is not
continuously differentiable with respect to z. A more appropriate formulation would
assert that the state of the system at any time t is given by the following integral

condition

x(t) = x(0) +/0 (u(t) — w(z(t))) dt.

Unfortunately, a more rigorous treatment of this issue is beyond the scope of this

thesis.
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4.1.1 Direct Approach

If we can solve the ODE #(t) = u(t) — w(x(t)) (with boundary condition x(0) = x
and subject to 0 < u(t) < A(t)) for a solution x(t) = f(zo, u(t)), then we can reduce

the previous formulation to an optimization problem of a single variable, namely

max ftio w (f (o, u(?))) -

0<u(t)<A(t)

There are many well established methods for solving this type of nonlinear optimiza-
tion. Unfortunately, we know that analytic solutions to the ODE for workload func-
tions wy (z) and wy(x) are difficult, and even the complete solution to the ODE with
workload function ws(z) is inconvenient (since we must keep track of the switching

between the two linear regions). As a result, we seek other more general approaches.

4.1.2 Necessary Conditions

Under the assumption that the control u(t) is piecewise continuous and the system
trajectory x(t) is twice continuously differentiable (see [19] or Appendix C of [110]), we
know by the Maximum Principle that the optimal control trajectory {u*(t),¢ € [0, 7]}

must satisfy the condition

u'(t) = arg ur(rg)ang(t)H(x (t), u(t),¥(t))

where x*(t) is the optimal system trajectory, H(x,u,~) is the Hamiltonian given by

H(z,u,y) = w(z)+9" [u—w(z)
= w(z) —yw(x) + yu

and () is the solution to the adjoint equation

V() = —Hy(x(t),u(t), (1))
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with terminal condition v(7T) = 0. Here, we use the notation H, = 0H/0xr and
w, = dw/0z. Since the optimal control trajectory must maximize the Hamiltonian,

it is clear that u*(¢) must satisfy the following relationship.

Observe that the optimal control variable u*(t) is unspecified whenever v(¢) = 0. The

complete solution is obtained by simultaneously solving the following equations.

) = {A(t) A1) >0
0 v(t) <0

z*(0) = =z

WT) = 0

Again, R, = OR/0x, and z*(t) represents the optimal trajectory of the system. The
general analytic solution to this problem is difficult. However, the above system
of equations can be approximated by an appropriate discrete version. Specifically,
approximate dz/dt by

Az z(t+ At) — z(t))

At At

and approximate dv/dt by

Ay A(t+ A1) = (1)
At At
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Then, the above system of equations is represented as

r(t+At) = x(t) + [ u(t) —w(z(t)) | At
Y+ AL = () + [y(Owe(x(t) — Re(x(t)) ] AL
Alt t) >0
oo {0
z(0) = x
W(T) =0

Given an initial value x(0) = x¢, this system of equations can be solved numerically
by selecting the value of v(0) that results in v(7') = 0. However, there is a better ap-

proach for attaining a numerical solution based on ideas from dynamic programming.

4.1.3 Numerical Solution via DP

The above problem can be solved using a dynamic programming approach. Let V (z, )
equal the value of the optimal cost-to-go function for the system at state x at time ¢.
Consider a discrete version of the system in which the system moves by an amount

Ax in time At. The system evolves according to
Az = [u(t) —w(z)] At

and the available control is subject to the constraint 0 < u(t) < A(t). The optimal

cost-to-go function then satisfies

V(z,t) = max{w(x)At +V(z+ Azt + At)}
=, max {w(z)At + V(z + [ut) — w(z)|At,t + At)}

= w(z)At+ max ){V(a: + [u(t) — w(x)]At, t + At)}

0<u(t)<A(t
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with terminal condition V(z,7) = 0. We will use the DP algorithm to solve this
finite-horizon problem by iterating recursively backwards to obtain the solution for
V' (x,0). However, before proceeding with the dynamic programming algorithm to
solve this discrete version of the optimal control problem, it is worth noting that
our formulation naturally leads to a nonlinear partial differential equation (PDE).
By taking partial derivatives of the above expression with respect to ¢ we obtain the

following relationship

ov ov
2 = w(x) o (A(t) —w(z)) 1(0V/0x > 0)
_08_‘; (w(x)) I(0V/0x < 0)

where I(-) is the indicator function. This is the Hamilton-Jacobi-Bellman (HJB)
Equation. 1t is a PDE that states conditions that must be satisfied by the optimal
value function for all z,¢. Note that the switching boundary 0V/0x = 0 effectively

decouples the system dynamics into two simplified regions.

151% oV oV

a0 7 T vl g (Al —wl)
oV oV oV
R LGl il O

If we can solve the PDE for each region for the corresponding V' (x,t) then we know
when 0V/0x > 0 and 9V /0x < 0, which gives the optimal control.

Discrete Time System

Consider the case where the time interval [0, T is broken into N subintervals of length
At = T/N. Let the system evolve in discrete time with steps indexed by n € [0, N].
Here, we will maintain the convention of counting “up” from an initial period 0 up
to a final period N. Let x, be the state of the system in period n. Similarly, let

A,, denote the arrivals for period n, and let u,, be the the input control for period n,
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subject to the constraint 0 < u,, < A,. Thus, the system evolves according to
Tpi1 = Tp — w(xy,) + uy

Define J,(z) = V(x,n) to be the discrete value of the optimal cost-to-go function
when the system is in state x in period n. Starting with the system in a terminal
state xy, we can solve the dynamic program recursively backwards to obtain the

following.

JN(SL'N) = U)(&?N)

In_1(xno1) = w(ry_1) + max In(en_1 —w(ey_1) +un_1)
0<uny_1<AN_1

At each time step, we choose the input control so as to maximize a function that
combines the system output in the next step and the optimal system trajectory beyond
the next step. If we cared only about maximizing system output in the next step,
we could restrict attention to the workload function w(z). Since this function is
maximized at z* (defined such that w(z*) > w(x),Vz), all we would need to do is to
choose an input that gets the system as close as possible to the optimal output level.
In the absence of constraints on wuy, this would mean u} = z* — x; + w(zy) for all
periods k € [0, N]. However, this is not possible in general, since 0 < uy < Aj. It
should therefore be clear that the following holds in time period N — 1.

*

. { 0 Ty —w(ry_g) > x*

min(z* —xy_1 +w(xy_1), An_1) ry_1 —w(xy_y) <z

Clearly, the optimal control in period k£ will depend both on the current state xy

and the future arrivals {Ay1, Akyo, ... }. The general relationship for our backward
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recursive solution to the discrete dynamic program is the following.

Jk<l‘k) = w(xk) + OSIBkaSXAk Jk+1 (xk-&-l)

= wlo) +  gmax, {w(x'”ﬁ T o Jk”(xk”)}

= w(zg) + og%lkagXAk {w(mkﬂ) + OSu;illaéxAk+1 [w(:ckH) + ...

-+  max [w(xN_l)Jr max w(acN)]...H

0<un_2<AN_2 0<un_1<AN_1

= w(wg) + . max [w(xqu) + w(xpyo) + -+ w(ey_1) + w(xN)}
0<un-1<AN_1

The solution to the original problem is Jy(xp). The optimal control vector u* =

{ug,ui, ..., uy_,} is a function of zy and the arrival sequence {Ao, Ay,..., An_1}.

Example: Optimal Control For Arbitrary Input

This type of optimal control problem is best illustrated by an example, such as is
depicted in Figure 4.1. We are given a system with piecewise linear workload function
of type ws with parameters a = 1.5, b = 1.5, and ¢ = 0.2 (Figure 4.1a). This system
lives within the interval z € [0,3]. The system maximizes its output rate when
x = 1.5 and achieves a maximum output rate of 0.2. Assume the system starts
empty 2(0) = 0 and time evolves in discrete increments of At = 0.1. The system
receives an arbitrary input sequence A(t) with the following characteristics (Figure
4.1b). In each time interval either a single unit of work arrives or no work arrives.
This arrival sequence is generated by a random process in which an arrival occurs in
each time period with probability p = 0.25, so we expect the average arrival rate to
be 0.25. Observe that the average arrival rate is greater than the maximum output
rate of the system, so admission control is required to maintain stability. We assume
that admission control in each period is constrained to admit all or nothing, that is
u(t) € {0,1}. We assume that the arrival sequence is known in advance and that

we are interested in maximizing the throughput of a congestion-sensitive system over
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Figure 4.1: Ezample of deterministic optimal control solution from DP. (a) The piece-
wise linear workload function w(z). (b) The arbitrary input sequence A(t). (c) The
optimal system trajectory z(t). (d) The optimal control sequence u(t).

finite time horizon T' = 20.

We can use the DP algorithm outlined in the previous section to solve this problem.
The solution is given by the optimal system trajectory (Figure 4.1c¢) which results
from the optimal control sequence (Figure 4.1d). We observe a few qualitative features
of this solution. First, since the system starts empty the optimal control is to admit
all arrivals until a point at which x(¢) > z* and the system experiences congestion.
After that, control is used to maintain the system near the optimal operating point
x*. Furthermore, the system becomes most congested just prior to the time interval

t € [12,15] during which there are few arrivals.
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From a preliminary inspection of the optimal trajectory, we speculate that the
optimal system trajectory is one in which the system moves to its optimal operating
point x* as quickly as possible and then remains near there for all operating time.
Furthermore, there appear to be two primary forces that affect the ability of the
system to remain at the optimal operating point. The first is congestion, resulting
from too much inventory at a given point in time. The second is starvation, resulting
from too little inventory at a given point in time. Here we are interested in the tradeoff
between congestion and starvation in overall system dynamics. We further explore

these ideas below.

4.2 Tradeoff: Congestion vs. Starvation

We have demonstrated previously that input control is effective at preventing situ-
ations in which there are too many arrivals. By blocking excess arrivals, congestion
can be avoided. Unfortunately, input control can do little to avoid cases in which
there are too few arrivals, a situation known as starvation. However, if periods of
starvation can be anticipated, it might be possible to choose an input policy that
compensates for upcoming starvation by admitting more input than would otherwise

be optimal. To explore this tradeoff, we consider the following canonical example.

4.2.1 The Case of On-Off-On Arrivals

Recall the dynamics of the system under the piecewise linear function

gx 0<z<a
ws(x) = c—5(r—a) a<zx<a+bd
0 z>a-+b
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and assume that we are interested in solving the aforementioned deterministic opti-

mization problem

m(a)x fio w(z(t))dt
u(t -

s.t. (t) = u(t) — w(x(t))
0 <u(t) < A(t),t €[0,T]
z(0) and {A(t),t € [0,T]} given

Now, consider the case where the system starts at the optimal operating point z(0) =

x* = a and the arrival stream has the following form.

A 0<t<ty
A(t): 0 t1 <t <ty
t> 1o

Here X is a constant satisfying A > w(z*) = ¢. In words, there is a constant input
stream that shuts off at time ¢; and then turns on again at time t,. We call this input
stream an “on-off-on” arrival sequence. Let 73 = t; —t; denote the length of the “off”

interval for which there are no arrivals.

Research Question What is the optimal system trajectory for a system under this
input stream?
System Dynamics and Output for 0 < z(t) < a

Recall, that we know the exact evolution of the system within both intervals. In
particular, when the system starts at x(to) = zo € [0, a] and remains in this interval

under constant input rate A(t) = A the system evolves according to
2(t) = LA+ [xo ¢ A} o~ (c/a)t—to)
& C

We are also interested in the system output during this period. Let J[tg,t] be the

contribution to the objective function during the interval [t,t]. From the above
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dynamics, we have the following relationship.

Jto, t] = /w(:c(s))ds

to

t - -
- E/ (E At zo— & A 6—(C/a)(5—to)> ds
a Jy, i c

cr a 1 [t
- )\(t — to) + — Ty — — )\ / 6_(C/a)(8_t0)d3

a L c to

cT a 7 a
= At —to) +— |29 — — A (__> ~(c/a)t—to) _ 1

( 0) + a -'/EO C i cC (6 )
= At—t) — [xo _a A] (e /—t0) 1)
C

System Dynamics and Output for a < z(t) < a+1b

Similarly, for starting point x(ty) = xo € [a,a + b] and under constant input rate

A(t) = A the system evolves within the interval according to

z(t) = a—i—b—é)\+ |:$0_a/—b+l—) /\] ole/b)(t—to)
¢ c
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The corresponding output during this interval is the following.

Jto,t] = /w(x(s))ds

t
—E/ (a+b——)\+[3:0_a_b+ )\} C/bsto))ds
b Ji,
= (e+ -2 +b—b)\ (t — to)
-\ e\ c 0)
¢ b c/bst)
— |zo—a—b+- A 0
b c

= /\<t_t0)—g{$o—a—b—|—g)\:|b((C/btto) 1)

b
= A(t—to)—{o—a—m )\}( (e/b)(t=to) _ 1)

4.2.2 Baseline Trajectory

As a baseline for comparison, consider the following operating policy for a system

starting at x(0) = 2* and subject to the arrival stream described above.
e During the interval 0 < ¢ < ¢; when A(t) = A, maintain x(t) = =* by admitting
u(t) = w(x*).
e During the interval ¢; < t < t; when A(t) = 0, as the system continues to
process output, the system state z(¢) will decrease to a level z* — x.

e For ¢ >ty when A(t) = A, choose an input rate that returns the system to the
optimal operating point x(t) = x* as quickly as possible and then maintains

that optimal operating point for all time.

— Choose u(t) = A for an amount of time 75 until the system returns to the

optimal operating point at time t3 =ty = 7.
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— For t > t3 choose u(t) = w(z*).

We can compute the exact trajectory and system output that results from this policy.

Behavior for t < t;

Trajectory As previously discussed, this is simply z(t) = z* = a.

Throughput Over the interval ¢ € [0, ¢1] the total throughput is J[0, t1] = w(z*)t; =

Ctl.

Behavior for ¢; <t <t,

Trajectory Starting with z(¢;) = 2* and with A(t) = 0 for ¢t € [t;,t), we can

compute
x(ty) = e (¢/a)(tz—t1)
= — 2 (1 - ef(c/a)(tgftl))
= 2" — X9

where 7o, = z* (1 — e’(c/“)(w’tl)). Observe that 0 < 7y < 2* = a. Specifically, as

(to —t1) — 0 then 25 — 0 and as (t; — 1) — oo then 29 — z* = a.

*

Throughput Starting with z(t;) = z*, we can compute the throughput in the

interval [ty,t5).

J(tl,tQ) = ¥ [1 _ e*(c/a)(t27t1):|
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Behavior for t > ¢,

Trajectory Starting at xz(t3) = x* — x5 and with A(t) = X for t > ty, we can

compute

x(t) = N L | P C D)
c c

for t > t5. And from this it is clear that the system returns to the optimal operating

point after an amount of time 79, where x(ty + 72) = z*.

wtatm) = S A+ [:1;* _gy—2 )\] o (e/a)(t2tma—t2)
¢ c
= g A+ |:Q?* S — g )\] ef(c/a)(‘rg)
c c
o) TN
‘ TF— Ty — S A
_ a4y [ 2t =2\
Ty = - n e — % \
a [ f— )\
= _— ln C
c _x*e—(C/a)(tz—h) _ % )\}
[ _2
= —g 1n C
c e—(c/a)(ta—t1) _ %

Throughput Starting with z(ty) = 2* — x5 and for t € [ta, {5+ 72), we can compute

the corresponding contribution to throughput.
J(tQ,tQ + Tg) = A Ty — [I* — L9 — g /\] [6_(C/a)T2 — 1}
c
— ATy — <x _a A) i [x*e—(c/axtz—tl) _a A]
c

C
= A -t (1— e (Cat)

= )\TQ—ZEQ
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¢ A(t) | u(t) x(t)
0<t<ty A | w(z®) x*
t<t <ty 0 0 ——T—
t= tg A A T — )
ty <t <ty+m A A % \ -+ [x* — Xy — % )\] o—(c/a)(t—t2)
t=t3=to+m | A |w(z) x*
t>to+ 1 A w(x®) x*

Table 4.1: System under baseline trajectory.

Summary

The system behavior under this baseline trajectory is summarized in Table 4.1 and

in Figure 4.2 below. System output over the various time intervals is

J[O,tl] = Ctl,
J[tth] = 9,
J[tg,t2+7'2] = )\7'2—1’2.

The total throughput of the system is therefore as follows.

J[O,t2+7'2] = J[O,tl]+J[t1,t2]+J[t2,t2+Tz]
= ct1+ A1

— 221 L
T A et _ A

C

We define the normalized throughput of the system as

J[O,tg—l—’rg] . Ct1+)\T2

to + 7o to + To
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Figure 4.2: System under baseline trajectory.
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4.2.3 Modified Trajectory

Now consider a modified operating policy. Again, we assume that the system begins

operation at z(0) = z* and is subject to the same “on-off-on” arrival stream.

e During the interval 0 < t < t; < t; when A(f) = A, maintain z(¢) = z* by
admitting u(t) = w(x*).

e During the interval ¢y <t < t; when A(t) = A, choose an input rate u(t) = A
so as to accrue an extra z; inventory [so that z(¢;) = 2* + x1]. Note that the
length of the interval 7 = t; — ¢y is defined by the amount of extra inventory

11 to accrue.

e During the interval ¢; < t < ty when A(t) = 0, as the system continues to

process output, the system state x(t) will decrease to a level z* — z.

e For t >ty when A(t) = A, choose an input rate that returns the system to the
optimal operating point x(t) = x* as quickly as possible and then maintains

that optimal operating point for all time.

— Choose u(t) = A for an amount of time 7» until the system returns to the
optimal operating point at time t3 =ty = 7.
— For t > t3 choose u(t) = w(z*).

Again, we can compute the exact trajectory that results from this policy as well as
the total throughput for the system. It should be clear that the baseline trajectory
is a special case of this strategy for which x; = 0. In fact, the value x; parameterizes

the entire problem.

Behavior for t < ¢,

*

Trajectory As previously discussed, this is simply z(t) = z* = a.

Throughput Total throughput in this interval is J[0, ty] = w(z*)ty = cty.
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Behavior for ty <t < t;

Trajectory Behavior in this interval is governed by
b b
r+x; = a+b—- A+ |:1'* —a—0b+ - /\:| @(C/b)(tl—to)
¢ c

which yields the following relationship for .

et _ TLTbE A
—b+2 A
b Ty + b(A — 1)
ti—tg = - In|—5c—~
b ¢ b(% -1)
b T, + b(A — 1)
ty = t1—- In|—5c—~
0 e . b(% -1)

Define T0 — tl — to. ThIlS, t() = tl — T0-
Throughput Total throughput in this interval is as follows.

b
Jlto,t1] = At —to) — {x —a—b+t- )\] (ele/Mtr=to) 1)

b Cht
— )\TO—{—)\—b} noote A
C —b+z)\

b b
= ATQ—[Il—b+—A]+|:—A—b]

1 c
= ATo— 1

Behavior for t; <t <ty

Trajectory Since the system is now starting with x(¢;) = x*+x; its dynamics under
A(t) = 0 for t € [ty, 1) are more complicated. Specifically, consider two subintervals.
First let [t1,%; + 7) be the time interval in which the system evolves from z* + x; to
x*. Then, let [t; + 7, 5] be the time interval in which the system evolves from z* to

x* — xo. The system is governed by different dynamics on each subinterval.
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During ¢ € [t1,t; 4+ 7] the system evolves according to the familiar equation.
x(t) = a+b+ 2" +x —a— b/
Since z(t, + 7) = =* = a, we can solve for 7.

Tt = a+b—[z"+x —a— b/

c/b)7 b
b— T

A—bln b
7__c b—x

Note that we assume that 7 < 7;. This implies a relationship for x;.

é In b <
c b—x1 E
b

b— T
r < b(l- e_(c/b)ﬁ)

< eletm

During ¢ € [ty + T, t2] the system evolves according to the given equation.

At the point t = t5, the system is at

_ g e—(c/a)(tQ—tl) e(c/a)%

but note that

plefayt . lefa)(b/e) n(b/(b-1))

—  (b/a)In(b/(b—z1))

-]
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S0 we have

b b/a
w(ty) = a* e” @Ity (b—xl)

b b/a
= gt — " |1 — e Altmt) ]y
b— I

= 25— 29

b/a
where z, = z* |1 — e~ (¢/a)(t2=t1) |y (b_bm) } . Again, observe that 0 < 2, < 2*.

Throughput Again, we consider the subintervals [t;,t; + 7) and [t; + 7,t2) sep-
arately. Starting with z(t,) = 2* + x; and for ¢ € [t1,t; + 7), we can compute

J(ty,t1 + 7).

J(tl,tl‘{—’]ﬁ) = _g [x*_}_xl_a_b]g(e(c/b)’f'_l)
b
[ xl] (b—l’l )

Starting with x(t; + 7) = z* and for ¢t € [t; + 7, t2), we can compute J(t; + 7,t2).

J(t+7,ty) = z* [1 — 6—(c/a)(t2—(t1++))}

b b/a
= m* 1 — e_(c/a)(t2_t1) ln
b— T

= :L‘Z

Collectively, we have the following.

J(tl,tg) - J(tl,tl +7A') + J(tl + f',tg)

= T+ 2
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Behavior for t > ¢,

This case is exactly the same as for the baseline case, except that the starting point

x(ty) = x* — x4 is now different. The relevant equations are as follows.

Trajectory For ¢t > ¢, the system evolves according to

x(t) = g A+ [x* - 2 )\] e*(C/a)(t—tQ).
¢ c

*

Throughput Starting with z(t3) = 2* — x2 system output in the interval ¢ €
[tg,tQ + 7'2) is

J(t27t2+7—2> = )\T2—$2
where
al x*—%)\
= — In|l—c
2 c TF =Ty — S A

and in this case

b b/a
et —xy = afe (@27t |y .
b— T

Summary

We similarly summarize the behavior of this modified trajectory in Table 4.2.

System output over the various time intervals is

J[0,t0] = cto

= c(ty — 1),
Jlto, t1] = X719 — 11,
J[t1,ts] = w1 + 2o,

J[tg,tz —|-7'2] = )\ T — T9,
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b A(t) | u(t) x(t)
0<t<ty A | w(x®) r*
to <t<t A A x*
=1t 0 0 5+ 1
th<t<ti+7 0 0 r*e—(c/a)(t—t1)
th+7<t<ty 0 0 e~ (c/a)(t—t1)
t= t2 A A A To
tao <t<ty+m A A a4+ [x* — 2y — % )\} o—(c/a)(t—t2)
t:tg—i‘Tz:tg A w(x*) x*
t>t; A w(xY) x*

Table 4.2: System under modfied trajectory.

so the total throughput of the system is

J[O,tg -+ 7'2] = J[O,to] + J[to,tl] + J[tl,tg] + J[tz,tg + Tg]
= C<t1—70)+)\70+)\T2

where

j=p)

T, = —— In

b/a
¢ pm(efa)t—t) 1y (b b ) e

—T1

o>

Observe that the system output for the modified system reduces to the baseline case
whenever z; = 0. A graphical comparison of the system controls, trajectories and

outputs under the modified and the baseline policies is presented in Figure 4.3.

As before, the normalized throughput of the system is given as follows.

J0,ty + 1) ety —10) + Mo+ T2)

t2—|—7'2 t2+7’2
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Figure 4.3: Comparison of baseline and modified policies.
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4.2.4 Optimal Policy

It is now clear that the entire behavior of the system under the modified policy is
parameterized by the amount of excess inventory x; to have on hand at time ¢; when
the system input is shut off. Other critical parameters of the problem are the arrival
rate A and the duration of the “off” interval 7, as well as the parameters of the
workload function a, b, and c.

We have thus defined an optimization problem in a single variable.? Specifically,
let J(z1) be the value of the normalized system throughput.

~ t — A
i = =)+ At

Our objective is to select the optimal value of x; so as to maximize the normalized
throughput

max J ()
0<a1 <b

where parameters 7y, 7 are defined as

T = - In
c

T A
oA
Rl

A
a 1—2

n
b/a
c o—(c/a)(t—t1) | (b b > ey

—T1

Let J(x;) be equal to the value of the objective function for a given value of ;.
It is possible to plot the shape of the function J (x1). For example, consider the case
where a = b=c=1, A =2, t; =1 and t = 2. Then the function j(xl) has the
following shape for values 0 < z; < b (1 — e~ (/Y7 = 0.632.

In this case, we observe that the function is maximized at 27 = 0.366 and achieves
value J(z7) = 0.856.

2We note that a rigorous proof is needed to assert that the true optimization problem over all
possible control functions can be reduced to an optimization of a single variable. Unfortunately,
such a proof is beyond the scope of this thesis.
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Figure 4.4: System throughput as function of excess inventory x;.

Validation with DP

In this section we have solved for the optimal trajectory of a congestion sensitive
system in the presence of a canonical “on-off” input sequence by formulating an
alternative optimization problem which can be solved analytically. However, this same
problem can be solved by the deterministic DP algorithm. If our analysis is correct,
the two solutions should be in agreement. We take a simple example as appropriate
evidence. Specifically, consider the previous case where a =b=c=1, A=2,t; =1
and t, = 2. For this problem, we showed by analysis that the objective function .J (1)
was solved with value 27 = 0.366. Corresponding to this solution is an optimal system
trajectory x*(t). In Figure 4.5, we compare this optimal trajectory to the trajectory
obtained by deterministic DP. Although there are some minor discrepancies between
the two (most likely caused by discretization of the problem in the DP), we conclude

that these solutions are in close agreement.

4.2.5 Sensitivity Analysis

The analytical solution to the simple on-off arrival sequence provides a convenient
framework for investigating the sensitivity of the optimal input control. In particular,

we would like to gain insight into the following questions.
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Comparison of x(t) = Analysis Deter-DP

0'4 L B B A O R

ST RN L TN . 2P L TN .

t

Figure 4.5: Trajectory Comparison. The deterministic DP algorithm finds nearly the
same solution predicted by our analysis for the canonical on-off input.

1. What is the effect the shape of the workload function on the optimal amount

of excess inventory =77

2. What is the effect of the magnitude and duration of the starvation period on

the optimal amount of excess inventory zj?

We consider each of these questions briefly.

Workload Sensitivity

Recall that the shape of the workload function is given by the parameters a, b, c. Recall
that these parameters partition the system state space [0, a + b] into two regions: an
uncongested region given by [0,al], and a congested region given by [a,a + b]. The
system workload function is maximized when x = a at value w(a) = ¢. As already
discussed, when the system is at a point = x * 4+x1, the system throughput is
¢ — (¢/b)(x — a) Similarly, when the system is at a point z = z* — x5, the system
throughput is ¢ — (¢/a)(a — x). In this manner, the ratio a/b is a measure of the
relative expense of having too little work versus too much work in the system. When
a/b < 1 then the throughput penalty for too little work is less than the penalty for
too much, and vice versa for a/b > 1.

As discussed previously, we would like to know much excess work z; to have on

hand at the start of a starvation period of duration 7;. Recall that we must have
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Figure 4.6: Sensitivity to Starvation Duration. As duration of starvation period
increases, so does the optimal amount of relative excess 7 /b, independently of the
relative shape of the workload function.

0 < x; < b. Thus, 27/b represents the relative excess that should be accumulated
prior to a starvation period. Figure 4.6a plots the optimal relative excess x3/b as a
function of the ratio a/b for starvation lengths 7 = 0.5,1,2,4,8. It is interesting to
observe that the this value is fairly insensitive to changes in the ratio a/b and seems
to depend wholly on the value of 7. This relationship is confirmed in Figure 4.6b
where plot the optimal relative excess as a function of 7.

Another important feature of the workload function is its maximum processing
capacity, represented by the parameter c. It seems likely that changes in ¢ may have
a dramatic effect on the form of the optimal control. Consider the ratio (a + b)/c,
which is a measure of the relative buffering capacity versus processing capacity of the
system. When a + b is large, the system can hold a large amount of work (although
it may process it slowly). When c is large, the system can process a large amount of
work per unit time. The role of the parameter c is illustrated in Figure 4.7. Again,
we consider the relative amount of optimal excess x}/b as our measure of interest.
In Figure 4.7a, we see that the optimal excess is sensitive to the ratio (a + b)/c but

insensitive to the ratio a/b (as shown before). In Figure 4.7b, we see the functional
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Figure 4.7: Sensitivity to Throughput Capacity. As the maximum processing speed
of the system increases, the optimal amount of relative excess 27 /b decreases. This
relationship is independent of the relative shape of the workload function.

role of the parameter c. Specifically, when c is relatively large ((a + b)/c is relatively
small), the optimal control is to take on a large amount of excess in anticipation of
a starvation event. This makes sense since the system can process this excess work
more quickly during the same starvation interval. Conversely, when c is relatively
small ((a+b)/c is relatively large), the optimal control is to take on very little excess
in anticipation of a starvation event. In this case, the system is unable to process this
excess work quickly during the starvation period.

From this analysis, we conclude that the two most important factors in determin-
ing the amount of excess work to take in the anticipation of a starvation event are
the the duration of the starvation and the relative speed at which the system can
process work. Other factors, such as the relative shape of the workload function are

less important.

4.3 Chapter Summary

In this chapter, we developed optimal control policies for arrival sequences that are
known in advance. We showed that the tradeoff between congestion and starvation is

a fundamental tradeoff that must be understood for managers whose objective is to
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maximize system throughput. We used both analytical and numerical approaches for
determining the optimal control for particular arrival sequences, and we investigated

the sensitivity of these control policies to key system and input parameters.



Chapter 5

Stochastic Models

The models of the previous chapter provide a basic understanding of the system
dynamics and management tradeoffs for the congestion-sensitive system when future
arrivals are known in advance and system processing is deterministic. For most real
applications, however, system behavior is rarely known with such certainty. Often,
the system inputs are not known in advance, and system processing is often subject
to disruptions. In the language of our previous continuous-time model, we need to

consider input-output systems that evolve according to

#(t) = At) —w(=z(t),£(1))

where the arrival sequence A(t) is unknown and processing is subject to an unknown
disturbance £(t). When faced with systems of this type, can we use admission control
to manage system behavior, and if so, what form should this control take? In this
chapter we extend our previous results to address systems that operate under uncer-
tainty. We observe that while the same tradeoff between congestion and starvation

holds in the stochastic case, the functional form of the optimal policy is different.

79
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5.1 Stochastic Models in Discrete-Time

Consider a discrete-time input-output system where X; denotes the state of the system

at time . Let the system evolve according to
Xip1 =Xy — Dy + Ay

where A;, D; represent the respective number of system arrivals and departures in
period t. This discrete model is equivalent to the version presented in the previous
chapter when At = 1. We can simplify the model even further by restricting the
system to live within a discrete state space S = {0,1,2,...}. We therefore require
here that A;, D, € {0,1,2,...} with D; < X;. Thus, we have a system where work
arrives and departs in discrete units.

We can make this model stochastic by explicitly incorporating the uncertainty
associated with system arrivals and departures. Here, we treat A, and D, as ran-
dom variables on which we define the appropriate probability mass functions. Let
Py, (k) = P{A; = k} and Pp,(k) = P{D; = k}. Consider a particular case when
E[Dy] = w(X;), where w is the workload function described in detail previously.
Then for a congestion-sensitive workload function, we have E[D;] — Q as X; — o0,
and we expect that the system will exhibit the same congestion-sensitive behavior
demonstrated in its deterministic counterpart. Furthermore, a stochastic system of

this type will exhibit the same instability and be susceptible to congestion collapse.

5.1.1 Example: single server queue

Consider now a particular instance of the model described above. Assume that in
each period a single arrival occurs independently with probability p (no arrival with
probability 1—p). That is, Ag, A1, As, ... are independent and identically distributed
Bernoulli random variables with success probability p. Furthermore, assume that the
in each period when the system is in state x a single departure occurs with probability
. (no departure with probability 1—¢,).! We require that 0 < ¢, < 1 for all z > 0 and

go = 0 (no departures from an empty system). The resulting system can be modeled

IFor the sake of simplicity, we have restricted Ay, D; € {0, 1}, however, this need not be the case.
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as a discrete time Markov chain (DTMC) with following transition probabilities.

P{Xi1=1X, =0} = p
P{Xt+1 = 0|Xt = 0} = 1 —p

and for 7 > 0

P{X;nn=i+1X, =1} = p(l1—gq)
P{Xppn=i-1Xy =i} = (1-pg
P{Xt+1 = i|Xt = Z} = pg;+ (1 - p)(l - Qi)

This system is a reasonable model for a discrete-time queueing system, where the
value X is the number of customers (jobs, work, etc.) in the system, and in each
time period there is at most a single arrival or departure. A diagram of possible state

transitions is illustrated in Figure 5.1.

P P(l-ay) PGy p(1-gy)

000

1-p pg,+(1-p)(1-q,) pa,+(1-p)(1-a,) pas+(1-p)(1-0;)

Figure 5.1: DTMC model for single-server queue.

Observe that the expected number of arrivals and departures per period depends
on the current system state. Based on this setup, A(z) = E[A;|X; = 2] = p and
D(z) = E[Dy|X; = 2] = q,. Furthermore, E[A, — D;|X; = 2] = p — ¢, is the expected
drift of the system.

Suppose that the departure probabilities take the particular form ¢, = 3;ze=%* for
some values (31, 5 > 0, with 5 chosen such that 0 < ¢, <1 for all x € {0,1,2,...}.
A concurrent plot of expected arrival and departure rates as a function of system state
shows a familiar picture, illustrated in Figure 5.2, for which our qualitative analysis
suggests system instability. Although the stochastic nature of the system will allow
the system to explore all values in the state space S, the system drift will tend to

push the system toward the point 27 and away from the point 3. Furthermore, the
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—e—E[Dt | Xt =x] —=— E[At | Xt = X]

* *

X1 X2 X
Figure 5.2: Fxpected arrival and departure probabilities as a function of system state.

system is inherently unstable: the system will reach the unstable equilibrium point
x in finite time, after which the system is expected to grow without bound. In other
words, this system is inherently unstable and will collapse in finite time. We will show
this rigorously in what follows. In the meantime, we consider admission control as
an approach to stabilizing the overall behavior of the system. Again, we use dynamic

programming.

5.2 DP and Markovian Decisions

Consider a scenario in which during each interval a system operator can decide
whether or not to admit any arrival. Assume that blocked arrivals are lost to the
system. If the system operator wishes to maximize the throughput of the system,
what form should the admission policy take?

Consider a finite stage dynamic program of the following form. Let J,, () represent
the expected value of the objective function when the system is in state x with n

periods remaining® and the optimal admission policy is used. Let A,(x) and D, (z)

2The deterministic dynamic program of the last chapter has an equivalent formulation in which
the periods are indexed in decreasing order. For the remainder of this thesis, we will maintain this
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be random variables representing the number of arrivals and departures that occur

when there are n periods to go. Based on this setup, we have the following.

Jo(z) = E{Do(z)} = ¢x
Jo(x) = E{Dy(z)} + max [E{J,_1(x — Dy(x))},
(1 =p)E{Jn-1(z — Dp(2))} +p E{J-1(z — Dy(x) + 1)}]

where

E’{Jnfl(:lj - Dn(x))} = qun,1($ - 1) + (1 - qg:)t]nfl(x)
E{Jpa(z = Dp(2) + 1)} = qdua(2) + (1 = o) Jna(z + 1)

Thus, our control rule chooses among the better expected cost-to-go with n—1 periods
for the case of an admitted arrival and a blocked arrival. The value of the optimal
cost-to-go function with n periods to go is equal to the expected number of depatures
in that period plus the better optimal cost-to-go with n — 1 periods remaining.

Observe that the n-stage objective function can be rewritten as follows.

Jn(x) = E{Dnp(z)}+ E{Jp-1(z — Dn(z))} +
p-max|[0, E{J, 1(x — Dy(x) + 1)} — E{J,_1(x — D,(2))}]

The term E{J,_1(z — D,(z) + 1)} — E{J,_1(x — D,(x))} is equal to the expected
marginal improvement in next period’s objective from admitting an additional job
when there are n periods remaining. So we will choose to block an incoming arrival

whenever

E{Jp-1(z — Dn(z) + 1)}
GoIn-1(2) + (1 — qo) Jn_1 (2 +

1
(1= q0) (Ju-1(z + 1) = Jpa(2) G (Jn-1(2) = Jp-a1(z = 1))
Jn—1(x+1) = Jpa (2 0
In—1(z) = Jpo1(x — 1) 1— g,
provided that J,_1(z) — J,—1(z — 1) # 0 and ¢, # 1. When ¢, = 1, we block an

arrival whenever J,_;(x) < J,_1(x — 1). This says that whether or not we choose

E{Jn1(z — Dy())}
Gudn-1(z — 1) + (1 — qz) Ju-1(2)

NN AN A

convention of a decreasing index.
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to block an incoming arrival can be interpreted in terms of the ratio between the
marginal increase to the objective for the next arrival and the marginal increase to
the objective for the last arrival. In particular, whenever this ratio is less than the
relative likelihood of a departure in the next period, we will choose to block the
arrival.

What does this ratio tell us about the form of the optimal value function? Since the
departure probabilities ¢, are quasiconcave on S ={0,1,2,...}, we know that there
exists an x* such that ¢, is nondecreasing whenever x < x* and ¢, is nonincreasing
whenever x > x*. It then follows that the ratio ¢,/(1 — ¢,) is nonincreasing when
xr > x*. It seems reasonable therefore that under appropriate conditions on the
objective functions J,(x) that there will exist some finite value of x above which it is

never optimal to admit additional arrivals.

5.3 Form of Optimal Control Policy

Based on the quasiconcavity of the the departure probabilities ¢,, we have speculated
that the optimal input control can be understood in terms of an admission threshold.
That is, we believe that in any time period n, there exists a threshold value 6,
such that it is optimal to admit new arrivals when z, < #, and it is optimal to
block new arrivals when z,, > 6,,. We can formalize this notion by establishing an
optimal control policy for the congestion-sensitive processing system. In this section,
we investigate the form of the optimal control policy for both the finite horizon and
infinite horizon problems. However, we first review some of the previous work that

has been conducted on the use of admission control in stochastic processing systems.

5.3.1 Previous Work on Optimal Control in Queueing

The study of optimal control for input-output systems has been conducted primarily
in the context of queueing systems. For queueing systems with finite service capacity
and a first-in first-out (FIFO) service discipline, individuals joining the queue impose a

penalty on future arrivals in the form of increased waiting times for those customers.
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In this manner, congestion results in decreased service for customers although the
performance of the server remains unaffected. This simple form of congestion has
been a dominant theme in the literature on queueing.

In the context of a queueing system, optimal control generally means maximizing
the performance of the queue with respect to a particular system objective. In this
study, we are concerned with the maximizing the throughput of the input-output
system. Let Z(t) equal the total aggregate throughput of the system over the contin-
uous time interval [0, ¢], and let o denote the decision policy to be used for controlling
the system. Within the literature, there are two standard representations for system
throughput. The first is the expected total discounted reward over an infinite horizon,

which we denote here by V() and with the following form.

VA(a) = E, { /0 h eﬂtdZ(t)' Xy = x}

where « is our decision policy, § is the discount rate, and z is the starting point
of the system. An alternate approach is to consider the long-run average expected

throughput denoted here by V,.(«) and represented as follows.
1
Ve(a) = tlim inf n E. {Z(t) | Xo =z}

For a review of the formulation and known results for these control problems, consult
Stidham and Prabhu [114] or Bertsekas [19].

From the outset, it has been understood that admission control could be an ef-
fective means for managing the overall congestion of a queueing system. There are
two basic ways in which admission control can be implemented. In the first, a system
operator or manager makes an admission decision for each potential arrival to the
system. That arrival is either admitted to the system or denied entry (we say that
the arrival is blocked) and leaves the system never to return. The system operator
makes admission decisions in a manner that tries to optimize the performance of the
system as a whole. The admission policy chosen is called the socially optimal solu-
tion. An alternate perspective is one in which customers arriving to the system are
given a choice to enter the system or to balk. In this model, each customer makes an

admission decision based on what is individually optimal to her, without regard to
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the performance of the system as a whole.

Naor [82] was among the first to formalize these ideas with quantitative analysis.
He showed that within a static context the optimal admission policy for each per-
spective of the threshold type. Denoting by s the threshold for the socially optimal
policy, the system operator will choose to admit a customer only when the current
number n < f#g. Similarly with 6; denoting the admission threshold for individu-
als, an arriving customer will choose to join the system only when n < 6;. Naor
showed that in general #s < 6;, meaning that individually optimized decisions tend
to overload the system beyond the socially optimal level. However, by imposing a
toll or other pricing mechanism on the individual at the time of arrival to reflect the
external affect of that customer’s arrival on the system as a whole, it is possible to
induce socially optimal behavior among individual decision makers.

The use of admission control in queueing has figured prominently in subsequent
work on control of queueing systems. Miller [79] developed policies for admitting
customers with variable rewards in order to maximize reward per unit time. Yechiali
[133, 134] developed optimal admission policies for exponential queues with general
arrival processes. Blackburn [21] considered optimal control of a queue in which cus-
tomers can renege as well as balk. Stidham and Prabhu [114] provide a comprehensive
review of the various formulations and solutions on optimal control of queueing.

Lippman and Stidham [73] investigated the distinction between individual and so-
cial optimization. Low [75] developed dynamic pricing policies for admission control.
Johansen and Stidham [63] extended the analysis on admission control to general
input-output systems. Serfozo [109] generalized the analysis for both admission and
service rate control to a broad class of stochastic processes, including random walks,
birth-death processes, and queueing systems. Stidham [115] provides a nice summary
of the models and results in the study of admission control for queueing systems.

While admission control is an effective means for managing the behavior of queue-
ing systems, alternative approaches do exist. For example, methods that control the
service rate [56, 135, 41, 21, 111, 107, 44] can be effective at minimizing congestion
and achieving desired system performance. A partial review of the literature on the

analysis and design of control mechanisms for single server queues is available from
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Crabill, Gross and Magazine [42]. Again, a unified mathematical treatment of the
control mechanisms in queueing systems and similar stochastic processes is available
from Serfozo [109]. The utility of each control mechanism depends on the constraints
of the application under investigation.

In this research, we are investigating a system in which the performance of the
server itself is sensitive to congestion. In this manner, the arrival of an additional
customer to the system imposes a penalty on current customers in the system in
addition to future arrivals. For this reason, we do not consider altering the behavior
of the server and instead focus exclusively on the use of admission control to manage

the behavior of our congestion-sensitive processing systems.

5.3.2 Finite Horizon Problems

For the finite horizon problems discussed thus far, we have been interested in the

optimal [-discounted expected throughput, given as follows.

V(o) = B, { /O ' e—ﬂtdZ(t)‘ X, = :p}

As before, 3 is the discount rate, and x is the starting point of the system. We seek
an admission policy « that depends on the current level of work in the system and
the number of periods remaining and maximizes this throughput.

In the context of our discrete-time queueing problem discussed previously, we

choose 8 =1 and represent system throughput as follows

‘/x,n(a) - Ea {ZQn—k XO - IL‘}
k=0

We know that for optimal policy o*, we have V, ,,(a*) = J,(z) where, J,,(z) satisfies

the DP recursive relationship from before.
Jn(x) = E{Dn(x)} + E{Jp-1(z — Du(x))} +
p-max [0, E{J, 1(x — Dy(z)+ 1)} — E{Jp_1(x — D,(x))}]

That is, we will choose the input control o, (x) € {0, 1} when the current level of work

is  and there are n periods remaining. The vector o = {a,, 1, . . ., g} represents
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the optimal control policy for the system. Again, we believe that each element of this

policy a,(z) is a threshold function in x.

ozn(x)—{l z <86,

0 >80,

One approach to validating this conjecture would be to show that a,(z) is non-
decreasing in . To do this, we would need to construct an inductive proof in the
style of [114]. Essentially, we look to prove that the optimal value function J,(x) is
quasiconcave on the countable state space {0,1,2,...}. Although a formal proof of
this type is beyond the current scope of this thesis, we point out a few features in the
sketch of this proof that make this approach promising.

As a basis, note that Jyo(x) = ¢, is quasiconcave, and therefore a threshold policy
is optimal in the terminal stage. To make the inductive step, we need to show that
for J,_1(x) quasiconcave that J,(z) is also quasiconcave. To do this, recall the form

of the n-stage objective function in slightly modified form
In(®) = g+ (L =p) h(z) +p max[h(z), h(z +1)]
where we have defined the functions
h(z) = qeJoa(x—1)+ (1 —q)Jn1(2)
hMr+1) = o) + (1= go)na(z+1)

The crux of the argument is in showing that the function h(zx) is indeed quasiconvex
in . While we have not yet proved this to be true, similar arguments have been
made by Stidham and Prabhu [114], Topkis [120], Serfozo [109], and Stidham [115].

5.3.3 Infinite Horizon Problems

Our analysis of the optimal control policy is greatly simplified for the case of an
infinite horizon problem because the number of periods remaining at every stage is

infinite and therefore the same. It is therefore possible to restrict attention to the
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identification of a stationary control policy of the form o = {a*, a*, a*, ...}

a*(x):{ 1 z<6*

0 z>0*

where there is a single threshold value 6*. As before, we consider the case of a
congestion-sensitive queue in which for each time period a single arrival occurs in-
dependently with probability p and a single departure occurs independently with
state-dependent probability g,.

For the case of the discounted expected reward over an infinite horizon, one ap-
proach to obtaining the optimal control policy is to continue the induction for the
finite horizon problem in the limit as n — oco. While it is known that an optimal
stationary policy for this type of problem exists [22], there is additional work in the
analysis of the value function to obtain its form. This approach is equivalent to the
method of value iteration discussed below.

A more straightforward approach is available if we consider the long-run average
expected throughput for the system. Let J,.(a) represent the value function when the
system is in state x and stationary policy « is used. For the DTMC {zy, k > 0}, this

is the average system output per stage under policy «. For an initial state xy, the
value function equals the following.

‘]ﬂﬂo( >_tli>123 E{quk ZEO}

This system evolves according to transition probabilities P,;(a(i)) when action «(7)

is taken in state 7. Using the standard matrix forms
J@)=( 7)) P =(Pya@) ) a=(a)
we obtain

-t £

where P*(«) is the matrix of k-step transition probabilities under policy . Since
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this matrix is stochastic, it is known [18] that the following limit

P(a) = Jim ; ZP’“

exists. P*(«) is the matrix of steady-state probabilities under policy « for each initial
state. We therefore have J(«a) = P*(«a) ¢

Under the additional restriction that the policy « yields a recurrent Markov chain,
these steady-state probabilities will be independent of the initial state. Let y(a) be
the average output rate under stationary policy a. This implies that J;(«a) = v(«)
for all 7. It turns out that this additional restriction is a necessary condition for an

optimal policy.

Optimal Nonrandomized Stationary Policy

We will now show conclusively that a nonrandomized threshold policy is indeed op-
timal for this alternative, but equivalent, form of this stochastic control problem

evolving over an infinite horizon.

Proposition 1. Among the class of nonrandomized stationary policies, a threshold

policy yields the optimal average output rate for the congestion-sensitive system.

Proof. We first argue that any stationary policy that does not admit a positive
recurrent Markov chain cannot be optimal. Since we have assumed that ¢, — 0 as
xr — 00, it is clear that any policy that allows the amount of work in the system
to grow without bound will result in suboptimal performance. Thus, a necessary
condition for optimality is that the policy results in a recurrent Markov chain.

We can characterize the recurrent class of the Markov chain in the following man-
ner. For any stationary policy «, let n = min{i : a(i) = 0}. That is, n is the smallest
amount of work in the system for which the system under policy « blocks incoming
arrivals. In the simple case where there exists a finite failure state IV, it is clear that
an optimal policy must choose n < N. In any case, a policy that does not allow
divergence must choose n < co. Under any such policy «, given an initial starting

point ¢ < n the k-step transition probability Pk( ) =0 for all j > n and all values
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of k. Thus, a necessary condition for an optimal policy is that with probability 1 the
system will become trapped within a recurrent class {0,1,2,...,n}.

We now show that among the stationary policies that admits a recurrent Markov
chain, a threshold policy yields the optimal average output. Consider a state s €
{0,1,2,...,n}. For any initial state i, we define the hitting time to state s as t;s,
given by

tis=min{t : 2, = 5,241 # S,...,T1 # 8,9 = i }.

The expected hitting time from state ¢ clearly depends on the policy a that is being
used. In order for a policy « to yield a recurrent system, we must have E[t;s(«)] < oo.
That is, under an optimal stationary policy « the expected time to reach state s from
any initial state ¢ must be finite.

The average output rate for all policies in this family will be equal to J;(«).

o) = 23504 S an -]
k'tzs
= fmg E{qukx }ﬂﬂ%}o E{Zqz}
- b oSl —]

= Jy(a)

Since, the contribution by the initial transient phase of any sample path of the system
is zero, all policies which result in the recurrent class {0,1,2,...,n} will result in the
same average output rate. Thus, given an optimal value of n*, a stationary policy of
the form

a(i) =

1 0<e<n”
0 ¢>n"

will yield an optimal average output rate. Since this is a nonrandomized threshold

policy, the proof is complete.



92 CHAPTER 5. STOCHASTIC MODELS

Bellman’s Equation

In this section, we review the connection to Bellman’s Equation and discuss some of
the computational methods available for determining the particular optimal policy
for a given problem. The discussion here is adapted from that in [19, 103].

Let v(a) be the average output per stage achieved under policy a. We have shown
that as long as policy « results in the single recurrent class {0,1,2,...,n} that the
average output per stage is independent of the initial state. That is, J;(a) = y(«) for

all € S. This average cost per stage satisfies Bellman’s Equation
(@) + hi(@) = g+ ) Py(a(i) hy(a)
=0

where the vector h(a) has interpretation as the differential or relative cost vector. For
any chosen state s € {0,1,2,...,n}, we can think of h;(«) as the expected amount of
system output that will occur as the system moves from i to s. Since we know that
Elt;s(a))] < oo for all 4, the values for h;(a) are finite for all i # s. These costs are

then uniquely solved by the following system of equations.

@) 4 hi(0) = gt Y Pyfa(@) hy(a), fori#s
hs(a) = 0 "

This leads naturally to a number of approaches to computing the optimal policy for
a given problem. These methods are detailed in [58, 19, 18] but are summarized here

for completeness.

o Value Iteration. This method is the simplest approach to computing the optimal
policy. Essentially, one selects an arbitrary terminal cost function Jy and then

successively computes the optimal k-stage costs using the DP recursion.

JF = mi ; P.i(a(i)) J*

Under the conditions that Bellman’s equation can be solved for some vector h*,
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then the successive costs of the value iteration will converge.

JE

k
The drawbacks of this approach is that the components of J*¥ may diverge to +oo
or —oo, resulting in numerical overflow or underflow issues. Also, this approach
does not solve for the optimal differential costs A*. A variant of this method,
known as Relative Value Iteration overcomes these drawbacks by iterating on
the relative value h¥ = J¥ — J* where s is some fixed state in the recurrent

class.

e Policy Iteration. This method is characterized by a stationary policy a* during
iteration k. For each iteration, we compute the corresponding average cost

7*(c) and differential costs h¥(a) satisfying the equations.
V) +hi(a) = g+ Py(a¥(i) h(a), fori#s
=0
hi(a) = 0

We then find a new stationary policy o**! that satisfies for all i

6+ Y0 Pilat () Mhla) = min {%’*ZPU(“) d }

uel(7)

The algorithm terminates when v*(a) = 7*(a) and h¥™'(a) = h¥(a) for all 4.
Under the condition that all stationary policies « result in a recurrent Markov
chain, the policy iteration method will obtain the optimal policy in a finite

number of steps.

Randomized Stationary Policies

An alternative approach in solving for the optimal policy would be to consider the
family of randomized stationary policies. It seems plausible that a randomized policy,
in which the likelihood of admitting an arrival gradually decreases with increased
work, might outperform a nonrandomized policy with a sharp threshold. Here, we

repeat the analysis of [103] to answer conclusively in the negative. We employ a linear
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programming formulation to make our point.

Consider the case in which the admission policy when in state ¢ is given by value
a(1) € [0,1]. That is, &(i) represents the probability of choosing «(i) = 1 from the
action space {0, 1}. Let m; be the stationary probability of being in state i. As before,
we restrict our attention to randomized policies that admit a recurrent steady-state
solution on the restricted state space {0,1,2,...,n}. As a result, we know that these
stationary probabilities are guaranteed to exist and must satisfy Y. m; = 1, with
m; = 0 for i > n.

Define 7 to be the probability of being in state ¢ and choosing action a € {0,1}.
That is, 7} = m; &(i) and 79 = m; (1 — @(i)). The average system output is therefore

i =

n

S (@)= ma
=0

i=0
In this manner, we can formulate the following linear program to optimize the average

system output.

max Z (7TZQ + 7r11) q;

=0
st.  w 4w = (7Y P;i(0) +m Pji(1)),i€{0,1,...,n}
=0
ZW? +7r21 =
i=0

), mi >0,i€{0,1,...,n}

It has been shown [19, 17] that the dual linear program of this problem is the following.
min 7y

s.t. 7+h12qi—|—ZPij(u) h;,i € S,ue{0,1}
j=0
~ unrestricted

In other words, a solution (7, k) of this dual program is feasible if it satisfies

Y+ hi > g+ Zpij(a(i)) h;

J=0
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for all nonrandomized stationary policies a. A feasible solution must therefore satisfy
v > v* where (v*, h*) is the optimal solution. However, we know that for the optimal

nonrandomized policy o*, we have
Y(@*) + hi(a®) = g+ Y Py(a® (i) hy(a®).
§=0

Therefore, the optimal nonrandomized policy o* with differential costs h(a*) solves
the dual program. By duality theory, we know that the minimal value of the dual

cannot be less than the maximal value of the primal problem. Therefore, we have
Z Tigi < y(a”)
i=0

which proves the following proposition.

Proposition 2. A randomized stationary policy cannot outperform the optimal non-

randomized strateqy for the congestion-sensitive queueing problem.

Again, additional details of this analysis can be found in [19].

5.4 Value of Information

There is a difference between the solution obtained by the deterministic and stochastic
DP algorithms that comes from a difference in the information that is available about
future arrivals. An important question is, How wvaluable is this information? One
approach is to consider DP formulations in which the amount of information that
available is parameterized so as to allow for partial information. But what does
it mean to have partial information about future arrivals? There are at least two

possible answers.

1. Partial information about arrivals in all periods

2. Complete information about arrivals in some periods

We can consider two formulations that address these notions.
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5.4.1 Blended Arrival Streams

Consider a system in which aggregate arrivals are comprised of two different streams.
One stream is known deterministically to the controller, the second is known only
probabilistically to the controller. We assume that the two streams have the same
overall statistics. For example, they could be two independent realizations of the same
sequence of random numbers. Denote the unknown arrival and departure sequences

A, and D, respectively to distinguish them from their known counterparts.
o Let {A;} be the “known” arrival sequence
e Let {A;} be the “unknown” arrival sequence

Let 8 denote the fractional amount of input stream A,. Then, the overall arrivals are
given by

Ap = BA, 4+ (1 — B) Ay
In this manner, we can test the performance of the solution obtained by the DP
algorithm for different values of 3. Again, for § = 1, we have the deterministic
arrival sequence studied in the previous chapter. For § = 0, we have the probabilistic

arrival sequence given in the preceeding section of this chapter. This is illustrated in

Figure 5.3.

Ak
\ _ Xy [ — Dy
A—""

Figure 5.3: Input-output system subject to blended arrival streams.

This type of approach might be thought of as a deterministic arrival sequence with
some stochastic noise on top of it. The parameter 5 controls the relative contribution
of the signal versus the noise.

The behavior of stochastic processing systems in the presence of multiple arrival
streams has been studied in the context of queueing. Blanc et al [23] studied the case

of a multi-server queue with two separate unknown arrival streams, the first (type
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1) subject to admission control and the other (type 2) uncontrolled. In their model,
the system is rewarded only for admission of type 1 arrivals, and the decision horizon
is infinite. They showed that for both the case of long-run discounted reward and
long-run average reward the optimal admission policy for the type 1 arrivals is of the
threshold type, and they characterized the threshold values for each case.

For the case of separate known (deterministic) and unknown (stochastic) arrival
streams, it seems likely that the optimal policy will use a threshold mechanism to
control admission to the system. In particular, it is reasonable to choose a(xy) =
min{[8 — zx]*, Ax + Ar}. Then, we will want to admit an amount u;, = a(z;) so
that the system evolves according to zy+1 = xx — w(xg) + ug. In the case when some
arrivals are blocked, it is also necessary to specify whether the blocked arrivals will
be from Ay, from Ay, or from both. While it seems reasonable to give priority to to
deterministic arrivals, a thorough investigation of these issues is required before the
advantages are apparent.

Numerical results for this type of formulation are possible, but they are beyond
the current scope of this research. However, we can speculate on the effect of 5 on
the performance of the solution obtained by the DP algorithm. Let J”(xg) be the
value of the solution obtained by the DP algorithm for initial system value x and
under arrival uncertainty 3. In general, we expect that J%(x¢) is nondecreasing in 3,
and at a minimum we would like to be able to show that J'(x) > J°(xg). We would

like to illustrate this sensitivity using a graph like the one shown in Figure 5.4.

F(Xo)

0 1

Figure 5.4: Anticipated sensitivity of optimal DP solution to values of 3.
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5.4.2 Horizon Methods

Another way to try to understand the value of information is to consider a case in
which the system can observe with certainty the future arrivals for a finite number of
time periods into the future. Such approaches are akin to forecasting methods in DP,
such as those studied in [19].

Consider the deterministic N-period finite horizon problem from Section 4.1.3.
Here, we write the optimal cost-to-go Ji(xy) in the following modified form.

Je(ze) = w(xg) + max, [w(mﬂ) + o SR [w(ka) T

ot max {w<xN_1>+ max WW]"H

0<uny_2<1 0<un-1<1
In this formulation, we use a proportional input control such that the system evolves
according to xx41 = xp — w(xg) + ur Ay, with 0 < ug < 1. For the stochastic version

of this problem, the optimal cost-to-go function Jy,(z),) takes the following form.

Je(zr) = w(xy)+ max Bz, {w(mkH) + max_ FEj {w(mk+2) +...

0<ui<1 0<up41<1

+0§umNE§§1EAN‘2 {w(xzv_1) + Oggﬁ}ngAN—l {w(xN)}} . }}

Define Ji(x;) to be the value of the optimal cost-to-go function when the in-
coming arrivals are known deterministically for the next ¢ periods, and known only

probabilistically after that. The recursive relationship is given by

7 i—1 .
Ji(xg) = w(zg) + oTaX, Jii1(Tpqr), for i >0,
J,S(xk) = w(zg) + max Fu {Jet1(xri1)}-

0<ur<1

In this context, the parameter ¢ can be interpreted as the horizon over which incoming

arrivals are known. The optimal control sequence with a fixed horizon ¢ is given by

up(zy) = arg X Jior (x — w(zy) + upAy).

In other words, the optimal control is selected based on a horizon of length 1.
The drawback of this formulation is that in order to compute .J; one must first

compute ,ij, J,er%, R ;- However, we can compute these values recursively start-
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ing with 7 = 0.
J(xr) = w(xy) + max Ea, {Jks1(zp11)}
0<ur<1

= w(xy) + Jmax Ea A1 (xr — w(zg) + urpAr) }

) = w@) + max [J(o)]

= o) + s fuolon) + max Ex, (iealonsa))
For general horizon length i,
Tulze) = w(zg) + omax, [Jir (Trg1)]

= w(zg) + Ogiug(l [w(wkﬂ) + ogﬁ?fgl [w(:karg) +...

o4 max [w(xkﬂ-) +  max  Ea,,.., {Jk+j+2($k+j+2)}:| . H

0<ug4;<1 0<ug4j4+1<1
= w(xg) + 02X [w(ka) + o AX_ [w(xk+2) +.. 'ogg}fggl [w(mk+j) +

max Fg, . W(Tpyivo) + max FEgu . {U}{Ek‘g—f-...
0<upesj11<1 k+]+1{ ( +]+) 0<tups g 12<1 k4542 ( +J+)

o max Eay {w(”)}}”'}}] H

and up to a total horizon length of N — &

N—k _
) = wle [l + o oo+

S A ———

0<uny_2<1 0<un-1<1

where again, zy11 = xx — w(zy) + urAg. It should be clear that J,iv’k(ack) = Ji(zp)
(the deterministic DP formulation) and J2(x) = Ji () (the stochastic formulation).
In this manner, it is possible to interpolate between a horizon of length zero and a
(complete) horizon of length N.

While the numerical results of this formulation are still pending, we expect the
following effect of an increased horizon i on the performance of the solution. Let J*(zq)

be the value of the solution obtained by the DP algorithm for initial system value x,
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and under finite horizon 7. In general, we expect that J'(zg) is nondecreasing in 1,
and we also expect that the marginal benefit from increasing the horizon diminishes
as the horizon grows. Thus, we expect J'(xg) to be concave in 4, as illustrated by the

hypothetical graph in Figure 5.5.

J(Xo) 1

! ! ! ! ! ! [
T T T T T T = |

o 1 2 3 4 5 6 7

Figure 5.5: Diminishing returns for increasing horizon.

It seems likely that the marginal benefit will decrease quickly over relatively small
value of 7. In cases where there is a cost associated with increasing the horizon, the

ability to identify an optimal horizon will be of great importance.

5.5 Chapter Summary

In this chapter, we investigated models in which system behavior is stochastic. Lever-
aging modeling insight from the literature on queueing theory, we showed that the
optimal admission policy for the congestion-sensitive processor is of the threshold
type. The uncertain nature of stochastic system behavior prompted us to ask ques-
tions about the value of information about future arrivals to the system. We extended

traditional analysis to speculate on the answer to this question.



Chapter 6

Birth-Death Models

Consider a continuous-time version of the model presented in the last chapter. In this
model, arrivals occur randomly but now within a continuum of possible time values,
generally assumed to be the open real interval [0,00), and according to a known
probability distribution. System departures are similarly stochastic and in continuous
time, however the probability of a departure at any moment in time depends on the
current amount of work in the system.

As long as we assume that the system evolves on the discrete state space S =
{0,1,2,...} (that is, the work in the system can be intepreted in terms of discrete
jobs, customers, etc.) and the probability of future events depends only on the present
system state and not the past, then our system is a Continuous-Time Markov Chain
(CTMC). Since the system evolves in continuous time, it is probabilistically impossible
for more than one event to occur at any moment in time. Assuming that our model
precludes the arrival or departure of work in batches, then our system falls within
a special class of CTMC models, known as birth-death processes. In the remainder
of this section, we will consider several variations of birth-death models that yield

additional insight into our input-output systems.

101
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6.1 Birth-Death Models

A birth-death system is a particular type of continuous-time Markov chain (CTMC) in
which the behavior of the system is restricted to unit increments, called births, or unit
decrements, called deaths. Birth-death models have been used extensively to study
population dynamics and a host of other important applications, including queueing
and inventory systems. For a complete review of the basics of Markov chains and
birth-death processes, see [104, 117, 66].

In modeling our processing system, we choose the system variable X (¢) to rep-
resent the amount of work in the system at time ¢. We assume that the system is
constrained to live within the state space S = {0,1,2,...}. We further assume that
time evolves continuously and that changes in the value of X (¢) are restricted to unit
changes. In other words, if X (t) = = > 0, the next jump can only be to either z+1 or
x — 1. We characterize the jump behavior in terms of birth rates and death rates, each
of which depend on the current system state. Following the standard convention for
notation, let A\, and p, be the corresponding birth and death rates when the system
is in state x € S. Mathematically, these transition rates are known to satisfy for each

x € S the relationship
mP{X(t—i—e) =z +1|X(t) =z}

)\x - h )
e—0 €
P{X =x—1|X(t) =
ho = tig PO =0 UX() =0}
€e— €

with the additional requirement that o = 0. The structure of these transition rates

is illustrated in Figure 6.1.

Ao A A
CLGICT a0
«— —
H H H
Figure 6.1: Burth-death chain.

We assume that the value of probability transition function P ;(s) = P{X(t+ s) =
JIX(t) = i} is independent of ¢ (stationary) and does not depend on the state of the
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system prior to being in state i (by the Markov property). Under these assumptions,
the holding time in state x before the next event is an exponential random variable

with parameter v,, defined as follows.

)\0 z=0
Uy =
Az + g x>0

Let P, ; be the probability that the system when in state ¢ makes its next jump to
state 7, for all 7,5 € S. For the birth-death chain, these probabilities are given by
A

Py = ﬁ for x > 0,
Px,zfl AxluTxlum for x > 0,

with all other transition probabilities equal to zero.

In modeling our congestion-sensitive input-output system, we choose the birth
rates so as to correspond to the external arrival process and the death rates as to
correspond to the workload function. In this manner, birth-death models are advan-
tageous in that our analysis is equally tractable for any of the workload functions
described in Chapter 3.

In this context, our objective is to maximize the death rate of the system as it
evolves over time through the use of an appropriate admission control policy. One
approach to this control problem is to again consider the DP formulation of the
previous section.

It is well known that every CTMC can be interpreted in terms of an embedded
DTMC with exponential holding times. In our model, the expected holding time when
in state x is given by ﬁ, and during this period departures occur at rate p,. Thus,
the expected number of departures between successive jumps of the embedded DTMC
is ugg(rl“w), which is equivalent to the probability that the next event is a departure.
Let t € T index the set of times at which jumps of the embedded DTMC occur. If we
consider a DP in which each stages corresponds to a jump of the embedded DTMC,
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we obtain the following recursive relationship for the value function.

i = k) (st

) max (Vi (@), Vi (@ + 1)]

For the infinite horizon problem we know that the optimal admission control is of the
threshold type. Again, for the case of the finite horizon problem it may be possible
to exploit the specific structure of this objective function to show by induction that
quasiconcavity in p, implies quasiconcavity for all functions V;(z). However, there is
another simpler approach for showing this result based on the steady state behavior

of the birth-death process.

6.2 Steady State Distributions for B-D Models

Of primary interest is the long-run behavior of the birth-death process. Define 7; to
be the limiting probability for state j, defined as

In other words, m; represents the long-run likelihood that the system will be found
in state j. An important issue for all CTMCs is knowing under what conditions the
limiting probabilities exist. For a general CTMC, a limiting probability distribution
exists when the Markov chain is irreducible and recurrent. In the case of a birth-death
process this condition is equivalent to the requirement that A, u,, > 0 for all n and
furthermore that the these birth and death rates are such that

S VS VRS W
Z—“ ! < .
Hipto - . Hn

n=1
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It is well known that this last requirement is sufficient for the existence of the limiting
probabilities. For an accessible proof of this condition, see [104].

It should be noted that these birth-death rates for a congestion-sensitive system
do not satify the sufficiency condition for the existence of limiting probabilities. To
see this, define the term p, as p, = %, then sufficiency condition is equivalent
to > 7| pn < 00. Recall that the quasiconcavity of p, implies that there exists some
n* such that when n > n* then u,, is nonincreasing in n. Suppose there exists a point
N > n* such that uy < A\. Since A\, = A is fixed, then p,, is nondecreasing for N > n*.

Separating the infinite series into parts

oo N 00
n=1 n=1

n=N+1
it is clear that the first series is positive and finite, whereas the second series diverges.

Thus, we have proved the following proposition.

Proposition 3. A birth-death process with constant birth rate A and quasiconcave

death rates i, is stable if and only if there exists N < oo such that p,, > X forn > N.

In the case where death rates are quasiconcave in n and pu, — 2 < A as n —
oo this condition clearly does not hold. Again, this shows that in the absence of
control the congestion-sensitive processing system is unstable. In these cases where
limiting probabilities do not exist, we pursue to types of analysis. First, we use the
probabilistic structure of the birth and death rates to quantify the transient behavior
of the system. Second, we consider modifications to the probabilistic structure of the

problem in order to induce the desired stable behavior. We consider each in turn.

6.2.1 Transient Behavior and Hitting Times

In the trivial case when p, — 0 as n — M < oo, then the collapse point M is a
trapping state of the Markov chain. This is equivalent to saying that the CTMC is
nonrecurrent. While the limiting probabilities do not exist, it is possible for us to
characterize the mean hitting time of the system to state M. In this case, we have a

chain that looks like the following.



106 CHAPTER 6. BIRTH-DEATH MODELS
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Figure 6.2: Birth-death chain with trapping state at M.

The following analysis is elementary and of the style found in [104], however we
repeat it for completeness and for use in additional analysis that is to follow. Define
y; as the mean hitting time to state M, given that the system is currently in state <.

Observe the following general relationships.

1
Y = )\_0 + Y1,
1 )\z 23 .
P = + i1+ ——— Y1, for 0 <@ < M,
Y N Nt TN
Rearranging terms we obtain
1
Yo A )\07
1 i .
Yi — Yiy1 = x—i-y(yi,l—yi), for 0 <7 < M.
Letting z; = y; — y;+1, we have
1
g = —
0 )\07
1 i .
Z; = ——|—'u—zi_1,for()<z<M.
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We can therefore solve the recursive relationship

1
20 = —,
0 o
1 1
Z1 = — + — %o,
1 N 0
1 2
Z9 = —+—Z
2 N Ao 1
1 H2 H2fby

TN T M Ao

Y | Mo 9 MAM 1
i J
o1 = — — = | —.
a , A,HAﬂL( )\J))\o
1
But we also know that zp; 1 = ypr—1 — Yy = yar—1, since yyr = 0. So we have
M1 M-l 9 M—1,u' 1
_ = J— _Z _|_ _‘] -
me = 2oy 1L (H Aj> X
=1 Jj=i+1 j=1
and we can solve for each y; using the backwards recursion y; = 2z; + y;+1. While
perhaps tedious, these particular computations are easily obtained by the use of a
spreadsheet or similar numerical method.

Consider as an example the specific case of a birth-death system having constant

birth rate and death rates in accordance with the piecewise linear workload function.

A = A x>0
gx 0<z<a
Po = c— 7z —a) a<xr<a+b
0 r>a+b

Note that this model is consistent with our previous model for the congestion-sensitive
input-output system under constant arrivals and with piecewise linear workload func-
tion ws. Assume for this example that A = 3 and these death rates are characterized
by parameters a = 15, b = 10, and ¢ = 6. The numerical results for the mean hitting
times for the states of this system are shown below in Figure 6.3.

The shape of the curve of mean hitting times has clear interpretation. As long as

the system remains to the “left” of the unstable equilibrium point, the mean hitting
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Figure 6.3: Example of birth-death chain and corresponding mean hitting times.

time is large and relatively insensitive to the actual state. However, as soon as the
system moves to the “right” of the unstable equilibrium point the system is expected
to move rapidly toward the trapping state, and the corresponding mean hitting time
drops quickly.

Also of interest is the effect of changes in the birth rate A to the mean hitting
times. Previously, we commented that increases to the arrival rate resulted in a loss
of robustness. Figure 6.4 shows the numerical results for the associated mean hitting
times when A =4,5,6,7.

Mean Hitting Times for Different Arrival Rates
100 ~
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70 A —=—4
60 - —5
50 | 6
40
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20 ~
2 7»‘_-_“_‘*‘_""\_,’\‘\.\
WH"_’“_H—*—X—x—x—H_X_‘_H

Figure 6.4: Sensitivity of mean hitting time to increases in birth rate.

A comparison of these results supports our previous assertion. Let yo() represent the
mean hitting time from state 0 for a given A. From Figure 6.3, we have y,(3) = 1651.
And from Figure 6.4, we observe that yo(4) = 88, yo(5) = 22.2, yo(6) = 11.2, and
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yo(7) = 7.4. In this manner, it is clear that as the arrival rate approaches the system

maximum, the increase in system fragility is severe.

6.2.2 Achieving System Stability in Birth-Death Models

It should be clear from this analysis that the nonexistence of limiting probabilities
equates to system instability. That is, any birth-death system with constant birth
rate and quasiconcave (congestion-sensitive) death rates will reach the collapse state in
finite time. Our question of interest is therefore: How should we modify the structure
of the birth and death rates so that the sufficiency condition for limiting probabilities
1s satisfied?

As before, we will consider admission control as the primary means by which we
influence system behavior. Also, since we have restricted our system to stationary
transition probabilities, we will similarly consider only stationary admission policies.
In the context of our birth-death system, this implies for each state n we will define
an admission probability a,. That is, births in our system will now occur at rate a,A\.

Our condition for system stability requires that

=\ apa a
Z)‘n 001 .- Qp—1 < 00,
H1pb2 - - -

n=1
or that the terms a, 1 < p,/\ as n — 0.

Previously, we showed that a nonrandomized threshold policy of the form
1 0<n<N
ay =
0 n>N

achieves the optimal system throughput. This type of policy restricts our Markov
chain to the finite state space S = {0,1,2,..., N} and so the sufficiency condition

for limiting probabilities is clearly satisfied.

6.3 Birth-Death Chains with Reflection

The use of a nonrandomized threshold policy to prevent the system from nearing the

collapse state is equivalent to creating a reflecting barrier for the system. As noted
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above, we create the reflecting barrier by modifying the birth rates so that arrivals
are blocked when the population size is N, for some value N < M. Assuming that
the system has a piecewise linear workload function, we have the following modified

birth and death rates.

fx 0<z<a
A 0<z<N @
A = po =19 c— f(x—a) a<z<a+b=M
0 z> N
0 x>M

The modified chain is illustrated in Figure 6.5. In the presence of the reflecting

O:QZ:)
Hy=0

| ]

Figure 6.5: Birth-death chain with reflecting barrier.

barrier, it is relatively easy to compute the stationary probabilities.
An—1An—2 .- A1 Ao

Ty, = To = PaTo
Hnfn—1 ... W2/
1 1
To = JYSYIn
R S e DS

Again, it should be clear why we require that Zgil Prn < Q.

Once more consider our previous example of a birth-death chain with birth rate
A = 3 and piecewise linear death rates having parameters a = 15, b = 10, and ¢ = 6.
From our previous analysis, we know that there is a stable equilibrium at 27 = ¢ A =
2 3 =75 and an unstable equilibrium at 23 = a+b—2 A =15410—+ 3 = 20. The
steady-state probabilities for the system will depend on whether the reflecting barrier
N lies to the left or right of the unstable equilibrium point. We consider successive
choices for the reflecting barrier N = {24,23,22,20}. The results of a numerical

solution to this example are illustrated in Figure 6.6 below.
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Figure 6.6: Birth-death chain with reflection at r. Four values for the relecting barrier:
(a) r =24, (b) r =23, (¢) r = 22, and (d) r = 20. As the reflecting barrier is lowered
to coincide with the unstable equilibrium point z3 = 20, the mass of the system’s
stationary distribution shifts Note the change in scale on the vertical axis for each
graph.

6.3.1 Optimal Reflecting Barrier for Birth-Death Chains

Given the ability to admit or block arrivals for any particular state 7, what can we
say about (1) the existence of an optimal reflecting barrier, and (2) the location of
an optimal reflecting barrier? To answer these questions, recall that the limiting
probability distribution for a birth-death system is characterized by its birth rates,

death rates, and the location of the reflecting barrier V. Consider the average death
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rate of the system with reflecting barrier at N, given by
N
J(N) = i 7 (i)
i=0

where 7V is the steady-state distribution over a state space {0,1,2,..., N}. Clearly
J(0) = 0, so we assert that J(1) > J(0). We therefore ask the question What happens
to the average death rate if the upper barrier N is increased to N + 17 When the
reflecting barrier is increased to N + 1, the system admits a new set of steady state
probabilities, denoted 7¥*1(4) to reflect that this system lives on the expanded state
space {0,1,2,..., N + 1}. The change to the average death rate is given as follows.

N+1

JIN+1) - J(N) = ZM ) - ZM " (i)

= Yo [P0 = 7@ + v N D)

Observe that for any state i € {0,1,2,..., N} the change in value to the associated
steady-state probability is as follows.

1 1
N+1/; Ny:
") -7V 6E) = pi| ——— | —pi | ————
) ( <1+ZnN+11pn> <1+Zflpn>
(1 + Zle pn) - (1 + Ziv:ll pn)
(14505 ) (14 20 n)
—Pi PN+1

(1 + Zgill Pn) <1 + ZnN:1 Pn>

= —aV*YN +1) 7V()

Pi

This yields
N
JIN+1) = J(N) = > i [-a" (N +1) 7V (@)] + pyvr 7N + 1)

=0

= 71'N+1(N—|— 1) (,UN—H — ZMZT‘-N(Z)> .
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Consider the expression within the parentheses. The first term pyy; is the death
rate when the system is in state N+ 1. The second term Zz‘]\io i (i) is the average
output rate of the system over the initial state space {0,1,2,..., N}. This implies
that the net change to the average system death rate can increase only when the
output rate pnyq is greater than the average death rate obtained over the previous
states {0,1,2,..., N}.

Another interpretation of this result is that the net change to average output rate
can be understood in terms of the stationary probability mass that is moved away
from the states {0,1,2,..., N} and redistributed to state N 4+ 1. The amount of the
probability mass that is moved is exactly 7™V T1(N +1), and it is taken from the states
{0,1,2,..., N} in the same proportion as the previous distribution 7.

Recall that the death rates pu,, are quasiconcave in n. That is, there exists a point
n* such that p, is nondecreasing on the interval 0 < n < n* and pu, is nonincreasing
on the interval n* < n. Since pu, is nondecreasing on 0 < n < n*, it is clear that
the average death rate of the system can will never worsen by increasing N over this
interval. However, since u, is nonincreasing on the interval n* < n, there will be a
finite point N* above which the average death rate cannot be improved. Thus, we
have again shown that a threshold policy is always optimal for the birth-death chain.

In this manner, we have shown that in order to maximize the death rate of the
the birth-death system described here, one should use a threshold policy in the form
of a reflecting barrier N satisfying p* < N < M. In fact, the barrier satisfies the

following proposition.

Proposition 4. An optimal barrier N* exists and satisfies x5 < N* < M, where x}

1s the unstable equilibrium point and M is the collapse point.

Proof. We have already shown that N* < M, so we turn to proving that N* > z3.
Let A and /i represent the respective average birth and death rates for the system.
For a system with reflecting barrier at N, let B(N) denote the probability that an
incoming arrival is blocked. Here, B(N) =1 —7V(N). So A = A B(N) = A (1 —
7N (N)) < X\. When the reflecting barrier is at N, we also have i = "%, puw™V (4). In
equilibrium, we know that i = A < \.
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From our previous analysis, we have shown that increasing the reflecting barrier
from N to N +1 results in an increase to the average death rate as long as py41 > ji.
Recall that for a quasiconcave death rates p,, we defined the equilibrium points x7}
and x3 such that (1) p, < Afor 0 < x < 7, (2) pe > A for 27 < x < 23, and (3)
e < Xfor o > ah. Soif state N+1 < x5, uni1 > A > [i, and increasing the reflecting
barrier to N + 1 will always increase the average death rate for the system. Thus, the
reflecting barrier will always be greater than the unstable equilibrium point z3, and

the proof is complete. B

6.4 Birth-Death Chains with Reset

While the attention in this thesis is primarily on the use of admission control to
influence the behavior of a congestion-sensitive input-output system, there are a host
of other types of control methods that may be of relevant to applications of interest.
For example, consider instead the case when a congested system does not recover
gracefully even in the absence of additional arrivals. In this instance, the best course
of action for a system operator may be to reset the system to an empty state before
admitting new arrivals. Usually when an input-output system is reset to an empty
state all the work in the system at the time of reset is lost forever. A reset operation
may be expensive or even infeasible for some types of systems (e.g. in transportation
systems, it is infeasible to flush cars from a highway or trains from a segment of track),
while it may be cheap, convenient, or even routine in other arenas (e.g. in computer
networks, an overloaded server or router is often simply rebooted). Although this
type of control is somewhat outside the primary scope of this work, systems with
reset are easily investigated using a variation of the models discussed thus far, so we
take a moment to examine them.

Systems with reset can be modeled using a variation of the birth-death formulation
in the following manner. Instead of specifying a reflecting barrier for the birth-death
process, we select a state N to serve as the reset state. We do this by setting the
death rate uy = 0 and adding an additional reset rate w. That is, w is the rate at

which the system jumps from from state NV back to state 0. All other transition rates
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remain as before. This results in the following changes to the transition probabilities
of the embedded DTMC.

P071 - 1
Az
Py = for0<axz< N
’ Az + fha
P..1 = Ha forO<x< N
’ Az + [
PN70 — 1

Again, all other transition probabilities are equal to zero. The resulting chain is

illustrated in Figure 6.7.

Figure 6.7: Birth-death chain with reset.

It should be noted that this system is no longer a birth-death chain, but its
structure is similar enough that we can employ a similar technique for computing the

limiting probabilities. In this case, the limiting probabilities are known to satisfy the
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following relationships, given by the Chapman-Komolgorov equations.

o (Ao) = T + Tyw
m (M +p1) = moAo + mape
Ty (Ao + p2) = mM + T3ps

i (N + 1) = TisaNio1 F T fiv

N2 (AN—2 + lUN—2) = TN_3AN_3+ TN_1UN_1
Tn—1 (AN—1 + pN—1) = TN_2AN—2
TN (w) = TN_1AN—1

Here, we define p; such that m; = p;ry_1 for all i =0,1,2,... N. Then,

1 .
Pi = \ [()‘i-i-l + fit1) piv1 — M+2Pi+2] fori=0,1,2,... N =3,
1
PN-—2 = \ [()\Nq +NN71)P1'+1] ;
N-2
pn—1 = 1,
AN-1
PN =
w

: N
And since ) ;" m; = 1, we have

N
TN-1 Z,Oi =1,
i—0

which yields )

ZZJ‘V:() Pi '

TN—-1 =

Consider again the previous example with N = 25, constant birth rate A = 3, and
death rate parameters a = 15, b = 10, and ¢ = 6. Here, we can observe the impact
of the reset rate w on the stationary distribution. Numerical results for this case are

presented in Figure 6.9. Given that the system has entered state N, the amount of
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Figure 6.8: Stationary distribution of birth-death chain with reset for various reset
rates. Three values for the relecting barrier: (a) w = 0.001, (b) w = 0.01, and (c)
w = 0.1. Note the change in scale on the vertical axis for each graph.

time for the system to reset itself is the holding time in state N. Since holding times
in a CTMC are exponential random variables, we know that the expected reset time
of the process is equal to 1/w.

We can classify the behavior of the system at all times as being in one of two
phases. Either the system is operating normally or the system is in the process of
resetting itself after a collapse. Because of the system’s congestion-sensitive nature,
we know that any phase in which the system is operating normally will be of finite
length. That is, whenever the system is operating normally, there is only a finite
amount of time remaining until the system reaches the reset state. Similarly, the

expected reset time of the system is also finite. Denote a phase of normal operation
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followed by a phase of resetting as a single operating cycle of the system. Since the
process is a CTMC, we know that the process renegerates itself probabilistically after
each operating cycle.

Because the system is nonproductive (that is, there is no output) during each
resetting phase, an important issue is the relative proportion of time that the system
spends in state N. Define 7;(w) to be the stationary probability of being in state ¢ for
a particular value of the reset rate w. In the above example, m5(w) is the stationary
probability of being in the failed state, and the corresponding values for m;(w) are
ma5(0.1) = 0.006, m25(0.01) = 0.057, and m55(0.001) = 0.377. Again, as the reset rate
increases, the absolute and relative amount of time spent in the reset rate decreases.

Define T, to be the expected reset time, and recall that yy be the expected hitting
time to state N given that the system starts in state 0. We know intutitively that

7n(w) should be equal to
1,

B Tw—i_yo.

In other words, m;(w) is the expected proportion of time the system spends in the

v (w)

reset state relative to the total expected time for a single operating cycle. Similarly,
we can define Z (need better notation) as the the expected hitting cost of the system,
and the expected system output rate should then be
Z
T, +vo

Since T, = 1/w, it is always the case that a faster reset rate results in higher average

system output rate. Another approach to measuring the average system output rate

is to compute directly the expected output rate of the system, given by

Using these metrics we can investigate the optimal reset point for the system.
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6.4.1 Obtaining the Optimal Reset Point

Suppose we are given a system that needs to be reset whenever it enters a collapse
state V. An important operational question is whether or not it is possible to improve
the behavior of the system by proactively resetting the system before it reaches the
collapse state V.

Just as with the case of the reflecting barrier, we are interested in selecting the

location of the optimal reset point that maximizes the average system output rate

J(N) = i,ui (7).

Note that in this case, the system output rate is zero when in the reset state IV,
so time spent in this state does not increase the average system output rate. If we
assume that the reset rate w is fixed but that the system operator can choose the
state IV from which the system is always reset, what value of N maximizes the average
output rate?

One approach to answering this question is again to consider what happens when
we increase the location of the reset point from N to N + 1. As before, we are

interested in the following relationship.
N-1
J(N +1) = J(N) =Y s [7N(0) = 7V (@)] + pva e H(N)
i=0

Unfortunately, this line of analysis is not as tractable analytically as in the case
of a reflecting barrier. However, we can evaluate it numerically without difficulty.
Implementing the computations from (equation above) in a spreadsheet for the same
numerical example, we obtain the following picture of the functional relationship for
the average death rate J(NV).

From these numerical results, we make the following observations.

1. The optimal reset point generally appears to be greater than the unstable equi-
librium point. This result is consistent with the proof for the location of the
optimal reflecting barrier. It also makes intuitive sense, in that we only want to

reset the system when we are fairly sure that the system is about to collapse.
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Figure 6.9: Average System QOutput for Various System Reset Points. On the left,
average system output rate J(NN) is plotted for each reset value. On the right, average
death rate for each reset point is plotted along with birth and death rates.

2. The location of the reset point seems to be independent of the reset rate w.

While additional analysis in this direction is interesting, it is beyond the current scope

of this thesis.

6.5 Chapter Summary

Using the framework of birth-death processes, we have extended our stochastic anal-
ysis of congestion-sensitive systems. We have reinforced our understanding for the
unstable behavior of the system in the absence of admission control, and we have
quantified this behavior in terms of hitting times to the collapse point. We have
demonstrated again that the threshold policy for admission control is optimal and
shown that the optimal reflecting barrier will be located at a value not less than
the unstable equilibrium point. In addition, we examined a different kind of system
control in which the system operator has the ability to reset the system to an initial
state. Again, we quanitified the behavior of the system under this type of control

policy and speculated on the location for the optimal reset point.



Chapter 7
Network Systems

While the behavior of stand alone, congestion-sensitive processors is interesting, our
desire is to understand the large scale network behavior of interacting processors.
In this chapter, we take the first steps toward this ultimate objective. We provide a
framework in which we consider the dependence between interacting input-output sys-
tems. We identify several basic network forms, and we describe how their congestion-
sensitive nature necessarily makes them susceptible to failure cascades. We describe
how even these simple networks provide a realistic description of some important in-
frastructure systems. Furthermore, we leverage previous work on queueing networks
in order to take the first steps in the development of control policies that are effec-
tive in mitigating the risk of cascading failures while still providing good network

performance.

7.1 Parallel Systems

Perhaps the simplest configuration of interacting congestion-sensitive processors oc-
curs when they operate in parallel. In this case, the network load is shared among

the processors and the primary challenge is load balancing among each processor.

121
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7.1.1 A Parallel Processing Model

Consider a system of J processors arranged in parallel. Let z; be the amount of
work in processor j and w;(x) be its corresponding workload function. Here, we will
extend our notation for continuous time dynamical systems. Assume that arrivals
occur at rate A(t) and let D;(t) represent the departure rate of work from processor
7. In this model we do not allow for a system operator to reject arrivals. Instead,
the job of the input controller is to assign each unit of arriving work to one of the
processors. In this manner, the input controller functions as a load balancer among
the J processors. We assume that each assignment is permanent in the sense that
work cannot be rebalanced at a later time. The dynamics of this system are illustrated

in Figure 7.1 below.

x,() [ D, (1)

OZ: 1 x,0 0,0
Alt) —>

1 x,0) =D,

Figure 7.1: Load balancing in parallel system.

Let w;(t) represent the fractional amount of arrivals that are routed to processor j at
time ¢. Of course, we require ijl u;(t) =1, for all t € [0,00). In the case where the
allocation of work among processors is based on a fixed proportion (e.g. u;(t) = u;),
then the behavior of each processor can be analyzed independently in the manner
of the previous chapters. However, we know from our previous stochastic analysis
that, in the absence of admission control, each standalone processor will experience
congestion collapse in finite time.

As an operator of this system, we would like to leverage the following facts in
the development of an optimal control policy. First, individual processors might
not be identical. For example, the processors may differ in their maximum processing

capacity, and this fact should be considered in the allocation of work to each processor.
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Second and more importantly, it is likely that the loading among processors will not
be uniform over time. It therefore seems reasonable that we should be able to achieve
better system performance by using a dynamic allocation scheme. Of course, the form
of this type of policy is likely to depend on the specific application of interest.

Load balancing problems such as this have been studied in the queueing literature
and have found application in a number of computer problems. In the context of
queueing, Winston [132] was the first to show that for a system with Poisson arrivals
and several identical, exponential (congestion-insensitive) servers arranged in parallel,
the shortest line discipline stochastically dominates other policies in maximizing the
time-discounted number of customers served during any interval. In other words,
the system maximizes its throughput in a stochastic sense if each arriving customer
always joins the shortest queue. The intuitive appeal of this policy is obvious. Weber
[127] extended this result to the case of a general arrival process and a general service
distribution with a non-decreasing hazard rate. Ephremides, Variaya and Walrand
[46] considered a simple system of two identical exponential servers. They showed that
if the queue lengths can be observed by incoming arrivals, then the optimal policy is to
join the shortest queue. However in the case where the queue lengths are not observed,
then provided that the initial lengths of the queues was the same, they showed that
the optimal policy is to alternate between the two queues. In another variation of the
problem, Bell and Stidham [16] considered the case where arriving customers must
choose among the servers using information about the service time distributions for
each processor but without knowledge of existing congestion levels. They showed
that the arrival patterns based on individual self-interest differ systematically from
the socially optimal allocations chosen by an input controller.

In the context of computer applications, the above formulation is an appropriate
model for the problem of assigning incoming World Wide Web (WWW) traffic to
machines in a web server farm. Over the last several years, there has been tremendous
interest in the characterization of web server behavior of in the presence of traffic
overload [8] and on the development of methods for mitigating possibility of server
collapse in these systems [59, 62, 33, 3]. A particularly important strategy is one in

which server load is intelligently balanced among the individual machines [37, 35].
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Traditional analysis in the context of computer load balancing has focused on
the relative performance of a control policy rather than on its absolute performance
[13, 129, 12, 4]. For example, one is often interested in the relative performance of
one policy over another for a large ensemble of possible arrival streams, or a relative
comparison of a given policy to the optimal policy for a known set of arrivals. In
constructing the appropriate policy, there is a general tradeoff between finding the
optimal allocation and an easily implemented algorithm, such as the Greedy algorithm
[131].

7.1.2 Cascading Failures in Parallel Systems

During normal operation of a parallel system with congestion-sensitive components,
individual processors will occasionally fail. An initial failure may be caused by con-
gestion collapse within that processor or as the result of some exogenous shock. In
either case, the important issue is how the system of processors responds in the pres-
ence of this failure. As long as the failed processor remains unavailable, the system
will need to balance all future arrivals among the remaining processors. If the rebal-
ancing is done poorly or perhaps too slowly, it is possible that another processsor can
experience congestion collapse. If this process repeats with more and more processors
failing in succession, we say that the system has suffered a cascading failure.

In order to investigate the potential for cascading failures in parallel processing

systems, we are interested in the following questions.

1. What types of load balancing policies make sense for normal operation, and
what is the behavior of a this congestion-sensitive parallel system under this

policy?

2. Under what conditions will a single processor fail? How frequent are such

failures likely to be?

3. Under what conditions will the system collapse from a cascading failure? Al-

ternatively, what conditions will ensure that the system does not collapse?

4. What forms of control need to be applied to prevent collapse?
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5. What should be done to optimize the throughput performance of such a system?

In a manner consistent with our previous analysis of stand alone processors, we intend

to leverage known methods from the literature on stochastic control.

7.2 Tandem Systems

Another simple type of processing network is one in which the input-output systems
are connected in tandem—that is, the output from one processor becomes the in-
put to another. These systems have diverse applications, including transportation,
manufacturing, and communication systems. Unfortunately, the dynamics of these
systems are more complicated than the dynamics of parallel systems, as the following

example illustrates.

7.2.1 2-Node Tandem System Model

Consider the simple case where two congestion-sensitive input-output systems are
connected in tandem without intermediate buffering. That is, the output of the first
processor is the input to the second processor. Let x(t) denote the amount of the
work in the first system at time ¢, with quantites A (t), D;(t), and w;(x) denoting the
respective arrival process, departure process, and workload function. We define the
analogous quantities x5(t), As(t), Do(t), and ws(x) for the second processor. Then,

each system evolves according to its own ODE

dl’l
% — Al(t) - Dl(t),
dl’g

However, since they are connected in tandem A, (t) = Dy (). Substituting the appro-

priate workload functions, we obtain the following.

dl’l
- = Ai(t) —wi(x1(2)),
dJZQ

= wy (21(t)) — wa(wa(t)).
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Assume we allow for admission control to the first processor only. Let wuy(t) € [0, 1]
denote the fractional amount of input allowed at time t. If we are interested in
maximizing the throughput of the system as before, we have the following optimal

control problem.

max ftio wy(w2(t))dt
st 21(t) = u(t) — wi(x1(t))
22 (t) = wi(x1(t)) — wa(w2(t))
0 <wuy(t) < A(t),t €[0,T]

21(0), 7(0) given

The interacting aspects of these processors is illustrated in Figure 7.2.

At) > x,) > x(t) [ D()

Figure 7.2: Basic 2-node tandem system.

As with our investigation of the single processor system, we are interested in the

following questions.
1. What is the behavior of a this congestion-sensitive tandem system under arbi-
trary known input?

2. Under what conditions will the first processor fail? The second? How frequent

are such failures likely to be?

3. Under what conditions will the system collapse from a cascading failure? Or,

what conditions will ensure that the system does not collapse?
4. What forms of control need to be applied to prevent collapse?
5. What should be done to optimize the performance of such a system?
While a thorough treatment of these questions is beyond the scope of this current
work, there is a tremendous amount of insight that is already available from our

previous analysis. We use this opportunity to develop this insight in order that it

might serve as a foundation for ongoing work.
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7.2.2 Qualitative Analysis

We can begin to get insight into the behavior of a congestion-sensitive tandem system
from the same type of qualitative analysis used previously. Imagine that we have
two congestion-sensitive systems that operate deterministically but are connected in
tandem in the manner described above. The system dynamics under constant input
can be understood in terms of a phase plot for the two node system. In the case where
the first processor is stable under constant arrival rate A\, we know that the output
rate of the first processor (and therefore the input rate of the second processor) is
also A. We know that the first processor will have equilibrium points given by ] and
x2. Similarly, the second processor will have equilibrium points given by z} and 3.

Figure 7.3 illustrates the intersection of these equilibria on the x; — x5 plane.

Wy (X))t
A R .
X

X 4 1%
M

2

NG ->t<- --------------- 4-1-» -----------------

Xy ->*<- ——————————————— 4*» -----------------

X1 X Mix Wy (%)

Figure 7.3: Phase plot for 2-node tandem system under constant input \.

Using the same qualitative analysis as before, it is clear that

o (x1,2d) is a stable equilibrium for the 2-node system,

o (z7,xl), (x},23), and (2%, x3) are unstable equilibrium points.
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As with the standalone processor, this system is clearly unstable in the absence of
control. The development of an effective input control mechanism will require a

thorough understanding of the system dynamics.

7.2.3 Birth-Death Formulation

It is relatively straightforward to consider an extension of the simple one-dimensional
birth death model. Let (ni,ny) € {0,1,2,...} x {0,1,2,...} be the population of
at processors 1 and 2 respectively. The population for each processor is allowed unit
increments and decrements, with the restriction that a departure from processor 1
means an arrival to processor 2. Assume that births occur at processor 1 with Poisson
rate X\. Assume that deaths at processor 1 occur with rate pi(n;) and that deaths
from processor 2 occur with rate ps(n2). In summary, we have a CTMC with the

following possible transitions.

(n1,n9) — (ng + 1,ns) with rate A ni,ny >0
(n,n2) — (ng — 1,ng + 1) with rate g1(ny) n3 >1,n>0

(n1,n9) — (ny,ne — 1) with rate pa(ne) mny > 0,n9 > 1

When the death rates u; and us correspond to congestion-sensitive workload func-
tions, this type of system is going to be unstable in a manner consistent with the
one-dimensional birth-death system and illustrated by our qualitative analysis above.

As before, we consider input control as a primary means by which we can etab-
lish system stability and manage system performance. Consider the case where we
implement a threshold admission policy at each of the processors. Let Ny, Ny be the
thresholds imposed on the two systems. The system then evolves on the simplex

(N1, N3) and has the following possible transitions.

( ) — (n1+ 1,n9) with rate A 0<n <Ni,0<ny, <Ny
(n1,n) — (ng — 1,ng +1)  with rate py(ny) 1 <ny < N;,0<ny <Ny
( ) — (ng — 1,m9) with rate p1(n;) 1 <mn; < Ny,ng =Ny

( ) — (n1,ny — 1) with rate pa(n2) 0 <np < Npj,1 < nylNy
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In this case, system arrivals that occur when n; = N; are blocked and lost to the
system forever. Similarly, a departure from processor 1 that occurs when ny = Ns is
blocked from entering the second processor and is lost to the system. The steady-state
distributions for this Markov chain are easily obtained. As an example, consider the
simple case where each node has an identical piecewise linear workload function. Fig-
ure 7.4 plots the associated steady-state probabilities. Observe that this distribution

is consistent with the qualitative analysis of Figure 7.3.
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Figure 7.4: Steady-state distributions for Markov chain model representing two queues
in tandem.

While this type of control does yield a stable system, it is somewhat heavy in
its restrictions. A more appealing approach would impose admission control at only
the first processor. However, it is unclear whether this simple admission policy would
provide adequate control for the system. Although the formal development of optimal
control mechanisms is beyond the current scope of this thesis, we leverage previous
results from the vast literature on stochastic networks to build intuition for future

work.
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7.2.4 General Results in Stochastic Networks

The analysis of queueing networks has focused primarily on models which yield a
product-form steady-state distribution. That is, the joint steady-state distribution for
the system as a whole can be computed as the product of the steady-state distributions
for the individual, stand alone network components. Systems with product-form
distributions allow for easy computation of performance metrics.

The development of product-form results started with the early work of Burke [27,
28] who showed for a queueing system with Poisson arrivals and exponential service
that the output process is also Poisson and independent of the state of the queue.
Jackson [60, 61] extended this work to the network context with his development of
joint probability distributions for queueing models representing production systems.
Kelly [68] generalized the class of product form results using ideas from reversed
processes. Recent treatments of queueing networks and product form solutions are
available from Walrand [123], Gelenbe and Pujolle [52], and Chao, Miyazawa, and
Pinedo [32].

Although the above results apply to general network forms, they have been used
extensively in the analysis of tandem networks. Reich [93, 94] showed that for a
tandem system of two or more exponential queues in equilibrium the customer sojourn
times at each queue are independent. Weber [128] extended this result to show that
the ordering of the queues does not affect the stationary output of the system. In
other words, the queues are interchangeable in the stochastic sense. This result also
hold for the case when the service times of all queues are deterministic. Earlier work
by Tembe and Wolff [118] had shown that a tandem system comprised of a mix of
queues with deterministic and exponential service distributions is not interchangeable.
When this is the case, they provided methods for obtaining the optimal ordering of
such queues. Walrand and Variaya [124] generalized the results of Reich to show
that the sojourn times of customers in Jackson networks with non-overtaking paths
are mutually independent. Lehtonen [71] uses sample path arguments to obtain this
result for two queues in tandem and also shows that the overall departure process
becomes stochastically faster as the servers become more homogeneous. Tsoucas and

Walrand [121] extend this result to the general case of N queues in tandem. That is,
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if the exponential service rate of each queue is given by py, po, ..., iy, then subject
to the constraint that gy + po + -+ - + puny = K the departure process for the system
is maximized when pu; = K/N fori=1,2,... N.

The above results remain valid provided that there are no limits on the number
of customers that can be at each queue—that is, as long as there is no blocking at
one station by the next. Morse [80] was probably the first to consider the behavior
of tandem queues without intermediate buffering. In this framework, a customer
exiting service at one station can proceed to the next station only if there is available
capacity at the next station. In the case where the next station is full, the customer
remains with the server at the current station and blocks all subsequent customers
in that queue. Avi-Itzhak & Yadin [11] considered the case of a tandem system in
which there is no intermediate buffering between sequential queues. In their model,
arrivals to the first queue are Poisson and there is infinite buffering at the first station.
They showed for both the case of exponential and deterministic service times that the
densities for customer sojourn times and number-in-system do not depend on the order
of stations. Furthermore, they showed that interference between stations incresases
with the difference in the exponential service parameters, and also that interference
does not exist for deterministic service times. Hildebrand [57] presented methods for
evaluating the capacity of tandem systems with finite intermediate buffering. Pinedo
and Wolff [91] considered a case where service times at each station are the same for
a given customer but vary from customer to customer. They examined both cases in
which blocking between tandem station is and is not allowed. They showed that the
performance of the tandem system generally improves as the arrival process becomes
more regular and as the service distribution becomes less regular.

In a departure from the restrictions imposed by a need for exact analysis of queue-
ing systems, Newell [83] considered the case of non-Poisson and non-stationary queue-
ing systems using deterministic and diffusion approximations. His model specifically
addresses the case of finite storage at each tandem queue. In general, he shows that
tandem systems can be most easily understood by identifying the single bottleneck
of the system, and in doing so the analysis is greatly simplified. Accordingly, he

comments that analysis of systems with identical servers are the most difficult to an-
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alyze in this manner. While he develops analytic approximations to many important
queueing networks, he does not address the issues associated with optimal control of
these systems.

The issue of optimal control for tandem queueing systems has also received at-
tention. Rosberg, Varaiya and Walrand [101] considered the case of two queues in
tandem where service rate control at the first queue is used to optimize expected
discounted cost of the system as a whole. In their model, each queue has a buffer
of infinite size but incurs a per unit holding cost for its inventory. The service rate
u € [0,a] for the first queue is chosen according to the joint state (z1,z3) of the
system. They showed that the optimal control is of the form v = 0 or v = a ac-
cording to a switchover curve S. In particular, the optimal policy chooses u = a
when x; > S(z3) and chooses u = 0 when z; < S(z3). Ghoneim and Stidham [53]
consider an alternate model for the control of two queues in tandem. In their setup,
each queue receives its own stream of external arrivals and can accept or reject each
arrival from the outside. However, departures from the first queue always join the
second queue, and there is no blocking or rejecting these customers from the second
queue. For the finite horizon problem, they show that the optimal admission policies
for each queue takes the form of a rejection region of the state space (x1,x2). This
rejection region is essentially the two-dimensional analog of the threshold policy in

use for a single queue.

7.2.5 A Need for Something More

While a review of this literature yields insight into the types analyses and control
policies that are apt to be useful for an investigation of congestion-sensitive proces-
sors in tandem, the above results do not directly apply. The congestion-sensitive
nature of the processor and its resulting instability mean that the basic results of
Burke [27, 28, 29], Jackson [60, 61], and Kelly [68] will not hold. Nonetheless, it is
reasonable to believe that the optimal control policy will correspond to some form
of a switching curve for the tandem case, much in the same way that the optimal

control was a threshold policy for the single processor case. The development of this



7.2. TANDEM SYSTEMS 133

optimal admission control policy remains part of ongoing work.

7.2.6 Cascading Failures in Tandem Systems

In a tandem system of congestion-sensitive processors, it is possible that any of the
processors along the chain can experience congestion collapse. This possibility results
from fluctations in the work levels that flow through the system as well as differences
in the workload functions of each processor. What happens when a processor fails?
If a downstream processor fails, it is possible to have cascading effects upstream,
particularly if individual processors are not allowed to implement their own input
control. Similarly, when an upstream processor fails downstream nodes suffer from
starvation. In general, the optimal control policy will carefully balance these tensions

so as to maximize overall system performance.

7.2.7 Applications to Transportation Systems

Tandem systems provide a simple, yet reasonable model for the dynamics of certain
transportation systems. For example, consider a segment of one-way traffic on a
major highway. Vehicles arrive to the entrance point of the segment and then, after
some period of time, exit the other end of the segment. The amount of time that it
takes a vehicle in the system depends the segment length, the speed of the vehicle,
and the number of other vehicles in that segment.

Transportation engineers have characterized this behavior in terms of the rela-
tionships between: number of items in the system or density (denoted n), the average
processing rate or velocity (denoted v), and the vehicle output rate or throughput (de-
noted u). Of course, these quantities depend also on the vehicle input rate, and the
standard approach is to assume that the average velocity is inversely proportional to
the density. For example, consider a simple case in which velocity decreases linearly
with traffic density. That is, v(n) = K(1 — &), where K is a constant and NV is the
maximum possible density. Then, system throughput can be simply understood as
the product of density and velocity. In other words, u(n) = n v(n) = K n (1 — §).

Note that in this simple case, system throughput is quadratic in n, and it is easily
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seen that when K = 1 throughput is maximized at n* = N/2 with value pu* = N/4.
The relationship for throughput and velocity can similarly be obtained. Figure 7.5
illustrates these relationships. They can be found in most introductory texts on
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Figure 7.5: Relationship between density, velocity, and throughput in transportation
systems.

transportation engineering [78].

It is important to recognize that the throughput-density relationship defined here
corresponds exactly to the workload function that we have used throughout this
thesis. In particular, the throughput relationship p(n) =n v(n) = K n (1— ) is the
famous Greenshields traffic model, and it correspond to our second workload function
wa(x) ={z (1 — (z/M)P) when p = 1. In this manner, the simple tandem system can
be directly applied to problems in highway traffic.

In a manner similar to highways, railroad systems can be examined in the context
of tandem networks. For example, consider the Sunset Route that is owned and

operated by the Union Pacific Railroad (UPRR). The Sunset Route is a stretch of
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primarily single-track railroad that runs from Los Angeles to El Paso. Trains travel
in both directions along this single track railroad, using track sidings to allow trains
to pass one another in either direction. Because track sidings may be spaced at large
distances, the speed (and therefore throughput) that is attainable by trains along the
Sunset Route depends on the density of trains and the spacing of the sidings.

The general relationship between congestion-sensitivity and cascading failures in
railroads has been understood since the time of the Union Pacific service crisis [64].
An important next step in the understanding of large-scale congestion behavior in
railroads will come from the development of appropriate tandem network models.
For example, the Sunset Route is conveniently modeled by a tandem system with two
classes of traffic (one for each direction). Each segment of track is represented by a
separate input-output system. For example, assuming that there are J such segments,
then for any segment j one has eastbound traffic, denoted zf, and westbound traffic,
denoted . Analogous system equations follow directly. It should be noted that
this relatively simple model yields complex behavior, and that understanding how to
manage this type of network is of primary importance to Union Pacific. A case study

of the management issues for type of system is currently ongoing.

7.3 Chapter Summary

Our ultimate goal is to understand the collective behavior of congestion-sensitive
processors that are connected in arbitrary ways. That is, we wish to consider net-
work topologies that include a mixture tandem components, parallel components,
and feedback. By studying these canonical network structures in isolation, we take
the first steps in developing the necessary theoretical foundation for a broader theory
of network dynamics. At the same time, these simple network forms are reasonable
models for several important applications ranging from computer and communication

networks to transportation systems.
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Where Do We Go From Here?

The intention of this thesis has been to develop an insight and understanding of
congestion-induced failures that is sufficient for addressing the large-scale vulner-
ability issues of our national infrastructure systems. Of particular interest is the
development of improved management guidelines for the complex networks of today

and the identification of design principles for the robust networks of tomorrow.

8.1 Contributions of This Thesis

Although there remains significant work ahead in achieving this ambitious goal, this

dissertation has already made several important contributions.

1. Articulating an agenda of significant scope and setting out in a direc-
tion to address key questions about the large-scale vulnerability of our

infrastructure systems.

Our national infrastructures are a complex network of networks. Their efficiencies
have encouraged a great dependence on them, and it is this dependence that makes us
vulnerable to accidents, failures, and attacks. While this problem has been recognized
at the level of the federal government for nearly a decade, relatively little progress

has been made to date in understanding the causes and behavior of large-scale failure

136
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events. This thesis leverages an interdisciplinary perspective to develop an analytical

framework for the study of congestion-sensitive network flow behavior.

2. Isolating the canonical model for a network element that is simple but

not simplistic.

In this thesis, we have focused on systems consisting of processing elements that are
sensitive to congestion. We have shown how these elements can be characterized
in term of a workload function and have shown the existence of a broad class of
such functions that are useful representing the realistic behavior of many important
systems. We have seen that even when in isolation, these elements have distinct

nonlinear behavior and are inhererntly unstable.

3. Analyzing the model from wvarious angles to develop a deep under-

standing of its assoctated performance.

In our analysis of the congestion-sensitive network element, we have leveraged several
different theoretical perspectives. We have looked at deterministic and stochastic sys-
tem behavior, and we have investigated control strategies over finite and infinite time
horizons. When the system objective is maximal throughput, we have interpreted the
dilemma of input control as a tradeoff between congestion and starvation. We have
leveraged popular stochastic birth-death models and diffusion models to reinforce this

perspective and identify optimal control strategies.

4. Fxtending the model by incorporating connections among several ele-

ments 1n order to understand large-scale network behavior.

We have considered the simplest forms of feed-forward networks, namely those of
tandem and parallel processing systems. We have demonstrated how the congestion-
sensitive nature of individual elements naturally yields the potential for cascading
failures in each of these network types. We have commented on the potential for
emergent behavior in these types of systems and identified important features of
desired performance, most notably the need for graceful degradation in the presence

of overwhelming system load. We have speculated on the form of optimal control



138 CHAPTER 8. WHERE DO WE GO FROM HERE?

for these basic systems, and we have initiated the research for an all encompassing

general network framework.

5. Identifying significant applications of immediate tmportance, and set-
ting in motion the process of studying them in order to produce manage-

ment recommendations.

The development of our modeling framework has been with an eye to address crit-
ical applications in computer, telecommuncation, and transportation systems. We
have shown how even simple tandem network models are a realistic representation
of transportations systems, such as the Union Pacific Railroad. Railroad systems
in particular have been vulnerable to congestion-induced cascading failures, and in-
sights into the management of these vulnerabilities are of immediate importance.
Similarly, we have illustrated how simple parallel configuations of network elements
can reasonably represent computer processing facilities, such as web server farms.
The development of policies for optimal load balancing in these parallel environments
and the evaluation of their stability and performance is of ongoing importance to

information infrastructure providers.

6. Leveraging our management insights for complex networks with an
understanding of engineering design to accelerate the design and devel-

opment of robust networks for the future.

We have initiated a study of issues for the synthesis of robust network systems. In
particular, we recognize that there will be an ongoing tension between efficiency
and robustness for our infrastructures. Through the study of our simple model,
we have demonstrated how choices in this tradeoff can result in vulnerabilities to
cascading failures. As these infrastructure systems continue to permeate the fabric of
our daily lives, it will be essential that the architects of these systems possess a deep

understanding of the large-scale implications of their design decisions.
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8.2 Ongoing Research

While the conclusion of this thesis marks a completion of the first phase of this
research, there are several important ongoing research threads that already constitute

the next phase in this agenda.

o A thorough treatment of the finite horizon problem. In particular, we would
like to develop an understanding of the optimal horizon admission policy as a
function of both the current load and the time remaining. While long-lived or
ongoing decision problems may be analyzed over an infinite horizon, the cor-
responding decision policies are often implemented over a finite horizon. Man-
agement decisions for infrastructure systems are made and then updated for
finite rolling time horizons, based on the limited information that is available
at each decision point. For this reason, it will be important to complete the
aforementioned analysis for value of information, including the horizon method

and blended arrival stream approach.

e The extension of the existing frameworks for the treatment of general network
structures. The canonical models of the tandem and parallel processing net-
works extend naturally into a general network model for congestion-sensitive
processing systems. We aim to understand the behavior and control issues as-
sociated with this broad network model in order to enable the treatment of a
greater diversity of infrastructure applications. Of particular interest in this
analysis will be understanding the differences between these network models

and the results of traditional product-form queueing networks.

e The development of diffusion-approximation models to lend additional insight
into the stochastic behavior of congestion-sensitive systems. Systems that evolve
in continuous time and continuous space are often represented using diffusion
processes [67, 54]. They are a natural extension of the birth-death processes that
were examined in Chapter 6. Because they can be viewed as approximations
to many other types of stochastic processes, diffusion processes are an impor-

tant class of stochastic models. Diffusion processes have a rich mathematical
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framework that allows for the easy calculation of several performance metrics
of interest and enables greatly facilitated sensitivity analysis. Diffusion process

models can also be extended to the types of network settings mentioned above.

Application of our network framework to a detailed study of the congestion-
sensitivity challenges facing the Union Pacific railroad. While executives at the
UPRR have learned much from the 1997-1998 service crisis, their approach to
managing the tradeoff between efficiency and robustness in their railroad op-
erations remains heuristic. Because their business will continue to be subject
to disruptions from weather, equipment failures, and labor issues, they have an
immediate and ongoing need for a deeper quantitative and theoretical under-
standing of this issue. In order to apply the framework and theory developed in
this thesis, we will require a specific understanding of how the low-level dynam-
ics of particular train movement leads to large-scale congestion behavior. Of
particular importance will be leveraging the aforementioned value of informa-
tion results to understand how to they should schedule and manage a mixture
of known shipments and last-minute shipments. We hope to identify appropri-
ate incentive structures for demand shaping of customer arrivals, and look to
deisng a management framework for integrating these incentives with overall
operation of network flows. The ultimate goal for the design of a management
system will be to integrate the theoretical insights for system operation with

real-time network data.

Application of the network model to a detailed study of load balancing behavior
in computer server farms. Again, we require a detailed understanding of how the
low level dynamics of server response to increased load can result in congestion
collapse. As a first step, our goal is to identify the optimal control strategies
for the single-location load balancing problem. An important extension of these
results will be to the case of spatially-distributed load balancers, such as used

in content distribution networks.

Application of the network model to a detailed study of interacting ethernet

domains. With the rise of gigabit ethernet as a major medium for local area
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and even campus area networks, we can expect a growing ubiquity, complexity
and reliance for interacting ethernet domains. Since shared access protocols
like ethernet are known to be subject to the type of congestion-sensitivity dis-
cussed in this thesis, it seems reasonable to expect that networks of ethernet
domains may be at risk to cascading congestion-collapse. We are investigating

this conjecture using both theoretical and experimental approaches.

These projects are interesting and of immediate importance. They are also part of a
natural progression to addressing a number of difficult, yet important issues regarding

the infrastructure systems of the future.

8.3 Future Challenges

Dreamers of future infrastructure systems envision a world in which we live under the
canopy of a network that connects everything and everyone. In this world, information
is available instantaneously, goods and services flow without friction, and society
proceeds in a manner that is uninhibihted by geographic distance. And of course, in
this world “the network” is presumed to be robust and reliable.

While the prospect of this future world provides a compelling reason to continue
the current drive to interconnect everything and everyone, we pause to outline some

of the big, fundamental questions that remain unanswered.

o Can we develop early-warning systems to alert network infrastructure operators
to pending failures, and can we develop the appropriate management policies
to avert catastrophe once it has begun? For each of the current infrastructure
systems, we require a theoretical understanding the patterns of failure and the
specific progression of a large-scale failure. In order to achieve this, we require
a theoretical model for cascading failures that specifically incorporates control

strategies to arrest the cascade before it spreads out of control.

e How do design and optimization at various levels of network structure contribute

to the robustness and fragility of the system as a whole? What is the role
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of evolutionary design in the creation of robust infrastructure systems? Is it
possible that there exists something akin to a highly-optimized tolerance (HOT)

model for national infrastructure systems?

How do the results for congestion-sensitive flow networks extend to other types of
transportation systems, including air transportation networks and urban high-
way systems? The challenges faced in these industries are as important and
perhaps more immediate than for railroad systems. For example, when there
is a major snowstorm in chicago, flights throughout the country are disrupted.
How should this be managed? Is there a way to develop a flow management
scheme that achieves the necessary efficiencies for the airlines while allowing
the operating schedule to remain robust to disturbances? Similarly, when there
is a major accident at a critical highway or intersection that creates gridlock
for major metropolitan areas, is there a routing scheme that could allow for
dynamic rebalancing”? Understanding the similarities and differences between

these systems will be of primary importance to answering these questions.

To what extent can we leverage this analysis to understand other types of infras-
tructures which suffer collapse from starvation instead of congestion? Examples
of such systems include supply-chain systems and networks of financial markets
whose robustness relies on the constant availability of commodity flows. In the
rare event that such systems experience a shock, how does the industry as a
whole react? Consider the following paraphrased examples that have occurred
during the last decade. First, an earthquake in Taiwan destroys key silicon
manufacturing facilities creating a shortage of memory chips, which creates a
cascade of stockouts within a computer appliance industry that has been opti-
mized for just-in-time manufacturing. Second, the collapse of a major, global
financial institution sends shockwaves through the world banking system as ma-
jor banks are exposed to an unanticipated risk. The cascading nature of these
types of behaviors is clear. We believe that results from this thesis will be useful

in developing appropriate models and insights.

This thesis is a necessary first step for addressing these fundamental questions.
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8.4 Final Remarks

We are fortunate to live in a time of great advancement. The speed and scope of
technology change has brought incredible efficiencies and conveniences that permeate
all aspects of society. As the pace of this evolution accelerates, we expect that tech-
nological advances in the years to come will allow for us to interconnect even more
people and devices, at faster speeds, and interacting in a more significant way with the
physical environment around us. While we marvel in the infrastructures that bring us
great capability and luxury, we must remember that our growing dependence makes
us vulnerable as a result. In conclusion, we need to make sure that our theoretical
understanding of complex networks keeps pace with these technological advances. It
is our only hope for predicting what the nature and scope of the behavior of these
systems will be.

We look forward to pursuing these interesting and important research questions

in the years to come.
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