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An economical method f o r  ma in ta in ing  r o u t i n g  
records i n  an automated record keeping system i s  
described. Routing records are  s to red  separate ly  
from data records on secondary s torage devices. 
A "t ime stamp" i s  s tored i n  each r o u t i n g  record, 
and a l l  r o u t i n g  records associated w i t h  the  same 
data record are 1 inked by a " t ime 1 ink". The 
method i s  shown t o  have b e t t e r  performance and 
lower impact on t h e  remainder o f  the  system than 
several a l t e r n a t i v e  s t ra teg ies .  

I n t  roduc t ion 

While reading the  Report o f  the  Pr ivacy 
Pro tec t ion  Study Commission , I began wondering 
how one might implement the  requirements f o r  
r o u t i n g  data. The Pr ivacy Act o f  1974 mandates 
the  use o f  ' ' rou t ing  data" in  a l l  record keeping 
systems maintained by Federal agencies. Routing 
data, a l s o  c a l l e d  " t rack ing  data" o r  " t r a f f i c  
data", prov ides an account o f  the  r e c i p i e n t s  o f  
data s tored i n  a record associated w i t h  some in -  
d i v i d u a l .  The purpose o f  the  r o u t i n g  data i s  t o  
prov ide the  i n d i v i d u a l  w i t h  an accounting o f  the  
uses and d isc losures  o f  h i s  record on request, 
and t o  f a c i l i t a t e  the Propagation o f  c o r r e c t i o n s  
t o  the  r e c i p i e n t s  and sources o f  the  in format ion.  
Section 3(c)  o f  the  Pr ivacy Act s ta tes  t h a t  the  
r o u t i n g  data must inc lude "the date, nature,  and 
purpose o f  each d isc losure  ... and the  name and 
address o f  the  person o r  agency t o  whom the d i s -  
c losure  i s  made," and t h a t  the  r o u t i n g  data must 
be maintained f o r  f i v e  years. 

The technologica l  imp l ica t ions  o f  the  re -  
quirement f o r  r o u t i n g  data a re  obv ious ly  enormous 
E x i s t i n g  record keeping systems might requ i re  
c o s t l y  r e s t r u c t u r i n g  t o  accommodate r o u t i n g  data. 
the amount o f  s torage needed t o  save r o u t i n g  data 
f o r  f i v e  years and the t ime requi red t o  search i t  
f o r  data p e r t a i n i n g  t o  a p a r t i c u l a r  i n d i v i d u a l  
could be immense. F i n a l l y ,  the  maintainance o f  
the  r o u t i n g  data could severe ly  impact the  per- 
formance o f  the  o ther  operat ions o f  the  system. 

I n  t h i s  note, I would l i k e  to share w i t h  the 
reader the  thoughts I had w h i l e  t h i n k i n g  o f  
d i f f e r e n t  s t r a t e g i e s  f o r  s t o r i n g  and r e t r i e v i n g  
r o u t i n g  data. The s t ra tegy  I l i k e  best i s  based 
'-Work repor ted here in  was supported i n  p a r t  
by NSF Grant MCS77-04835. 

on "t ime stamps". The r o u t i n g  records a r e  main- 
ta ined separate ly  from the data records on 
secondary storage devices. Each r o u t i n g  record 
has associated w i t h  i t  a t ime stamp, and a l l  
records associated w i t h  t h e  same data record are  
l i n k e d  by a "t ime l i n k " .  The o n l y  in fo rmat ion  
t h a t  i s  recorded w i t h  a data record i s  the  t ime 
o f  i t s  most recent d isc losure .  

I s h a l l  f i r s t  o u t l i n e  a simple model o f  a 
record keeping system and s t a t e  the  minimum re-  
quirements I b e l i e v e  any r o u t i n g  system must meet. 
I s h a l l  then descr ibe and evaluate the t ime- 
l i n k e d  s t ragety .  F i n a l l y ,  I s h a l l  compare the  
s t ra tegy  w i t h  several a l t e r n a t i v e  approaches. 

Model and Requirements 

An automated record keeping system cons is ts  
o f  a c o l l e c t i o n  o f  data records, a se t  o f  opera- 
t i o n s  f o r  r e t r i e v i n g  and main ta in ing  the  data 
records, and a r o u t i n g  subsystem. 
record conta ins in format ion about some i n d i v i d u a l  
i d e n t i f i e d  by the  record, and no i n d i v i d u a l  i s  
represented by more than one record. The r o u t i n g  
subsystem cons is ts  o f  r o u t i n g  records together  
w i t h  operat ions f o r  r e t r i e v i n g  and main ta in ing  
them. A r o u t i n g  record i s  created whenever a 
data record i s  d isc losed and conta ins t h e  associa- 
ted  i n d i v i d u a l ' s  i d e n t i f i e r ,  the date, the na ture  
o f  the  d isc losure ,  and the  r e c i p i e n t .  A r o u t i n g  
record may a l s o  be created whenever a data record 
i s  updated; i n  t h i s  case i t  g ives the  na ture  and 
source o f  the  update. 
made: 1) storage and r e t r i e v a l  o f  data records 
i s  performed much more f r e q u e n t l y  than s torage 
and r e t r i e v a l  o f  r o u t i n g  records, 2)  r o u t i n g  re-  
cords are  created much more f requent ly  than they 
are  re t r ieved,  and 3) t h e  number o f  r o u t i n g  re -  
cords created could be inord ina te .  

Each data 

Three assumptions a r e  

The requirements o f  a record keeping system 
f a l l  i n t o  th ree  areas: 1) the  i n i t i a l  in tegra-  
t i o n  o f  the r o u t i n g  sybsystem i n t o  the  record 
keeping system, 2) the  performance o f  the record 
keeping operat ions which r e t r i e v e  and main ta in  
the  data records, and 3) the  performance o f  the 
r o u t i n g  subsystem. I t  should be poss ib le  t o  
i n t e g r a t e  a r o u t i n g  subsystem i n t o  an e x i s t i n g  
system wi thout  reorganiz ing the  e n t i r e  data base. 



I t  should a l so  be poss ib le  t o  reorganize the data 
records wi thout  reorganizing a l l  o f  the rou t i ng  
records. The rou t i ng  subsystem should no t  
severely degrade the performance o f  the record 
keeping operations. Since storage and r e t r i e v a l  
of data records i s  l i k e l y  t o  be performed much 
more f requent ly  than storage and r e t r i e v a l  o f  
rou t i ng  records, i t  i s  preferable t o  opt imize the 
former a t  the expense o f  the l a t t e r  ra the r  than 
v i  ce-versa. 

The performance requirements o f  the rou t i ng  
subsystem f a l l  i n t o  fou r  areas: a) c rea t i on  o f  new 
rou t i ng  records, b) r e t r i e v a l  o f  some o r  a l l  o f  the 
rou t i ng  records corresponding t o  a given data r e - .  
cord, c) purging o f  obsolete rou t i ng  records, and 
d) reorganizat ion o f  rou t i ng  records. Since 
c rea t i on  i s  l i k e l y  t o  be performed much more f r e -  
quent ly  than the o the r  Operations and i s  performed 
i n  conjunct ion w i t h  storage and r e t r i e v a l  o f  
data records, the performance o f  t h i s  operat ion 
i s  c r i t i c a l .  On the o the r  hand, r e t r i e v a l  i s  
probably performed in f requen t l y ,  so tha t  some 
loss o f  e f f i c i e n c y  i s  t o le ra ted  here. However, 
i t  s t i l l  must be poss ib le  t o  r e t r i e v e  a rou t i ng  
record i n  some "reasonable" per iod o f  t ime 
(searching 1,000 tapes f o r  1 record i s  not  rea- 
sonable!). 
purge obsolete records from the system. F i n a l l y ,  
i t  must be poss ib le  t o  reorganize some o r  a l l  
o f  the rou t i ng  records; e.g., t o  t r a n s f e r  them 
t o  less expensive hardware. 

I t  should be reasonably easy t o  

D i f f e ren t  design s t ra teg ies  f o r  rou t i ng  
subsystems w i l l  be evaluated i n  terms o f  t h e i r  
impact on the system i n  these areas. The discus- 
s ion  w i l l  no t  consider those aspects o f  the 
system t h a t  are independent o f  the s t ra tegy  
used; e.g., when and what rou t i ng  in format ion 
should be recorded o r  the exact format o f  the 
rou t i ng  records. 

Time-L i n ked S t ra tegy  

Desc r i p t i on 

The basic idea i s  very simple. The rou t i ng  
records are s tored separately from the data re-  
cords on one o r  more secondary storage devices 
(e.g., d isks,  tapes, e tc . ) .  Included i n  each 
record i s  a TIME f i e l d  which g ives the  t ime 
( i nc lud ing  date) when the record was created 
( i . e . ,  a t ime stamp), an I D  f i e l d  which i d e n t i -  
f i e s  the i nd i v idua l  o f  the corresponding data 
record, and a TLINK f i e l d  which g ives the t ime o f  
the l a s t  rou t i ng  record f o r  t h i s  i nd i v idua l .  
Since a rou t i ng  record i s  required t o  conta in  the 
date and i d e n t i f i c a t i o n  anyway, the  on ly  addi- 
t i o n a l  f i e l d  requi red i s  the TLINK f i e l d .  A 
TLINK f i e l d  i s  a l s o  included i n  each data record 
g i v i n g  the t ime of the most recent rou t i ng  record. 
Thus a l l  o f  the rou t i ng  records corresponding t o  
a p a r t i c u l a r  data record are l i nked  on a chain 
beginning w i t h  the TLINK f i e l d  i n  the data record 
and fo l l ow ing  the  TLINK f i e l d s  i n  the rou t i ng  
records. 

record need no t  be unique; i f  two rou t i ng  records 
have the same value f o r  TIME, they can be clis- 
t inguished by I D .  The p rec i s ion  used f o r  t ime 
values would depend on the  amount o f  rou t i ng  
a c t i v i t y  on the system and could be a t  the seconjj, 
minute, o r  even day l eve l .  

Since the TLINK f i e l d  o f  a record gives the 
t ime rather  than the phys ica l  l o c a t i o n  o f  i t s  
successor, a method i s  needed t o  map the t ime 
i n t o  a l oca t i on .  This  i s  done w i t h  a Routing 
Index Table (RIT) which g ives a l i s t  o f  (t ime, 
locat ion)  pa i r s :  ( t l , loc l ) ,  ... , ( tn, loc ) .  
( t i , l o c . )  p a i r  gives the l o c a t i o n  loc.  of  a l l  
rout ing ' records created between t ime c .  and t 
( f o r  i=n, between t. and the  current  t ime) .  
l oca t i on  loc.  i s  thA name o f  a rou t i ng  f i l e ;  e.ci., 
a l o g i c a l  f i t e  name, tape i d e n t i f i e r ,  d isk i d e n t i -  
f i e r ,  e t c .  The rou t i ng  records s tored a t  loc.  
may be ordered ch rono log ica l l y ,  though t h i s  i 4  no t  
essen t ia l .  F igure 1 i l l u s t r a t e s  the use o f  t ime- 
l i n k s  t o  chain together two r o u t i n g  records 
associated w i t h  an i nd i v idua l  i d e n t i f i e d  as " X " .  

Each 

The four  basic rou t i ng  operations: creat ion,  
r e t r i e v a l ,  purging, and reorganizat ion are per- 
formed as fo l lows.  To create a new r o u t i n g  
record f o r  an i nd i v idua l  X, t he  cu r ren t  t ime t i s  
placed i n  the TIME f i e l d ,  the TLINK f i e l d  i n  thz  
data record f o r  X i s  copied i n t o  the TLINK f i e l d  
o f  t he  rou t i ng  record and i s  then replaced by t, 
and the rou t i ng  record i s  added t o  the end o f  the 
cu r ren t  rou t i ng  f i l e .  When the  r o u t i n g  f i l e  
reaches capaci ty ,  a new f i l e  i s  i n i t i a l i z e d  and 
an e n t r y  placed i n  the RIT. 

To r e t r i e v e  one o r  more o f  t he  rou t i ng  re- 
cords associated w i t h  an i nd i v idua l  x,  t he  chain 
o f  TLINK values i s  fo l lowed beginning w i t h  the 
data record f o r  X. To r e t r i e v e  a record created 
a t  t ime t, the RIT i s  f i r s t  searched f o r  a p a i r  
( t i , l o c i )  such t h a t  ti 5 t 5 t i  +1 
1 (i <n) o r  t. < t  ( f o r  i = n). 
f i l e  at lac.  1s-searched f o r  the rou t i ng  record 
w i t h  TIME = I t  and I D  = X. 

( f o r  
Then the rou t i ng  

To purge obsolete rou t i ng  records created 
before t ime t .  (1 < i c  n) ,  i t  i s  s u f f i c i e n t  t o  
destroy the rbu t i ng  f i l e s  a t  locat ions 
loc l  ,."., loc i - ]  and remove the  p a i r s  ( t l , l oc l ) ,  
..., ( t i - , , loc i - l )  from the RIT. 

To reorganize the rou t i ng  records onto d i f i ' e r -  
ent  storage devices, i t  i s  s u f f i c i e n t  t o  updatt: 
the RIT. The rou t i ng  records requ i re  no modif ca- 
t i o n .  

One f i n a l  observation: the t ime stamps are 
much l i k e  l o g i c a l  o r  " v i r t u a l "  addresses and the  
RIT l i k e  a v i r t u a l  memory mapping tab le .  The 
primary d i f f e rence  i s  t h a t  the time-addresses do 
no t  conta in  o f f s e t s .  The reason o f f s e t s  are no t  
included i s  t o  f a c i l i t a t e  reorganizat ion of  th: 
rou t i ng  records. Furthermore, o f f s e t s  a re  of 
l i t t l e  value f o r  r e t r i e v i n g  a record from a 
sequential f i l e .  

The value i n  the TIME f i e l d  of  a rou t i ng  
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Routing Subsystem Based on Time-Links. (Solid arrows represent address-links; dashed arrows 

Evaluation 

The impact of the routing subsystem on inte- 
gration, Performance o f  the record keeping opera- 
tions, and performance of the routing subsystem i s  
quite low. The cost of integrating the subsystem 
into a new or existing record keeping system i s  
minimal: only one field must be added to the data 
records and the RIT initialized. I f  the addition 
o f  the TLINK f ie ld to the data records presented 
a problem, a separate table o f  ( I D ,  TLINK) pairs 
could be created. 

the  performance o f  the  record keeping operat ions.  
The add i t i ona l  storage requirements f o r  the data 
records and the RIT a re  bu t  a small f r a c t i o n  o f  
the t o t a l  data record storage, and the  operat ions 
which r e t r i e v e  and maintain the data records are  
no t  af fected by the presence o f  the  rou t i ng  sys- 
tem. 

The rou t i ng  subsystem should no t  degrade 

The performance o f  the  rou t i ng  subsystem 
should be q u i t e  acceptable. The most f requent ly  
performed operat ion,  c rea t ion ,  requires on ly  a 
few simple steps. Purging i s  l i kew ise  simple. 

The e f f o r t  required t o  reorganize i s  domi- 
nated almost exc lus i ve l y  by the opera t ion  o f  
phys i ca l l y  moving the records; l i t t l e  e f f o r t  i s  
required t o  update the  RIT. Because o f  the  low 
cos t ,  i t  would be possible,  f o r  example, t o  
a l l o c a t e  space fo r  new rou t i ng  records on a h igh  
speed storage device; when the  device i s  f u l l ,  
the records can be migrated t o  a slower speed de- 
v ice.  

The e f f o r t  requ i red  t o  r e t r i e v e  a s ing le  
rou t i ng  record i s  dominated by the t ime t o  search 
the  RIT f o r  the  appropr ia te  rou t i ng  f i l e  and 
then search the  rou t i ng  f i l e  for the  record. I f  
the RIT i s  ch rono log ica l l y  ordered, i t  can be 
searched i n  O(log n) t ime using a b inary  search. 
For example, i f  t t e  rou t i ng  data i s  s to red  i n  
100 f i l e s ,  then the  co r rec t  f i l e  can be de ter -  
mined i n  j u s t  7 probes i n t o  the  tab le .  The t ime 
required t o  l oca te  the  co r rec t  record w i t h i n  a 
rou t i ng  f i l e  depends p r i m a r i l y  on the type of 
device on which the  f i l e  resides and t o  a lesser  
ex ten t  on the  amount o f  p rec i s ion  used f o r  t he  
TIME f i e l d .  I f  the  f i l e  i s  ch rono log ica l l y  
ordered on a random access device, a b inary  search 
can again be used t o  r e t r i e v e  the  record i n  
l oga r i t hm ic  time. Otherwise, i f  the f i l e  resides 
on a sequent ia l  device,  a l i n e a r  search must be 
made. I f  enough p rec i s ion  i s  used f o r  the  TIME 
f i e l d  tomake time values unique, then no addi-  
t i o n a l  searching i s  required; otherwise, several  
records may requ i re  inspect ion t o  loca te  the 
one(s) w i t h  the proper I D .  The conclusion i s  
t ha t  a l though the  t ime required t o  loca te  rou t i ng  
records i s  much grea ter  than the  t ime required t o  
c rea te  and purge records, i t  i s  acceptable Siven 
tha t  the  opera t ion  i s  no t  performed f requent ly .  
F ive  rou t i ng  records, s to red  i n  a rou t i ng  l i b r a r y  
conta in ing  1,000 tapes can be located i n  no more 
t ime than i t  takes t o  read 5 tapes. 

To summarize, the t o t a l  impact o f  a time- 
l i nked  rou t i ng  subsystem on a record keeping sys- 
tem i s  very low. The cost o f  i n teg ra t i ng  i t  i n t o  
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Requirement 
1 .  Integration 

2. Performance of  
Record Keeping 
Operations 

3 .  Performance of 
Routing Subsystem 

a. Creation 

Strategy 
Time Address -- Linked Linked Inteqrated Dump 

0 0 0 0 

0 0 0 0 

0 0 0 

b. Retrieval 0 8 0 0 

c.  Reorganization 0 0 0 0 

d.  Pu rg ing  0 0 0 0 

OVERALL 0 0 0 0 

Table I .  Relative Evaluation of Strategies  f o r  Implementing 
a Routing Subsystem (0 - good, s a t i s f i e s  the requirements; 
0 - f a i r ,  some deficiencies;  0 - poor, probably unacceptable 
except under special  circumstances). 

t he  system and the overhead imposed on the record 
keeping operations i s  low. The cost  o f  mainta in ing 
the rou t i ng  records i s  low f o r  c r i t i c a l  operations 
and acceptable for  r e t r i e v a l .  

Comparison w i t h  Other St rateg ies 

The t ime- l inked s t ra tegy  w i l l  be bompared 
w i t h  three o the r  s t ra teg ies :  1) an address- 
1 inked s t ra tegy,  2) an in tegrated s t ra tegy  under 
which the  rou t i ng  data i s  in tegrated i n t o  the 
data records, and 3) a dump s t ra tegy  under which 
the rou t i ng  records a re  simply dumped i n t o  f i l e s  
wi thout  l i n k i n g .  The r e s u l t s  a re  summarized i n  
Table I. 

Address-Linked Strategy 

The address-l inked s t ra tegy  i s  s i m i l a r  t o  the 
t ime- l inked s t ra tegy,  but  the r o u t i n g  records a re  
l i n k e d  by phys ica l  l o c a t i o n  ra the r  than by time. 
The loca t i on  gives the s t a r t i n g  address of  a 
device and, f o r  d i r e c t  access devices, an o f f se t  
w i t h i n  the device. I t  i s  important t o  no te  t h a t  
t he  l o c a t i o n  i s  a phys ica l  ra the r  than l o g i c a l  one 

and includes an o f f s e t ;  btherwise i t  would be 
equiva lent  t o  the t ime- l inked method. 

The cost  o f  i n teg ra t i ng  an address-l inked 
s t ra tegy  i n t o  a record keeping system is small 
as f o r  the t ime- l inked s t ra tegy.  
requi red i n  the data records t o  p o i n t  t o  the loca- 
t i o n  o f  the f i r s t  (most recent) r o u t i n g  record, 
though no RIT t a b l e  i s  required. The impact o f  
the s t ra tegy  on the record keeping operations i s  
1 ikewise minimal. 

A f i e l d  i s  

Re t r i ev ing  rou t i ng  records under address- 
l i n k i n g  w i l l  be s l i g h t l y  f a s t e r  than under t ime-  
l i n k i n g  s ince no mapping o f  l o g i c a l  t o  phys ica l  
addresses i s  required. Records s tored on d i r e c t  
access devices can a l s o  be re t r i eved  f a s t e r  since 
searching i s  no t  required. However, the t ime t o  
r e t r i e v e  records on sequential devices i s  the  
same f o r  both s t ra teg ies .  Thus, i f  the bu lk  o f  
the rou t i ng  records are stored, for example, on 
tape, there w i l l  be no s i g n i f i c a n t  d i f f e rence  i n  
the r e t r i e v a l  t ime f o r  the s t ra teg ies ,  s ince t h e  
r e t r i e v a l  t ime w i l l  be dominated by the tape search. 

The address-l inked s t ra tegy  has one disadvan- 
tage; reorganiz ing the  rou t i ng  records requi res 
updating o f  a l l  l i n k s  -- a n o n t r i v i a l  operat ion.  
The necess i ty  t o  update the  l i n k s  r u l e s  ou t  t he  
p o s s i b i l i t y  o f  c rea t i ng  new rou t i ng  records on 
high-speed devices and l a t e r  m ig ra t i ng  them t o  
slower-speed devices wi thout  i n c u r r i n g  considerable 
overhead. Also, purging obsolete record!; requi res 
some s o r t  o f  t ime stamp t o  be associated wi th  the 
rou t i ng  f i l e s  anyway. For these reasons, the time- 
l i nked  s t ra tegy  i s  g iven a h igher  o v e r a l l  r a t i n g  
than the address-l inked one. 

Integrated Stragegy 

An integrated s t ra tegy s to re s  the routing 
records i n  the central  data base along w i t h  tht! 
data records. 
making retr ieval  of routing records very f a s t .  
However, i n  a l l  other aspects i t  i s  in fe r io r  tm) 
e i t h e r  of the linked approaches. 

This approach has the advantage of 
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routing subsystem into the record keeping system 
could be extremely diff icult  and costly. 
performance of the record keeping operations could 
be severely degraded due to the increased s ize  of 
the central data base. 
routing records i s  likely to interfere with data 
retrieval and maintainance operations. 

The 

The presence of  unused 

The task of performing c r i t i c a l  rou t i ng  
operat ions i s  a l so  more c o s t l y  than under the 
l inked s t ra teg ies.  Severe over f low problems 
a r i s e  i f  a newly created rou t i ng  record 
does not f i t  i n t o  the amount o f  space a l l oca ted  
i n  the data record. Purging o f  obsolete 
rout ing records requires a search o f  the en- 
t i r e  data base and poss ib le  reorganizat ion o f  
the remaining rout ing records. Thus there 
appears t o  be no s i g n i f i c a n t  advantage t o  an 
integrated approach. 

I t  is a lso  worthwhile t o  observe that  the 
same problems a r i s e  w i t h  any scheme under 
which the rou t i ng  records are organized by 
i nd i v idua l  ra ther  than by time, even i f  the 
records are maintained outs ide o f  the cen t ra l  
data base. Unless rou t i ng  records are f r e -  
quent ly re t r ieved,  the bene f i t s  of  low re-  
t r i e v a l  costs are l o s t .  

Dump Strategy 

The t h i r d  s t ra tegy considered here i s  
t ha t  of  simply dumping a l l  r ou t i ng  records 
i n t o  f i l e s  wi thout  l i n k i n g  them t o  t h e i r  corres- 
ponding data records. This s t ra tegy has 
several obvious advantages. No changes are re- 
qu i red t o  the data records and the process o f  
creat ing,  reorganiz ing, and purging rou t i ng  
data i s  minimal. However, i t  does have the 
ser ious disadvantage tha t  the cost o f  r e t r i e v i n g  
a rout ing record could be p r o h i b i t i v e l y  expen- 
s ive.  
which generate a s u f f i c i e n t l y  small number o f  
rout ing records tha t  exhaustive search i s  not  
out o f  the question. 

The method has mer i t  on l y  f o r  systems 

Conclusions and Future Research 

The conclusion i s  that  rou t i ng  records are 
best organized by some l i n k i n g  s t ra tegy and tha t  
l o g i c a l  addresses based on time are preferable 
t o  physlcal  addresses. However, there are s t i l l  
several questions worth i nves t i ga t i ng .  For 
examp 1 e, 

cost - 
What i s  the cost of  employing the t ime- l inked 

s t ra tegy )?  It would be useful  t o  develop a model 

i n  which the cost could be estimated i n  terms of  
the quan t i t y  o f  rou t i ng  data, the frequency of  
r e t r i e v a l ,  the types o f  storage devices used, e t c .  

Encryption 

Does encrypt ion o f  the rou t i ng  data a f f e c t  
t he  choice o f  s t ra tegy and how should the data 
be encrypted? Pre l iminary i nves t i ga t i on  suggests 
t h a t  the t ime- l inked s t ra tegy would f i t  n i c e l y  
i n t o  an environment where data and rou t i ng  
records are r o u t i n e l y  encrypted. For example, 
the TIME f i e l d  o f  each rou t i ng  record could be 
l e f t  i n  p l a i n t e x t  and the remainder o f  the 
record encrypted. Purging and reorganizat ion o f  
the rout ing records could then be performed w i th -  
out  decrypt ing the records. Retr ieva l  would 
requi re decrypt ing on ly  the rou t i ng  record(s) 
w i t h  the desired time stamp. 
could be the same f o r  a l l  rout ing records o r  
could be unique t o  the i nd i v idua l  associated w i t h  
the record. 

The encrypt ion key 

Multiple Record Disclosure 

How should the d isc losure (update) o f  several 
data records a t  once be handled? Rather than 
c rea t i ng  a separate rou t i ng  record f o r  each data 
record, It might be preferable t o  create a s ing le  
rou t i ng  record t o  represent the e n t i r e  d isc losure,  
I f  the data records are l o g i c a l l y  re la ted  i n t o  a 
group, i t  might be poss ib le  t o  associate an 
add i t i ona l  t ime- l inked chain w i t h  the group. 
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