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ABSTRACT: Public-key signature systems can be
vulnerable to attack if the protocols for signing messages
allow a cryptanalyst to obtain signatures on arbitrary
messages of the cryptanalyst’s choice. This vuinerability is
shown to arise from the homomorphic structure of public-
key systems. A method of foiling the attack is described.

1. INTRODUCTION

George Davida [1] uncovered a potentially serious
weakness in the hasic protocsl for signing messages
using the RSA public-key cryptosystem [9]. Assuming
that a cryptanalyst can get a user to sign arbitrary mes-
sages that may be meaningless, the cryptanalyst can
decrypt ciphertext encrypted under the victim’s public
key or forge the victim’s signature on a meaningful
message. This is done by getting the victim to sign new
messages derived from the inlercepted ciphertext or
chosen message. Although Davida refers to the attack
as a “chosen signature” attack, it is actually a “chosen
message” attack since the cryptanalyst chooses mes-

sages 1o be signed rather than signatures to be validated.

The atlack also works with other public-key systems.
The attack does not break the RSA system in the
traditional sense whereby a cryptanalyst can obtain se-
cret keys. Indeed, the attack is carried out without
knowledge of the victim's private key. In this sense, the
attack is much weaker than a “chosen plaintext” attack
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on a conventional cryptosystem which, if successful,
breaks the system.

We first describe the attack with the RSA cryptosys-
tem and show how it generalizes to other public-key
systems. We then describe a signature-hashing tech-
nique, developed by Davies and Price [2], that appears
to foil the altack for any public-key system.

2. THE BASIC RSA PROTOCOL

Let n be the modulus for the victim’s RSA cryptosystem
where n = pg for large secret primes p and g (say 100
digits each, making n 200 digits); and let ¢ and d be the
public and private exponents respectively, where e and
d are multiplicative inverses mod ¢(n) = (p — 1}{(g — 1).
The public exponent e is used to encipher and validate
signatures; the private exponent 4 to decipher and sign
messages. To send the user a secret message M, the
sender enciphers M by computing C = M* mod n; the
user deciphers the ciphertext C by computing C¢ mad
n = M. Similarly, the user signs a message M by com-
puting § = M“ mod »; the receiver validates the signa-
ture S by computing 5° mod n = M. The security of the
system rests on the assumption that a cryptanalyst can-
not determine the factors p and 4 of n. [See [4] for a
tutorial on the number theory behind the RSA system.)

3. THE POTENTIAL WEAKNESS

Suppose that a cryptanalyst has intercepted ciphertext
C sent 1o the victim where C = M mod n. Davida [1]
has shown how the cryptanalyst may be able to deter-
mine M without knowing the deciphering exponent 4.
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We first describe his method and then describe a sim- tim does not know X or §, it is unnecessary to decom-
pler method found by Judy Maore. pose C to conceal the attack, that is, ¢t = 1 can be used.

Thus, Meore’s attack requires only one signature from
ALGORITHM 1. the victim:

Davida’s method for obtaining C¥ mod n = M.
ALGORITHM 2.

1. Factor Cinto t > 1 components, obtaining Moore’s method for obtaining C¥ mod 7 = M.

C = GGy, -+ - G (the components C; need not be

prime or prime powers—any decomposition of C 1. Pick an arbitrary § and compute X = §° mod #; this
will do). This implies that M also factors into ¢ implies
corresponding components M, . .., M, where S = X4 mod
€=6G -G 2. Get the victim to sign the message XC mod », obtain-
= (MM, - M) mod n ing the signature

= (Mi)'(My)° - - (My)° mod =, S = (XC)* mod n.

3. C te $'mod n = X" mod n.
andM;=C'modn(i=1,....%. ompute 5 mod n moa

4, Multiply §7! to obtain M:
2. Gel the victim to sign a message X and messages XC, ultiply 57" by 5. to obtain

mod n, . .., XC, mod 7. X can be a new message or a 5716, mod # = X¥XC)? mod n = C' mod n = M.
message previously signed by the victim. The mes-
sages XC,, . . ., XC, might be lines in some file the Under the assumption that the RSA system in crypto-
cryptanalyst requests the victim to sign line by line graphically strong (computationally infeasible to break),
to acknowledge receipt. The signatures obtained are Mgore’s method is optimal in the sense of requiring the
thus: minimai number of signatures from the victim, If it
S = X mod n were not, then we could decrypt ciphertext without
any cooperation from the victim, thereby breaking RSA.
S=XCYVmodna(i=1,.. ., 1. Because both algorithms compute €4 mod #, they

may also be used to forge the victim’s signature on a
message C chosen by the cryptanalyst. If the cryptosys-
) . tem is used for signatures only and not for message
§7=X"mod n. secrecy, or if separate keys [values of ¢, 4, and ) are
4. Multiply this by each of the S, to obtain the M- used for secrecy a.nd for signatures, .the attack can still
o » p be used to forge signatures, though it cannot be used to
$715; mod n = X™(XC)¥ mod # = Cf mod n = M,.

decrypt ciphertext.
5. Compute the product MyM; - - - M; mod n = M.

3. Compute the multiplicative inverse 57! mod # of the
signature S, getting

4. GENERALIZING THE RESULTS TO OTHER
PUBLIC-KEY SYSTEMS
Consider an arbitrary public-key cryptosystem with
private deciphering (signature) transformation D and
public enciphering (signature validation) transformation
E = D', Moore’s method extends te the system if the
message space forms a group with binary operator o
and identity element 1; the signature space forms a
group with a binary operator, alsa denoted by o, and
identity 1; and the deciphering transformation D is a
homomorphism from the message group to the signa-
ture group, that is, the following properties hold for all
messages X, Y, and Z:

The attack can also be made using X = 1. Then the
cryptanalyst needs only the f signatures S; = Cf mod n
= M;. This attack, however, may be easier to detect
since the factors of C and M are exposed.

Obviously the attack would not be feasible if a com-
plete factorization of C were required in Step 1, since
we are assuming that factoring large (e.g., 200 digit)
numbers is infeasible (if not, then RSA could be bro-
ken). Even so, factoring is costly, so we are more inter-
ested in Moore's method which does not require any
decomposition.

The multiplicative inverse of S computed in Step 3
can be computed efficiently in O(log n) time using an
extended version of Euclid’s algorithm (e.g., see [4]). In

1. Xo(YoZ)=(Xo0Y)ao Z Associativity—for Ste
the unlikely event that S is not relatively prime to #, § ( )=Xe) { v P

does not have a unique inverse mod n. But in this case, 4 :

the cryptanalyst can easily factor n because S will be a 2. Xol=1lo0X=X (Identity—for Step 4]

multiple of p or g, whence ged(S, n) = p or g. 3. XaX'=X"oX=1 (Inverses—for  Steps
In Step 2, the cryptanalyst can pick an arbitrary mes- 3 and 4)

sage S and compute X = §° mod » rather than asking 4. D(X oY) =D(X) o D(Y) {Homomorphism—Tfor

the victim to sign X, since this implies that § = X? mod Step 4)

#i. This reduces the amount of cooperation required

from the victim and is used in Step 1 of Algorithm 2, Algorithm 3 computes D(C) to decrypt C or forge the

the simpler approach found by Moore. Because the vic- victim’s signature on C:
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ALGORITHM 3.
Generalization of Moore's method to obtain D(C).

1. Pick § and compute X = E(S); this implies § = D(X).

2. Get the victim to sign the messae X o C. The signa-
tureis §;, = D(X o C).

3. Gompute 57"
4. Compute

Sz = S_l 8] S'l
=$1uDX o C)=5" o (DX o DIC))

=5'0(oDC)=1(5"08aDC
=1 0 D[C) = D(C).

The RSA system fits this general pattern, where both
the message and signature groups are defined by the
integers relatively prime to n together with multiplica-
tion. The deciphering transformation is a homomorph-
ism because

(XY} mod n = [(X* mod #)(Y* mod #) mod ».

(Similarly, the enciphering transformation is a homo-
maorphism.)

It is not surprising that a cryptosystem for which the
deciphering transformation is a homomorphism is vul-
nerable to certain tvpes of attack. Rivest et al. |10]
showed that such cryptosysterns can have inherent
weaknesses.

In a signature-only system, messages can be signed
but not encrypted for secrecy, since computing D{E(X))
will not usually restore X. For such systems, the attack
is therefore useful only for lorging signatures. Note that
in this case, the transformation D need not be a hamo-
morphism as long as E is a homomorphism. This is
because the signature S; computed in Step 4 of Algo-
rithm 3 will be accepled as a valid signature, though it
can differ from that which the victim would compute,
that is,

E{S:) = E(S ' 0 51) = E(S ") v E(5:)
=ES) '0ES)=X"0Xo()=C

Shamir’s signature-only knapsack scheme [11] (see
also [4]) fits this pattern, as shown by DeMillo and
Merritt [3]. Here, the signature validation transforma-
tion E is given by E(S) = SA mod n, where 7 is a k-bil
prime, A and § are vectors of length 2k whose elements
are k-bit integers, and 5A denotes lhe scalar product.
The signature group is defined by the integer veclors of
length 2k with vecter addition and the 0 vector as iden-
tity. The messages C and X are inttegers mod »n, and the
message group is defined by the integers mod n with
addition and identity 0. Although D is not a homo-
morphism, E is a homomorphism from the signature
group to the message group, since for all signatures 5,
and S3:

(51 + 52)A mod # = (5,4 mod n + S:A mod n} mod n,
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Algorithm 4 shows how a signature can be forged in
Shamir’s system.

ALGORITHM 4.
DeMillo’s and Merritt's Method for Forging a Signature
S. on C with Shamir’'s Signature System.

1. Pick X and get the victim to return the signature S
such that SA mod n=X.

2. Gel the victim to return a signature 5; on X + C such
that A mod n =X+ C.

3. Compute §71= -5,
4. Compute the signature S, = =S + §;. 5, is a valid
signature of C because

E(8;) = E[~S + 51) = (=5 + 51)A mod n
= (—5A mod n + 5:A mod 1) mod n
={-X+(X+ O] mod n=C.

DeMillo and Merritt also consider similar attacks on
variants of the RSA system. These systems all have an
underlying homomorphic structure (though not explic-
itly identified as such in their paper), which explains
their vulnerability to this general method of attack.

5. AN IMPROVED SIGNATURE SCHEME

For the attacks to succeed, the cryptanalyst must be
able to get the victim to sign essentially arbitary mes-
sages that are supplied by the cryptanalyst and are not
likely to be meaningful. To protect against such altacks,
users can sign only meaningful messages, but this
places the burden of security entirely on the user.

A better stratsgy is to strengthen the signature sys-
tem to make the attacks impossible, We now describe a
method of doing this that transforms all messages with
a one-way public function & before they are signed. A
message M is thus signed by computing § = D(h(M)).

The function h should satisfy four properties:

1. h should destroy all homomorphic structure in the
underlving public-key cryptosystem; that is, h{X 0 Y)
# h(X) o k(Y) must hold. Moreover, for almost all X
and Y, D(A(X o Y)) # D{i(X)) o D(h(Y})) should hold.
Then the cryptanalyst cannot factor out the X or Y in
a signature D{h(X o Y)).

2. h should be computed over entire messages (rather
than on a block-by-block basis ). This will make it
difficult for a cryptanalyst to obtain signatures by
inserting blocks into a file that otherwise looks
legitimate.

3. h should be one-way so that messages are not dis-
closed by their signatures. This is needed when bath
secrecy and authenticity are desired.

4. h should have the property that for any given mes-
sape X and value h(X), it is computationally infeasi-
ble to find another message Y such that h(Y) = h(X).
This is needed to prevent forgeries since the value
h(X) can be obtained from a signature § = D(h(X)) by
applying the public function E to S.
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Applying the transformation h to a message before
signing has an additional benefit. Because the transfor-
mations E( ) and D(h( )} are not inverses, a cryptanalyst
cannot hope to decrypt an intercepted ciphertext mes-
sage C by getting a signature on C.

The practice of transforming messages before signing
was suggested by Davies and Price [2] who designed a
protocol for signing secret messages using a one-way
public hashing function & that conceals messages and
prevents forgeries. Their function /4 blocks a message
M into 56-bit blocks M, ..., M, and computes a digest
(64 bits)

H=hM N =Emo0...0Em 0Ey 0...0Em(l)

where Ey, is the DES-enciphering algorithm keyed to
block M, I'is a random 64-bit initialization seed for the
DES, and “0” here denotes function composition. Be-
cause the function k2 can be computed both forwards
and backwards (by using the deciphering transforma-
tions Day,) for an arbitrary message M, the message must
be repeated in the keys to prevent a “meel in the mid-
dle” forgery (compute forwards from I using 2** varia-
tions of the first half of the desired message and back-
wards from H using 2% variations of the second half of
the message; sort the results to find a match, which is
likely to occur since there are 2% ways of pairing the
values in the two sets).

Wolfgang Bitzer has suggested an improved hashing
function that foils the meet-in-the-middle attack with a
single pass over the message. His hashing function is
given by

H=hM,I) = 2.,
where

Zigh = EZ'@M‘(ZJ (l =1,..., r]

Z;=I,

Z/ consists of 56 bits selected from Z,, and “®" denotes
“exclusive or.” The meel-in-the-middle atlack is pre-
vented because it is not possible to compute backwards
through the function, i.e., compute Z; from Z;.,.

Both DES-based hashing functions would destroy the
multiplicative structure of the RSA system and the ad-
ditive structure of knapsack systems. They almost cer-
tainly would destroy the homomorphic structure of any
underlying cryptosystem.

Using the hashing function, the message M is signed
as S = D(H||I), where “ ||’ denotes concatenation, and
the 128-bit black (H||I) is replicated as many times as
necessary o fill the input block for the signature trans-
formation D. A signature S on an alleged message M is
validated by first computing E(S) = D7'(S) = (H||]); next
computing h(M, I) using the public function h and the

alleged message M; and finally comparing h(M, I) with H.

The message M can be transmitted either as cleartext
(if secrecy is not needed), as ciphertext encrypted using
the receiver’s public key, or as ciphertext encrypted
using a secret key shared by the sender and receiver (if
4 conventional cryplosystem is used for message se-
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crecy, with the public-key system reserved for signa-
tures and key exchange).

The hashing function has two important advantages
besides protecting against signature attacks:

1. It separates the signature transformation from the
secrecy transformation, allowing secrecy to be im-
plemented with a one-key system or to be skipped
[2). Yet the separation is achieved without much
message expansion, since each signature is a single
block.

2. It conceals messages so that signatures can be pub-
licly disclased without revealing their correspond-
ing messages. This is important for recavering
from compromises or direct disclosure of private
keys. Let D4 be the signature key of user A. In
order that a signature § of A can remain valid after
D4 is compromised or deliberately disclosed, §
should be bound to A’s current public key E,,
time-stamped, and signed by the public key server
(notary public) [8] giving a “signature certificate”
[5] G = De(T, A, Ea, 5), where Dg is the signature
key of the public key server, and T is the time
stamp. And in order that § can remain valid even
if Dp is compromised, G should be kept in a public
log. For this reason, it is important that S conceal
Lhe message signed and have minimal storage
requirements. This is achieved with the hashed
signature method. (For further discussion of this,
see [5].)

3. It can provide a more efficient method of signing
messages, since the public key transformation is
applied to just one block of data. The RSA trans-
formalion, for example, is several orders of magni-
tude slower per bit than the DES, so using the DES
to hash a long messapge down to a single block is
considerably faster than applying RSA to the en-
tire message.

6. CONCLUSIONS

Davida's discovery demonstrates the fundamental im-
portance of encryption protocols. It is not enough to
have an encryption algorithm that is computationally
hard to break; the procedures for using the algorithm
must also withstand attack. We have identified several
properties that should be satisfied by any signature sys-
tem; in particular, it should destroy any homomorphic
structure in the underlying public-key algorithm. The
signature scheme described here appears to satisfy
these properties. Further research along the lines initi-
ated by Dolev and Yao [7] and DeMillo et al. [3] may
lead to techniques for proving the security of signature
schemes.

The attacks on public-key signature systems are in-
stences of a general method of attack, which we call
the “many-time pad” [6]. Many-time pad attacks pad
the input to a query to conceal a request for sensitive
data, and then remove the effect of the padding from
the outpul by exploiting an underlying homomorphic
structure in the problem domain. “Tracker” attacks
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(e.g., see [4]) on statistical databases are also instances
of the many-time pad.
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