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Leveraging Information and Network
Technology...







Translating

DATA to
INFORMATION to Pirates in small
KNOWL EDGE speedboats at
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Uncertainty Management

EliMnty?

Impossible!

Reduce uncertainty?
Still possible!




Decide First, then Justify
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Anticipating Surprises??

There’s so much info
to sieve through...

Hmm... this piece of
iInfo does not seem to
match the rest!

Oh heck, probably
just noise...

There... 'Problem’
solved
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Weak Signals Detection

Combining the weak
signals to form the
ety complete picture...
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9/11 - Linking the Faces of Terror
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9/11 - Linking the Faces of Terror
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9/11 - | inkina +he Faroe Af Torrar

FEDERAL BUREAU OF INVESTIGATION A”A

Name: Zakarras Moussaouil

Arrested 16 August 2001

Address

“showed little interest In
learning to take off or land”

“large aircraft could be used
as a weapon’










“Know to see” or “See to know”"?

Mischievous?




Information Management ... cmd Collaboration
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Hypothesis Ghrrsgegitinghand Ranking
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Hypothesis Clustering and Ranking

II I IIIII ' I'I I | II !II D D I|!.II ].l I! DLDL Lnlllml:[rmql K




Hypothesis Ranking Revision

Evidence List

Ranking Table
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Missing Hypothesis

Evidence List Ranking Table
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Uncertainty Reduction




Attainment of Robust Course of Action




Bayesian Belief Network

As evidence comes In, links are generated...




Baye’s Rule of Probability

P(E/H) P(H)
PHE)=  — P(E)

H = Hypotheses
E = Evidence to be collected
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Countering Deception

P(E/H) vs P(E/not H)
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Competing Hypothesis



Midway Revisited: Detecting
Deception by Analysis of
Competing Hypothesis




¥t Analyst's Notebook 6 - [Azahari Info (Modified)]
g File Edit View Insert Format Tools Analysis Databases ‘Window Help
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Unstructured Text




Unstructured Text

SUSPICIOUS
ACTIVITIES
DETECTED




Cynefin Domains

Complex Un-order
C&E coherent in retrospect

Hidden Order
C&E discoverable

Sense
Analyse
Respond

Act Sense

Sense Categorise
Respond Respond
Visible Order

Chaotic Un-order

No perceivable C&E C&E obvious




Human Analysts — The “heartware” of Intel Architecture




Ruthless Curiosity




