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Our world has changed in the last 8 years




EMERGING THREATS

Maritime terrorism

Cyber crimes

Transnatlonal terrorism WMD proliferation

lllegal Narcotics lllegal Migration




Straits of Malacca:
An Attractive Terrorist Target

Strategic Significance

o A third of world trade

« Half of all oil shipments by sea

o Two-thirds of all LNG shipments
e 50,000 ships

e 90% of China§vwe\

900 km long < Natural chokepoints

BN




Technology as a Force Multiplier

Overcome resource & size constraints

Strategic technological edge
« Address unique operational needs
-~~~ *» Technological surprise
- * Rapid solutions to ops problems & surprises




“... Important ... to see how we can expand the knowledge,

capabilities and expertise we have built up in DSTA and DSO ...
and use it in a more coordinated way to provide technological
support for national security, beyond defence and the SAF...”

Dr Tony Tan

Former Deputy Prime Minister

Minister for Defence

Coordinating Minister for Security & Defence
After visiting DSTA




A Partner in National Security

National Security Coordination Secretariat
(Prime Minister's Office)

Permanent Secretary

& Intelligence Coordination)

I_I_I

MNational Security Joint Counter
Coordination Centre Terrorism Centre

Ministry of Information,

Communications and the Aris

Maritime Security

Biological Defence

Public Health

Chemical Defence

Critical Infrastructure Protection
Aviation Security

Cyber Security

Explosive Safety

C2 Systems
— Public Safety
— National Emergency
— Island Defence

Emergency Procurement




Mational Security Coordination Secretariat
(Prime Minister's Office)

Permanent Secretary
(Mational Security
& Intelligence Coordination )

MNational security Joint Counter
Coordinaton Centre Terrorism Centre




—abalanced SAF

= 80s to 90s

= A modern air force — F16s, E2Cs,
KC135s

= Combined arms army

= From coastal force to corvettes,
MPAs, submarines, frigates



WIDENED SPECTRUM OF
OPERATIONS

Non-combatant Evacuation
Operations

: Humanitarian
Protection of Assistance & Disaster

Installations

Peace Support
Operations

Conventional
Warfare

Continuum of Conflict

Peacetime  Troubled Peace Tension Period Post-War




« Affordability (cost escalation of defence systems)

« Asymmetry

v * Widening spectrum of threats
\

» Limited resources including scientific and engineering talent

Rapid technological advances and obsolescence




Global Strategy for a National Capability

Invest in
technologies to
ensure a clear
lead (deterrent)

Cz
{1"¥ instit

{

Local

academ

Build up local
industry in critical
support functions
and niche areas

Collaborate with
R&D partners
globally and locally




Integrated Defence Development

Integrated Process

Ops-Tech Vision in
Planning

Life Cycle Management in
Execution

Portfolio management &
D30/S70 in R&D

Integration in military and
academic research

Steady Investment

30% of defence budget for
capability development

4% for R&D

1% for experimentation

Investment in Scientific
Talent
2,500 scientists &
engineers in DSTA & DSO
400 engineers in
MINDEF/SAF
80 Scholarships annually
Education (TDSI, DSTA
College)

Focus on Niche Areas
Unmanned systems
EW
C4al
Intelligence
Precision Weapons
Systems Engineering




Sensemaking

 Anticipating
Surprise

» Dealing with
Complexity /
Uncertainty

Creating a
Cognitive Edge




Cynefin Framework

Un-ordered Domains

o _ : Complex

\
-
Probe = Sense =» Respond

Dave Snowden
N e Pattern Management
Executive Director

Cynefin Centre for
Organisational Complexity

Chaos
Act = Sense = Respond

« Stability-focused intervention
» Seeding

Ordered Domains

Knowable

Sense = Analyse = Respond

» Scenario Planning
* Recognition Primed DM
» Organisational Learning

Known

Sense = Categorise = Respond

» Best Practices
* Rules
* SOPs




LISA = Architecture + Algorithm + Process

Info. visualization
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Collaboration with The Arlington Institute




A Networked Government

A network of:
« Agencies
5. ¢ People
M ¢ Tools

Police .

. 3 TRADE and
R - INDUSTRY
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The Need for Systems Architecture

Vulnerability

Ordered by Ordered by
Consequence Probability

Design for ilities:

flexibility, interoperability, scalability, adaptability, modularity, etc




DSTA Battles SARS

It was 3 April 2003, 9.33am. An email from Health Minister, Lim Hng Kiang, popped up on Chief Executive's
computer screen. Mark urgent, it was entitled “SARS screening idea".
Minister was requesting for DSTA's assistance in sensor technology

Tan Yang How (left), Division Manager, Sensor Systems Division,
making sure that the system works at Changi Airport.




Experimentation

Battle T S
lab to help =SSy
reshape  JEEREs
SAF war
muscles

Centre being set up to explore new hattle
concepts and assess how IT can
help armed forces win in modern combat

wirlil, ||.'\'i.l.!:'| St =hipsied

“ (the SCME) IS the key to the SAF

of the future.’” Minister for Defence during
opening of SCME on 5 Nov 03




Modelling & Simulation

All new SAF missions

Defend HQ From Any On Guard!
Invasicn

e “what-if” scenarios
analysis

e Surprise Anticipation
o Better prepared for
complex operation

Games
o Adaptive Thinking & Decision Making
* Mission Planning, Rehearsal and Evaluation

The Straits Times, 22/05/03

Army taps
PC games
to hone
soldiers

Virtual engagements and tactical
exercises with simulation software
and games will be tr g tools

ByDAVIDBOEXY = o oo o
DEFENCE CORRESPONDENT

SOLDIERS at the Army Officers’ Advanced School at
the Safti Military Institute fought more firefights yes-
terday than most soldiers would in their entire lives.

But while they dodged bullets and bombs, they
risked only tired fingers — from clicking their com-
puter mouses rapidly.

These virtual engagements took place on comput-
ers manned by soldiers from the Singapore Army.
They showed how PC war games will soon be added to
the army’s training syllabus.

Spe: g at the launch of the Army’s PC gaming
and simulation software, Mr Cedric Foo, Minister of
State for Defence, s : “Fighting concepts have un-
dergone a drastic transformation. You only have to
look at how war has been waged in Afghanistan and
Iraq to see that real-
ly, wars now involve
a-lot more than just
boots on the ground.

“You're seeing in-
tegrated, knowl-
edge-based com-
mand and control,

Benefits

PC war games are no
substitute for realistic field

precision weapons,
network-centric
warfare and so forth.

“In order for the
Singapore Armed

training but can help achieve
the following:

% Mission rehearsals: They
are useful for complex
manoeuvres used in urban

Forces to test and
validate some of
these concepts, I
think uter

fighting or night combat.
# Decision-making: They

COMMAND ™

A commercially-available PC game called Opera-
tion Flashpoint is also being customised by the Army
and DSTA. The souped-up software will link 16 sol-
diers in an interactive environment where one false
move could see them zapped by a simulated enemy.

But the PC games will only supplement Army
training. Realistic war games wii’l remain an essential
training method. Colonel Goh Kee Nguan, assistant
chief of general staff (training), said: “We do not see
our soldiers being ready to operate outside after being
trained on PCs. We will still see field training outside,
under the sun, as a key training tool.”




Cap Vista Pte Ltd (CVPL)

o formed in Apr 03 as a
company of DSTA

prospect for innovative
technologies applicable for
military use

explore the “non-
traditional” sources of
technology

Defence
agency
to fund
start-ups

Small companies can get backing even if
not into military research; technologies
can be adapted for defence purpeoses

Funding available

to SMESs to develop
ideas in infocomms.,,
satellite technology

on Fund man

clrement.




Innovation using COTS technology

Extension of proven technologies for a rapid and low cost solution

T
Sy "riy."kg
o Ly &

Transit to multi-
node development

Proven air-backed
parabolic transducer Full scale Prototype
technology Implementation and
testing

Singapore Technologies
E

lectronics

A comp P Technalogies Engineering




T-shaped Competency

Systems Engineering

Master Planning
Architecting
Development
Integration
Management
Management
Management
Defence
Contracting

Armament| Sensor | Land |Aeronautical
Systems | Systems |Systemg Systems

Naval | Guided | Decision & | Quality/
Systems| Systems | Engg Support

Comms & | |nformation| C2I
Network | Assurance| Systems

Defence Protective
Simulation | Construction | Structure







International Technology Collaboration

‘ Australia o
=




Why the United States?




« Common perspectives
 Strategic convergence in the face of new threats

STRATEGIC FRAMEWO

RK AGREEMENT

{ 1\;{ i fg . ‘ 5 A - T i : 5 -.\e_‘.
President Bush and former Prime Minister Goh Chok Tong
\Washington DC. May 2003




SUPPORT FOR OPS ENDURING FREEDOM
& OPS IRAQI FREEDOM

e Deployed LST, C-130, KC-135

 Police trainers

» Support for transiting US ships and aircraft
« 24-hr operation @Paya Lebar Airport

 Blanket diplomatic overflight clearance
» Close escort for high value US ships




COUNTER-PROLIFERATION

Container Security Initiative

Deployment of Radiographic Inspection System
(Gamma-ray scanner)




PROLIFERATION SECURITY INITIATIVE

 PSI Core Group member

e Participated in PSI maritime exercise in Arabian Sea,
Newport PSI wargames with US

 Hosted PSI Ex Deep Saber in Singapore in August 2005




Regional Emerging Dis€ase (REDI) Center

« MOU signed in Oct 2003
i+ MOH & CDC/NIH
o US-Singapore Joint facility:
Enhance shared detection, monitoring

and response capabilities to emerging
infectious diseases and bioterrorism

threats

Training base for health professionals
Catalyst for regional collaboration
Facilitate vaccine development

:-_'

-




Mutually Beneficial Relationship

o Share expertise and cost in areas
of convergent interests

e Singapore can serve as a test-bed
to fast track experimentation and
application of innovative
technologies




Framework for Technology Cooperation

Singapore-US Defence
Cooperation Committee

SNR Forum SNR Forum MINDEE-DTRA
with US Navy with US Army Forum

MINDEF-ONR S&T MINDEF-MCWL

Steering Group Experimentation &
Technology
Steering Group




US-Singapore Defence Technology
Collaboratlon

UYL

Collaboration Mechanisms
« MIEA - Information Exchanges

« RDTEA - Joint Projects
o« ESEP - Personnel Exchanges




Agreements and Bilateral Meetings

Number of Agreements/ Bilateral Meetings Established

25 - 20 Information Exchange Annexes

USN (12)
US Army (8)
20 -
USDATL(1)
USAF (1)
USN(2)
9 US Army (1)
- - USMC(1)
Bilateral Meetings DTRA (1)
NI(1)
DARPA(1)

15 A
10 -

9 Project Agreements

5 -
USAF(2)
/ US Army (4)
0 - USN (3)

95 9 97 98 99 00 01 02 03 04 05




CMA Partnership Approach

) NORTHCOM EUCOM Theater Maritime [
Singapore C2 Centre Fusion Center -

) ) *Threat Awareness
*Regional Info Fusion *Regional Info Fusion !

™

“Interagenc
*Threat Analysis & Reporting = » Co||abgratign (DARPA/ONR Tools, VTP)
e e *Threat Analysis &

sInteragency collaboration ]
Reporting

USPACOM Data Fusion MIFC PAC MIFC LANT

L *Threat Analysis & «Threat Analysis &
Theater COP Reporting (VTP, CATE) Reporting (VTP, CATE)
Maintenance

‘Regional

Modified from PACOM slide




DSTA—DARPA Dialogue _

(24-27 May 2005)

e A 14-strong DARPA visited Singapore P
e Include Dir, Dy Dir, 2 Office Dir, 1 Office Dy Dir and 8 Program Managers)




EXTREME R&D, FOR REAL

By Fruix Son
Depuiiy

NEVER SAY DIE
Darpais trying to
create networks
that can degrade
in performance
but perhaps never
collapse.

DR ANTHONY TETHER

GROUND-BREAKING TECHNO! Did you know that the M-16
{top} and the Steaith fighter (above) are both the creations of Darpa?

DST

Delence Science B
Technology Agency

Tony Tether's 3" Visit !
Why Singapore ?

“This trip is really where our
collaboration starts ... ... We see great
benefits in joining up with Singapore
because the labs and equipment here
are very good and world class in many
cases. We can progress more rapidly
together by cooperating... ”

Dr Tony Tether

Straits Times, 2 June 2005




Preparing for the Future

e Surprise
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..requires a systems approach

. Systematlc risk assessment

 Policy- Operatlon Techryalogy
“integratfon  /

» Integrated solutions roadmap

enabled by technology

e International cooperation




Preparing for the Future

e Surprise

e Fundamental Surprise




Singapore Today
® GDP per capita US$21825

» Busiest port in the world (1b gross tons); Changi Airport ﬂ
handled 30m passengers

e 2"d most competitive globally, after US

e 2 jn personal safety among world’s top 50 cities |
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“...We inherited the island without its hinterland,

, a heart without a body ...”
o —— Lee Kuan Yew, 9 August 1965
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Thank You




